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Honorable Nicholasg =, Politarg -
United Statres Distriee Judga
King Ruilding

50 Walnut Straer

Newark, New Jarzay 07101-099%

Re: United steres v, Nicodemo g, gcarfs, et 8l, Crim Ng, 00-404

Dear Judge Politan:

on August 23, 2001, the United States fileg & Reguest For
Modificarion of thig Court's august 7, 2p01 Order go as to comply winh
the proceduras sat forth in the Clasgifiag Informarion Procedures Act,
Title 18, United Statas Qode, Appendix IIT, (hereinafrer “QIPR*)Y |
Defandant 8carfp has zince cbiected to the Sovernment ' g inveogatien of
CIFA on the basiz that the Governmenr hag mot made a sulfigient
showing that the informatrieon toncerning the Key Loggsr ByStem has bean
properly classified.

the agenay that authorised the componenty of the Key Logger Systam tg
be classified; {ii) the lavel of classificaticn; and (iii} the date of

disagreas wirh defendant g Propogition, rhae issue iz pet relevant in
the instant casm Binge the components of the Key Logggs SYstem wora
not classified to aveid discovery. :

Agsigtang Diractor, Federal Bureay of Investigstian dated Septembar g, N
2001, As nored in Mz, Gaslaghar's AZfidavit, al] functional
components of the Key Loggar Symeem Ueilized in the Bcarfe
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investigation were classified as “Secret” no later than November
1857, at least 14 mentha prior to the FBRI Laboratery Divisicn

being asked to assist in the investigation,

This Affidavit should sati=fy defense’s corcerns that
components of the Key Logger System were properly claseified
pursuant to Executive Order 12958 and tha Government ghould

Proceed under QIPA.
Réspectfully submitited;

ROBERT J. CLEARY
United States Attorney

g gl
T T T Tt 7T Hy:T RONALD DL WIGLERT T U
Agmistant U.§, ALtorney

Vincent Scoca, Esg. (by facsimile and Regular maill)

(e
Richaxd Rmberts, Esq. (by faceimila and Ragular mail)
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UNITED STATES OF AMERICA

'NICODEMO 8. SCARRO, gnd
FRANK PAOLERCIO T

UNTTED STATES DISTRICT COURT
‘ DISTRICT OF NEW JERSEY

Crimingl No, 00-404

)
J
V. )
)  HON.NICOLAS K. POLITAN, U.S.D.).
)
)

AFFIDAVIT OF NELL ], GALLAGHER

I, Neil J. Gallagher, Asylgtant Director, Federa! Buteay of Investigstion, hereby declarg,

under penalty of perjury, the following:

1,

I am the Assistant Director for the Natiana! Security Division of the Federa] Buyreau of
IﬂVnsdgaﬂﬁn (FBI"), United States Deparument of Justice, an Exeeutive Departmment of
the United States, In this cepacity, T am mpuﬁalbl:. il’cr the verious counterinteligance
investigations and operaions of the FBI and have afficial supervision and contro) of the
cousterinzelligence files and records of the FBI, including thosa relating to the use of
electronic surveillance and techaical search and selzure capabilities In support of nationa
security operations. The matters stated herein are hased upon my personal knawledge,
my review and eonsideration of docwnents 2nd Information available o me in myy officia]
capacity, information furnished by Special Agems and other employess of the FRI and
my conclugions besed thereon. In this regard, I s Smillar with the techrology that was
used by the Laborstory Division to capturs the encryption kay and koy related
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information’ i support of the faveitigetion of Nicodemo 8. Scarfo (Rereafte- the "Kay
Logger System” (KLS)). It lu based upon thyt collective and specifs knowludge,
information and belief, whick L, in fact, blﬁwa to be ttue, that T submit this affidavit,

2. On April 17, 1995, President Willlam Jefferson Clinton sigred Exscutive Ordler 12953
whick, by its terms, became effsctive 150 days thereafier. Executive Order 12958
superseded prior Exacutive Order 12336 and mandatad saw procedures fir ¢laseification
Spewifically, Section 2.3 of Exaeutiva Order 12958 mandutes that agenclss witk otiginal
classifieation authority izsue “Classifestion Guides” so fciliate the proper and uniform
derivative classification of infurmation,

3 Segtion 1.1() and 1.4(a)(2) of Executive Order 12958, provide that “agency heads”
bave “original classifieation authority.” Section 1.1¢}) definay “egeacy” as anv Execytive

. Agemry ag defined in § G.S.C. §1‘0§ which, in turn, further defnes an sgency 28 any
“Exscitive department, 5 Gavernment Gorporation, and an independent estab/ishmgns
The Department of Justice iy an Executive department and the ¥BI is an Agerey of the
Department of Justice,

4, According to records of the Department of Jusice, on October 24, 1995, ther Anorney
Genieral Janet Reno delegated original claszificpinn mtﬁnrhy to the occupanty af the
panitions e;-.f FBI, Assistant Director of National Security Divisien (NSD) and 1o the FBI
N5D Section Chief (NS-8)(FBI Security Programs Manager (SPM)).

‘Rey and key ralated information refers 10 passphrases, passwords, encryp-on
keys as well as the identity of the perticular eneryprion slgerithm used, aad if public key
encTyption is used, the public and private keys used in the functionallty of'the sncryption

 product. ‘ .
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Pursuast to section 2.2 of Executive Ordar 12938, the definition of “Use ut‘]]aﬁv:ﬁvﬁ

Classification” makag cloar that “Tplersons ..... who only apply classification mariings
- 28 directed by « slassification guide, need not possess otiginel clmiﬁcaﬁn:n
authordry.”

According to FBI records, in Jenuary 1997, than Ansiytant Direstor, Nationa) Security
Division, Robart Bryant, being & persen in 2 position having original classtfcrivy
sutherity delegated by the Attomey General, dicected the issuance to the FB, pﬁrsuam

10 Executive Order 12938, m’n revised “Classifisation Guids” " known 88 G-3.° Tha G3 .. . _ .

Clusxﬂcanuu Guidz was jasued by Mr, Bryaot through then NS-§ Secsion Chief Robert
Opfer who himself oocupied 2 position which had/has original elasgification authority,
Because the G-3 Classification Guide is Secry, its ¥Rpresd terms cannot be disclosed in
this aSidavit T am fulia with the tores e requiremeats of the O-3 cassfcarion
guide, and in particular, T am famitiar with thoge provisions of G-3 which, consistens with
seeton 1.3 of Bxecutive Order 12053 (e.g. scientific and technological mattasy relzting to
national seeurity) preseribes tha clastiSication as “S5CRET” to those techniques with
certain specified characteristics and ®mpts those techniques from deslassification
pursaant to Section 1,6{d)(1) (“wcmld reasonahly be axpmed to... revexlan |
intalkg:nuu scurce, method, ¢r activity, or a cryptologle systam or activity”). 1 have
reviewad the G-3 classification pide and it is my conclusion that the cheractaristics of
the KLS tochniqus are such that it is, and has been, appropriately classified under the
provisions of G-3,
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In addition, according to the FBI Laboretery Division, it is in possssslon of records
which corroborate the fact that all fanntiopa! components of the KLS utillzed in the
SCARFO investigation that are currently classified were previously classifiad and
marked “SECRET” pursusnt to the ¥B] Gv3 Classification Guideline, elthar in fsir
durrent form or ins 2n earfler design, ne later than Novembeas 1997.

According to the FB] Laborutory Division, It was first requestad 10 assist I this
Investigation no exrtiar than January of 1599,

I have reviewed the relevant informution relating to the X1L.8, considersd the Fossible
etfects of disclosure, and have consulted with the FBI'y Laboratory Diviston and other
FBI personnel. As an FBI offcial with original classification authority, I have ¢concluded
that, consistent with Executiva Order 12958 and the FRI (.3 Classification (Zuide, the
details of the KL§ rechnigus have byen appropriztely classifed at the "SECRET" Jevel
and should remain so alassifes on the basis that any unauthorized disclosure of the
specific details of the KI5 technique could reasonahly b oxpected to cayse Yerious
damage to the national security of the United Staras

I declare under pezalty of periury under the laws of the United States of America that the
foragoing is true atd correct. Executed on this L& day of Septambar, 2001, at

Waahingtbn, D.C.
Y.t /4 _
Nefl J. or
Assistant Directop

National Security Division
Federal Buresu of Investigation
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