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OCE AL STORY
on June 21, 2000, a federal grand jury returned a three-
count gambling and loansharking Indigtment against defendants
Nicodemo 5. Scarfo and Frank paclercio. -
on June 20, 2001, defendant Bcarfo filed a motion for
diacovery pursuant to rule 16 of the Federal ruleg of Criminal
Procedure and a motion to guppress evidence geized through the
“Tuse of a speciallizé&d Fechrrque—hereinafter reforred £ao as the o
nKey Logger Systéem (k1.8) ." A brief of the United States in
opposition to defendsnt Scarfo’s motion was filed with the Court
on July 17, 2001. A hearing was held before the Court on July
30, 2001. At the hearing, the Court ordered additional briefing
by the parties. Dafendant Scarfa’s supplemental brief was filed
on August 1, 2001, the Covernment’s supplementai regpongse wWas
filed on August 3, 2001. The Court issued a Letter Opinion and
order on August 7, 2001, in which the Court ordered the
Government to submit a report detailing how the Key Logger System
functiong by August 21, 2001. The Court, however, permitted the
cavernment to file with the Court a more particularized
explanation of the security concerns which would arise if the Key
togger System technology were publicly‘disclosed, and any
testimonial evidence the Government deemed negesgary.
on August 23, 2001, the Government reguested that the Court

modify its August 7, 2001 order and permit the Government to
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proceed under the Clagsified rnformation Procedures AcL,
[hereinafter nCTPA"], Section 4, 18‘U.S.C. Aapp. 11X, § 4, gince
dizclosure would require divulging:claasified information. On
August 31, 2001, the defense filed ite objection to the
Government proceeding nnder CIPA claiming that the Government had
failed to demonstrate & sufficient showing that the information
concerning the Key Loggelr gystem had been properly classified.
On September 7, 2001, the Court conducted a hearing to ascertain
whether thae Government would be able to proceed &x parteg, in
camera pursuant to CTPA. At the conclusion of that hearing, the
Court permitted the Government to proceed under CIPA.

on GSeptember 26, 2001, AR &X parte, Ap camera proceeding was
held bafore the Court where the United States sought a Protective
Ordey denying disclosure of classified information and directing
in lieu thereef disclosure ko the defense of a substitute
Unclassified Summary Affidavit.

on October 2, 2001, this Court granted the Qovernment’ a
motion for a Protectlve Ordér and ordered that the Government, in
1ieu of digclosure of the alassified information, provide the
defense with the substitute Unclasegified Summary Affidavit of
jnformation, which the Couxt had determined would be sufficient,
together with other materials in the exigting record, to permit
full litigation and appropriate adjudication of the pending

defense motion to supprefsd.
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on October 5, 2001, the United States filed the Uncléggified
gummary Affidavit, in the form of the vaffidavit of Randall S.
Murch” dated Octcbar 4, 2001, with the Court and sexrved a copy ©n
counsel for the defense (See Exhibit A).

on November 2, 2001, the United States received via
facaimile a copy of defendant Scarfe’'s undated Memorandum of Law
and Supplemental Motiom to Suppress Evidence seized by the
Government through the Use of the Key Logger System [hereinafter,

“Novermber 9, 2001 Supplemental Motion to Suppresg”] .
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POINT 3
Defendant’s Motion to suppress Should Be Denied
par Fallure to Meet Hiz Initial Burden

of Proving That an Unlawful Interception of an
lectronic Communication Which contained the PGF

E
Pass Fhrape andg Key Eelatad Information pid in Fact Oceyr

Defendant Scarfo’s Novenber 9, 2001 Supplemental Motion to
guppress is another attempt to obtain classified information
concerning the functionality mg phe Key Loggel System. Defendant

- qmoW—assanna_hhaL"th_Uﬂgliﬂ_ii;?Q_%ENTEFX.%E?E?EYEE_EE atill‘
inadequate to provide the defense, and the Court, with a reliable -
aggeasment of whether or not the Key Logger System captured

alectronlc commpnications in violation of Title 18, U.8.C. § 2510

et seq., or more commonly referred to as Title ITI. The

defendant’s agsertion is unfounded. The fact of the natter is

that the defendant has completely failled to gubstantiate his

initial threshold burden of proving that the evidence proffered

by the aovernment, i.e, the PGP pass phrase and key related

information, was obtained unlawfully.

a. Gefend arriega t n of Pr n & ial
Court’s Satisfaction that the Evidence Proffered by the
Governmern obtained Result of & ul
Wiretap,

It i a basic tenet of American criminal jurisprudence that
a defendant seeking to suppress evidence must carry at least the
initial burden of proving that the evidence proffered by the

Sovernment was obtained as a result of some illegality. United
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Startes V. Mbrin, 378 F.24 472, 473 {ord Cir. 1467) (defendant’a

conjecture over the probability that the FBI mupt have conduated
an illegal search of defendant’e suitcase 18 inadequate &g
“purdenn of showing unlawful conduct rests on the [defendant]”)

piting Addison V. United States, 317 F.2d 808, 812 (5% Cir.

1963) (“We think the cases clearly hold that the burden im on the
sccused attacking the propriety of evidence used against him Lo
eatablish the fact that it was in fact illegally .

obtained.” (emphagis aaded.)), cerk. denied 376 U.S. 936 (1964);

United States V. Arboleda, 633 F.2d 985, 989 (2nd Cir.
1580) (cases cited therein). Where the saarch was conducted

pursuant to a judicially—autharized amarch warrant, the
determination of whether a defendant has met this burden mugt be
viewed in light of the spresumption of validity? which adheres to
g1l searches conducted pursuant to a warxant. United States V.
Yuna, 786 F. Supp 1561, 1570 (D. K5 1952); Unifed States v.

Nunex, 658 F. Supp 828, 835 (D.Co. 1987) eiting Samuels v,

McCurdy, 267 U.S. 188, 199 (1925) ; See generally Franks V.
Delaware, 438 U.8. 154, 38 o ob. 2674 {1579). In cagesd involving

electronic surveillance, the defendant's burden iz no lema than

that reguired in any other suppresgion context. United Statezs ¥,

Macaddine, 496 F.2d 455, 455-480 (27 Cir. 1974) (Quoting Nardone

et al v, United States, 308 U.8. 338, 341 (1939) (*burden is, of

course, on the seccused ip the firet ingtance to prove to the
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trial court’s satisfaction that wire-tapping was unlawfully
employed.”) - Typically, the guantum of evidence required to meet

the “trial court’s satisfagtion” is preof by a preponderance.

Wiretapping and Eavesdroppindg, ¢1ifford F. Fishman & Anne T.
McKenna, 2 ed, 1995, pp. 23-8 & 23-47.

Moresver, & Dersoil may geek to muppress intercepted
conversations or derivative evidence as a violation of Title IIT

only if he is an “aggrieved person,”’ and he is not eptitled to

win suppression unless he establishes, hased on any of three
apecified statutory grounds, that the illegality deprived him of
his rights. 18 U.2.0. 5 2518(10) (a); =S&& United States v.
Wwilliams, 580 F.2d4 578, 583 (D.C. Cixr. 1978), aart. denied 439
17.e. 832 (1978). Here the defendant velies on the ground that he
was a party to 8 communication which was unlawfully intercepted.
Thua, he must f£irst prove by a prependerance of the evidence that

an electronic communication was in fact intercepted in order to

establish his standing.

b. Defendant, Bag Failed Lo Prove by _a_ Preponderance Thatb
Any_Electronic Gommunication Was In Fact Captured Much
Less an Elegtronig Commupication Containing the
Dgfendant’g PGP Pass Phyase and Key-related

Information.

The defendant’s suggestion that some text, not sought to be

1. An ‘*aggrieved person’ means a person who waa a party to any
intercepted wire, oral, or elactronic communication or a person
against whom the interception was directed. 18 U.s.C. §
2510(11) .
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introduced inte evidence by the Government, could potentially be
part of an electronic communication is not an adequate showing
that an unlawful interception had in fact occurred. The
defendant acknowledges that the United States provided him with
documentation which the Government has repeatedly identified am
the total output, that is, represents the total capture of the
Key Logger Bystem. See “Supplemental Brief of Defendant Micodemo

a. 5c§§§gh:__ndated (filed on oxr abEEE_AUQQ%E“{LmEODll_and

Attachment A. However, to date the defendant has not identified
by sworn affidavit or otherwigse any of the sgpecifice relating to
the alleged electronic communications which he suggests may have
been intercepted. The defendant has not identified the recipient
of the communicatiomn, the approximate date or time of its
transmisgicon, or mode of transmission (e-mail, instant message,
etc.). Nor haa the defendant even averred that he was, in fact,
the author of any such electronic communication. Inn lieu of an

affirmative showing, the defendant merely points to a reference

“2 and, in effect,

in the Key Logger System output to “eyeglasses
boldly asserte that this reference could have been part of an

electronic communication. gSee “Supplemental Brief of Defendant
Nicodemo 8. Scarfe,” undated (filed in August 2001), at pp. 4, 9

(The eyeglasses reference “*has to be or is very likely” an

2. This reference to eveglasses appears on page 22 of the Key
Loggar System cutput.
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electronic communicatien; the eyeglasses reference is an
windication’ that at least cne electronic communigation was
captured) .

The United States strongly disputes this unsubstantiated
defense assertion. The wmore plausible explanation for the
capture of the keyatrokes related to "eyeglasses" is most
logically supported by the other text surrounding it. That is,
just prior ﬁo the "eyeglasses" notation in queation, the
“keystroke capture” component recorded 1LotusOrganizer®? followed
by "WinwordDocsl." Then, the words, "The Clagsic Eye Glassse
Caddy," is recorded. This is followed by other keystroken,
tggkLLJK" and only then is there the text of the notation
concerning eyeglasges. @Given the preceding entries, the
ngyeglasses® text noted by the defense appears to be a "note”
from Scarfe to himeself, which is completely consiatent with
notationg normally inputted when one uses a program such as Lotus
Organizer, or perhaps stored in file document form on the

computer's hard drive,

It would be the odd ecircumstance that any computer search
purauant to warrant would not seize cognizable text, but the bare

exiatence of such text does not render it an electronic

3. "Lotus Organizer" is an electronic organizer program designed
to allow the user to input persenal information, ¢all logs, and
other important productivity notes, Included in the basic

package are usually sections for a notepad as well as a Journal.

8
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communication. Even more to the point, the defendant has utterly
failed to offer any evidence that the PGP pass phrase and key-
related information, which is the only information captured By
the Key Logger System which the Government seeks to utilize, was
part of any electronic communication, much less part of the

suggested “eyeglasses” communication. The intercept prohibitions

of Title III upon which the defendant reliea so heavily, de not

_apply teo transmissions wholly internal to defendant’s computer.
Cf. United States v. Peopleg, 250 F.3d &30, 636 (8™ Cir.
2001) (communications over intexnal telephone-like system in
prison visitor room lacked requisite interstate nexus angd were
therefore not protected by Title ITII).

In response to the Government’s filing of the Unclagslfied
Summayy Affidavit, the defendant argues, in substance, that he
should not ba forced to rely upon the representaticng of the
covernment. In essence, the defendant argues that he reguiras
additional discovery, namely access to the Key Logger System
itself and other technical materials, in erder to determine for
himself whether the Key Logger System did, or could have,
intercepted his electronic communications, if even ag a result of

malfunction.® sSee Exhibit B - defendant’s “Affidavit of David J.

4, “It ia impossible to determine if there were any safeguards

in the event of a malfunction of one or more of the procedures

[of the Key Logger System)] . Affidavit of David J. Farber skt

p. 2. The defendant’s reference to the need to evaluate even the
(continued...)
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Farber,” at p.2, 6-7, dated by reference of accompanying‘
Declaration of November 8, 2001 (“Blind agceptance” of Murch
asgertiona are unacceptable). But a defendant’s failure to make
an initial showing of illegality in support of his motion to
suppress can not serve as the basis for additional discovery
whaere there exists a legitimate and signifi¢ant government
interest against unnecessary disclosure and the courts have been

quick to reject such Pcotspfggping_ﬁzggwentsnﬁpr expanded

disecovery in cases involving electronic interceptions. Sae
United States v. Williamg, 580 F.2d 578 (D.C. Cir. 1978), cert.
denjed 439 U.S. 832 (1978) and cases cited therein at n.38; [p re
U.S. 564 F.2d 18, 23 (2™ Cir. 1877) (defense request for
diaclosure of identity of informant generating prcbable cauge,
even under a pledge of secrecy, would authorize an unneceéssary
rummaging in the government’s filea and would compromise the
fundamental publie policy underlying the informer privilege.).

In United States v. Williame, ibid., defendants claimed that
the wiretaps conducted by the Government in 1274 which led to
their indictwent on gambling charges were tainted by nine
admittedly illegal wiretaps conducted from 1969 through 1573.

The defendante argued that it was likely that the Government had

4. (...continued)

effect of potential Key lLogger System malfungtions, in the utter
absence of even a scintilla of evidence of any malfunction, cruly
demonstrates the speculative nature of his discovery request in
the face of hig failure to meet his initial burden.

10
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ueed information derived from the illegal 1969-1973 wiretaps to
cultivate confidential informants and gain other information
which contributed to the probable cause for the 1974
interceptions. In support of their motions to suppress the 1874
interception recordings by establishing standing, defendants
filed affidavits explicitly averring that they had called one or

more of the telephone numbers of the subjects/premiges of the

1969-1973 wiretaps during the relevant period, spoken to the . .
subjects, and therefore, expected to be recorded on the illegal
interceptions. In respense, the Government affirmatively denied

pursuant to Title 18, U.8.C, § 3504° that the defendants had been

5. 18 U.8.C. § 3504 provides:

(a) In any trial, hearing, or other proceeding in or before
any court, grand jury, department, officer, agency,
regulatory body, or other authority of the United Statesa-

(1) upon a claim by a party aggrieved that evidence is
inadmissible because it iz the primary preoduct of an
mnlawful act or because it was obtained by the
expleoitation of an unlawful act, the opponent of the
claim shall affirm or deny the occurrence of the
alleged unlawful act;

(2) disclosgure of information for a determination if
evidence is inadmissible because it is the primary
product of an unlawful act cccurring prior to June 19,
1968, or because it was obtained by the exploitation of
an unlawful act occurring prior to June 18, 1968, shall
not be required unlegg sguch information may be relevant
to a pending claim of such inadmissibility; and

(3} no claim shall be eonaidered that evidence of an
avent 1lg inadmissible on the ground that such evidence
was obtained by the exploitaticon of an unlawful act

(continued...)

11
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intercepted in ény of the 1965-1973 illegal interceptions.
Undaunted, the defendants filed motions for additional discovery
of the tapes and transcripts of the 1969-1373 interceptiong, In
affirming the district court’s denial of the defendant’s request
for discovery and motion to suppress, the United States Court of
Appeals for the D.C. Circuit emphagized:
[T]1t is well =ettled that an accussad has "neo right to
rummage in government files," and that to *elicit ( )} what
ig8 in the Government's possession before its aubmizsion to
the jury" he "must satisfy the trial court with (the)}
‘solidity" of his claim. Put another way. "tenuous claims
(are not) sufficient to justify the trial court's indulgence
of inguiry into the legitimacy of evidence in the
Government's posseszion." We have, then, hewsd to the view

that the Government's denial must generally be accepted as
conclusive, and we do so again today.

Williawg, Ibid. at 582. (CQltationsg omitted.)

Accordingly, in the absence of demonstrable evidence of an
unlawful act, a defendant is not entitled to full disgovery fox
resolution of every issue relating to electronic surveillance

merely to confirm for himself that a violation did not or could

5, (...continued)
ocourring prior to June 19, 1968, if such event
macurred more than five vears after such allegedly
unlawful act,

(b) As uged in this section "unlawful act" means any act the
use of any electronic, mechanical, or other device (as
defined in section 2510(5) of thig title) in wviolation of
the Constitution or laws of the United States or any
regulation or standard promulgated pursuant thereto.

12
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not have occurred. aglianet V. Unrtéd teg, 394 U.5. 216
{1969) {per curium)(defendant ig not entitled to additional
wiretap logs and tapes merely to confirm that Government had not
omitted recordings in discovery through failure to properly
identify defendant’s voice especially where the district court
had inspected the additjional materials in gamera).

The United States respectfully submits that this Court
should reject defendant Scarfo’s meager representations regarding
the existence of any electronic communication which wasg
intercepted as insufficient to meet his initial burden of
demonstrating an unlawful aet. The defendant has provided no
explanation from which the court could reascnably conclude that
merely because text relating to “eyeglasses” was selzed by the
Key Logger System, that this text was part of an electronic
commmication transmitted in real time and was not part of any
other static document which waa typed and saved on the computer
without transmiggion. The search of the defendant’s computer was
conducted pursuant to a wvalid, judicially-authorized search
warrant, and ig presumed to be a lawful search. The Government
has provided in the Unclassified Summary Affidavit sufficient
detail as te the methodology of the Key Logger System to support
the conclusion that the search was and could be conducted without
intercepting any electronic communications from the defendant’s

computer., In essence, the Unclassified Summary Affidavit

13
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represents a detailed denial by the CGovernment under 18 U.5.C. §
3504 of any unlawful act relative to the seizure of the PGP pass
phrase and key-related information. The defendant has not
submitted under oath any evidence supporting a finding by a
preponderance that: 1) he was the author of one or more
alectronic communications during the relevant period; 2) there
were in fact any electronic communications during the relevant
period, jincluding mode of communication (instant megsage, e-mail,
era.), name of the recipient, date and/or time and subject
matter;% 3) that such communications were transmitted in real
time (versus having first been saved off-line and subsequently
transmitted); and 4) that such communications contained the PGP

pass phrase and Key-related inforxmation which the Government now

6, Even assuming that the defendant was, by affidavit, to
credibly identify scome portion of the Key Logger System output,
provided in discovery, which was allegedly part of a
contemporanecugly transmitted outgoing electronic communicatien,
any remedy the Court would chooge to fashion should apply only to
that portion of the Key Logger $System output and would not
include the encryption pass phrase unless the defendant can
demonatrate that the PGP pass phrase and Key-related information
were part of that communication. See Wong Sun ¥. United Stakes,
417 U.S. 471 (1963); United States v. Charlez, 213 F.3d 10, 21-22
(1%t Ciy. 2000) (affirming trial court’s partial suppression
remedy for violation of minimization order in wiretap) cert.

denled, Charles v, United States, 531 U.5. 915.

In the cape of improperly intercepted electronie
communicationg, however, Congresz has purposefully omitted a
guppression remedy, See 18 U.8.C. § 2515 (limiting suppression
to wire and oral communications, but not electronic
communications). A more comprehensive discussion of this issue
is contained in the Government’s July 17, 2001 Brief in
Opposition to pefendant’e Pretrial Motiomns, pp. 30-32.

14
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seeks to utilize in introducing evidence against him, In the
abaence of such a ghowing, the defendant has failed to meet hisg
burden end his motion to suppress ghould be denied without

further action.

13
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POINT 2

The Unclassified Summary Affidavit Iz Suificient,
Together with Other Materials in the Existing Recoxd,

to Permit Full Litigation and Appropriate Adjudication

gf the Pending Defepse Mgotion to Suppresg

Pursuant to the Protective Order signed by this Court on
October 2, 2001, the United States provided the defense with an
Unclassified Summary Affidavit. Prior to signing the Protective

order, thia Court, in accordance with CIPA § 4, and Federal Rule

of Criminal Procedure 16(d) (1), received ex parie, 1in <amera,
geveral documents, including a Memorandum of Law and supporting
Affidavits, along with Oral Testimony, which sufficiently
demonstrataed to thise Court that: (1) none ¢f the material sought
to be protected by the Government congtituted Brady material; and
(2) the tmeclassified Summary Affidavit, together with other
materiala in the exigting record, pezmit full litigation and
appropriate adjudication of the pesnding defenge motion to
sauppress.

befendant Scarfo now agserts in hisg November 2, 2001
Supplemental Motion to Suppress, pp. 2,3 that the Unclaggified
Summary Affidavit is “inadequate to provide this Court or the
defense with a reliable aszssesament of whether the KL8 did or did
not capture elegtronic¢ communications (email, instant megsaging)
because of its extreme vagueness and its lack of an adedquate
foundation on which to base the conclusions it forwards.” The

defense’s argument is derived from the raw conclusiona proffered

16
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in the Affidavit of David J, Faxber.

In turn, Mr. bavid J. Farber arguments may, in essence, be
distilled to the follewing points:
1. VERIFICATION BY THE DEFENSE.

Dr. Murch's Unclassified Summary Affidavit is allegedly
inadequate because it fails to provide sufficlent detail to
allow Mr. Ferber “to determine [for himself] whether the KLS
operated as claimed.” Affidavit of David J. Farber at p.2,
para.9, dated by reference of accompanying Declaration of
Novembaer 2, 2001.

In order for the defense to verify the factual
representationg made by Dr. Murch, and exclude the
pcssibility of any interception of electronic
communications, whether caugsed by malfunction or otherwise,

additional disceovery is necesszary, including, but not

limited to:
i. The “procedures, software utilities and the actual
[scarfo] computer([;1” - Farber Affidavit, id.:;
11. *[Tlhe particular version of PGP, as configured on
that computer;” - Farber Affldavit, id, at p.4,
para.l4.

1ii. *[A)] copy of any data that was removed from the
[Bearfol] computer[;]* Farber Affidavit, id. at
P.6, para.l7. :

iv. “The specifications of any additicnal software,
hardware and/or firmware that was used to
evaluate, remove and/or analyze dakta from the
[Scarfo] computer{;]”Farber Affidavit, id.

17
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V. wThe actual [Scarfo] computer that the governmant
installed the KLS on.“’ Farber Affidavit, id,

2. THE POSSIBILITY OF KLS INTERCEPTION CAUSED BY UNSPECIFIED
HYPOTHETICAL MALFUNCTICNS:

Dr. Murch’s Unclassified Summary Affidavit is allegedly
inadequate because it £aile to describe “if there were any
safequards in the event of a malfunction of one or more of
the procedures of the [ku8),” Farber Affidavit, id. at p.2,
para.8, or how the KLS would deal with “oommonly available
counter measures [which might have been] present fand which,
if present] would disable the system if a foreign agent
(program or device) [e.g. the KLS] were installed ¢n [the
Scarfo computer].” Farber Affidavit, id, at p.3, para.9.

3. THE POSSIBILITY OF KL INTERCEPTION RESULTING FROM THE
POSSIBLE INSTALLATION IN THE COMPUTER OF QTHER
COMMUNICATIONS DEVICES:

Dr. Murch’s Unclassified Summary Affidavit is allegedly
inadequate because it is premised upon the existence of only
one communications device, namely a modem, and does not
address the possibility of other communicationsz devices

wsuch as a network card, prior to, during or after

installation and operation of the KI8.” Farber Affidavit,

7. My. Farber appears to be unaware that the Scarfo computer,
which he demands to examine as a critical element in his
evaluation of the KL8 (se¢ Farber affidavit at paragraphs 9, 11,
14, and 17), is not in the Government's possession. Indeed, the
FBI did not take physical poszessicn of defendanr Scarfo's
computsr or hard drive.

18
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id. at p.3, para.ll.

4. PERCEIVED INCONSISTENCIES IN THE MURCH STATEMENT:

Dr. Murch's Unclassified Summary Affidavit is allegedly
inadequate because of alleged inconsistencies in the Summary
Affidavit. 8ee. &.g. Farber Affidavit, id. at p.3, para.lo,
12.%

In responge, the Govermrent submite that Dr. Murch’s
Unclassified Summary Affidavit dees, in fact, *provide this Court
{and] the defanse with a reliable asseasment of whether the KL
did or did not zapture electronic commuications,” by succinctly
disclosing, amongst other facts, the following:

1. The Key Logger System will typically have multiple

components. Affidavit of Randall &. Murch dated October 4,

2001 at p.5, para.4. A component of the KLS deployed in

2. While incorraectly re-stating it, Mr. Farber takes great
exception to Dr, Murch’s assertion that, in a Migrosoft Windows
environment, a user could be operating a word procesgsing
application in one window without necessarily]l transmitting an
electronic communication, while a different application utilizing
rhe modem could be operating in another inactive window. Given
that the Scarfo computer is in the pessession of the defense, Mr.
Farbaer should have known that the defendant was using AOL 3.0 for
hig Internet access. Knowing this, Mr, Farber should also have
known, for various reasons, that AOL 3.0 ie incompatible with MS
Qutlook. Plainly stated, even if the defendant used MS Word as
hig editing software for Microsoft Qutloock, MS Word would still
be incapable of acceszing the Internet, ag stated in the Murch
nffidavit, since it is a well documented fact that Micresoft
Outlock will net work with AOL 3.0. This is documented at:
"http://support.micrmﬂoft.com[suppcrt/cutlmok/tﬂhooters/seﬂdrecZa
.asp. Therefore, the scenarilo that Mr. Farber outlined is

imposaible.
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thia case was the “keystroke capture” component, Muzrch
Affidavit, 1d. at pp.5.6, para. 6, and a mechanism was
developed “to record the passphrase as entered via the
xeyboard by the user and certain other key-related
information,” Murch Affidavir, id. at p. B, para. 10.
“Other th;ﬁ the output that was captured by the keystroke
component, . . ., the only other output captured by the

othexr component (s) was/were the last three lines of the last

page of that combined output, which captured the passphrase
and key—rﬁlated information.” Murch Affidavit, id. at p.
10, para. 12. BExamination of the Scarfo computer revealed
that it had a modem and “that [Scarfo’s computer] possessed
no other commen or recognizable means of communicating with
other computers [i.e. transmitting electronic
communications] except through the modem” “eonnected to a
communications port [of the computerl.” mMurch Affidavit,
id, at p-&, para. 6.

2. The “keystroke capture” component was confiqured in such a
way that the default wasg not to record unless all
communications ports were evaluated and determined to be
inactive prior to the recording of each individual keyhoard
keystroke. Murch Affldavit, id.

5. The other component (8) was/were configured in such a way as

bo determine when the PGP program was in uge and record the
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[PEP] pass phrase as entered via the keybeard by the user
together with other key-related information. Murch
Affidavit, id, at pp.7,8, para. 8-10.

In comparison, Mr, Farber’'s affidavit does nothing to
impeach any of the critical factual repregentations ocutlined
above as stated by Dr. Murch. Mr. Farber’s affidavit is more
noteworthy for what it fails to address than what it addresses,

_Mr. Farber doeg not deny that the computer had a modem or that..
modems are connected to communications ports. Mr. Farber does
not explain how a computer with only a modem could transmit an
slectronic communication if there were no activity on any
communication port. Instead, Mr. Farber complains only that it
is possible that the computey could, hypothetically, have had
other means of communications such as a network card.? Farber
affidavit, id. at p.3, para. 1l1l.

Moraaver, Mr. Farber does not refute Dr. Murch’s factual
representation that all of the PGP program’s actions invelving
aither encryption or decryption necesgarily occurred only within

the computer and not on some other networked computer connected

via modem ag a result of an electronic communication. Murch

9. Indeed, given the fact that the computer in guegtion waa not
seized by the government and is even at this wmoment ostensibly
st111 in the possession of the defendant, it is noteworthy that
Mr. Farber did not allege that there was any evidence, in fact,
supporting the presehce of a network card, only that, in theory,
one could have existed.
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Affidavit, id. at p.8, para.8. Specifically, Mr. Farber does not
explain to the Court how the capture of the PGP passphrase as
entered by the user in response to prompting by the PGP program,
would, at that moment, be the capture of an electronic
communication when that capture relates entirely to a function
occurring only within the confines of that computer.

Mr. Parber doss complain that Dz. Murch allegedly failed to

explain what safeguards were put in place in ;he KLS to address

malfunctions of the computer. However, Mr. Farber, while
allesing the broken “6" key, Farber affidavit, id. at p.4,
para.l5, does not even allege that this wmalfunction would in fact
have affected either the “keystroke capture” component® or any
other compenent (s8) so ag to cause the capture of electronic
communications.

In & similarly unresponsive manner, Mr. Farber suggests that
all that was necessary “was to install software that only loaded
when PGP wag loaded,* Farber Affidavit, id, at p.b, para.lé.
However, Mr. Farber fails to address Dr, Murch’g explanation that
the ‘*keystroke capture” component and the cther component (s)
was/wers demigned to complement each other’s shortcomings and
were necessary in order to guard against the use of PGP in

combination with 8 wide array of encoding, scrambling or other

10. If anything, it is just as reasonable to conclude that the in-
operability of the “6" key would have resulted in the non-capture
hy the keystroke caepture component of the “&" key.
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encryption programs* which weuld produce engryption layers,.
Murch Affidavit, id, at pp-8,9%, para 10.

More to the point, Mr. Farber failed to demonstrate that the
factual representations of Dbr. Murch relating to the
configuration and operation of the Key Logger System are in any
way false or flawed. Hidden behind the veil of numerous
hypotheticals, the gravamen _of Mr. Farber’s affidavit is not that
_the XL could not have pxoperly opgrated ag dgscribed by Dxr. . _ _.._.

Murch, but rather, that Mr. Farber did not have gufficient
information to confirm for himself that it could have. Stated
differently within the context of the defendant’s initial burden
in a motion to suppresg, Mr. Farber failed to demonstrate that
the PGP pass# phrase and key-related informaticon was, in fact,
acquired as a result of the interception by the KLS of aﬁ
electronic communication. Essentially un-impeached, the Murch
unclassified Summary Affidavit ¢learly provides the Court with
sufficient detail as to the methodology of the Key Logger System
ro support the conclusion that the search wag and could be

condugted without intercepting any electronic communications from

the defendant’s computer.

11. Since the defendant had ready accegs LO the Internst, the FBIL
nad teo provide for the contingency that he would download and use
additional data protection and scrambling software not an the
gyetem at the time of the original deployment of the KLS5.
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POINT 3

The Government’'s Use of the Unclaesified
Summary Affidavit Does Not Posa a

Rirect Conflict with tha Jencksa Degiszion

The Government’s obligation te produce and dizclose
information in the course of the criminal discovery process,
although substantial, is a qualified, rather than absolute
obligation. In this regard, CIPA § 4, and Rule 16(d) (1), Federal
rules of Criminal Procedure, expressly provide that upen a
sufficient showing by the Government of the existence of &
legitimate national gecurity pwxivilege, the Government may
gubstitute an unelassified summary of the relevant facts in lieuw

of the disclosure of ¢lassified national security information.

12. CIPA, Section 4 provides;

Disecovery of clagsified information by
defendants

The court, upon a sufficient showing,
may authorize the United States to delete
specified items of classified information
from documents to be made available to the
defendant through discovery under the Federal
Rules of Criminal Procedure, te substitute a
summary of the information for such
classified documents, or to zubatitute a
statement admitting relevant facts that the
elaggsified information would tend to prove.
The court may permit the United States to
make a request for such authorization in the
form of a wrltten statement to be inspected
by the court alene. If the court enters an
order granting relief following such an ex
parte showing, the entire text of the
atatement of the United States gshall be

{continued...)
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The caseg relied upon by the defense in alleging and arguing that

the Unclassified Summary Affidavit provided to the defense
pursuant to this Court’s Protective Order, is inadequate, namely,

Jancks v, United States, 353 U.S8. 657 (1957), United States v. _

Andolgchek, 142 F.2d 503 (24 Cir. 1944), and Roviaro v. United
Stateg, 353 U.S., §3 (1957}, each recognize the quaiified nature
of the Govermment‘s cobligation to discloge information to the

defense, None of the cited cases adopte the apparent position of _ ..
the defense that the Government has an ungualified obhligation to
disclose to the defense in a c¢riminal proeveeding all information

in its possession, regardless of the degree of relevance of the

information at lssue or competing interests of the parties.

12, {...continued)
sealed and preserved in the records of the

sourt to be made available to the appellate
court in the event of an appeal.

Rule 16(d) (1), Fed., R. Crim. P., provides:

Prot jve and Modifvyin ers. Upon a
sufficient showing the court may at any time
order that the discovery or inspection be
denied, restricted, or deferred, or make such
other order as is appropriate. Upon motion
by a party, the court may permit the party to
make such zhowing, in whole or in part, in
the form of a written statement to be
inspected by the judge alene. If the court
enter® an order granting relief following
such an ex parte showing, the entire text of
the party'a statement shall be sealed and
presexved in the records ©of the court to be
made available to the appellate court in the
event of an appeal.
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In determining the scope of the discovery rights of the
defense and conversely to the government’'g disclogure
obligations, the courts have universally recognized that in gases
in which it asserts the existence of a valid privilege the
covernment need only disclese to the defense information that

satigfies both requirements of a two-pronged tegt: (1) the

information at issue must be "relevant and helpful to the

defenge, " including information determined to be exculpatory,

United States v. de los Santed, 810 F.2d4 1326, 1331 (8th Cir.)

(quoting Royiaro, 353 U.8. 53, 60=61 (15357)), cert. denied, 484
U.8. 578 (1987); Yunis, 867 F.24 at 622-25 (guoting Roviaraq, 253
U.5. ag 60-61); and‘(ZJ the defendant's interests in obtailning
access to the information at issue outweigh the Government's

interest in maintaining the secrecy of the wmaterial. See alsg

Unitgd States y, Prinole, 7%1 F.2d 419, 426, 428 (1lst Cir. 1984)
(quoting Reviaro, 353 U.8, 53); and United States v. Gutierres,
931 F.2d 1482, 1489%-92 (1ith Cir.) (containing a detailed
discussion of Eleventh Circuit's application of the Roviarg
balancing test), cert. denied, 502 U.8. 516 (1991).
Determinations of relevance within the meaning of both
Rule 16 and CIPA § 4 fall within the trial court's discretion.

United States v. Scarpa, 8987 F.2d at 70 (Rule 16), cert. denied,

452 U.S. 816 (1990); Yunig, 867 F.2d at 622 (CIPA § 4); Cleqg,

740 F.2d at 18 (CIPA § 4).
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The CIPA was not . . . intended to expand the
tyraditicnal rules of criminal discovery under which the
government is not required to provide griminal
defendants with information that ie neither exculpatory
nor, in some way, helpful to the defense. BSee Fed. R.
crim. P. 16; United gtates v. Yunis, 867 r.2d4 617 (D.C.

Cir. 1989).

United States v, Varca, 896 F.2d 200, 505 (5th Cir.), cert.

denied, 498 U.8. 878 {1950)., See algQ Unit Btatesg Anderson,

872 F.2d 1508, 1514 (1lith cir.) ({(court reviewing CIPA igsusg must

use existing standards for determining relevancy), cert. denied,

493 17.5. 1004 (1589).

Both CIPA § 4 and Rule 16(d) (1) explicitly contemplate that
in cased such as those involving classified national sacurlty
information, the detexmination of the adequacy of the
Government'ﬁ proposed substitute summary digclosure is to be made
by the Court in an ex pakxte, in camera proceeding.* Such ex
parte, in camezsa proceedings to resolve digcovery imsues related
te a privilege belng asserted by the Government have been

recognized and approved by the Courts.™

13. Proceeding ex parte and in camera does not offend the
dafandant 's Sixth Amendment right to c¢onfrontation. United
States v. Joliff, 548 F. Supp. 228, 231-32 (D. mMd. 1981). It
follows, ag well, that denial of discovery of materials under
CTPA § 4 does not deny a defendant's Fifth Amendment right to a
fair trial or Sixth Amendment right to confront witnesses,
United States vy, Porter, 701 F.2d 1158, 1162 (6th Cir.), cert.

denied, 464 U.S. 1007 (1883).

14, fSee, e.g., In re Grand Jury Proceedindgs in the Matter of
Freeman, 708 F.2d 31571, 1576 (1ith Cir. 1883) (in camera
proceedings appropriate vehicle for resclution of issues of

privilege); Uuited Statez v. Sarkissian, 841 F.2d 95%, 965;

{continued...)
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ag reflected in the Court’s Protective Order, the Government
appeared before the Court X parte and in camera pursuant to ita
carlier filed Motion for a Protective Order. Om the baasis of
that proceeding, this Court found that the gGovernment had made a
sufficient showing to authorize the requested Protective Order,
and after specifie review, this Court also found that none of the

material sought to be protected by the Goverhment in the

constituted material subject to diaclosure under Brady v.
Maryland, 373 U.8, 83 (1363). In granting the Governmeat’s
motion, and without ruling in any way on the pending defense
motion to suppress, this Court ordered “that the Government . . .
provide the defense with the substitute Unclagsified Summary
Statement . . . which the Court has determined would be

sufficient, together with other materials in the exigting record,

14. (...continned)
Upnited Stateg v. Lee, 648 F.2d €87, 668 (9th Cir. 19281) (*[iln

camera submisgions are proper to evaluate government claims
regarding national security"); United Stateg v, Kampiles, 609
F.2d 1233, 1248 {7th Cir. 187%) {("[ilt is settled that in camera,
ex payte proceedings to evaluate bona fide national security
information are proper"), cert. denjed, 446 U.8, 854 (1980). In
a similar vein, c¢ourts have explained that the very purpose of
geaking a protective order under Rule 16(d} (1) would be lost in
certain instances if the application were not pursued ex parte
and in cemera. United Stateg v, Pelton, 578 F.2d 701, 707 (8th
Cir.) ("[aln adversary proceeding would have defeated the very
purpose of the requested crder by revealing [the witnessges']
identities to [the defendant}"), gert. denied, 439 U.8, 964
(1578); In re Taylor, 567 F.2d 1183, 1187-83 (2d Cir. 1977) {(in
camera, eX parte proceedings serve to resolve conflict between
defendant's rights to dizcovery and Government's claim of

privilege) .

28
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to permit full litigation and appropriate adjudication of the

1

pending defense motiomn Lo suppregs. . .
The Government respectfully submits rhat the defense
contention that the Government has failed to comply with the
requirements of CIPA and/or the ruling in Jencks, supra, is
wirhout merit. Rather, as determined by thig Court in its
earlier Order, the Government hag obhserved its discovery
obligation related to the pending defense motion Lo suppress by
providing to the defense the Unclassified Summazy Affidavit.
This Unclassified Summary Affidavit, together with other
information of recoxd, fully satisfies any legitimate interests
of the defense in having access to information within the
possession of the Government relevant and materlal to litigation
and adjudication of the pending motion to suppress. To impoae
upon the Government additional digclosure regqguirsmants as
suggested by the defense would render meaningless the legitimate
qualified privilege of the Goverrment to protect the natiocmal
security interests of the United States under the Classified
Information Procedures Act, the Federal Rules of Criminal

procedure, and the Federal Rules of Evideance.
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POINT_ 4

The Court Orders from May 8, 1885 and
June 9, 1999 Did Not Constitute a

Gengral Warrant Violative of the Fouzrith Amepdment

The defendant has again alleged in his November 9, 2001

Supplemental Motion to Suppress that the May 8, 1999 Court Order
and the June 9, 199% Court Order, which authorized the capture of
every keystroke, constituted an uncongtituticnal general warrant.
_Defendant now. asserts that since the Government.had the .. e oo
cepability to only capture keystrokes relevant to the “pasa
phrage,” the Government need not have captured all of the
keystrokes. Therefore, the Government hy not limiting its
information gathering ability to the “pass phrase only”
component, invited, and received, an unnecesasary over collection

of data. Defendant Scarfo’s characterization of the two Orders

ig still mistaken and the allegation is without merit,'®

a. The Key Logger System Reguired Multiple Components

The F.B.I. recognized that there was an inherent weakness in
using only the “keysztroke capture’ component of the Key Logger
System. The inherent weakness wag due to the fact that in a

smzltil-tasking’ environment associated with a Microsoft Windows

15. Tn order to avoid redundancy, the United sStates incorporates
by reference its prior submissions ¢oncerning why the May and
June 1995 Orders did not conatitute general warrants in vielation
of the Fourth Amendment which are contained in its July 17, 2001
Brief in Opposition to Defendant’s Pretrial Moticne, pp. 33-47;
and in its August 3,2001 Letter Brief, pp. 8-12.
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operating system (which was the operating system on defendant’s
computer), it ia possible for an individual or user to connect
his computer to the Intermet and cause that operation to take
place in the “background” in one window, and then cperate other
applications on his system (e.g., word proceasing, spreadsheet,
etc.) at the same time in another windew.'® performing word
processing in one window application, while the modem i=s
activated in another window application would ha?e no bearing on
Title TIT implications as to the word processing work performed
by the user or individual. Under sueh a scenario, involving
conourrent multi-tasking applications, the defendant could have
used his PGP program Lo decryplt files atored on his computer
while the modem was activated in the background, and the
“keystroke c¢apture” component wﬁuld not have recorded the
defendant’gs pass phraze.

In an effort to combat thig ipherent weakness, the F.B.I.
developed a mechanism to record the pass phrase as entered via
the keyboard by the user and certain other key-related
information., This mechanism worked as a complement to the
"keystroke capture” component of the Key Logger Svystem.

The F.B.I. also recognlzed that it was possible for the

defendant to use PGP in segquential combination with a wide array

16. It haa become more common f£or computer users to continuously
stay on line in order to avoid “dial up” or connection times as
internet service provideres permit unlimited access.
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of encoding, scrambling or other encryption programg which would
produce encryption layers. Such a proceas would effectively
prohibkit recovery of cognizable plain text even if the FGP pass
phrase and key-related information were captured. Under these
circumstances, the “keystroke capture” component would provide
recessary capture capability to guard against this and other
unknown Fﬁntinganciem.l o o

e _._The Unclasgified Sum\'@s}t Affidavit_provided to the defense ..
discussed at length the need and logie in employing multiple
components in the Key Logger System. The Murch Affidavit
specifically asserted that "the KLS, depending upen the hardware
and software configuration of a targeted computeér and use of the
computer, can, and typically will, have multiple components.®
Murch affidavit, p. 5. para. 4.

The requirement for multiple components in thia case wag
neceggitated in direct responsze to the specific configuration of
the defendant's computer. It was known that the defendant'a
computer utilized a modem. It was also known that the computer
contained a specific encryption program known as PGP and other
applications capable of being used to encrypt and/or password
protect data or files, thus affording the user the capability to
utilize a multi-layered protection scheme. The reguirement in
this instance for multiple components was based upon the
cmnfiguration and use of the defendant's computer wherein it was

very likely that the computer would use a modem through which to
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commect to an Internet Service Provider (Isp) and was capable of
mutli-layered encryption or security techniques.

The other applications on the defendant’s computer, capable
of being utilized to encrypt or password protegt stored data or
files, which included Microsoft Office Pro 95 (which ingluded
Word, a word processing application; Excel, a spreadsheet
application; and Accessg, & database application), PKZIP version

_2.04g, WinZip 6.1, as well as Quickhooks 5.0.4.1, clearly .. .. ...
indicated the very real capability for the defendant to utilize
malti-layvering security teo protect his alleged criminal activity.
Thus, the limitation of the “keystroke capture” component with
respect to its operation while the computer is connected to an
ISP, necessitated the multi-compeonents in order to engsure that
the court ordered search could be effective as well as limited in
itg mRcope.

The Government’s concern that the defendant would utlilize
multiple layers of encdryption wés in fact borne out as the
defendant in attempting to protect at least one "factors" file
employed both PGP encryption and the Excel application's password
protection scheme.

Accordingly, the multiple compenents of the Key Logger
gystem complemented each other, while operating within the
parameters of the May 8, 1293 and June 9, 1999 Court Orders,
specifying that the Rey Logger System would not ba used in

eonjunction with the computer’s medem, thus not capturing
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comminications subject Lo Title II1 protection.

b. guppression of the pGp Paes Phrase and Key-Related
1gformation ia not _an Appropriate Remedy

The Third Clrcuit hag previously recognized that there are
sppropriate 1imitations on the appligation of the axclusionary
rule. Thus, even if, arguendo, the capture of the non-password

information exceeded the propelr bounds of a waxrrant, auppression

Qﬁ_gngmgggg@g@;igg_qgﬁ_ﬁaz:yglated information would not be 8

suitable remedy since Lhese items were precisely the ltems sought

in the two Ordersg.

in United Stateg V. christine, 687 F.2d 449 (3d Cir. 1982),

the Third Circuit noted that “I[w]itheout exception federal
appellate courts have held that only that evidence which was
seized illegally must be suppressed; the evidence seimed pursuant

to the warrant has always peen admitted.” 687 F.2d at 757 Eee

also Unjted states v. Harqus, Byupra, 128 F.3d at 1363; United

grateg . Colemgn, 805 F.24 474, 483 (3d 0ir.1986) {(game) ; Uniged

States v. Dunloy, 584 F.2d 6, 11 n.4 (24 Cir. 1878); Uni

gtates V. Forsytha, 560 F.2d 1127, 1134 (3d Gir. 1977}; United

srateg v. Mepdoza, 473 F.od 692, 696 (5 Cir, 1972).
Further, the Third Circuit in Christine, atated that “[tlhe

entire search would enly seem to be invalid if its general tenor
wag that of an exploratory search for evidence not specifically
related to the search warrant." 687 F.,2d at 757 (quoting from

United Stateg V. Rugsg, 250 F. Supp. 55, 58 (E. D. Pa. 1866)).
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Suppression 1s particularly unwarranted in the instant case
since the Government has no intention of seeking admission of the
non-password material. If, arguendo, there were any substance to
the view that the non-password information could have been the
unspoken subject matter of the geaych, and if the government had
in fact sought te utilize or introduce any of the non-pasgsword

information in this case, then at least there_might be sSome

_plausible basis for the deferse tg seek guppresgion of that . ... __

information. However, that 1s not the case here, Rather, the
only item that the government has made usa of is precisely the
information that was the particularly-described subject matter of
the two Orders, i.e. the defendant's PGP pass phrase and key
related information. Indeed, the pass phrase itself haa no
intrinsic, substantive evidentiary value. TLike a key, it merely
serves mechanically (here electronically) to open a container
wherein the actual evidence (the “Factor” files) resides.
Accordingly, the defense motion to suppress 18 not warranted.
For all of the above reasons, since the May 8, 1993 Order
and the June 9, 1999 Order cannot be characterized as a general
warrant in vioclarion of the Fourth Amendment, defendant’s motion

to suppress the evidence seized should be denied.
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Co I0ON
The United States respectfully submits that the Court ghould

deny defendant’s motlon toe suppress.

Respectfully submitted,

RORERT J. CLEARY
United States Attorney

rpents” 22 w@yé(

By: RONALD D. WIGLER
Aselstant U.S5. Attorney

Newark, New Jersey
December 3, 2001
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