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3 [Maryland

Mee Meeting
Loc Date

Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affiliation other than
POC

DHS POC Key Discassion Points Tssues or Concerns Follow-up Required For NPED Leadership Awareness ';\:i“n““" o Sd‘“‘:“‘d

et Notes / Comments

D welcomed the visic as they were aeady working on
0 get a better

w ll be following | MD was open in thei desire to work with

ke's DIL YO0UL the CYDER T Lhat was
40P wib | fuclitated by the Harvard Kennedy School (in
which she participated), as well as the
formation of the new GCC.

Disuictof
3 Columbia.

Cs8C w Il follow u

DE i revamping thelr election infrastrucuure, t© include

Cyber support s the main focus. As the
po ling equipment

Pennsylvania

Follow-up seemed likely, but we | election season in DEis in CY18, DE wi l be
3 |Delaware will await a request for support | interna ly reviewing the NPPD résources
from DE. discussed and communicating any interest in
receiving support
PA provided an overview of their election security
efforts - which included having taken advantage of DHS
cyber security resources last year staff stated that they | PA was very apprecia ive of the outreach, and
PAis interested in adding to their cyber secur ty work, and Feach g outto discuss | welcomed the partnership. PA Office of
3

seemed interested in speaking further sbout physical security Pl Jyves <

ity assstance, and | Homeland Securivy
Sehard provided 1o on sqeitional ¢y ber progeams, and |ssistance - hey expressed that this issue was more of a concern | 1o discuss physical security

spoke of thelp LR p his off e has
atthis point than cyber issues. enhancement iniiatves ahead of the [with DHS, which fikRdybhiighied
next elections. partnership benefs.
was provided on security assessments and training, 3
well s information sharing
CSEC and OCIA were already CSC and OCIA began their dialogue w th VA
. engaged with VA prior to_his election officals re election infrastructure per
5 |k Cyber was VA's main focus; however, VA alio expressed the need | cqiing 5o there wil be continued | request from NPPD - tis was prior to the kick
irginia 1 have a general election security plan reviewed, and. hat followsp re. poten al yber R e
assstance was offered.
plan revie. of
3 [ West virginia 1072572017
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[Region ~ State

Jheetin®  MeetingDate

ocation

Tennessee Sue
4 [rennessee [caprol,Sos 092117

DHS POC

S

Key Discussion Points. Tssues or Concerns.

Communicaton channels and POCs berweeen DHS and sae election o ficl,

50, In e event they have an Isue, sho do they contact - who Il contct

them? NC CC, 58, PSa?

ablishing credibilty and trst across sate it federal offcals

Yber sepice programs and fne aves Wht s he cost to put Albert sensor n all 95 countes? W | here be granc
funding avaable 0 support implementtion?

Weekly Summary for Meetings with Elections Infrastructure Officials

Follow-up Required

5 needs 0 send et sheers and detaled lsing sheetw h

hem in touch with both regional and HIQ exercs teams
C5A to provide best pracies document and link to federal VTE,

For NPPD Leadership
Awareness

Leadership

Next
5 Scheduled  Notes / Comments
Action

Engagement

Norih Caro ina

o [Norh [sue Capivol, T
Carolina | Electons
Offce

NG personnel had no complaints and repored only pos ise interacion wih
DHS, and relayed a high i lingness o work vith DHS programs and
personnel © engage on vrious prepredness and protecive opporuni fes
Wane «

Overview of DHS cyber capabil s, evalutions and informtion

Sharing and nfo response

5 pto s ey el 0 hres, NC Fsion Cone funcons, | 0 B¢ e he sy - oy b o perspdon of
CC aspects for the sector and the vendor-emerging beeach would bring publc tust lsues
GO aspects for th A i rging SCC. Coordination wi h county elections officials and hose who own he voting

and bulation systems downsiream. Are we offeing them the same leve of

N,
FEERTRhezs, focrm iy e protec v servies and resources; do we Know of downsream hacks?
[ They be fev they have best pracics that should be shard as voluntary vo ing
sundards offerd o the SCC.

How do ey inform the SCC of mre sric sandards ke theirs that are higher|
{han NIST sundards?

Dislogue sessed the saesrelance and coordinaton with county electons
offcals (1 ¢, those 100 county agencies “who own the vo ing and wbula fon
sysems downsresm). DHS, upon query, sated that the same level and

of ybersecu iy, physcal, and e ligence services were avilble o hose
local government parters,

et o \ar o
SBOE CIO sated th

pect T o ke achantage of cvauat o othr full sue

e would make sure

e beard back from

them. 10/4 cll. They

ook the message and
w ook nto i

Want o be member of GCC, but haven'tbeen asked to particpate ; Same D ; a
S— Wold e i b by . s v o[ Sme I ey wabbg b
o | [smecmel | g 70 progams S, F5hand 1 o, i —- ore bl
Cusinn st e e 1 upport e o et sbscor pommotee
o T
0t te a1 e S ool 2 o
P e € s P,
1. MSI5AC nd htsevcs, e scmning od ncdenrsporse, [ N
At i M LTSI Ty v o g of b o e T3k rogo s b e d
CSANCICC capibl )
Florid 3:Oreriew of DHS ybercapa s, evlatns, formarion sharng o P21 €S0 M K e e e e
4 [P GemLSs o/ nd repons. Who hi contol of e da - for the PEN cx? For GCC - requet thtthey develo chck i of best prceies
office ESE ey relae o e, Fason Coner £ Do we have resources/services - t0 actually provide hose services across the | for stte elec on systems, Confirm thatthis s in he works.
3 A capabll lesas ey relae 1o et Fuson Center fncions o ighthe currentcybersecurey sa £ Very apppreciative for this oureach. Sign ficant wil ingness t©
Celoaion partner w th DHS, They vi | vohunceer for pilot programs and
i s s R M b
o ey [cpunss | 1onson
ot
150} 1 MSSAC and their services, ik scanning and incident response. | 1. PEN tesing and phishing - what s he daia protec ion on those service | CSA - Owes MS-SAC contact. Protections for PEN tesing and | Stewide Elec jons Management
2 NPFD cpa s (P Fogrampysca secur  apabi i, |oferng. 1k C1, e whacs i
CSA/NCICE capab i ) e VR M | e e
P 3. Overview of DHS cyber capabi e, evaluaions, information sharing  diffcul for resourcs srapped countes. D - coordination on whom s going (0 recive the leaance for
Sae o,
4 [ spp S G 10/03/17 and response. 3. Sate is concerned ahout fedearl government role in making mandatory | the sate of
aons 4. Security clearances cont ol for clection ystems.
Offlce 5. Cl designation. 4. How are we going to communicate incidens or immediate esponse actions
o o
Cnything e b e i
- Cooimtc it gl on ndepi brcfan b [ s ooking o refned
1 NPRD cap i 75 Prograny/physic seury capbil orcaton o st dcly
csamcicE b i) ey e 7 ol tingcvns where hey o e [<omacs he Sk o rgeng of
Aubams 2 Oneti af DHS b st s, clustions,informtion s 1 o cksion prese, specifaly wi s bl el D15 provde e Sy secunty g g [oe o e
o e |Gt 08717 i 2. e g for s e T 2018
e T ocoee SIRD M A FOC o
3 ot feton s ERRARNEIY I —
I eored ander AT o cn v e e S e oy
it progam
e
e
e
alemais A
menioned durng 0
PR R i S0, a8 s
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Weekly Summary for Meetings with Elections Infrastructure Officials
Nestschedled

F i o Lalli Key Discussion Points Tssues or Concerns Follow-up Required For NPPD Leadership Awareness Leadership Action | NoxtSchedue

Notes / Comments

Meeting  Meeting

Location  pae __ PHSPOC

Region  State.

50 Liwson s the resdent of the Na fonal Awsocition of Secrea iesof
). She esfed i ront o US Senate Il Commite i June

exprescd concen b cquesd that DES i

Afollow-up i it

ndianapolls by the

Indiana "otecentrs” and Bl Sate Univrsty lections cmterof | AUS/ADUS

excellnce commended to3dd ¢
508 Lawson's concerns.

ndism

ki Indiana HSA Langley o intzodce his e fore o the Indana
Council on Cyber ccur ty 353 potential Working G oup for it concil

oL

Folow-up emal

mecing yeserday
or aking th e
i

o s ing criical - Flecion Diecors must eceive

ske over section syseans Sep 12,2017 - Det o W lljoin LSate

s | oo 3 Resorce ar ctcal - EAC fndin, grans, repace |50 and L Fusion Cnte! PO brie 109 1.
oudatd vo ng cquipment <ouny/c o cle ks a bt-snyshadting n Springfeld, L.
Countyclrk e terte: L hus 109 oty ty cl ks

o csed in M. SAC and o ber semors.

o

ofice of Homeland ecurity

sended Anshetm meet RN sid NASED i+ happy with GCC10 o

Wi 1,853 muicipal s bt conduct o, and rep st son E Wi
s | Wicomm would ke yberspcic g and TTX for lection Eccion Do on and S 10 have worked cosely oge her regarding
RPN in) ) clecton offcl (Sop. Think.
y Sor b/ et secury for pst cycls
Wi Hect

offcal e
=) Secuiy Planning 2018 ot ne/bstprac ces document

fccions Division/ IO conld be GCC templte

4 Nacional Govermors Ascclaton (NGA) using WISue CIO

cyberceurty work s model fo other ftes

Ml aceresed n (1) best prac fcesdocument fr yber

offcasforcyber snd physica secuty; (3) whesher
s [bchigan GCC i put o]

equiremens/s b for  looking

PO - ke e D mement
cquesed heeac deitionof T e e
pogire and was not sure what the designa ion con foue o bulkd s o
s foe m B O e ok sy receming |- T T T
B ot e e || e e n—
e o g fons o s g o v D 10

e "Unsuccesul” wgeing of b 1 | ot bo b physical and cyber ol

ey AT ol i o
comnected o memer

R e ™
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Key Discussion Points Isues or Concerns Follow-up Required For NPPD Leadership Awareness Leadership Action Next Scheduled Notes / Comments

Meeting  Meeting Key Attendees & Affliation
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Meeting Meeting
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Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affliation g, piccysion Pofints it Concerns Follow-up Required For NPPD Leadership Awareness Leadership Action

other than POC

Next Scheduled

DHS POC Engagement

Notes / Comments
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Region  State

Meetin,

Meeting Date

Weekly Summary for Meetings with Elections Infrastructure Officials

pHSpoc | Key Attendees & Affiliation

. Next
! Key Discussion Points Issues or Concerns Follow-up Required For D i) Leadership Action Scheduled  Notes / Comments
Location other than POC Awareness
Engagement
Discussed EI designation,
introduction to DHStearm and
_ capabl e / e Wil continue engagement
0 s available to support H efforts, . L
discussed council structure,
security clearance process
54 wi 1 follow up ate Novenber wh State
. o — ¢ 150, PSA tnvied to speak at anmual meeting Blease follow up with 14 on
North curing ETcounal has diverse representation o in Feb, PSA o review current physical security addicional clearances, Please
8 Dakota include rural sates; cyber integrity of EL is primarily at | 4o\ on < and provide options for provide details on potetial
the county level where polling machines and IT focuments a0 Ve mectngovas | |Provide detals o pote
interface reside cons POSIINE with a good path forward, | ™K€ UP OF Ff counc
Questions from SoS
— | [ o een
tegr ty Commission? T hzre i8 a Brecch at county T "
level would the SoS be notified?  Addtionally, the Sos | S5 Wil follow up again with el e
. Technology Director. PSA an ted t0
s [ wyoming was inerested in understanding wha this designation | and we made a good contact with
speak a future County Clerk nketigho
bt el i e e e . S the S0 and Technology Director
it et A e
\was impressed with th resource guide we provided
and intends to submit additional personnel and himself
for desrance.
5 vonam 107372017 Awaiting AAR
5 I 1071272017
O
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Region

State

Meeting
Location

Meeting Date

DHS POC

Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees &
Affiliation other than POC

Key Discussion P

Issues or Concerns

Follow-up Required

For NPPD

Leadership
Action

Next Scheduled

Notes / Comments
‘Engagement

Both HSA and CEO were appreciative of e ealy coordination | The Sate asked f we had the esources o do additonal Overll, very positive [None Required. | TBD During the 5/22 notfcation
und exmphasiaed being kept in the loop and in the know. | sssessmentsthis year agroed t work together on prioriiing nceting and all sigas .mmm\ ,
was secking expecta fons of the Sate and an [ which nfrastrucure eements toassess. A agreed the fusion followke?uf in
2% of the overal goal, beyond the shared interest | center i the central hub of information and that the C O's OOt i et person at next
ng the clection process. At he conclusion of the | offce would ensure proper distribution of reeven 08 0RO latr this month and RD will | his ssues 15 well as: opportunity o be on
call, b sid he had a good undersanding of the capab tes | informa ion from the MS-SAC. recngage at next opportuniy to be on the [others island.
0 options for support and would be keeping the Gorernor istand (lte s fal)
upprisedof the collective planniag, et o disucs this servie
- (GETBACK: Best Practices/Guidance on Subsequenty, the evening
ilstonss recommended leading up to an before, the CSs were
lecton. ETF FORAC. instructed to canel this
cogagement. RD
/cs will
GETBACK (1) repestedly  Relaed maedi repors | See GETBACK (1), [TBD.
i o e i e (aformation sent cenrally (o he Prestden tal it/ /kta.com/sory/ 1
expresed imeret i having e (or b o] I dvisory Commission on Electon lntegrty. 772379/s05-arizonas-
enpaged on the GCC ETF FORAC, lecion-hacking-was
GETBACK: Return RO with the best 1o hung
pmwwwmg?mwm
proscivly engage in MG, ETF hapi/ o safumily.co
5 [anzona 10372017
w By now we have leaned
bt the So5 / CBO is ot
Discussion also included general best practices (Cyher Hygiene, the only apparatus
identifying critical services and managing assets, training/ protecting election
awareness, etc.) as well as DHS's commitment to improving infrastructure.
information sharing and the notification process going Recommendation to
forward. We encouraged the SoS office to work closely with ensure the forming GCC
e State 150 ¢ el includes represencation
from non-So5/ CEO type
Although a grueling schedule, it paid dividends to do the extra organizations, such as
outreach with he State CISO, FBI and HSA near the same ime Governor’s offices, HSA
a5 our SoS meeting. They al expressed extreme appreciation offices, CISO, etc
for theinclsion and exch offred adrice and guidance on hovw
GETBACK (1): Return potats of contact for [ Nevada repeatedly None Required. [ T80,
e Secretay' stffare interested in understanding e victim MS-ISAC and fusion center; send capsbItes | emphasized improving
e Secrtany's offce s made aware of incdents even when romac. protoclsand will be
ey ae not th system owner, We acknowledged this was the looking for noticeable
intention going forward and tht detals on new informarion GETBACK (2): Provide feedback o NCATS | clange n that processin
sharing protocals were underway. They recognized that these from 505 team and return fo low up with Sos | the near term.
protocols will be  key focus of the GCC and SCC and look office sprorat. rorac.
GETBACK (3):
The Secretay and her team inquired about the MS- SAC, i i FTE
would b the offical sector ISAC and ifthe Scretary should
have thir own ‘membership. We sxplained that direct
o [Nevads [tas vegas 110 membership s an option, the servces of the MS-SAC are
MS-ISAC POC information
Overal the Secretary vas apprecitive of our meeting and of
our budding partnrship. She was thankful for our past
Support (FSA supported s year' elecion via the Hec fon
Itegrity Taskforc). She ask for reurned information on the
full sting of our capab lis, points of contact and other
relevent products mentioned during the mesing, She - and
Her team - were understanding of th threts and
eath of the
5 |Nonern
Mariana
slands
5 |cum m
[
[
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Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affiliation other than
POC

Region ~ State

ceting  Meeting oo
ate

[Meetin Key Discussion Points Tssues or Concerns Follow-up Required For NPPD Leadership Awareness ~ Lcdership  Next Scheduled
Location D Action En it

gagement

Notes / Comments

D welcomed the visic as they were aready working on
o geta better

w ll be following | MD was open in thei desire to work with

ke's DIL YO0UL the CYDER T Lhat was
Maryland

3 2 fucltated by the Harvard Kennedy School (in
which she participated), as well as the
formation of the new GCC.

Cs8C w Il follow u
3 |pswiaor

Columbia

DE i revamping thelr election infrastrucuure, t© include

Cyber support s the main focus. As the
po ling equipment

Follow-up scemed ikely, but e |cection sesson n DE s 1 CY13, DE wi | be
3 [Delaware ill waic  request for support. [ Inienal reviewiag the NPPD rsources
receling support.
PA provided an overview of el eletlon securty
fTors - whichincluded having taken advaniage of DIS
cyber secuiy resources it yese aff e that they | PA was very appreca v of the outreach, and
PA s Itersted in adding o thei yber secur 1y work, and Teom g out o discuss | welcomed th parcership. PA Offce of
ecmed ntersed n speaing frther about physicalsecurlty | \APY:Jyber secury assstance, and | Hommeland Secut
Pennsylvania 4| assistance - ey expressed that this Issue was more of a concern 1o discuss physical securlty Spoke of thJp R TR p I 0T ce has
¢ this potat than eyber sues, cabancement nitaives ahesd of the [WIRDHS, which (kGRPybblghied
2ext electons. parnership benells
wells nformtion harog
SR and OCIA were sready | CSRC and GCIA began el dlogue w tr VA
. engaged with VA priorto his _|secion offcals e lection infrasructure per
5 |k Cyber was VA's main focus; however, VA also expressed the need | 1.cijne <o there will be continued | request from NPPD - this was prior to the kick
wginta 10 e s genera election secuky plan reviewed. and hat TS
sstsance was offered. b -
3| west virginia 10/25/2017

10/2572017
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[Region ~ State

Jheetin®  MeetingDate

DHS POC

Key Discussion Points.

Tssues or Concerns.

Weekly Summary for Meetings with Elections Infrastructure Officials

Follow-up Required

For NPPD Leadership
Awareness

Leadership

Next
Scheduled  Notes / Comments
Engagement

ocation
Communicron channel and POCs betwecen DHS and s election o ficils, [ 51008 © sehd et sheetsand detaled s ing sheet v th
4 [Tenmesce [caprol, s 0972117 thean? NC CC, S, PS4 <ounc | mecting
p ol o8 cblshing ety and trust acros s ih federal offcls, counc I mecing |
oer sic programs and i aves Wht s e cost ot Albersenor il 95 couniest Wi here b gran [t mapot 6
funding ava labe (0 suppors implementation S o proside bes practices document and link to federal VTE.
NG personnel i no comphis an repored ol postve ieracion with
D15, an elayed  igh wi ingnes 0 work wih DHS programs and
personnel 1o engage on variouspreparedness and proceve opporun e,
Wan
verview of DHS yber capail s, evaluations nd nformacon
orth Caro na
“ North Sute Capitol, 09/26/17 naw idénce in the system - hat any breach o perception
Curoina Bectons St capa s asthey et o hres, NC Fsion Cnve funcions. [ 12, % 811 & e nthe ystem - bt an brech or perepion of
s (R i e S e R i e S e B e B
N
u and abularon sysens downsream. Ae we offrtg them te ame el of
[ T £ 5 T S PR T e e e ] TAPCCTheh 5 IRC S antige Of Cratust Ons 2 other full sufte
[Ty be tee they have best pracces cht shouldbe shard s vounary vo g ofserices
andards offred t the SCC
How do_hey inform he SCC of more st sandards ke theirs that e igher
han NIST sandards
officals (1. dhos 100 county agentes “who own the v ing and abul lon
ysiems downsaean”). DFS, upon quer,sated tatthe same lvel and
ofcybersecu ki, physic, an it Hience serices wereaallble . hose
Follow up e ng w 0 C5 10 go 1n e deplon cber
Want o be mesberof GCC, b vt b sked 10 participte resoces. S wi P9 - sk o g an suners
South Carolina Would ke o know how hy cold. v cusomied BBYSA/TE | oo e o et e st e e e R
R Y i NPPD programs - CS, PSA snd 184 e offcr aiing forclecions prsonac R
Caroina Bl srice savalable 0 support e fon infrsrucue subsecior e o NCATS s s e B ot and
ot
Wan o delgat secur y cearnce responsbl 1 he o
Depury 55 already s a dearance, RD o make necesary
1. MSISAC and thel serics, Ik samningand Ien respomse, |1 mouion proces 8 I s b dotng yber
3 N7 o s (98 Pregpas e i o 10 e g undersanding of e otonprocs o i o e b e g
CSA/NCICC capab It es) position ction systems gacy sytems on a na fonal 5ot December + mee ing w th the county chi n oft
Forida sae 3. Overicw o DHS ybercpib s, ealstins, ot ring| P10 f clecton st for gy syemsonanaonal vl -0t | December e ngw t che county i e o ol
S R e ey nd repons. Who has conrolof e data - for the PEN tess? [For GoC -request hat they deveop acheck st of bestpracies
= LG her et 1 b, Fuston Coner Do we have resources/services - t0 acuually provide hose services across the | for state elec on systems, Confirm thatthis s in he works.
5 & cpabil e ey retetobrest, Fuson Center fncons | i the curentcyberscuriy sa 2 e e T e et
Celoaion T Ty i e S
ddt onal tning opportunt s, They wan: o b 4 gral good
paraer
4 remay |cpunses | tonsn0n
o
150} TR e, Ao e s, | e R e B R mr e, [ O e e e B P i | e e
2. NPPD cpa s (FSA Pogram/physical securty capabl s, [ offriogs. f notPC1, hen whats phishing. Naonal Asoci fonof lcion Offcls January even | Sysem s not conneced o the
CSA/NICC b e How o mplemen.  spec fic b secury ontrls i hout mking it more |- can e anend? inernes. 82 counies.
Missisippl B AR ] A o e A e [ e et D - coordination on whorm is going to receive the clearance for
o || 10/03/17 . T e T e e R Pemiesy
Heine] e cont ol for clection ystems.
Office e e D e e e R s e e s
il n th imerm of secur  learances.
KD - Checkon satus of secuty dearanc
2 CoA/PSA - Both cyber an siuatonal awarness ralnng
cveryching we can brng o the be
CSA- Coordimte wit an ndepth briefom cyber [t 1 oaking for refined
1. NPFD capab s (A Program/physilsecur t cpabill s, noicaion proce  that iredy
CSA/NCICE capab ) “hey have 7 regional d\ning evens where hey would e |conacts he o5 o rgedng of
Abama 2. Overiew of DHS cber capab e, evaluations, inforamation saring| 1. no ficatin processes, spectcally i ha lonable e, s providecyber and Shyscl secury ning dring |l fon Infrsrucare
+ | capro.sos 10/08/17 nd response 2 cyber raiing for s regisre 2018
o 3 cce/sce 5.RD - VS ISAC POC fo
. No aton p oess 5. CoA.- prowkde sample T anguage for exernal
© cldesgnaion dependencesor contar
6 CSA.- Gt answer e 1 county requess DHS cyber service,
15 coverd under P or can e t 1 the e thatthe county
Pl rogram)
PRep—
mesing request form
" e follow up
all/emis. Ao
mentoned during R0)
4 |ocorgn |mo all 105, S0 e
e would ke sure
we heard bck from
(hem. 10/4 call. They
ook the mesage nd
wllook it .
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Weekly Summary for Meetings with Elections Infrastructure Officials

Meeting  Meeting
Location Date

Region  State. DHS POC Notes / Comments
50 Liwson s the resdent of the Na fonal Awsocition of Secrea iesof
). She esfed i ront o US Senate Il Commite i June

requcse that DS e
Afollow-up i it

ndisnapolis by the
Dus s

ndism
excellnce rcommended to3dd ¢

50| concerns.

ki Indiana HSA Langley (o introdce his e fore o the Indana
Council on Cyber ccur ty 35 potential Working G oup for it councl

oL

Folow-up emal

mecing yeserday
or aking th e
i

{afsha ing criical - Flecion Diecors must eceive

ske over section syseans Sep 12,2017 - Det o wlljoin LSate

s | oo 3 Resorce ar ctcal - EAC fndin, grans, repsce | €SO and L Fusion Cente 19 PO brie 109 1.
oudatd vo ng cquipment <ouny/c o cle ks a bt-snyshoJeting i Spingfeld, L.
Countyclrk e et L hus 109 oty ty cl ks

o

hat e eced offctals adminisraing e s,
Countyclerk request visibilt omal he DHS sevces ofice of Homeland ecurity
4 partof Fl subsector designtion. Coun s s

o csed in M. SAC and o ber semors.

ol 15 NASED Midwest

suended Anaheim .,“.r. d sid NASED is happy with GCC 101 out

Wi 1,853 muicipal s bt conduct o, and rep st son Wi
s | Wicomm would ke yberspcic g and TTX for lection Eceion Do on and S 10 have worked cosely oge herregarding
RPN in) ) clecton offcl (Sop. Think.
y Sor b/ et secury for pst ycles
Wi

offcal Connect; FedVTE; TTX)

Secuiy Planning 2018 ot ne/bstprac ces document
fccions Division/ IO conld be G templte

- National Covernors Asctaion (NGA) wing WIte CIO
et i 1151

M1 neresed n (1 best pra ks document o cyber
and physicalloca riing o loalclctons
L1 oo 0 oo A ol fo cyberand physcal secunty: (3) whether
R - {1 wwide CIO prt ofMS 5AC and s Albrt
requested heexatdefnton of Cr sl
s foho Wb cx thac OF i not ey receiving fom
. concerned that th de.ign fon would st ol
e “Unsuccesul” urgein o weba e
g hat 13 whole sparte. tem ot P b b hysical and yber morduls
it v
5 Mmneou o [Ssofe
e October
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Weekly Summary for Meetings with Elections Infrastructure Officials

Key Discussion Points Isues or Concerns Follow-up Required For NPPD Leadership Awareness Leadership Action Next Scheduled Notes / Comments

Meeting  Meeting Key Attendees & Affliation
[pHE OC Engagement

[Region _ Seate Location _ Date other than
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[Region  Sate.

Location

Meeting Meeting
ate

Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affliation g, piccysion Pofints it Concerns Follow-up Required For NPPD Leadership Awareness Leadership Action

other than POC

Next Scheduled

DHS POC Engagement

Notes / Comments

107572017
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Region  State

Meeting

Meeting Date

Weekly Summary for Meetings with Elections Infrastructure Officials

pHSpoc | Key Attendees & Affiliation

. Next
! Key Discussion Points Issues or Concerns Follow-up Required For D i) Leadership Action Scheduled  Notes / Comments
Location other than POC Awareness
Engagement
Discussed EI designation,
introduction to DHStearm and
. Rl e vt s s e
0 s available to support H efforts, . L
discussed council structure,
security clearance process
54 wi 1 follow up ate Novenber wh State
. o — 150, PSA inviced o speak at annual meeting Blease follow up with 14 on
North curing ETcounal has diverse representation o in Feb, PSA o review current physical security addicional clearances, Please
8 Dakota include rural sates; cyber integrity of EL is primarily at | 4o\ on < and provide options for provide details on potetial
the county level where polling machines and IT focuments a0 Ve mectngovas | |Provide detals cn pote
interface reside cons POSIINE with a good path forward, | ™K€ UP OF Ff counc
Questions from SoS
— | [ o een
tegr ty Commission? T hzre i8 a Brecch at county T "
level would the SoS be notified?  Addtionally, the Sos | S5 Wil follow up again with el e
. Technology Director. PSA an ted t0
s [ wyoming was inerested in understanding wha this designation | and we made a good contact with
speak a future County Clerk netigho
bt el i e e e . S the S0 and Technology Director
it et A e
\was impressed with th resource guide we provided
and intends to submit additional personnel and himself
for desrance.
5 vonam 107372017 Awaiting AAR
5 I 1071272017
O
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Region

State

Meeting
Location

Meeting Date

DHS POC

Weekly Summary

Key Attendees &
Affiliation other than POC

Key Discussion Points

Both HSA and CEO were appreciative of the early coordination
and emphasized being kept in the loop and in the know

‘was secking expectations of the State and an
htanding of the overall goal, beyond the shared interest in
protecting the election process. At the conclusion of the call, he
said he had a good understanding of the capabilities and options
for support and would be keeping the Governor apprised of the
collective planning.

Issues or Concerns

The State asked if we had the resources to do additional
assessments this year; agreed to work together on prioritizing
which infrastructure clements to assess. Al agreed the fusion
center is the central hub of information and that the CIO's office
would ensure proper distribution of relevent information from
the MS-ISAC.

Follow-up Required

CSAs and PSA will meet with CIO
and CEO later this month and RD will
reengage at next opportunity to be on the
island (later this fall)

GETBACK: Best Practices/Guidance on

r Meetings with Elections Infrastructure Officials

For NPPD

Leadership

Awareness
Overall, very positive
meeting and all signs
point to a continued
successful partnership on
this issues as well as
others.

Leadership
Action

None Required

Next Scheduled
Engagement

'TBD - R

and/or

follow back up in
person at next
opportunity to be on
island

Notes / Comments

During the 9/22 notification
call to the CEO)|

week and would arrange to
meet to disucss this service.

Subsequently, the evening

o |Hawail milestones recommended leading up to an before, the CSAs were
clection. ETF FORAC. instructed to cancel this
engagement. RD
will
GETBACK (1) m repeatedly  Related media reports post [See GETBACK (1).  [TBD.
The discussion started around what election infrastructure as a requested the DHS Tormally advis on the  meeting
designated CIK sector means. We spent some time explaining safety/security of having the nation’s voter
the coordinating council structure, Wh“m information sent centrally o the Presidential  http://ktar.com/story/17
expressed interest in having her (or her office) dircctly engaged Advisory Commission on Election Integrity.  72379/sos-arizonas-
on the GCC. ETF FORAC. election-hacking-was-
much-ado-about-
GETBACK: Return| with the best  nothing/
points of contact fyrisdcjetary Reagan to
proactively engage in the GCC. ETF / RD http:/ /www.azfamily.co
FOI . m/story/36578063/mari
copa-county-recorder-
confident-in-election-
security
9 |Arizona 10/3/2017
that the So$ / CEO is not
Discussion also included general best practices (Cyber Hygiene, the only apparatus
identifying critical services and managing assets, training/ protecting election
awareness, etc.) as well as DHS's commitment to improving infrastructure.
information sharing and the notification process going forward. Recommendation to
We encouraged the SoS office to work closely with the State ensure the forming GCC
CISO as well includes representation
from non-S0$/CEO type
Although a grueling schedule, it paid dividends to do the extra organizations, such as
outreach with the State CISO, FBI and HSA near the same time as Governor's offices, HSA
our SoS meeting. They all expressed extreme appreciation for offices, CISO, etc.
the inclusion and cach offered advice and guidance on how we
can best support the State with respect to elections
GETBACK (1): Return points of contact for | Nevada repeatedly None Required TED.
The Secretary's staff are interested in understanding the victim MS-ISAC and fusion center; send capabiltiies |emphasized improving
notification process, with particular interest in ensuring that the summary of DHS services. informaiton sharing
Secretary's office is made aware of incidents even when they are FORAC. KDW protocals and will be
not the system owner. We acknowledged this was the intention looking for noticeable
going forward and that details on new information sharing GETBACK (2): Provide feedback o NCATS | change in that process in
protocals were underway. They recognized that these protocols from SoS team and return follow up with So | the near term.
will be a key focus of the GCC and SCC and look forward to office approriate. CS. FORAC.
seeing progress in that forum, as well
The Secretary and her team inquired about the MS-ISAC, if it
would be the offical sector ISAC and if the Secretary should have
their own 'membership'. We explained that direct membership
9 [Nevada |LasVegas 11-Oct was an option, the services of the MS-ISAC are available to the
m Secretary's office, and committed to returning MS-ISAC POC
Overall, the Secretary was appreciative of our meeting and of
our budding partnership. She was thankful for our past support
(PSA supported last year's election via the Election Integrity
Taskforce). She ask for returned information on the full listing
of our capabilities, points of contact and other relevent products
mentioned during the meeting. She - and her team - were
understanding of the threats and vulnerabilities to elections and
election infrastructure and asked that we advise where we can
on how they can improve.
9 [American Somoa
Commonw
eath of the
9 [Northern
Mariana
Islands
9 |Guam

1
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Weekly Summary for Meetings with Elections Infrastructure Officials

MeetingDate ~ DHSPOC  Key Attendees & Affiliation other than POC Key Discussion Points Issues or Concerns Follow-up Required.

Leadership  NextScheduled oo

) Meering
Region  sate  Mecting

1o |Waingon
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