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Pursuant to the notice published by the Federal Communications Commission on March
15, 2002 regarding Internet Over Cable Declaratory Ruling and other issues, the
Electronic Privacy Information Center (EPIC) submits the following comments.

EPIC isapublic interest research center in Washington, D.C. It was established in 1994
to focus public attention on emerging civil liberties issues and to protect privacy, the First
Amendment, and constitutional values. EPIC both advocates for the right of privacy and
pursues access to government records under the Freedom of Information Act. EPIC
appreciates this opportunity to comment on privacy issues raised by cable operator
collection, use, and dissemination of customer information, asit is an issue of increasing
public importance.

The Electronic Privacy Information Center believes the Commission reached the correct
result in its Declaratory Ruling that cable modem serviceisincluded in the category of
“other services’ as defined by section 631 of the Cable Communications Policy Act.

This determination makes cable modem service operators subject to the privacy mandates
of the Act, which meets the Commission’s responsibility to protect the privacy interests
of those using the Nation’s cable services and uphold the Congressional intent of Section
631 which was to protect consumer privacy in the interactive network environment.

l. Protection of Cable Modem Subscribersfrom the I nvasive Capacity of
Modern Technology Mandates Application of the CCPA to Such Services



A. The Legal Framework Developed by the CCPA Requires the Application
of the Act to Cable Modem Technology

American jurisprudence recognizes a fundamental right to privacy in personal
communications, and the courts and federal and state |egislatures have recognized the
paramount interest a citizen hasin protecting her privacy. Privacy isareal and significant
interest to most Americans: a survey performed in 1999 revealed that the loss of personal
privacy was the number one concern of Americans entering the twenty-first century.! For
people who have never used the Internet before, privacy islisted as the main reason that
they do not go online.?

Congress anticipated these emerging privacy concerns when it passed the Cable
Communications Policy Act (the CCPA) in 1984 to amend the Communications Act of
1934. The CCPA establishes a comprehensive framework for cable regulation and sets
forth strong protections for subscriber privacy by restricting the collection, maintenance
and dissemination of subscriber data. Section 631 of the CCPA explicitly protected the
privacy of customers, particularly as those using two-way services. Accordingly, the
CCPA included specific provisions to protect the rights of the customer, including the
right to receive notice about the information gathered,’ specify how the collected personal
information would be used,* and prevent the disclosure of the information to the
government unless certain conditions were met.’> The last provision recognized the
legitimate needs of governmental officials to access customer information but also
balanced privacy with effective enforcement.®

The CCPA prohibits cable operators from using the cable system to collect “personally
identifiable information” concerning any subscriber without prior consent, unless the
information is necessary to render service or detect unauthorized reception.” The Cable
CCPA also prohibits operators from disclosing personally identifiable data to third parties
without consent, unless the disclosure is either necessary to render a service provided by
the cable operator to the subscriber or if it is made to a government entity pursuant to a
court order.?

Congress placed a high priority on consumer privacy through its enactment of the CCPA
because of the privacy-invasive capacity of the medium. Cable television, with its
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potential for two-way or interactive services, creates particular privacy problems because
of the ability of cable operatorsto directly monitor subscribers programming choices and
on-line activities. In addition, cable television's potential for awide range of other
functions and services could provide its controllers with a vast amount of marketing and
personal datathat would be of immense interest to both commercial and governmental
entities. Furthermore, the infrastructure of the television industry is being transformed as
new technologies alow tremendous amounts of personal information about cable modem
users to be captured and analyzed. Third parties, such as websites, collect information
and can theoretically create a personal profile of each user (including the path of a
browser's surfing, her reading preferences, and other personal information); governmental
actors then can use this information to intrude into the most intimate details of a person's
lifein the course of a search for unlawful behavior. Through devel oping technology,
consumers will soon face the increased threats to privacy, and a massive collection of TV
viewer information used to create detailed and invasive individual profiles.’

The conflicting issues of notice, the use of personal information, disclosure of
information to a governmental entity, and disclosure of the contents of electronic
communications illustrate that the protection of a cable modem customer’ s privacy rights
rests on the Commission’ s determination. Therefore, the Commission’s determination
ensures the privacy of the cable modem subscribers.

B. The Privacy Protections Mandated by the CCPA are Necessary to Protect Cable
Modem Customers from Substantial Privacy Invasions

Thereis alongstanding historical, legal, and legislative record providing that protection
of privacy isareal, substantial, and significant concern. Consumer privacy in the digital
eraisfundamental to ensuring trust between citizens and the owners of nation’s
communications networks and services. Thereisalong history of safeguarding
consumer privacy with respect to the television viewing habits of consumers through
provision of cable service. Many consumers would be understandably concerned if cable
operators begin to monitor Americans use of cable system viewing preferences, or for
other services such as telecommunications services, including broadband access to
Internet via cable modems. Citizens have a legitimate and significant expectation of
privacy with respect to sensitive personal information such as services subscribed to and
web browsing habits. In addition, customers have aright to personally determine how
those cable service providers in possession of their personal information shall usethis
information.

Datamarketing based on subscriber information violates the spirit and intent of federal
cable communications policy. Additionally, merely collecting personally-identifiable
information raises privacy risks because once these records are created, law enforcement
agencies or lawyersin civil cases could subpoenathe data. A list of subscribers’ cable
services can indicate quite a bit about a person’s viewing habits and beliefs. This
becomes especially true as the choices of cable services multiply and become more
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diverse. Application of the CCPA’s privacy protections to cable modem services would
restrict such privacy invasive practices.

As technology permits more invasive monitoring and collection of personal information, itis
necessary for regulators to empower the individual to protect privacy.

. The Plain Language of the CCPA of the Statute and L egislative History
Indicate that the CCPA Appliesto Internet Services

Statutory interpretation and legidlative history support the Commission’s determination
that the CCPA applies to cable operated internet services. First, Congress was aware of
potential Internet-like activity over cable lines at the time the CCPA was enacted. The
House Report for the CCPA states that e-mail and other Internet-like activity is classified
as part of a*“cable system.”® This provision, coupled with the plain language of the
statute itself, indicates that the CCPA should control cable modem Internet activities.

The legidative history supports the Commission’ s reading that cable modems should fall
under the authorization of the CCPA. At the time of the CCPA’ s passage, Congress
recognized the potential of broadband cable systems. Discussing the "Background and
Need for Legidlation,” Congress, in House Report 98-934, noted that:

Loca cable systems began to develop the capability to provide services
other than those essentially resembling television broadcast. This included
two-way communications services through which subscribers could call
up programming or communicate over the cable system, and institutional
networks with the capacity to provide the full range of communications
and data transmission services to government and educational institutions
and private business.®

The fact that Congress was aware of the potential for Internet services over e-mail
illustrates that they were aware of—and supported—the future applicability of the CCPA
to the Internet. House Report 98-934 discusses the two-way data transmission
capabilities of cable, noting that cable might compete with telephone companies “who
currently provide the communications facilities that link amost all individuals and
ingtitutions in a universally available communications network.” 2

Congress, in formulating the CCPA, envisioned a day where it would be possible for
content providers to monitor every minute of viewers behavior. “Cable systems,
particularly those with a ‘two-way’ capability, have an enormous capacity to collect and
store personally identifiable information about each cable subscriber.” * “ Subscriber
records from interactive systems,” Congress noted, “can reveal details about bank
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transactions, shopping habits, political contributions, viewing habits and other significant
personal decisions.”** These envisioned, vastly invasive, capacities of this medium have
indeed emerged as the technology has advanced.”

Furthermore, the plain language of the CCPA supports the Commission’ s determination.
Section 631 of the CCPA applies the privacy protections of the Act to subscribersto “any
cable service or other service” provided by a cable operator.”® “Other service” is defined
as “any wire or radio communications service provided using any of the facilities of a
cable operator that are used in the provision of acable service.” * Cable modem service
isaservice that provides subscribers with high-speed internet access using cable system
facilities.”® Because cable modem services provide a communications service over the
cable system facilities, by the plain language of the statute such services are “other
services’ subject to the privacy mandates of the CCPA.

Therefore, the plain meaning of the statute and legislative history support the Commission’s
determination that CCPA appliesto internet services.

1. Conclusion

The Commission reached the correct result in its Declaratory Ruling that cable modem service
isincluded in the category of “other services’ as defined by section 631 of the CCPA. This
determination makes cable modem service operators subject to the privacy mandates of the
CCPA, including the right to receive notice about the information gathered, specify how the
collected personal information would be used, and prevent the disclosure of the information to
the government unless certain conditions were met.

As technologies are begin to merge, the transformation of cable providers can have areal
and detrimental effect on the fundamental right of privacy. Inthe course of surfing the
Internet or using e-mail, citizens can unwittingly leave behind an electronic trail that may
revea highly personal information or be picked up and used by governmental officialsin
an investigation.

Consumer privacy in the digital erais fundamental to ensuring trust between citizens and
the owners of nation’s communications networks and services. The Commission’s
determination, supported by statutory language and legidlative history, that cable modem
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services are “other services’ subject to the privacy guarantees of the CCPA recognizes
the substantial privacy interests implicated by technological advancements.
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