Vendor Issues
(Last Updated September 1, 2000)

Independent Technical Review of the Carnivore System

Due to the shorttime frame for this procurement, the Department will use this
document to publish issues raised by interested parties and our response.

Updates will be posted daily if need be. This 9/1/00 update adds issues 8through
35.

(1) The RFP was issued on a full and open competition basis yet pres s reports indicate
that DOJ is only considering Uni  versities for this work.

The Department will consider proposals from all responsible sources. However, as noted in the
Commerce Business Daily announcement and the RFP, independence is a key evaluation and
selection factor. Universities have been mentioned in press releases as they are generally
perceived to have fewer conflicts (actual or apparent) than many commercial organizations.

(2) DOJ's time frame for submittin g a propos al is quit e short and the RFP doesn’t
contain enough in formation about the system to pr epare and submit a thoroug h proposa I.

The Department’s process with regard to evaluating proposals is briefly described in Section
M.1.3 of the RFP. We understand that initial proposals, which are limited to 10-pages (not
counting resumes), will only be able to highlight the offerors’ technical proficiency, technical
approach, and independence as it relates to the general technical information provided with the
RFP. Initial proposals will be evaluated by the Department to determine which offerors are the
most capable and independent. The Department will then enter into negotiations with this group
(most capable and independent) of offerors. Part of the negotiation process will include
providing these offerors additional information about the system which will allow them to revise
their proposal with tailored cost, schedule and team make-up. The Department will evaluate
these revised proposals and select the offeror whose proposal best meets the Department’s
requirements.

(3) DOJ states that the review is intended to b e “independen t” yet DOJ re serves t he right
to withhold certain por tions from the published versio  ns of the draft and final reports.

As noted in the RFP (see Section C.4.2.1), the only information that will be withheld from
published reports is that which may compromise the effectiveness of Carnivore as a law
enforcement tool. The Department’s goal is to maximize disclosure to the public and the report
(as publicly released) will identify any portion of the report that has been withheld from
disclosure, and the Department's reasons for deciding to maintain it in confidence. The
Department will not otherwise attempt to control the form or content of the draft and final reports
produced by the contractor.

(4) The delivery schedule spe cified by DOJ for the draft and final repo rts is e xtremely
short and appears impossible to meet

The delivery dates specified in the RFP for the draft report (11/17/00) and final report (12/8/00)
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are the Department’s desired dates. Offerors can propose alternative delivery schedules that
extend beyond the desired dates. The delivery schedule is part of the evaluation of technical
approach and can be revised during the negatiation process (see issue (2) above).

(5) In the interest of proposing a highl vy qualified team, can an offeror propo  se an
individua I(s) that is not an employ ee of, or directl y associated with its o rganization.

Yes. An offeror’s proposal may include team members, subcontractors, consultants, etc.
However, the Department will give added preference in the evaluation to offerors that
demonstrate significant breadth and depth of expertise available within the offeror’s organization.

(6) Will DOJ be furnishing the requisite hard ware and test environment or is the
contractor e xpected t o furnish the h ardware, build and configure the system according to DOJ' s
specifications, develop a test environment, and the DOJ simply furnishes the requisi  te software.

The Department is interested in an approach that will ensure an independent, objective, impartial
and thorough technical review of the Carnivore system within the time frames specified in the
RFP. We understand that some offerors may prefer to use their own facilities for part or all of
the review. The Department is open to that option, and particularly to testing of the system using
team facilities; but we would expect to authorize the review of source code, or of certain other
sensitive information, only in government facilities or in team facilities with equivalent security
arrangements.

Offerors can assume that, within reason and subject to the RFP security requirements, the
Department will make available to the contractor whatever is necessary to conduct a thorough
review at either the Government’s or the contractor’s facility. Please note that DOJ will provide a
complete system and access to personnel to assist with the setup. Offeror propaosals should
describe assumptions with regard to any equipment or other items to be furnished to the
contractor for the duration of the project. With regard to the test environment, initial proposals
should describe the extent to which the offeror intends to rely on the Department’s test
environment and the offeror’s ability to generate significant and varied test traffic for purposes of
ensuring a thorough review.

In addition, as noted in response to Issue number 2 above, part of the negatiation process will
include providing offerors (that are included in the most capable and independent group)
additional information about the system (to include the DOJ test environment) which will allow
them to revise their proposal with tailored cost, schedule and team make-up.

(7) Does the 10-page limit spe cified in RFP Section L.4, Table 9 for techni cal propo sals
include a ppendice s.

The 10-page limit includes everything (i.e., appendices, attachments, etc.) except resumes.
(8) Reference C.3. In addition to the o bjectiv es identified as C.3.a (1) through (4), is it
within the scope of this contract for the technical r eview of the Carnivore system to address

additional questions?

Per C.3(b), Additional, relevant questions may be added to those listed in the RFP. Offerors
may identify such questions in their proposal if they choose.



(9) Reference C.4.1. If the goal of this contract is an imparti al review by a university, as
Attorney Gene ral Reno sta ted at her p ress confe rence on Augus t 23, then how can this be
reconciled with the requir ement for government controll  ed space or equivalent facility security?
Please clarif y these re quirements an d the level of security envisioned. D o university laboratory
spaces typically meet these requirements? Is there a specific process that would certi fy a
univers ity labo ratory s pace as "secu re" to De partment of Justice standards, and how much time
would this process requir e?

The security provisions are not intended to be onerous, and are subject to further discussion with
the offerors included in the competitive range (see M.1.3). It is possible, for instance, that
system testing could be performed at university facilities with basic security precautions that are
presumably already in place, while review of source code would take place in government
facilities located near the university. See also DOJ response to issue #6.

(10) Reference C.4.1. The statement of work proposes an evaluation of "m odel
scenarios.” It is conceivably that the Carnivore system coul d handle all the proposed model
scenarios well y et fail in other s ituation s. A detailed sy stem sp ecification is ne eded to ascertain
what scenarios Carnivore is intended tow  ork in, and what scenarios it is not. Has such a system
specificat ion been define d, and will it be mad e available to the Contra ctor?

As stated in the DOJ response to issue #6, we will, within reason and subject to the security
requirements of the RFP, provide everything necessary to conduct a thorough review. Additional
information about what will be made available to the contractor will be given to those offerors
judged to be most capable and independent after our initial technical evaluation (see DOJ
response to issue #2). Note that there is no detailed system design for Carnivore. If the
contractor were ultimately to conclude that specifications or documentation for the system are
inadequate, that would be a legitimate subject for comment in the review.

(11) Reference C.4.1. Some inherent de sign limitations o f the Carniv ore syste m are
sufficiently obvious that they are even being disc ussed in the popular press by analys ts who
have only s uperficial, public ly available knowledge of C arnivore. Man y of the pot ential bidders
for this contra ct already have publicly identified or dis cussed su ch limitations. W hat sorts of
statements are to be covered by this restriction on dis  semination of information? If one were to
read this cla use advers arially, one might conclude tha t the Department of Jus tice can pre vent
review panel p articipants from discussin g any risk it doesn't want them to disc lose, merely by
telling t hem about the risk -- even if they already were aware of it and had be en discu ssing it in
public forums. Will s erving on the Carnivore rev iew panel hav e the effect of prohibiting
participants from engaging in open discussions of previously know  nissues?

Serving on the Carnivore review panel will not prohibit participants from engaging in open
discussions of previously known issues. Additional information about the Carnivore system that
becomes known to the Contractor solely as aresult of its work under this project will be subject
to the confidentiality provisions of the contract.

(12) Reference C.4.2.1. What is me ant by "offe r suggested replacement text" and
"resolve"” in this context? Must the Con tractor include "suggested replacement text" and c ensor
the original te xt of the re port at the d irection of the COTR, or is the ¢ ontent of the report
intended to be the independent produ  ct of the Contractor's technical expertise and best
judgment? Will the Government consider a proposal that takes exce ption to this requirement?



The Department is committed to an independent review. The contractor will have the discretion
to accept or reject comments on draft deliverables. The Department will retain unilateral
authority in only one respect, which is the right to forbid disclosure of certain system details or
other sensitive information. If such information is withheld, the report will be expected to so
indicate, and to include the Department's explanation for the refusal to disclose. See C.4.2.3(b).

(13) Reference C.4.2.2. Given the extremely short pe riod of pe rformanc e and the time
involved in prep aration and t ravel, may t hese briefing s be locate d at the Cont ractor's fa cility or
conducted by telephone?

This is subject to discussion, but the general answer is that we intend to be as flexible and
accommodating as possible, and to do whatever makes sense under the circumstances. This
could well include on-location or telephone briefings.

(14) Reference C.4.2.3. Given (A) the extreme ly short period of performance , (B) the
requirements o f C.4.2.2 for progress report s and briefings , and (C) the Government's restrictions
on any relea se of "sens itive" information in the Draft and Final Repor ts, the require ment for a
Draft Report seems counter-productive and poi ntless. Will the Government consi  der a proposal
that take s exception to this requ irement and omits preparation a nd delivery of a Draft Report
from the Statement of Work?

The Department views the draft report as necessary to provide a basis for a public discussion
that may both improve the final technical report and provide one basis for a final report to the
Attorney General by Department personnel, which wil also address non-technical issues.

(15) Reference C.4.2.3. Will the Government consider a proposal tha t takes exce ption to
this requiremen t, to the ex tent that a ny withholding of inf ormation in the pu blic version of the
draft report must be with the mutual agree ment of the COTR and the Project Mana ger, with
disagreements resolved by a previously agreed upon th ird party?

No. See response to issue #12.

(16) Reference C.4.2.4. Are there any limits on when,  where, and how often the Proj ect
Manager must make himself/herself availabl e, especially considering the fact that the Project
Manager may have other duties suc h as preparing the Final Rep ort during the pub lic comment
period?

The Project Manager must be available to the extent required by the Contracting Officer’s
Technical Representative. You may assume that the requirements will be reasonable, subject to
discussion, and impaosed in good faith.

(17) Reference C.4.2.4. Would the Proje ct Manager of an organiza tion performing the
review at no cost to the governme nt be su bject t o the re quirement for participatio n in public
discuss ions if t his participatio n involve d signific ant amou nts of t ravel?

Yes. Note that the Government wil reimburse all legitimate and approved long distance travel in
accordance with the provisions of the contract.

(18) Reference C.4.2.4. "Consider" to what extent? Given tha tthe Government expects
"that interes ted members o f the public will e xpress the ir views" during this time, does "an y

-4-



comments" mea n "all comments" r elating to the technical is sues addre ssed by th e Contracto rs
report? If not, please clarify.

The Contractor is to consider all comments related to the technical issues addressed by the
Contractor’s report. "Consider" does not necessarily mean "respond specifically to." The need
for and degree of response is a matter for the contractor's professional judgment.

(19) Reference C.4.2.5. "Revise the draft re port as nec essary" to what exte nt? If (per
L.4.2.1.4) the goal of this contract is a review by an org anization that is publicly recog nized as
"independent, ob jective, an d impartial,” does a provision th at essentially gives the Depart ment
of Justice the ability t o rewrite the C ontractor's ¢ onclusions in th e Final Report serve the
purpose of av oiding "any appe arance of improper influence by the Department, includingt he
FBI, or by other law enforcement or governmental intere  sts"? Clarification and/or limits
requested here. Will the Governme nt cons ider a pro posal th at takes exception t o this
requirement?

The extent that the draft will be revised depends on the nature and extent of the comments
received and can only be determined at that time. The Draft and Final Reports are to reflect the
views, opinions, and criticisms of the contractor and only the contractor. Changes to the reports
will be required only to correct inaccurate, erroneous, or misleading statements. The only
portions of the reports that will be withheld from public release will be those that reveal certain
system details or other sensitive information. The Department will identify those portions of the
reports that are withheld from public release and explain the bases for the withholdings.

(20) Reference C.5.2. The sample Nondis closure Agreement forbids any participant in
the review f rom ever disc ussing "any a nd all information” o f the Carniv ore syste m, including
elements that are curr ently pu blic knowl edge. Are common-s ense mod ificatio ns to th is
agreement allowed? Specifically, will the Government acce pt Nondisclosure Agreements
"similar to" the s ample agreeme nt that se t a time limit on restricting dis semination of
"sensitive" in formation, or NDAs that exe mpt from nondisclos ure any informa tion that is n ow
public, or that wa s known to the parties bef ore the review, or that will hav e been made public by
that time by the Government or third parties ? COMMENT: NDAs such as Attac hment 2 present a
major problem for man y academic researchers, because the NDA can affect t heir ability to study
other relate d topics. We believe a le ss stringent NDA would be more ¢ onsistent with the
Government's stated desire to encourage submi  ssions from universities.

The Nondisclosure Agreement included in the solicitation is a sample. Provisions of the NDA
are subject to negotiation, however, the Department will not agree to limit the NDA to a specified
period of time.

(21) Reference C.5.2. Considering the extremely short per  iod of performance, is a 30-day
advance notice reasonable or necessary? Will the Government con sider a proposal that takes
exception t o this requireme nt?

The notice is reasonable and necessary. C.5.2(c)(3) refers to situations where the Contractor
plans on moving any key personnel off this contract.

(22) Reference C.5.2. If (per L.4.2.1.4) the goal of this contract is a review by an

organization that is publ icly recognized as " independent,  objective, and impartial, " does a
provision that essentially allow s the Department of Justice to hand-pick the review team serve
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the purpose o f avoiding "any appearance of improper inf luence by t he Departmen t, including
the FBI, or by other law enforcement or government  al interests™? Clarification and/or limits
requested here.

The purpose of C.5.2, which is a standard provision in most government contracts, is to eliminate
or at least mitigate a bait and switch situation where highly qualified individuals are identified in
the proposal but the Contractor moves these individuals to another project after contract award.
The Department is simply trying to ensure that any substitutions proposed by the Contractor be
as qualified as the individual they are replacing.

(23) Reference C.5.2. Rejection of "individu als who do not have appropriate experience
in the conduct of reviews such as this" would exclude many of the people with the best
technical qualifications to review Ca rnivore. Deliberate exclusion of individuals who conform to
all other require ments -- inc luding criminal reco rd checks, federal age ncy index ¢ hecks, and
biographical rev iew -- on this b asis does not seem to serve the purpose of a voiding "any
appearance of improper influe nce.” If thes e individuals me et all other g ualification
requirements a nd are under t he supervis ion of the Program Manager, what is the justif ication for
excludin g them? W ill the Gov ernment conside r a propos al that takes exception to t his
requirement?

C.5.2(c)(4) should read “...and to reject individuals who do not have appropriate qualifications in
the conduct of reviews such as this.”

(24) Reference E.1. If the Contractor performs the review a t no cost to the Government,
under what circ umstances is the Contra ctor legally b ound to prese nt a report t hat meets the
ambiguous standards of acce ptance as state d in Section C (specifically those pe rtaining to
revising the report document "as neces sary in light of technical c omments rece ived from the
Department or the public"), and what penalties may apply?

The term “contract” implies that there is some form of consideration. Remedies for unacceptable
performance include: reducing the consideration; correction or replacement at no cost; charge to
the Contractor the costto replace or correct (by contract or otherwise); or terminate the contract
for default.

(25) Reference H.1. If (per L.4.2.1.4) the goal of this contract is a review by an
organization that is publ icly recognized as "independent,  objective, and impartial, " stating that
the Department of Justice "may" terminate this contr act at no cost to the Government under
these circ umstances seems unaccountably lenient. Wouldn't "shall" be more a ppropriate here
than "may"? Why would deliberate nondisclosure of k nown conflict of interest not constitute
fraud, and why would thi s not be subject to penalty?

The permissive “may” is used so that we can tailor the action we take to the circumstances of the
situation. We do not interpret the clause as prohibiting us from taking action more severe than a
no cost termination.

(26) Reference H.2. These rights in data provis ions seem unne cessarily stringent for
what supposedly will becom e a public document. Willthe G overnment consider a proposal that
takes reasonable exception to this requirement, e.g. , giving the Contractor non-exclu  sive
publication rights to the report and/or to othe r non-sensitiv e information de veloped under the
contract?



No. As noted in C.4.2.1(b), the entire report may not be made public. Further, paragraph H.2(b)
should read as follows: “All property rights, including publication rights, in the information and
materials first produced by the Contractor in connection with this contract shall vest in the
Government. Information and materials shall include, but are not limited to all reports. Once the
Department releases the public versions of the draft and final reports, any restrictions on the
contractor’s right to release those versions of the reports become void.”

(27) Reference H.3.1. Given the extremely short period of perfo ~ rmance of the contract
and the poss ibility that ba ckground che cks might ta ke apprecia ble time to con duct, is the
Government willing to  relax this re quirement, spe cifically to allow individual membe rs of the
Contractor's organization to ¢ ommence work upon receiving f avorable ch ecks? If n ot, why
not?

The minimal checks required should not be onerous or time-consuming. The Department
intends to be reasonable and flexible in facilitating the contractor's performance of the review.

(28) Reference H.3.1. Given the extremely short pe riod of performance of the contract,
not allowin g any members of the Contractor's organization to c ommence work until some
undefined "suf ficient" number o fits personn el have been cleared seems to be unreasonable and
unnecessary, and may even be construed by the public as intended to provid e a competitive
advantage to certain b idders who routine ly perform clas sified studie s and who might be
perceived a s having an organizational ¢ onflict of inte rest. What is a "sufficie nt" number of
personnel, and why is this a requirement?

See response to issue #27.

(29) Reference H.4. Does this pa ragraph deal wit h disclosure o f data only during the
period of performa nce of the contract, or d oes it also cover disclo sure at any time therea fter, not
subject to time limits or to later  availability of the same informatio  n? Please clarify.

There is no time limit on the applicability of the Confidentiality clause (H.4), but, see also DOJ
response to issues #11 and #20.

(30) Reference H.6. Given th e restrictions on "sens itive" inf ormation e Isewhere in this
solicitation, wha tis the rea son for a req uirement that would essent ially restrict open discus sion
of non-s ensitiv e informa tion? What forms o f publicit y would be covered by this clause? Will
the Government consider a p roposal that takes exception to th is requirement?

This clause applies to press releases about the award of the contract. The Department does not
intend to restrict the contractor's open discussion of non-sensitive information.

(31) Reference L.1. Given that s everal pote ntial bidders ha d informally indica ted before
the solicita tion was relea sed that t hey would be willingt o undertake a review of Carnivore at no
cost to the Government, do es the Governme nt conte mplate any poss ibility of making mu ltiple
awards?

No, but see response to issue #5.

(32) Reference L.4.2.1.4. To what extent will the Go vernment consider proposals that
take exception to provisions of the solicitation ? If (per L.4.2.1.4) the goal of this contract is a
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review by an organization t hat is p ublicly re cognized as " inde pendent, objective, and impartia I,"
do provisions t hat apparen tly give the Department o f Justice the ability t o rewrite the
Contractor's conclusions in the Final Repo rt, to impose re strictions th at discourag e

participation by university researchers, to impose restrictions on the Contractor  's review panel
members' discussion of publicly known information after delive ry of the report, and to

unilaterally dismiss on nebu lous criteria members of the review team p  roposed by the selected
Contractor s erve the pu rpose of av oiding "any appe arance of imp roper influence by the
Department, inc luding the FBI, or by other law enfo rcement or gov ernmental inte rests"?

Clarifica tion and | imits on t he Government's solicita tion prov isions re quested here.

See response to issue #12.

(33) Reference M.2.2. What sort s of "other inf ormation known to the Departme nt" not
contained in the proposal or attachments w  ill be considered in the evaluation ? Please clarify.

Evaluators are obligated to consider any information they are aware of about an offeror that
bears on the results of the evaluation whether or not that information is in the offeror’s proposal.

(34) Reference M.2.3. Is this award criterion mea nt to exclud e or discourag e offerors
who propos e to perform the review on a pro bono basis, at no cost to the Governme nt? Will
such offerors' proposals be downr  ated on account of "unrealistic" low price?

This is standard language included in many of our solicitations and is not intended to encourage
or discourage pro bono proposals. It is important for us to know that an offeror understands our
requirements and is committed to dedicating resources sufficient to ensure successful
complection of the project. A pro bono offer, like any other offer whose pricing appears to
represent a financial loss, must demonstrate to our satisfaction that the offeror can and will
perform successfully given the amount of compensation it will receive (of course, none in the
case of a pro bono offer).

(35) Section L.4.1.3 Section 2 - Pricing Ta bles (a) (2) states in part: " A sample
submission is provided bel ow for information al purposes.” Within that same section and ju st
below the table is a note t hat states: Note: F or the C.4.2 work , the offeror s hould assume, f or
proposal preparation pur poses only, that 1,100 hours for professional | evel personnel and 100
hours for support personnel will be required to perform the work. The offe ror shall allocate
these 1,200 hours ac ross its propose d labor ¢ ategorie s consis tent with its tec hnical a pproach.
For the optiona | C.4.3 work, the offeror must in sert labor ca tegories and hourly rates to perform
this type of work. Is the no te above, whic h is containe d in Section L.4.1 .3 Section 2 - Pricing
Tables, an actual require ment or just pa rt of the ex ample submissio n?

The "Note" that appears under the sample table is a proposal preparation instruction. The
reference to "For the C.4.2 work" should actually read "For the C.4.1 and C.4.2 work" as the
1,200 hours applies to the technical review and the report preparation.



