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of EPIC.



STATEMENT OF AMICI

The Electronic Privacy Information Center (EPICQ is a public interest
research center in Washington, D.C., which was established in 1994to focus
public attention on emerging civil liberties issues and to protect privacy, the First
Amendment, and other conditutiond values, induding Hiibd v. Sixth Judicial
Circuit of Nevada 542U.S. 177(2004) Doev. Chao, 540U.S. 614 (2003) Snith
v. Dog 538U.S. 84 (2003) Department of Jugtice v. City of Chicago, 537U.S.
1229(2003; Watchtower Bible and Tract Sogety of N.Y., Inc. v. Villageof
Statton, 536 U.S. 150(2002) Renov. Condon 528U.S. 141 (2000} Kohler v.
Englade 470F.3d 1104 (5th Cir. 2006) United States v. Kincade 379F.3d 813
(9th Cir. 2004) cert. denied 544 U.S. 924 (2005) and Siate v. Raines, 857A.2d 19
(Md. 2003)*

At issuein this case are the privacy interests of New Hampshire residents
tha the state of New Hampshire soughtto protect throughthe enactment of
legislation. The state has a vital interest in regulating condud tha adversely affects
thetrander and sale of computerized medical record information. Not only has
Appdlee IMS Health chdlenged this regulation as a violation of Appdlee@ right
to profit from the sale of this sendtive daa, Appdlee engagesin practices tha

continueto endange the privacy interests of New Hampshire residents. Amicus

Y IPIOP Clerks Caitriona Fitzgerald, Harley Geiger, Evan Mayor, Jennifer Shyu, and Aleah Y ung assisted in the
preparation of this brief.



Vi

therefore submits this brief to make clear the subgantial interest in preserving this
important state statute as well as the ongoing concern aboutthetransfer of Qle-
identifiedOpatient data to datamining firms. If this condud is commercial speech,
thelower court has missed a vital element of the governmental interest in
regulating tha speech, namely the privacy interests of paients. This brief shows
tha (1) theinformation is not truly anonymized; (2) as aresult, there arereal
dangasto paient privacy in having this daatrade, and therefore (3) the state

interest in protecting paient privacy, ignared by the court beow, requires reversal.
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ARGUMENT
l. Medical Privacy is a Fundanental Conaern for Patients

There are approximately 1.4 million health care providers in the United
States. These providers write billionsof prescriptionseach year for more than
8,000different phamaceutical produds. Amended Joint Stipulation of Facts| 9
(trial doaument 88). These prescriptionsare filled at 54,000retail phamacies
throughoutthe county. Id. Theretail phamacies acquire recordsfor every
prescription they fill. These recordsindude paient name; prescriber
identification; drug name; dosage requirement; quantity; and daefilled. Id. | 13.
In order to comply with federal and state privacy laws, paientidentifying
information is encrypted and de-identified, often with software indalled by the
datamining companies themselves. Therest of the prescription record remains
intact. Thus a paient's entire drug history is correlated, and each provider can be
identified alongwith ther prescribing habits. This practice raises privacy congerns
for both patients and health care providers.

Public sentiment overwhdming favors the protection of paient privacy.
Amongthe American pulic, 70% of the people have concernsover the sharing of
their medical information without their knowledge? At least oneperson has had

her prescription information, induding her name, Socia Security number, and

2 Harris Interactive, HIPAA Notices Have Improved Public® Confidence That Their Medical Information is Being
Handled Properly: However public split on benefits of and privacy risks associated with Electronic Medical
Records, Feb. 24, 2005.



medical conditions sold to another phamacy in alegd transaction withouther
knowledgeor conent® Asaresult of these findings, the states of New Y ork,
Nevada, Arizona lllinois, Kansas, Maine, Massachusetts, Rhodelsland, Vermont,
Washington, West Virginia and Texas have consdered bills banning the sale of
prescriber-data* Thenaion®first law banning prescriber-daais thefocusin this
case.

Doctors have also petitioned the American Medical Assodation (AMA) on
behdf of themselves and thar paients for legd relief, blaming data-mining
companies for interfering with the paient-doctor relationship and violating dodor
and patient privacies.” Even after the AMA adoptd an opt-out approach to the
sale of prescriber-data, dodors continueto question this practice and lobbyfor
change®

Althoughthe AMAGQ Prescribing Data Restriction Program (PDRP) allows
phydciansto opt-out of having thar prescribing history accessed by drug
representatives, many physciansfed it isinadequae. TheNationd Physician®
Alliance suppots a complete ban on the sale of prescriber-daa.’” They have

spoken agang the PDRP because the program is burdensome and notwiddy

% Magdalene Perez, Patient info for sale, Newsday, June 19, 2007.

4 Joe Mullin, Sates consider limits on medical data-mining, Boston Globe, Apr. 7, 2007.

® Tanya Alberts, Doctors ask AMA to assure some privacy for their prescription pads, AMNews, Dec. 25, 2000.
& Joe Mullin, Sates consider limits on medical data-mining, supra note 4.

" Nat® Physician@ Alliance, Issue Brief: The Sale of Physician Prescribing Data Raises Health Care Costs,
available at http://npalliance.org/images/uploads/I ssueBrief-Prescribing_Data low_res.pdf.



publicized. Initscurrent form, the opt-outoptionisonly valid for three years, at
which time dodors are required to sign up again.®

Health care providers face the uniquechdlengeof providing qudity,
affordable health care to all members of the popuktion, while protecting each
paient@ fundamental right to privacy. Theincreasing dependence on electronic
databases of paient information will meet many of these gods by redudng
ingitutiond cods, integrating applicable data from multiple sources, and allowing
patients to receive a highe and more accurate level of care.” However, this
trandtionto a centralized depostory for health care information will require the
sharing of private medical recordswith seconday actors, such as researchers,
economists, statisticians administrators, conaultants, and computer scientists.
Unfortunaely, the current legd and security infrastructure surrounding paient
medical information will notundego a similar modenization for the electronic
age. Asaresult, any system of electronic health care records or centralized health
care database will lack prope privacy safeguads

1.  TheNew Hampshire Prescription Confidentiality Act Advances a
Subgantial State Interest in Privacy Protection

For reasonsset forth aboveand in the brief of Appdlant Kelly A. Ayotte, the

Attorney General of New Hampshire, the New Hampshire legislature passed

81d.
9See L atanya Sweeney, Weaving Technology and Policy Together to Maintain Confidentiality, 25 J. Law, Med., &
Ethics, 98-99 (1997) (summarizing industry and research use of personally identifiable health care information).



House Bill 1346to protect the privacy of patients, as well asto control health care
cogts, to protect the health and safety of New Hampshire citizens and the privacy
of dodors. House Bill 1346is codified at N.H. RSA 31847-f, RSA 31847-g and
RSA 318B:12. Se22006N.H. Laws 328.Therelevant section of the Act states:

Recordsrelative to prescription information containing paient- identifiable
and prescriber-identifiable data shdl not belicensed, tranderred, used, or
sold by any phamacy benefits manager, insurance company, electronic
trangmission intermediary, retail, mail order, or Internet phamacy or other
similar entity, for any commercia purpose, except for thelimited purposes
of phamacy reimbursement; formulary compliance; care management;
utilization review by a health car provider, the paient@ insurance provider
or the agent of either; health care research; or as otherwise provided by law.
Commercia purposindudes, butis notlimited to, advertising, marketing,
promotion, or any activity tha could be used to influence sales or market
share of a phamaceutical produd, influence or evaluate the prescribing
behavior of an individud health care professiond, or evaluae the
effectiveness of a professiond phamaceutical detailing sales force. . . .
Nothing in this section shdl prohibit the collection, use, trander or sale of
patient and prescriber de-identified data by zip code geographic region or
medical specialty for commercial purposes. . . .

N.H. RSA 31847-f.

It is the provision of the Act tha permits thetransfer of Qle-identifiedO
paient data tha gives rise to amicus® brief. Simply stated, amicus bdieves tha
the privacy interest that undegirdsthe state® interest in this statute is even greater
than what thelegislature recognized, and tha the Court should give even greater
weight to the Central Hudon, Central Hudson Gas & Elec. Corp. v. Pub. Sev.
Comm® of N.Y., 447U.S. 557 (1980) subgantial interest andysis if it condudes

tha the statute implicates speech interests.



As JudgePoshe wrote for the court in Northwestern Memorial Hospital v.

Ashcroft, 362F.3d 923,929 (7th Cir. 2004) a case involving access to redacted

medical records

Even if there were no possibility that a patient@ identity might be learned
from a redacted medical record, there would be an invasion of privacy.
Imagineif nudepictures of awoman, uploaded to the Internet without her
conent thoughwithout identifying her by name, were downloaded in a
foreign courtry by people who will never meet her. Shewould still feel that
her privacy had been invaded. Therevelation of theintimate details
contained in therecord of alate-term abortion may inflict a similar wound.

As Professor Jerry Kang has explained:

[W]e mug recognize tha anonymity comes in shades. Althoughno specific
individud isidentified facially, theindividud may beidentifiable in context
or with additiond research. . . . Imaginetha a psychiatrist publishes
verbaim counseling notes in a best-selling book, butin away tha the
specific identity of the paient cannat bedetermined. If the patient protests
at having her story chronicled in agonizing detail to the public, could the
gooddodor respondthat because theinformationis notidentifiable to the
specific patient, even with additiond research, it is not Qpersond
information.O And, because it is not persond information, the paient lacks
any privacy claim? To my mind, this reasoning fails to accountfor the
residud privacy interest that exists, nowithstanding the anonynity.*

In similar fashion, there are important and distinct patient privacy interests to be

conddered in this case involving thetransfer of Qle-identifiedOpersond

information, tha may in practice bere-identified or, even if not, may still affect a

cognizable privacy interest. These interests are in addition to the privacy interests

10 prof. Jerry Kang, Cyberspace Privacy, 50 Stan.L.Rev. 1193, 1209 (Apr. 1998). See also David G. Post, Pooling
Intellectual Capital: Thoughts on Anonymity, Pseudonymity, and Limited Liability in Cyberspace, U. CHI. LEGAL
F. 139, 149-51 (1996) (discussing how context can sometimes provide identity information of facially anonymous e-

mails).



of thedodor-patient relationdhip tha are addressed in the brief of Appdlant
Ayotte.
l1l.  IMS Health@ e-identificationOPractices Do Not Obviate the M edical
Privacy Interests of New Hampshire Residents

Theplaintiffs, IMS Health Inc. and Verispan, LLC, are both datamining
companies which purchase and compile prescription information in order to sell
the daato research and academic inditutions as well as law enforcement
agendes, and private organizations Their biggest clients by far are phamaceutical
companies, which use the data extensively for Qietailing,Otargeting doctors for
office visits by sales representatives.

The paient daa collected by IMS Health is not truly secure. Quasi-
identifiers can be used for re-identification because they can belinked to externd
daabases tha contain identifying variables. This method, record linkage, occurs
when two or more databases are joined. Such information can be obtained through
public records, such as birth and death certificates.™ Using record linkage, de-
identified data can also beeasily re-identified. For example, by utilizing date of
birth, gende, and zip codeinformation for members of the public, a researcher was

able to uniqudy identify 87%of the US population.*

11 See Salvador Ochoa et al., Re-identification of Individuals in Chicago® Homicide Database: A Technical and
Legal Study, Massachusetts I nstitute of Technology (2001) (utilizing the Social Security Death Index and de-
identified information about Chicago homicide victims, the researchers were able to re-identify 35% of the victims).
12 Sweeney, Weaving Technology and Policy Together to Maintain Confidentiality at 98-99, supra note 9.



It is easier to identify people who have a uniquecombinaion of quasi-
identifiers compared to others in the popuktion. For example, thesole femalein a
male dominated working group creates popukbtion uniqueness.** Similarly, when a
person has uniquequasi-identifiers compared with therest of theindividuds in the
sample group, that person® sampleis unique This also makes the person essier to
identify because the uniquefeature makes the person easier to trace in thereal
world. This can often be donewithoutname, Social Security number, address,
phonenunber, or other easily identifiable data.

Re-identification of data throughrecord linkage creates additiond problems
for public figures aboutwhich more personally identifiable information is
commonly known. For example, aformer governor of Massachusetts had his full
medical record re-identified after the researcher cross-referenced Census
information with de-identified health data.** According to Latanya Sweeney, with
birth date alone 12% of a popuktion of voters can bere-identified. With birth
date and gende, that nunber increases to 29% with birth date and zip codeit
increases to 69%, and with full pogal codeand birth date, 97% of people can be
re-identified.” The ease with which records can belinked for re-identification

purposes also creates uniqueproblems for victims of harassment or domestic

Bd.

14 atanya Sweeney, Roundtable Discussion: Identifiability of Data, Subcomm. on Privacy and Confidentiality,
Nat® Comm. on Vital and Health Statistics, Jan. 28, 1998, available at

http://npalliance.org/images/uploads/I ssueBrief-Prescribing_Data low_res.pdf.

!> See Sweeney, Weaving Technology and Policy Together to Maintain Confidentiality, supra note 9.



violence. Thisis especially true because the abusers may have additiond
information that could lead to greater ease of re-identification, for example,
knowledgeof past ilinesses and the time frame of their occurrence.

The court bdow notes that IMS Health Qle-identifiesOpatient data.*®
However, nolegd regulation defines how IMS Health mug de-identify daanoris
IMS Health legdly required to de-identify. The closest governing regulation, the
Privacy Rule of the Health Insurance Portability and Accountbility Act of 1996
(HIPAA), requires theremova of 18 specific identifiers tha relate to patient
identity, induding geographic subdivisionssmaller than a state, all elements of
dae (except year), biometric identifiers, Sodal Security and medical record
numbers.” However, HIPAA does not cover phamaceutical data-mining
companies such as IMS Health and Verispan.'®

In the absence of legd authority, IMS Health has voluntarily removed
paient identifying information. IMS Health® prescriber-dataindudes information
on the prescriber@ identity, the dosage and strength of the drug, the quantity

dispensed, the dae of service and a uniquepadient identifying number. It does not

8 |MSHealth, Inc. v. Ayotte, Civ. No. 06-cv-280-PB, 2007 WL 1244077 at *1 (D.N.H. filed Apr. 30, 2007).

Y The others are name, telephone and fax numbers, email addresses, health plan beneficiary numbers, account
numbers, license and vehicle identifiers, device identifier and serial numbers, web URLSs, |P addresses, full face
photos and comparable images, and any unique identifying number, characteristic or code. 45 C.F.R. o
164.514(b)(2) (2006). Non-identifiable information would include ethnic origin, weight, age range, and height.

18 Covered entities include health plans, health care clearinghouses, such as billing services and community health
information systems, and health care providers (including pharmacies) that transmit health care datain away that is
regulated by HIPAA. Asaresult, acovered entity that utilizes Protected Health Information must de-identify it in
the manner specified by the Privacy Rule, distribute it only to certain institutions if the datais considered alimited
data set, or if the datafits neither category, the entity must comply with the disclosure and other provisions of the
Privacy Rule. See 45 C.F.R. @ 160.103 (2006).



appesr to contain a patient@ gende, zip code or birth date B identifiers necessary
for patient re-identification.’® However, IMS Health Qle-identifiesOthis data only
in compliance with the objected-to New Hampshire law, and only for prescriptions
tha originate from a New Hampshire zip code® Prescriber-daain other states
may contain additiond persond identifiers that can facilitate re-identificationin
the event of a security breach.

Althoughde-identification measures are increasingly innovdive and
computationaly complex, paient daais still vulnerable to attacks because
sophisticated re-identification programs are also being developed. Individuds can
bere-identified usng information such as zip code date of birth, and gende and
then comparing tha daato publicly available information. Such information is
easily accessible via birth and death records, incarceration repotts, voter
registration files, and driver@ licensing information.*

Datare-identification has broad implications. It can beused for busness
purmposes, as well as by individud citizenswith the prope tools. Re-identification
can also be used for many types of investigative reporting, especialy
investigationsinvolving celebrities or politicians® Theinformation gleaned from

health records could provide ussful and potentially embarrassing reports. It can

¥ IMSHealth Inc., 2007 WL 1244077, at * 1.

21d. at*9.

% Khaled El Emam et al., Evaluating Common De-identification Heuristics for Personal Health Information, 8 J.
Med. Internet Res. 4 (2006).

2 Ochoa, Re-identification of Individuals in Chicago®@ Homicide Database: A Technical and Legal Study, supra
note 11.
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also beused by someonetrying to identify avery small group of individuds with a
similar characteristic. Re-identified data may also be useful in divorce proceedings
or for perpetrators of crime who may have specific information on oneparticular
individud that they can then use to identify tha person® health records

Thefind threat to patient privacy liesin the owners of large databases of
medical daa, asthey ook to turn thisinformationinto profit. A loophokin
HIPAA gives phamacies the ability to sell paient data to other phamacies.”
Academic hogitals are congdering plansto sell aggregated paient data to
govenment, phamaceutical, and biotech companies, insurers, and publishers.®
The state of Massachusetts had similar plansto sell its collection of paient data.®
Even if privacy technology is adopted and thedata is propaly encrypted and de-
identified, thetranger of such large databases poses significant privacy risks for
paients. Thesubdantial state interest in limiting the disclosure of this persond

information, particularly for purely commercial purposes, is clear.

% Magdalene Perez, Patient info for sale, supra note 3.
% Steve Bailey, Your Data for Sale?, Boston Globe, Mar. 24, 2006.
Bd.
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CONCLUSION
Given the ongong concerns about paient privacy and thetroubling practices
tha could arise from Qle-identifiedOdata, the judgnent of the District Court

should bereversed.
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