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- I. STATEMENT OF THE PROBLEM

The problem of this paper is to investigate the
:ﬁéture of domestic surveillance by agencies in the Federal
 jGoﬁérhment, the extent to which this surveillance trans-
gresses on the righté'bf pfivacy, and to determine what mod-

ifications in the law can redefine and protect these rights.
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I1. SUMMARY OF PRINCIPAL FINDINGS

. L. The growing complexitles of centralized govern-
ment have lncreased the neesd for 1nformatlon ~gathering
act1v1tles.

: 2, The technological revolution Droduced the computer--
aveybernetic creation” which enhanced the governmental appetite
for information,

3. The decennial census stlpulated in the Constitu-
tion hag included in recent years eVEEPl OOSSLble privacy-
1ntrudLng ouﬂstlong.

| | %« There is evidence that the confidentiality of the
- decennial census has been breached by interagency information
“transfer,

5. The United States Army has developed a highly
~complex information-gathering network with the expressed pur-
vose of formulating contingency plans for domestic civil dig-
order, but which has grown beyond its mandate to create per-
sonality flles. ’ e S

6 The Justice Department has created a vast network
of information data banks to aild in crime prevention.

- e B0 The Gonstitutionality of the electrenic eaves- - .- .
dronping dev1ce has not been clearly defined by Congress or
the Supreme Court, howaver, the Omnibus Crime Control and
Safe Streets Act oF 1968 has specified that for all wire-
tapping and eavesdropping, including national security cases,
- a court warrant 1s necesgsary.

2. quer the Nixon Administration, extensive sur-
veillance of this nature has been conducted with national
- security surveillance being authorized solely by the Attorney
”Geqeral.
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IlT. POLICY_REGDMMENDATIONS

1. The Bureau of the Census must be prevemted &

from diggeminating any information to other federal agencies

which-it.has garnered on & SQppOSedly confidential basisg.

In evaluating its operating function, the Bureau ik
of the Census should review the 1970 census i
questions for violations of personal privacy, ' i
should distinguish between collective and individ- i
ual data, and should determine the propriety b
of Census Bureau surveys for other agencies {
in light of voluntary response requirement. (pp.11-14),
|

2« The Congress of the United States should establish

- a_congressional commission to supervise the sevaration of i

Army_intellifence and Army security clearance files.

This commission should consist of eight members;
folir'members from each house and their selection _ 1
- by each house should consist of two members from
et e . %he respective Committee on Armed .Servieées;.and ... - . . .
: two members from the respective Committee on

the Judiciary. Furthermore, this cowmission should

be bipartisan in composition and the members d
shall serve nonconsecutive two year terms,. (pp.26427). it

3. " Thisg commission in cooperation with the 0ffice

of the Secretary of Defense and respective Military Services,

should reculate the computerized information retrieval

‘networks,

Among its considerations, this commission will

investigate military surveillance in sectors for
which civilian law enforcement agencies are .
crdinarily responsible. {pp, 27, 28). Lk




4. By an amendment to the Omnibug Crime Control snd

;Safe Streets Act, the Congress should distinguish between

the gtatus of an alien and a citizen, and the situstion of L

emergency and nonemergency with regard to surveillance authority.

This clarification will resolve the penumbra of
discretton in previous wiretap grants. { pp. 38),

5« By an act of Congress, a new level of judicial

authority should be created to review a1l authorizations for

enational security wiretappning, replacing the sole discretion

of the Attorneyv General.

This court of warrants, as it shall be known, ;
shall consider wiretap requests by federal agencies. i
It shall consist of three judges to be appointed

by the President in the constitutionally prescribed
process. { pp. 39 - 40 ), _

}“,;”W,.d_. é, The Fedaral Communications Cbmmi%g@oﬂwshould s e

conduct an extensive policing of the nation's telephone lines !

to_eliminate all uwnauthorized wiretapping and electronic £

eavesdropving.

Thus far, this independent commigsion has failed .
to exercise its legal duty. (p. 40 Yo
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V. DISCUSSION

Introduction

The makers of our Constitution undertoak

to secure conditions favorable to the pursuit

of happiness. . . . They sought to protect

Americans in their beliefs, their thoughts,

their emotions and their sensstions. They con=~

ferred, gs against the Government, the right to

be let slone - the most comprehensive of ri§hts

and the right most valued by civilized men.

Nearly two hundred yesrs ago, the Founding Fathers
empowered the federal government with the responsibility of
promoting and preserving the general welfare of the prople.
At the same time, they assigned to federal jurisdiction the
duty of protecting the liberties of the individusl citizen
among which was the right to privacy. To guarantee the
siiccess of this repUblican_ekperiment, 2 national eStablish~
‘ment -was designed to fbrmdiate'natiénéipbeBEK%fégﬂaﬁa'trans-”
late thesge goals into realistic, concrete programs. Infor-
mation about'the'CitiZenry'th the socliety thus became a
- necessity for public poliey making during the formative years
of this nation. Dating from the first decennial census in
1790, the ggvernmental information gathering role has ex-
-panded as government itself has grown in response to the

.proliferation of demands made upon the federal government.

On the other hand, America has been careful +o encourage its

lLduis"D;”Brandeis,'DiSSenting,'lestead vs. U. S.,

277 U. S. 438 (1928).




L ——

 thiZ3n3 to act free from an all encompassing sense of beihg
.observed and recorded.i_lndeed, the approach to privacy taken
.Lﬁy”Americans, developed from a tradition of limiting the sur-
_véillande power of authorities ovér the private activitiesg of

_fndividvals and groups.

' _'What_then has stimulated the recent controversy and
” mfrenzy about the boundaries of privacy in American_sobiety?
T- Figst, as a resﬁlt of federal action in the wake of the great
..dép?ession, the role of the federal government in the policy
._ ?ealm-has been. greatly augmented, Secondly, this increase in
.fedgral respoﬁsibility_and demands placed upon federal officials
‘has been accompanied by a parallel increage in the demand by
thé'féderal level for_greater quantities of personal. infor-
]_matlon from the individual, Compliqating¢this expansive
inexorable reality of available new technology has led to
faster, mbre afficient, morewpérvasive information gathering.
- Today, the accumulation of data about individuals for a vapi-
':éfy-of governmental purposes has become a ma jor activity of
many federal agencies. Quantitatively, the private 1life of
the average American is the subject of ten to twenty dossiers
 _9£ personal information in the field and computer data banks

-of governmentuagencies.l For the first time in history, the

1“Seﬂﬂtors Hear of Threat of a D0581er chtatorshln
7N9W 2eW York Times, February 24, 1971,

&/




~ability to collect and stere dats has equaled th

e need for in-

formation about ite citizens by the federal-governmenﬁ.

The opportunltv exists today to create meaningful

programs and to measure their effectwveness. But in doing so,

the Fovernmept must guarantee Amerlcans that the tonic of

high speed, extensive information handling does not contain a

(o<

“toxic which will ki1l their privacy. Therefore, we are movead

S to examine the 1nf0rmatlon-gather1ng teohnlques and the per-

7_meatlon of 01t1zen surveillance, We are moved to analyze and

I
carefullv as%ess the lmnortanue of prlvacv in our soclety.

What are the llmlts of legltlmate 1nterference of collective

“opinion with individual 1ndependencp in the cybernetic revo-

:1ut10n? What is the extent of federal information gathering?

ﬁﬁWhat federal agen01es are empleying undercover, concealed ..

methods of survelllance? Is the need for information to pro-

mote the “general welfare® in a technologloally abetted sooJ~ f

l
'etV incompatible with a notion of privacy? Now is the time to 5

_ement a balance betwaen both sides of this scale of American

8001etv. Now ig the tlme to determine to what extent Americans ;

are w1111ng to excnange gaome freedom and prlvacy in one area

”for other soccial gains,

Thls paper will examlne these questions which embra

i
.the Unlted States in. the 19?0 s. TE wily analyze flrsT the i

imethodology and - tha users of data collection and surveillance,

'and seoondly, the co

st of these actlv1tles in terms of the o




e Y~ o § M-o(Rddandum)
“individual's right of Drivacy. Moreover, this paper will

otry to reveal some. insights into how a society with a repu-
“tation for providing. liberty can further provide limits on
the surveillance power of authorities in order to ensure
~both.the preservation of privacy and the solution to impend-

ing problems.

Computers and Dossiers

‘Government idhould’ be valléwed-to know a.great
deal more than it doeg about the community it was
selected to serve, This requirement is essential .
if we want to see decisions made on the basis of

- -fact, You cannot manage an advanced society,
which is a vast, complex interoonneoting system
unless the facts are available,

Thfoughout the federal ﬁovernmen% records are
i:malntained on individuals varying from agency to agency as
_to scooe of information recorded.' These differences reflect
_partlcuiar function% nerformed by each agencv and the pro-
"iv151ons of feder°1 law which specify responsibilities, pPro~
igram administration, and national security implications of

" the agency's mission.?

The compiling of dossiers on individuals, however,

e . s . " -
15 not a new phenomenon in this country, 'The FPederalists,

lArthur R. Miller, The Assault on Privaovs Computers,

'Data Banks, and D0581ens, p. 126,

?“Controversy over Federal 'Data Banks, " Congressional

Digest, 50:10 October, 1971, p. 226.




The present scope of federal data gathering eurveillance
variés greatly from agency-to agency. Records maintained

by elemenﬁs.of the Federal Governmenf on individuals ang
organizations particularly depict this.diversity as to

volume and séope of information recorded. Such differences
reflect among other factors, particular funectionsg pefformed
by agencies involved,.provisions of Federal law which

épécify responsibilities and programg administered by suéh
agéncieé, national Security implications df the agency's
mission, and in some iﬁétances, differences in administrative
philosophy among the Fedéral égencies and depaftments
involved. Needless to say;.the multitude of federal agencies
ié significant, Indéed, such a listing prominently includes
the Census Bureau and Patent Offiée within the Department
_éf Commaroe,'the'CiQil Servicé Commigsion, the Salactive
Serviée and geveral bureaus within the Depaftment of Defense,
HEalthg Education and Welfare, Housing and Urban Development,
Justice, State, Transportation,'and.the'Treasury. In
.éddifibng éécording to Ffank anher, who addressed the
Princeton Univefsity Confe?ence on the Federal Bureau of
Investigation, there are approximately twenty federal agencies

_ o1
that are involved in surveillance~intelligence activities.

1 . .
) "Prank Donner, “"The Theory and Practice of American
Polit%cal Intelligence,” (Reprint from The Now York Review of
Books), 1971, pe 7. These include the FBT, Army, CIA, IRS,




L

Both typeslof axtivities have become pervasive in today's
sociéty.

In light of the extent of domestic information
gathering and/or surveillance activities conducted by
{edgygl:agengies, a study with the_expresqed purpose. of
evaiaating the effect of agency surveillance ¢n the individ-
ual's_right.to privacy will prove toibe a formidable tasks
Regretfully, not every agency so involved can be sufficiently
inspected at this times Thus, for the purposes of this
paper, it will focus only on the most dynamic, most intensive
gnd most_privacysth?eatening activities, Accordingly,
first the Bureau_of The Census shall be considered because
it is purported to have the most stringest code of.cohfident—
iality for data_gatheringo Nevertheless,_as shall be
_ depiéted, the Ceﬁsus Bureag can aggmdoes pose serious )
;dangefméé_privécy, Iﬁ”éddition, the subjecté of this paper
shall include_thosé activities of the Department of the
Défense,'in particular the Army, and the Bepartment of
Justice. It is hoped that th%reader will be given a more
realigtic perspective of the pervasiveness of governmental
surveillance networks in view of Those agencies.which
accentuate the extent of such activities and their counter

eff'ect on privacy.

Pogt Office, Secret Service, Customs Bureau, Civil Service
Commission, Tmmigration and Natufalization'SeriCe, Navy,
Air'Force;“Cdast'Guard, Pagsport Division of the State
Department, Department of Justice, Department of Health,
Education and Welfare, Office of Economic Opportunity.

s




enforcing the-first Alien and Sedition Acts, doubtless

compiled dossiers on known and suspected Jacobizns, - But
when they had served their purpose in the prosecution of
the suspects, they were apparently diseardedi’l However,

- as American society grew more complex, and as we have per-
ceived more justifications why one man may have a legitimate
interest in the affairs of'anether, the business of compiling
personal dossiers hag 1noreased rapidly. 'Becauee law-en-
forcement agencies have a legitimate interest in a variety
of informatioﬁ, they compile-files; In the interests of
efficieney, these records become permanent, Moreover,._
addltlon to the degree ef permanency aehleved by a dossier,
the tendency aroee.w1th1n the federal structure to inter-

change data when one agency had already compiled a Ffile on

oA subject,

Despite the guarantees of the Constitution with re-
spect to the arbltrary use of the reoordkeeplng and infor-
matlon power of government and the grew1ng practice of
Jlnterchange, the demands for effleleney were not exhausted,-
'Respondjng to the need for efflclencv, the teohnologzcal
revolution prov1ded the computer—-a erernetle cregtion whlch
greatly enhanced the governmentnl appetite for 1nformation..

' The limitations of'prior efforts at information gathering

lVern Countryman, "Computere and Doesiers," The Nation,
21315, AuFuST. 30, 19?1 p. 134 -




were no longer impogsing, as the computer's capability brought ;

capable of collection, storage, and access. Indeed, the

forth an answer to efficiency, speed,. and quantity of data
i

computer's entry into governmental data collection casts a

dark shadow on privacy. . What .has.occurred in reality is the 3

rapid adaptation of a technological system able to manipuléte

vast amounts of data by analyzing seemingly unrelated var-

iables. !

Before the computer age, government also
kept dossiers on individuals--criminals and non-
criminals—-which detailed their histories, per-
sonal -habits, associations, and views. But they
were contained in fileg handled manually--files
that were laborious to locate, gpace consuming,
and could not easily be transferred to other i3
agencies interested in particular individuals. i

Today, however, information can be and is i
stored in computers or data banks, and can be ‘ o
T . sent almost instantaneously to a reguesting agen- S jﬁ
R cy. What is more, it is unlikelylto be logt and “g
takes up relatively little space., ;

Among the federal agencies utilizing the computer data

.system, there’ are the Bureau of the Census, Internal Revenue

Service, Departments of H. E. W. and H. U. D., and the law
enforcement agencies, the Department of Justice (particularly
the FBI) and the Department of Defense (particularly the Army).

Thus, the computerized dossier has made it possible via re-

mote—accéss, time~share systems to link all federal data banks 32}

o l“Invasioné'bf'Privacy,” Congressional Quarterly,
- &XIX:9, Pebruary 26, 1971, p. 457,




through computer terminais and storage systems.,

Although

this votential hag not been activy

ag far as is'known, ated,
The capability exigts not only to coordinate

information brocesses, but also for 2 third party to tap
-~ into federal computérized data_reﬁrieval systems and obtain

versonal information without governm

ent permission and know-

The Bureau of the Cengus

The oldest and perhaps the largest data bank main-

tained by the federal government is the Bureay cf the Censusg.

in reality, the aggregate of two pe-

latedlprocesses. First, it conductsg

» » +The decennial census which hag

meration. of the
pepulace called for by the United States

2 comprehensive survey
items of bergonal date de-
the gquality of 1ife in

seeking numerous
gigned to-pqrtray
the nation

¥

Frimarily, questions regapding population, the cenasus does

- Serve the vital function of"determining legigl

ative appor-
Tionment and the allocat

ion of federal funds, sSecondly, the

~ Bureay of the Census possesses the firgt if only legitimate

Miller, op. cit., p. 127,

agency to agency




data bank in the nation with microfiim of all cengus

recordg

from 1900 to tne preseht.

As evidenced by the last two decennial Cengus queg-
tionnaires in 1960 and 1970, thig query hasg devéloped into
& sensitive probe oF the activities:and'life styles of in-
dividual citizehs. In 1960, one oyt of every four Americang
received the "biye Torm" household questionnaire which re-
quested information about individual'housing and access to
modern conveniences, Whereag questions such as "“how many
bedrooms are in your house or apartment,” can be considerad
acceptéble_under the 1940 amendment to include a housing

acensus, the'admissibility of the following queries remains
“in séme'doubt=:

‘Do vou have a“élothes“ﬁashing machine? -

Do vou have an electric or £a8 clothes dryer?

Do you have any television setg?

Do you have any radiog?

Do you have air conditioning?'. :

How many-passenger~automobiles.are owned or 1

regularly usad hy the people who live here?

Furthermore, the 1970 census was even more Comprahensive from
the standvoint of personal .information gathered, Although

~the méjority of Americang were subjected o g relatively

mild interrogation, millions of citizans received consid-

———

lVancé Packard, The Naked Society, p. 268,




erably more extensive forms, incorporating additional
questions with respect to health, employment, finances, and

housing:l

How much rent do you pay?

How much did you earn in 19677 o
If married more than once, how did your first
marriage -end? SO o
Do you have a telephone? If so, what ig the
number? o : S o

Do you have a bathtub or shgwer?

Do you have a flugsh toilet??

In addition, the Bureau of the Census extracts thie

iﬁformﬁtion under the threat of criminal penalties. On the
.féw occasions when the law was challenged, the Supreme Court
”7uphe1d'the broad discrétion of the Bureau under the con-
stitutional provisions and Section 221 of Title XIII, U, S.

Code, 68 Stat. 10233 71 Stat. 484

This section authorizes fine or im-
prisomment for anyone over 18 years of age
who refuses to answer 'any of the questions
on the schedule submitted to him' in connecs
tion with any duly authorized census or survey
.wheh~requ§sted~to do so by the Secretgry of
Commerce. : .

Nevertheless, the Bureau is-@nthusiastically raspondent

lMiller’ op., _cit., p. 127,
Zlbid. N ’ -' e s o Q
3

Packard, op. cit., p. 269,

7O
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to include at the request of private enterprise and social
planners, questions which will help them craftily solicit
business. Commercializing census tracts has become a fre-
guent activity of the Bureau as it provides a great deal of
valuable and extensive statistical data to interesgted g£roups
B i0-af 10-b (Pddendum)
including husiness corporations,® Individual information,

however, remains available only to the individual concerned

or hig legal heirs,

fhe judicial decisions upholding the responsibility
of the individual citizen to respond to each and every cen-
~ sus Question are correct{ What behooves further iﬂvestig-
.afing'is the extent to which.the decennial "enﬁmeration“ is
oonductéd and the use to which the data is applied. As
illustrated, the.mosﬁ recent census surveys include not only
éopﬁlatioh'ihformation; but also probes into matters of - ...
race, industry, business, agriculture, marital status,
'igfamily size, geographical IOCafion;énd mobility. In addition
'fo?the inféfmétion, themCensus:BuréaufalSo obtains ihEdr--
mation from.other agéncies sﬁoh as the Inﬁérnal Revenue
Sérvice,.ahd the Department of H. E. W.'s Social Security
Administration. Although the Census Bureau is not intep-
ested in individuals but in groupé, the petential remains
for interagencj accessibility'to'census records. "The
criticism leveled agaiﬁé% if, nofwithstandihg, the Census

- Bureau has an unequaled record among federal agencies in pre-
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Vance Packard calls thig problem'thé-right to be free from
bureaucratic harassment. Moreover, it is necessgary to
understand not only how such cuestions ovérstép the
authority of the Bureau of the Census, but also how they
-pose gerious threats to privacy. Indeed, the answer lies
hot in the seeming innocence of the question, but instead
the use to which the information 1s. put. Fop example,
today, any citizen or organization can write the United
States Department of Commerce - Bureau of the”Cénsus'in
Washington, or one of the Torty -two field offices of the
-.Bﬁréau, and for a'price of $111.00 for the entire get of
revorts, or for a'price-ranging Trom $1.00 to'$5.25 for an
individual report, receive a copy of - the 1970 Cengus of
Housing -~ Final Report - Detailed Housing Charactéristics
HC (1) ~ B Series. =
These reports will foecus on the housing

subjects collected on 2. sample basis, Subjects

to be ineluded in these reporis are tenure:.

‘occupancy and vacancy characteristics; utilization

characterigtics (number of rooms, number of PETrSONS,

peérsons per room, and bedrooms); structural and

plumbing characteristics ( kitchen and plumbing

facilities, bathroems, units in structure, year
structure built, access +a unit, source of waler,

sewage disposal, basement, and elevator in structure);

equipment ( heating, air conditioning, telephone);
fuels used for heating and cookings appliances
{clothes washer, clothes dryer, dishwasher, etc,);
automobiles available: ownership of second home:
and financial characteristics {value, rent}. In
addition, for areas with Negro and/or Spanish
poputation of specified size, the reports present
selected data for these subgroups, Statistics will
be shown Tor some or all of the following areas:
States and counties (by farm-nonfarm regidence),

72
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standard metropolitan statisﬁical_areas, urbanized_
areas, and places of 2,500 inhabitsants oy nore., -

Tandeed, this information is broken down from national,
regional and statewide statistics into municipal and sub-
mdnicipal areag, Admittedly, the Bureau of the Census g¢till

maintaing the admirable regulation of personal information.

fétg'by pro?idiﬁg, for éxaﬁpie;”plumbiﬁg Statisticé to
éorporations in this line of business, whieh pinpoint
particular areas of municipalities ag characteristically
in need of.plumbing fixtures, these regidents could be

subjected to undue harassment.

_ Furthermere, in 1960, the country was divided

into tracts each containing 2000 to 7000 people. Ag

2 result, the Commerce Department, via the Census
~'Bureau was able to provide a lot of valuable statistics
-to interested grouvs. . »including the Reuben H.
Donnelly Corporation which had to a large extent

built an empire on the basls_of buying Census tracts
and selling the information. ' '

Moreover, partial blame must be attributed o the Census
~ Bureau because this information is not being used for the ex~

prassed usz of related agencieg,

1

1970 Census of Housing = Final Ranoris Netailad
Bousing Charanteristios HC11) ~ B Series, U.2. Lepartment of
- Commerce, Bureaun of the Cengus, Taken From Publications
Order Form, p. 2.

2
“Packard, 0Dy cife, Do 271

73
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serving the confidentiality of versonal information. But this

past record is no guarantes for the future,nl

Statutory limitatiOns prohibited dissemination of
information for identifying purpoées. However, this means
the prdbfiefy of releaéing data depends on what a usger might
infer from ?hé data, ? Furthermore, disclosure decisions
are'left'to Bureau workers who posséés %he ability of deg-
tfoying the'éonfidentiality of census data by complying with
fequésts'for small’aggregates of computer microdata.

- Anothear potential loophole in the statutory

Stheme protecting census data can be found in

the Secretary of Commerce's authority to fur-

nish tracts to states and courts for genedlog-

lcal purposes. . . -Although this provision is

primarily utilized by individuals who need in-

formation about themselves. s eparticularly for
proof of age in connection with, . «benefits,

1t operates as an 11l-defined exception to the .

prohibition in tge confidentiality of the Bur-

eaun's operation, - S
1n'conclusion, despite essentially conducﬁing_a tightly
Cknit process, . the Bureau of the Census suffers from a lim-
itation that confidentiality restrictions are made without

giving the individual citizen involved easy access to the

data and also, an opportunity_to_challenge disclosure.

Miller, op, cit,, p. 135.
2Cquntryman, 0D. cit., p. 145,

JMiller, o0, cite, p. 137.
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To femedy”the preéent limitations and to prevent
future abuses of this vast data bank, the Census Bureau, in
effect, must remove itself as an avenue of 1nformatlon for
other federa7 agencies and private bu%1ness groups. Since
the Census Act's confidentiality restrictions are applicable
to Bureau officials who gather the information initially it
is probable that.“they cannot be enforced against a third
party who lawfully obtains information from the Bureau and
subg equently misuses it;“l' Moreover, this statute doeg not
_rule out the possibility of other federal agencies composing
a questlonnalre contalnlnﬂ questlons that” appear on a census
survey and 1mp051ng it on part of the public. “Many agencies
 use the ploy of having the Census Bureau conduct surveys for
them. "2 Inev1tably, the Census Bureau processes the surveys
: _£Qr,$henr3questing agency and then trahsfers~the~informatiqn

-via computer'ﬁapes to that agenbya_ Needless to say, "the ex~

- celled confidentiality record of tha Bureau of the Census becomes

irrelevant since it no longer can control the use or dissemin-

”atlon of the date," 3

This administration of questionnaires for other Ffederal

agencias poses a potential and at times active threat to pri-

1Tbid., p. 138,

Ibid., o 1399

I1via. | ,

75
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vacy. -In the case of surveys merely conducted by the.Census E
Bureau for cther elements of the federal government, failure !
to respond to these polls unlike the decennial'census; are- i
not Subject to criminal penalties. Yet, nowhere on these
problng 1nterrogatorles does this. fact of veluntary com-
zpllapce appear. In reality, the recipient becomes coerced

by the seal of the Cahsus-Bureau;-'Senator Sam J. Ervin, Jr.
(P-NCY chairman of Senate Judiciary Subcommittee on Constltu-

tional Rights pointed to the corréct mechaniasm to-alleV1ate

this condition:

T differ W1th those who say that there are
‘no existing checks on this developing power of
computer technology, for I believe they already
exist in our form of Government. h? guarantees
are established in our Constltutlon

Aooordlnglv, the Census.Bunﬁaummgﬁ$wendeavar_tg;disassociata._h
itself with abetting other federalsagencies.' It must also
.arefullv rev1ew the ‘questionsa to bhe placed on the decennial
survey, Furthermore, it should not sacrifice the pretext of
”Confidentiality'that'it'purports'to maintain for the sake of
hérmony'wifh-other agencies by serving as a center for . infer-
mation distribution and . gathering responses +to guestions not
see 13- %.m-b (Addendum)

related to their functisons ® “With regard to access to indiv-
idual dossiers, "The only 'heed"for’preserving keys ‘to per-

"Tnsonal identity in the Bureau vopulation statistics is that

1

Congressional Digest, op. cit,, De 237,




Congress can ald 1n these prlvacy proteotlng endeavors by
.recalllng from commlttée House of Representatlves lel 9527
slnoe it glves the 1nd1v1dual aceess to his records while at
the same time restrzctlng other 8 access fo it, Indeed, thig
1eglslat10n would greatly dimlnlsh the p0351h111ty of
dlsclosure after the Bureau transferred 1nfarmat10n to
another agency. In addltlen, the mmsuse of the Bureau &
seal could be av01de& if the Bureau were (a) instructed by
Congress as to What areas citlzens may be questloned and
required to respond' (b) reqaired to clearly dlstlnguish ﬁ
:on the surveys between qu@stlons to whlch responses are | |
fmandatory and quastions to which responses are voluntary;

'(c) allowed to report @nly aggregate &ata to other fedmral

agen01eS° (d) enjoined from conductlng surveys for, or
1

reportlng information to, private Concerns. ProVISions o B

s, e

similar to +these are included in Senate Bill 1791 and

con31deration of this bill sheula be earrled out by the

__Congress, toe.

~

The record of the past ig clear, The Bureau of the

Ceﬁsus does have & e@mmendable record for raintaining the

confidentiality of pergonal data file g,"The rules of

-confidentiality in the’ treatment of responses to census

2
:quegti@ns are ag firm and clear ag they have ever heen.

—————

. 1Steven Pavsner, Comnissic ple _ ;
_ December 1, 1971, p, 2, o

' ?Wllllam ‘B. Chartener, 7,9, A331stant Secretary of
- Commerce for Economlc Affairs, Con 8830 Diges




waever, with regard to statlstleal data, the avenues for abuse

are avallable._Other federal agenc;es ofﬁen subcontract with
the Census Bureau to conduct other agen01es' surveys under.
;the seal of the Bureau of the Oensus.

. Thig examination, moreover, ig degigned to bhe Preseriptive,

FOr”indeed; if the Pederal Govérnment's most security-oriented

data collection agency can abuse the 1ndlv1dual's right .

to privacy through use of statlstlcal 1nf@rmatloa then

one can be &nly be further angulshed by the. revelatlons
concernlng‘more persoaallzed dlsclosures of such agencieg

as the Department of Health Educatlon and Welfare's

Social Securlty and Ald to Depend@nt Chlldren Adminlstratlons,

and the Internal Revenue Serv1ce use of tax return information,
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those keys facilitate.keeping the statistics up to date and

adapting them to new uses during the ten-year period between
censusesa“l How vital is that need, and could it not be met
instead by taking g popﬁlatioh census at more frequent inter-

vals?

Débartment of-Defense—~ﬂrmv Sﬁf?eillance

Within the past year, there has heen a focus
of official and publie attention on the fact that
for a period of time during the 1960's the Military
Services were engaged in the collection and anal-
ysls of information on persons and organizations
not affiliated with the Department of Defense.

intensity of information collection and analysis
related to the eivilian communities which occurred
in the period in question. The character and ex-
tent of information.collection undertaken by the
military and the curtailment of this activity
during the past two years can only be understood
if related to the-circumstanees~ghich initially
led 4o the military_invqlvement. I o

With thosge words, Mr. Robert P, Froehlke, U. S,

Assistant Secretary of Defense opened his testimony to the

Senate Subcommittee on_Constitufional Rights to elucidate

ahOQtﬁhe nature of information collection by the Military
Services, particularly'the Uﬁited States Army. What con-
cerns us'today is ﬂot the data pertinent to,service_person~

nel having current duty or standby status which is main-

100untryman, ORs_cits, p. 149,

2Congressiona1 Digest, ov. Cit., p, 236,




15

tained in the active files of the Department of Defenéeo
Instead, the scovpe of Department of Defense infofmation~
~gathering which is of paramount interest is the surveillance
and intelligence operation which for the last decade has

- been conducted by the.United States Army.. In particular,
this intelligence aétivity places'emphasis on amassing in-
formatioﬁ with regard to civilian polifics and potential
civil disturbances. Has the Army overstepped its authorit&
to conduct security clearance ihvestigations and to preserve
the "domestic tranquility“? Are such survelllance active
ities transgressing upon the individual's right of privacy?
And furthermore, has the Army, indeed éurtéiled surveillance

activity during the past two years?

A number of'instances in American history exemplify
the use of Natlonal Guard or Federal Troops by 01V111an
authorltles 1n connectlon W1th domestlc dlsturbances.
Accordanﬂlv, Artlole IV, Section 4 of the Constitution of
mihe United States vrovides:

The United States shall guarantee to avery
State in this Union a Republican Form of Govern-
ment. and shall protect each of them against In-
vagslons and on Application of the Legislature, or

of the Executive (when the Legislature cannot be
convened) against domestic Violence,

1’I‘he United States Constitution, Article IV,
Sectlon Iv.
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Prior to 1960, instances of civil-disturbances were
.o «sufficiently infrequent and isclated so ag to nraciude
any necessity for detaileq contingency planning by Federal
civilian or military authoritieg, ™t However, in the early
1960's, ecivil disturbances became more frequent and more
intense, rarticularly; as the barriers of race began to dig-
sipate throughout the'nétionu Federal officials charged
with responsibility for the commitment, deployment, or poten-
tial deploymant of Federal troops made A request for improved
plannlnp in federal 3851stance to states and.local communities
during ci il disturbgnces. ‘Prior to the sumﬁef of 1967, the
involvement of the Military Services in collection of civil
disturbance information could be characterized as minimal
but increasing., July and August of 1967, however, marked a
JSurning point., Rioting in Newark and Detroit, respectively,
motivated civilian ang hilitary officials at the highést
levels of government to place ' heavy emphasis "on 1mprov1n
the preparedness of the Federal Government structure including

. . . . 2
the mllltary“_to regpond to‘large—scale civil disturbances.

NPV@CtﬂOTGSS, darlnﬂ 196?, the character of civil die-
turbances metamornh081zed from largely racial matters precip-

itated by & chance incident to pre-planned, pre-anncunced

lcongressional Digest, op,. cit.

Nllllam Beecher, "Lalrd Plck“ Panel +o Curb Army
Spying on ClVlllaﬂS, New York Times, February-19, 1971.
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aggemblies of veople across the nation to protest the Vietnaﬁz
wars It was the cumulative impact of these developments which
led the Army ”belng asked to plan for possible commitment of
Federal troops in as many as 25 major cities concurreﬁtly."l_
Unon Commendatwon by the K@rnar Cowm¢581on report, the Army's
1nvolvement in collectlon and analysis of information on
.01v131&no and OFg&PlZ&thHS not folllated with the Defense
Department was made operative,

Although all of the Military Services were
subjected to requirements connacted with information
collection related to civil. disturbances, the Depart-
ment of the Army, had the resnonSLblllty for the
principal effort.

.mhe genesis of Army anestlﬂatlve and related counter~
1ntelllgenﬁe organiza tlons in the colWectlon and uti llva*lon
of 1nformatLon beman on January l, 1965, when. the United
States Army Intelllgenbe Command COVUS Intel11gence commenced
gathering all the previously parceled information units. The
Commander of CONUS (Army's acronym for Coﬁtinental United
States) reserved to himself the authority to approve any
'covert collection., In retrospect, it becomes evident that
initially only "a small proportion of the total effort was
used for collection or processing of civil disturbance infor-

mation.“3 The great majority of investigative personnel

1Congr9031onal Digest, p._238.

2Ibid.

31bid. p. 240,




were engaged in the rqutine_personnel_background investig-

ations,.

As civil violence proliferated in the first six

months of 1968, however, law enforcement agencies, includin

those on the Federal level, made ° known to high eivil
authorities, their lack, in quantity and quality, of the
necessary resourées to cope with increasing demands for in-
fiormatien, As a consequence, a more comprehensive and de-
tailed intelligence document, the Department of the Army
Civil Disturbance Information Collection Blan,“was issued,
It "provided that predisturbance information would be"obtained
by drawing on other Federal as well as State and local forces, "1
Commenting further on the Collection Plan, Froehlke staﬁed:

If the Army must be used to quell -violence it -
wants to restore law and order 28 quickly as-possible
and return to its normal protective role--to do thisg
1t must know in advance as much a8 possible about the
well springs of violence and the heart and nerves
of chaocs. . . .It is highly improbable that many
of the requirements listed coyld bhe obtained by
other than cevert collection.
Thus, the stage was set for'thé'beginning'of army

spying, This ‘build up of an army intelligence mechanism is

a concentration of authority for the WIrong reasons,

l1vid. p. 280,

2Tbid. p. 242,




The records clearly indicate that military
resources were employed because civilian agenclies--
Federal, State, and local--had demonstrated a lack
of capability to provide the quantity and tyve of
information believed to be necessary effectively to
cope in a t%mely fashion with the emergency then
prevailing.

However, bureaucratic inability to cope with civil
disorder is a false pretense for creating a mechanigm which
potentially could and in actuality has transgressed the
legal boundaries of privacy. True, the original purpose was
somewhat legitimate in that an early warning system for pending
civil disturbance was necessary in case the Army might be
called upon t0 gquell it. Yet, : Today, this operation has
proliferated into a surveillance organ designed torgather
dossiers on not enly violence-prone organizations, but such
non-violent groups as the Southern Christian Leadership
Confererice and the NAACP, and on files deéveted exclusively

.to descriptions of the{lawful political activity of civilians.

- There caﬁ be no. question that the Army needs information
to ald civillan authorities in potential riot or disaster
situations. Moreover, prior %o exposing its personnel to
military secrets, 1t has to check into their past behavior
for evidence of disloya%ty and unsuitability. The Army must
investigate any disagster which might disrupt the nation's
lines of su?ply.zuﬁnd finalif, it has-fhé'obligation to kéep
informed_aboﬁt.the whereabouts and activities of left and

right wing, ultra~militant subversives, "But must it a2lso

1Congressi_onal Digest, op. cit., Do 244.
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distribute and store detailed reports on the political be-

liefs and actions of individuals and groups?" !

At present, the Army publishes a "blackllst" encys-
lopedia of prolees of people who in the opinion of the
Intelllﬂenoe Command OfflCia18, mlghb cause trouble for the

2

Army. Secondlv, the %rmy, too, foreseelna that computer

tecﬁnology permits the most extensive collection and re-
trieval systems_fof information, has developed a computer-
iéed daté bank at the Investigative Records Repository at
Fortg Holablrd in BalblmOfe, Marvland. Supnlementlng 1+s
seven ml]lion lnleLdUPl qeourlty olaaranoe dossiers, the
Armv data bank feeds both "incident reports,” relating to
the Army 8 role in domestlc dlsturbunces and "personallty
reportg," extracted from these incident reports. FurThern

‘more, these persona11ty reports generate- new fljes on the

political act1v1tles of civilians wholly unassociated with

the military, e

What is perhaps most remarkable about this domestie
intelligence network is its potential for growth and Inter-

AZENCY ACCesS. ' - ’

1Chrlstopher Pyle, "Conug Intelllgence. The Army
Watches Civilian Politics,"™ Washington Monthly, 1:12,
January, 1970, p. 8,

2Ibid. p. 6.
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Because the Investigative Records Repository

13 one of the federal government's main libraries
for security clesrance information, access to its
personality files is not limited to Army officizls,
Other federal agencies now drawing on its memory
banks include the FBI, the Secret Service, the
Pagsport Office, the CIA,. . .the Civil Service
Commission, the Atomic Energy Commission. . .the
eeimee. . Navy, and the Air Force.. . In short, the personality

files are likely to be made available to any federal

agency that issues security clearances, conducts

investigations, or enforces laws

- The complexity of the Arm§ intelligence network did

not end with the Fort Holabird.érmy computer. Before publie
-@utrage of the past year forced Army curtailment of camou-
flauge of civilian surveillance, there was established a
computer~indexed, microfilm archive of intelligence reports
at the Aiexandria, Virginia headquarters of the Counter
Intelligence Analysis Division (CIAD). Two other computer-
"iz@d dgta_bénks were maintained at Fort Monroe, Virginia,
and Fort Hood, Texas. 1In additidn, the 300 stateside Army
intelligence offices maintained noncomputerized, regional
files on local political groups and -individuals. The Army
- also distributed to 1ts branches and various government

- agencies 375 coples of an encyclopedic "compendium" of in-

dividuals and organizations.2

T

To provide the information for these computerized

1pid. p. 6.

w..... “Christopher Pyle, "Conus Revisited: The Army Covers
Up," Washington Monthly, 2:5, July, 1970, p. 51,

w,..
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dossiers, the Army has utilized its own plainclothes agents
as well as sources from éther agencies, faderal, state, and
local, and news media clippings and.radio'monitored broad-
casts. Coveft surveillance reports filter in from former
agents such as John 0'Brien, a member of the 1313th Military
Iﬁfelligence Group who'rélated'his CONUS section amagsed

data on Illinois citizens who espoused discontent with the
“military involvement in Southeast: Asla. Reportedly, two of
' the more prominent:subjects were Senatdr Adlai E. Stevenson III
i(D—Ill) and Representative Abner Mikua.l However, some sub-
.jects of surveillance were of legitimate interest suech as
Weathermen subversives, but many dthers ware engaged in_con—
stitutionally-defensible 2ctivities such as writing letters
to congressmen, signing petitions, and marching in peaceful
Tdemonstrations. One area of continued underegover military
 spying iﬁtrusion has been the nation's colleges and univ-
ersitias, scene of scores of anti—war'protests; moratoriums
'V-and the May, 1970fstudent strikes. ' During the latter PO~
w%ésts against-Adminisfraﬁion‘policies in Southeast Asia, Army
intelligenca activities were widespread and intensified,
- Succumbing to its "oEligatioh“ for Vietnam protest, Princeton
University joined hundreds of colleges in campus disruption.
M:According to university officials and loeal police, several

“plain-clothes "students" were seen inconspicucusly taking

e

. 1”Army Files: 'Clear and Present Danger' to Freedom,"
'Ccnaressional Quarterly, XXIX:10, March 5, 1971, v. 511,

&7




photographs of demonstrators at a sit~in on the grounds Of
,the.lnstitute for Defense Analysis (IDA)Y Although iden-
tification was never substantliated, students were known to
he paid'informants by se?eral law-enforcement, surveillance
”agencies.z In light of the extens of-Army intel1igence
'activities, the rule.of. the:-game seems o be that nothing

ig too trivial to investigate.

Con51d9r1nﬁ thﬂ 11m1ts of authorlty, the Army‘'s sur-
velllance endeavors prov1de a weak defense for preserving the
domestic peace.

The Army justification for the collection of
domestlc political information generally is based
dn~its’ resnonqlblllty toomaintain: grder in-case.cf
major riots or civi 1nqurrectlon.

_waever,-in the event of ingurrectien, it would be the
civilian pollce agents that would be resnonolble for the
arres t of guerillas. and 1nsurgents. Moreover, there appears
to be a total lack of'justification for the maintenance of
files on elected political leaders. 'Although the péréon—

ality files and blacklists were designated to facillitate

lgonfidential Interview A., Princeton, N. J.,
November 3, 1971.

2I1bid.

3vThe Invisible Intruders,” Saturday Review, No., 19,
January 30, 1971, p. 20.

a5
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selective arrests of subversives, this fails to account for
the fact that the Army 1acks.authority to round up suspects
the moment civil disturbance seems imminent. Moreover,
"the selzure of civilians on suspicion of conspiring or
attempting to overthrow the government by unlawful means. . o 1.
continﬁes to be the respongibility of local and state police |
and of the FBI."1 Only in the rare case of martial law,
when civilian law enforcement has been unable to function,
the Army is given all governmental authority. Perhaps then,
it might need these personality files, blacklists, and the

mammoth, interceonnecting data retrieval system.

Does the Army need to conduct civilian surveillance
and keep its own dossier on the politics of law-abiding

cltizens and groups? What makes its agents more competent

“titan the FBI or local police departments? In addition,
"are the civilian authorities so uncooperative that the Army

must substantially duplicate thelir efforts?® ﬁCCOTang P

to the present Administration, the authority for the Army
program comes from the Constitution, Article IT which permits

the President to engage in whatever "intelllgence activities

lpyle, 00, cit., p. 8.
21bid., pe 9.

3Toid,




N
b

25

are necessary to protect the nation. . . ,"° Contrasting
this inherent-powers doctrine, the Army's authority to col-
lect domestic intelligence ig limited by those laws which
distinguish the Army's regponsibility for law enforcement
from that of other agencies, Once again, responsibility
lies with theHFBI rathef than the miiitary. Furfhermore,
Army authority is confined to the DolLCan of polltlcal
act1v1tj only within the armed serV1ces and those laws under

fedsral-state agreements where Army installations are gov-

The effect of this dogsier- ~feeding survelllance is

|
erned, ' _ - - |
all too clear as a result of recent public outrage aga1rst

S ‘

ArmY SPYING. LD Lo s it s s

The Defense Department, however, in other less-
publicized ways, encroaches upon the individual's right to
be free of bureaucratic harassment by its labeling anyone
working for a private defense coﬁtractor as a security risk
without offering the worker a chance to confront-his aCCusSers.

The Defense Supply Agency additionally maintains an index

file of 1.5 million personnel cards detailing security
clearance information for individuals employed by contractors '

engaged in classified work for the Department of Defense,:.

Ivpha Scone of Present Federal Activity," Congressional
Digesgt, on. cite, p- 227,




Obviously, the Department must have the power to protect

its classified information, But ln_protecting the national

sacurlty, flagrant avusesg:sof individual.rights have ocourred.1

In conductlng qurvelllanoe act1v¢t1es under the gulse

of 1ntelllgenco need s, the Deo&rtment oi Defense, there;n the

Armv, has overlooked a fundamental orlnCLple 1n Amerloan

government. tbat the mllltary authorltv shall remain sub-

- See o-a, As-o ¢ 2y, - < (Addendum)
ordlnate to olv1118n control » The ma1ntenance of polltlcal

d0331ers and mllltary survelllance, lS 1n contrast to the

aforementloned orlnolple.

What check ang balance recourse do citizens presently

'have?o'Secretary Laird's formation: of a high level eivilian~

dominated board to assume direct control of investigations

in this country by mxiltary intelligence is at best onlv a

-beglnnlng. Because these civilian officialg are career

Defense Deuar?ment bureaucra ats, the return of an overzealous

military to itg proper perspective necessitates-effective

and assertive action. - Therefore, a nEW'oivilian‘reviow boardg

should-be_established.' This commission should be cran ted

1mmed1ate]y by Congressional mandate and ohould consist of

four members ot each house of Congress;.furthermore, 1t

should be bipartisan in nature with commission members chosen

1Greene-vs. McElroy, 360 U. 3. 474 (1959},

*Beeoher, 0D, cit,




Thls reallzatlon becomes self-evident in view of two
con51deratlons. Elrst ag depicted earlierp, throughout
 ”ﬁ1mes of peace within +hig century, law enforcement. and the
prevention of crime and civilian insurrection has always been
_the resp0n81b111ty of clv1llan agen01es from Local pollce
denartm@nus on upward to the fed ral government 8 arm, the
Federal_Bureau_of_Investigationf To maintaia the domegtic
tranguility, civilian law enforcement agencies w111 more
than likely require some form of 1ntelllgence 1nformat10n.
Nevertheless, these surveillance act1v1t1es should be conducted
by civilian agencies, and not the military services. Becond,
it gseens apparent from the statements of denial 1ssued by
the Offlce of the Secretary, that the Secretary of Defenge

has no% 1ssued explieit orders permlttlng or recommending

self-evident that thege orders are emanating from the White
House. Hence, if these premises sre correct then perihapsg
it might n@t ‘be too. speculatlve to assert that mllltary
officials are overstepplng their authority becauge they

are engaging in act1v1t1¢s of a highly dubious nature in _
view of their jurisdiction, Indeed, thesge act1v1t1es do not
merely require field decisions made by military personnel,
'but instead, they demand pollcy d90151ons get forth by
civilian mfflclals in the Deparitment of Defense or the

nilitary surveillance of civilian activitieg, Kor- is it S
Executive Office of the President,
| |
\
|
|
|
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Desulte A531stant Secretary of Defense Robert F,

. Froehlke's assertlon that. )

The recordﬁclearly 1nd10ate that mllltary
Tesources were employed because eivilian agencieg -
Federal, State and local w had demonstrated a lack
of capabillty to provide the guantity and types of
information beldeved to be recessary effectively.
to cope in g tlmfly fashion with the emergency
then prevaillng. _ e _
bhe solution to this situation is not a transgressing
nilitary establishment. HencefOrth the civilian authorities
Wlthin the Department of Defénse and in the C@ngress should
1nvest1ﬂate these allegatlons to allay those f@ars of an
uncontrollable mllltary undercover oneratlon. i
Purthermore, we - must not forget the tradltlens of
thls ‘country's foundlng pr1ncmples. Conservatlves reming
‘us of loyalty and past accompllshments, many of which we
.can truly view with prlde, and. the -radical leit pOlﬂﬁS“ﬁﬁt““~
that our existence as a Nation is fonnded on revolutlenary
actlon. The mllltary eSuabllshment has played a 1arge parst
1n the formlng of our tradltions and & civlllan gavernment
aware of the abuses by Erltaln, also established Ffirm
principles which we now revere as tradition, Perhaps no other
tradition is so vital +o the security of our form of

government than the separation of civil hegemony over the

military. Thig tradition has been-imperilédlinfrecentfyears

1Robert F, Proshlke, remarks before the Subcommittee
on Constitutional nghts of the benate Gemmlttee on the

Judiciary on March 2, 1971, Congx: _ y 2D. cit,
P. 244. :

9ﬁ?3
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by the growth of the domestlc 1ntelllgence operations of +he

UsS. Army, at timeg supported by similar activities of the
Yavy and the Air Force,

Horeover, questions should be raised as to whether
eivilian officials in fhe Deparfment of Defense are permitted
accesg to these_personality files and surveillange - intelli-
gence information, ‘ |

However, these conclu51ons mugt not rule out completely
all military 1nte111g9nce operatlons. Teo prahlblt uncondition-
alJy these act1v1iles, on the other hand could be in the
long ran dentrlmental to the national securlty of the United

States. For example, if another crlsls situatlon gsimilar
to the 1962 Cuban m15511e erigis pre01p1tated it might
become necessary for mllltary intelllgance to be employed
‘whére +the Armed Services would éerlve orlglnal 3ur1§é;ctlon
and hsnce, become 1mmed1ately iuvolved Yet, this conditional
surVelllance permit for the military would not be legitimate

in casges where civilian respon510171tles and cgpabilities

were inadequate or insufficient,
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from the'fgilg of the Arﬁed Services (2) ang Judiciary (2)

Committees of each house. Finally, mémbers are toc be chosgen
by each house, resvectively, ang shall sarve two-year terms,
according to the Congressional oalendaf. No senator or rep-

resentative shall serve consecutive two-year terms,

It Shall e the exvressed duty of the commission to
supervise tha separation of the CONUS intelligence and Sec-~
grity—clearance data retrieval systems._ This objectivae .
could be achieved by egta bllshlng separate headquarters,
preferably in separate cities for these two information
systems, ﬁlthoqgh ohvsically separate_headqua?terSWWOuldhbe
expensivé, since 1t would probably require two separate
communications and 1nforwatlon storage systems, the computer-
_3%§t1on of tqe ﬂatam“atxieval.networks-should~bewbetter Drio~
tected from abusiva interagency or third party intrﬁsiono
Such a commission could satisfy both the "public'sg naed for
4 regularized gystem of independent scrutinyiand the Army'g

,need for frlendly critics capable of alerting it to the legal,

moral, and political implications of its domestic intelligence

program,

.

In the final analysis, this commission should eval-
uate the legitimacy of this aspect of military intelllgeﬂce
accord1qﬂ to the degree the activity serves to help fore-
warn of impending civil disorder. Moreover, it should econ-

sider the extent +to which military data collection inhibitg
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political participation and deprives dissenters of +he rights
of free speech and association, the right to petition the
government for redress of grievances, and the right of pri-

vacy guaranteed by the First, Fourth, Fifth, and Ninth

-Amendments to the Constitution.

Depvartment of Justics

-Within the structure of the Federal Government, no-~

where is intelligence information more vital to the sector’s

vroper functioning than in the Department of Justice., In-

...|

'deed this area of government has given rise 4o 2 number of
"data bank" files of instantly available information which
-can be rapldly trans mltt@d, upon request, to authorized
agencles and individuals throughout the country. In crime
control, nesdless %o say,. the benefits of thiSciﬁformation-
network have been widely abknowledged. Increasingly; in
recent years, however; as technology has revamped intel-
ligence andg crime- nreventlon methods, the basic quastion at
mlqsuﬂ 15 the power. of the Justlce Deoartment to monitor the
activitias of individuals when there is no probable cause

to believe they have committed a crime.

Nowhere else in the federal establishment is the
range of information collection and surveillance activitiés
so varied as in the Devartment of Justice, Accordingly,

there are no Less tham ten data banks within the Justice




Department. These include the Civil Disturbance System

(SUU?OCt File-13,200 files; Incident File-14,000); +the

computerized Organized Crime Intelligence System (400,000 cards);

Addict Piles of the Bureau of Narcotics and Dangerous Drugs
(70;000 files)s the Defandant Stafistidal Program {2900. in-
dividuaié arrestéd for drug violéfiohs, data in étatistical
form only); FBI Fingerprint and Criminal Tdentification
Fiies (199 million cards) and.the newly converted nétionwide
éomputefized system known as the National Crime Information
Center; the known'Professional Check Passers File { PROCHECK*
2000 tave storage records): Iomigration and Naturalization
Service-Alien Reports Pile (approximately 4.3 million per.
year)s Master -index (40 million persons admitted or excluded
from this country since 1952 as well as sponsors of record);
~and the Non Immlaranb Index (500,000 1nd1v1duals admitted. .

temporar1ly)

.

Suffice it to say that this multltude of information
is available onlv to the dlrﬁct access of Justice Departmant
officials, However, in all data banksg, information is made
available on a need-to-know basis to other Federal agencies
and law enforcement bodies; Thege information-gathering
storage aﬁd reirieval systems are outlined in tha provigions

of Part II, Title 28, U. S. €., Section 53%, which states as

1"The Scepe of Pweaent Federal Act1v1 Convre581on%l

Digest, p. 228 ~230.
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follows;

(2} The Attorney General shall-

(1) acquire, collect, clagsify, and preserve
identification, criminal identification, crime, and
othar recorda; and

(2) exchange these records with, and for the
official use of, authorized officials of the fed-
eral government, the st%tes, cities, and penal
and other institutions.

-Electronic Favegdropping and Wiretaoping

of paramount.gonéerﬁ to the fecent débate over the
boundaries of privacy;.ihe-use of wiretapping and electronic
pavasdropping devices has stirred the most controversy be-
cause there is posed an actual threat to the rights of free

expression and freedom from unreasonable gearch guarantaeed

by the First and Fourth Amendmentg,

Until.1968, federal law on wiretapping was embodied
in the Communications Act-of 1934 (47 U, 8. C. 605), which
was a general statute aimed at protecfing the privacy of

citizens using the telephone or telegraph communications.

The Act read in part:

+ » »and no person not belng authorized by
the sender shall intercept any communication and

1William H. Rehnguist, testimony before the Commithee
on the Judiclary, SubcommitteeuonmConstixutional-Rights,
Merch 9, 1971, 92nd Congress, 1st Session, Privacy and
Federal Data Banks, excerpted from Congressional Digest,
D 21[.@,’ L o . . j
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divulge or publish the existencé, contents, sub-
stance, purporit, effect, or meaning of suc? inter-
cepted communication to any o08rsSon. e oWt

The statute exempted such matters as routine work by com-
munications workers and transmissions relating to ships in
distress. Yet, few people are aware that another clause

includes the following:

il

« ¢« +2nd no person having received such inter—
cepted communication. . .shall. . .use the same or
any information therein contained for his benefit
or for the benefit of another not entitled thereto.?
In 1941, the Justice Department ruled that a violation

of Section 605 reguired both an interception and a divul-

gence outside tha Federal Government; that ruling inter-
vrefted the Act as meaning that the Federal Government could
wiretap as long as the contents of the communication were
not divulged.3 The FBI and the Tnternal Revenue Service, in
particular, followed that interpfetation. As a result, un-
disclosed wifetapping by the Federal Goverrment was little

publicized but relatively widespread because the Government

chose to read "divulge" as meaning a. public oresentation.

After World War I, Congress in gseveral vears con-

S

1"Congress Again Considers Controversial Wiretap
Issue,"“Gonﬁressional Quarterly Weekly Report, April 14, 1967,
p. 592.

ZPackard, OD._cit., pe 311,

3Coﬁgressional Guarterly Weekly Renort, op, cita




sidered IEFlslatIOH aimed. at restricting the amount of wire-
tapping but vermitiing use of wiretap evidence in national
security ﬁrosecutions. No final passage was‘evef procured.
During the Kennedy Administration, endorsement was made for
proposals authoriging federal agencies to wiretap ih-cases
of national éecurity and organized crime. A somewhat more
restrictiye_bill was sant to Congress providing those auth- i
orizatiOﬂé‘but;limiting-sﬁate wiretapping and outlawing all
other private eavesdropping. Congress, however, once again

failed to take action,.

This pattern of inaction persisted until mid-1968,
Despite President Johnson's call for . a Right to Privacy @
Act in 1967, which would have limitéd all police and private I
wiretapping except federal law enforcement offlrerq, wno
would be authorlzed by the Pr651dent to w1retan or eaves;;
drop in national securitv cases, the legiglative branch was

reluctant to report any ’oi.ll.1

Moreover; pre—lQéé-Supreme Court decisions were like-
wige indecisive, .Several Court decisions were .previously’ .-
baSedumpuncphysical iﬁtrusion of privacy. Thl , however,
evades the real issue of eavesdrunplnv on prlvacy created
by technological achievements. Although many points &f law

55111l need to be settled,'1n the Vatz vs, U. S, ruling in

11big.
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1967, tne Supreme Court settled 4 major guestion, namely,
whether a w1retan or eavesdrop constituted a “searcn or
seizmre” within;the meaning of the Fourth Amendment. By

a 7-1 vote, the Court helg that 2 conversation wag a "thing"
that could be sdired by a wiretap and that a wiretap was a
“search and seiszure" in the constitutionsl sense, ! The effect
of bringing e7ectronlc surveillance w1th1n the Fourth Amend-
ment was not to ban it but %o require police to obtain war-

rants before pia01ng a tap or bug,

Furthermore, the K9t7 decision overruled two long-
standing declslons; Olmstead vs. U, 5. (1928), which wa.s
the first wiretap casé;brought before the Court and Goldman
vse Us 8. (1942), In the former decigion, the Court there
ruled by a 5.4 vote that useuof_Wirajap_evidence in federal
courts.éia not of itself violate the Fourth Amendment DO~
tection against unreasonable search or the Fifth guarantee
againat self-incrimination. The second case was premised
on the fact that the Court found no objection to the use
of evidence obtained'by 2 detectaphone placed againgt the
wall of the defendant's rooms The Court reasoned that since
there had been no ohysiecal trespass, there was no violation

of the Pourth Amendment. That theory was abandoned in Katp,<

ladam Carlyle Breckenridge, The Right to Privaay, Pe 22,

2P8.Ck_ardg O, Cita’ P 316-

a




consensual bugging (bribe recording) by all government:

agenclies in 1969 and 504 requests for 19?0.1

National Security Eavesdropping

Throughout.the many years of prolonged debate on the
lssue of privacy;invading surveillance, there has beéh sub-
stantial unanimity fhat some kind'of eavesdropping should bhe
permitted in national gsecurlty cases. In juriéprudential
terms, the Supreme Court has never addressed the question
of national security exceptions to reguirements for court
warrants in any and all searches and seizures, Thelcburt,
most nrobably, would never deny the President the right to
act without a warrant, if no time existed to get one. But

what if there is time?

Thé Omnibusg Crimé“Bill iﬁstifuﬁionalizesLthe Prés~".

ident's powers by saying that the Act shall not:

« » »1limit the constitutional power of the
Pregident to take such measures as he dsems necessary
Lo protect the Nation against actual or potential
attack. . .or to protect national security information
against foreign intelligence activities. » .(0r) to
take such measures as he deenms necessary to protect
the United States against the overthrow of the Gov-
ernmant by force or other unlawful meansg, oy against
any other clear and present danger to the structure
and existence of the Government,

'1vig,

2U0. s, A0th Congress,;Eﬁd;Seséimn.&ﬁPLQO%jSl.
Omnibus Crime Control and Safe Streets Act, Title 11T,
Section 2511 (3). June 19, 1968,
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« » '+ «We have not argued against the need to
Zet authorization for such = wiretap. Instead, we
maintain that in national security cases the author-
lzation required by the Constitution is that of the
President of the United States, acting through his
Attorney General, rather than that of a local magis-

trate. -
The reasons for this avthority pertain to the sensitivity
of the information involved, and the unique position of the
President to evaluate information submitted by several inde-
pendent agencies within the intelligence community, especially

- 2
compared to any magistrate.

Nevertheless, in an equivocall& emphatic,manner,
'certain reservations to this Justice Department assertion
must be set forth. First, the power to engage in warrantless
glectronic surveillance and wifetapping inrsituatibns invol~
ving "national security," feprésehts a danger to the free
exercise of political freedom énd the protection guaranteed
under the Fourth Amendment. The forty-eight hour emergency
tap excevtion in domestic or.internal gsecurity, and the
warrantless surveillance of foreien subversion has been
dramatically extended by the Attorney Ceneral into a carte
blanche to engage in electronic surveillance of Americang

whenever he deems it important from a national sscurity

1John¢Nthiﬁq@ell;;gﬂWiretapping and Our National

Security." Congressional Record, U, S. 92nd Congress,. lst
Session, $9753-S0754, June 23, 1971,
2

Tohid.

——
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]

standpoint. Such action removes the constitutional check and

balance between the judidial and the exsecutive branches.,

Secondly, this is not to dispute the Attorhey Gen-

eral’s premise: . . _

Cartainly, in this period of intensified organ-
ized crime activity, ‘wé cdnnot afford to shun a
method that is bothieffective.and compatible with
constitutional law,.-

However, Assistant Attorney General William H. Rehnquist's
testimony to the Senate Subcommittee on Constitutional Rights
1s more perplexing:
But it will come as no surprise, I am sure,
for me to state that the Department will vigorously
oppose any leglslation which, whether by opening the
door to unnecessary and unmanageable judicial super-
vision of such activities or otherwide, would effect-
ively impalr this extraord%nary.importamt-function_.-:-~ : :
of the Federal Government. , i
Yet, a digtinetion should be made betwaen aliens and
citizens and betwsen emergency snd non-emergency situations.

- No executive agency should have the right to eavesdrop elec~-

tronically upon any citizen except under a court warrant, or

in a national emergency. The power which is claimed for the

1Congressiona1 Quarterly Weékly.Repoff, dpa cit. p. 430,

i
ZRehnquist, ¢gp. cit., p. 248,
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- “mAttorney General, aé'a:oonfldant of the Pres1dent

is ‘purely dlSOPeu1onarv and 0ﬂntr9ry to the letter and

spivit of Title III of the 1968 Act., Asg previously mentloned,
neither the Congress nor the Subreme Court has defined re-
cigely the national” securlty“case;' PL 90~-351 did, on the
other'hand,'speéify'authdrizatiqh procedure for seeking

court warrant ir national sedurity'éaSes'ahd limited warrant.
Tass taps to emergency tap to last no more than forty -elght
hours., The locus of discretion is not truly at issue because
there are 1ega11t195'to'rule on’ and such legalities have
always resided in the judicial branch. 'Moredvér, the ori-
mary thrust of the'qurth-Amendment has been +to lroteot
ﬁrivacy by placing a judicial offlcer between the law enforce-
ment officer and the Jnd1v1dual. -Ciearly,'the President nor
the Attorney General fille this ‘specification. Therefore, L
this authority to grant permission, indeed a legal warrant,
should in national security cases be decided by a three-
member judicial review board. These judges should be treated
with the same accord as any member of the eleven 0. S. Court
of Appeals panel, but should be distinet from all other
tribunals, and have no other duties except to grant or deny

2 warrant For electronic eavesdrdpniﬂ or Nlretanolnﬂ auth-

yr

ority in national security cases, See 3°‘—q‘ EaM E‘,'_lﬁ-c (Rdéen&m\

Th1s canru of Wﬁrrantq shwil con%1dmr no othor casgas

excent tno"e Dortaining to these surveillance activities go
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Thls court of natlona_ security warrants will no% need to de
concernﬂd with requests for w1retapp1ng or electronic
surveillance in cases where national security considerations
are not at issue, Indeed, these cases are already provided
for Jjudicial con31derat10n 1n gsectiong of Title IIT of the-
1968 Omnibus Crime Con$r01 and Safe Streets Aet whieh
Sp601fles that warrants for cases where national securlty is
not at stake necessitate eourt-orders prior 1o any surveillance,
However, the court of warrants, heretofore d’SCflbed

will have a limited 3urlsﬁict10n° that is to gay, it will
rule on the legality or ilTegallty of reéquests for w1retapping
and electronic eaveadropplng in natlonal securlty cases only,
freviously, in thege cases, the Attorney General of the United
States had claimed discretlonary power to détermine when
_the national gecurity wag endangered, and. when therefore,
such surveillance methods should be employed Moreover, these
tThree judges would decide the se requests for netlonal security
eretapplng in a fashion slmilar o a grand gury whereby they
would determine whether the povernmeﬁt 8 evidence indicated
that indeed, the national security was threatensd,

| Nevertheless, thig stringent llmitatﬂon in the scope
of activity of thisg court of warrants will not neceggarily
imply either an overworked op under-employed court, Instead,
this circumscription in authority serves as an internsl

security check because these judges will be made Privy ‘o
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1nfovmet10n vital %o the natlonal secarlﬁy. There¢ore, they
should not be 1nf1uenced by any other con81deratlons whﬂle
serv1ng on thig oarulcular and hlghly unlque court, Eﬁrthermore,
thls trlpartlte panel, in 31l llkellhood, will not he any more
overworked accordlng to presenﬁ statlstlcal ev1demce provlded
by the Department of Justlce, Wthh p7aces the number of
natlonel seeurlty eretaps well under sevenuy—flve in any

one year ( for exa ample, on March 17, 1967 then«Attorney
General Ramsey Clark told the House Judiciary Committee +that
he had about 38 national security wiretaps, .Simllarly,_on
February 14, 1970, Hr, J, Bdgar Hoover testified that he had
36 telephone_Suiveillaﬁces and twb microphone ingtallations

in such FBI security casesj.l From the startling samenegs of
These estimates, one might conelude that the national security
eretaps are 1eng—staﬂd1ng 1nstallaﬁiqﬁgmassoclated with
farezgn embasszes and related installationg and residences,
Moreover, it is equally unlikely, that this court would

become overburdened by a multitude of caseg any greater than
the Supreme Court of the Unitedq States which seems to survive
ite busgy session each year. In addition, this court is only
ruling on requests for national security wiretaps_aﬁd it
gshould leave the handing down of monumental Judicial decigions
with judicial philosophy to the Supreme Court, Furthermore,

fear of an underemployed court of warrants should also be

1“Pr1vaey of Communications in American Life: Eaves-
dronplng and Mail Covers,” Federation of Amerlcan Sclentlsts
N ex, February, 1971, p. 6. :
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'ciarifiea;_Present'statistics indicate that the court would
have sufficient business W1th which to be concerned, However,
the number of cases ghould not be the mos+ 1mporhant criteria
used to measure the utility of this court, Instead, the

need for the court of warrants should be e?aiuated in terns
of whether it will serve the interests of those agencies
dedicated to protecting the nationgl security, and at the

game time, the individuals right to privacy,
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as not to interfere with the appeals process of the Federal

Judiciary. Furthermore, théée“three-judgessghguld ve appointed

by the President with the advice and consent of the United
States Senate; similar to all other nominations. Finally,
to avoid any buildup of bureaucratic anomalies, this tri-

L el |
partites judicialrshould be rotated every two vears. Wiretap

authorizations should be limited to 45 days, renewable for

extensions of 20 days.® This nanel should be instructed to
make sure that all material obtained pursuant to court auth-

orizad survelllance would be required to be destroyed unless

See HO-o(Rdd

actually introduced as evidence In a criminal matiar.r

WMereover, the Federal Communications Commission gshould
wake up to 1ts responsibility for spolicing the nation's tel-

ephone lines to ensure privacy including locking all terminal
1

and feeder boxes.
erations of the Army, public officials must be exempt from
ahened

any eavesdropping attempts and repeat of the*Boggs wiretap
Moosoudidy ’tmaa\:i%eéaé] and. ¥ b ddniouae,

by the FBI should befprohibited.
These measures are not designed te hinder crime-
nrevention and crime-protection efforts. The large number of

arrests, varticularly in the field of organized crime and

1Packard, ODs _Citssr De 315,

2nppT Controversy: Wiretapping Charge and Denial.,”
Congressional Quarterly Weskly, April 9, 1971, p. 793.

7
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However, a period of sixtjr days would be recommen&ed
at the present time, for destroying all maferial not vsed
in criminal prosecution which was obtained t}:lroug_h surveillance
activitiegs, The duration of thig period, howsver, s}_lould be
thoroughly investigated and studied in view of the present
day problem of a slow, lengthy judiéi'al procegs of case

nandling.
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Government Brinting Office, March 9, 1971 .

- Judicial Decisions

Greens ves McElrov, 360 U, Se 474 (1959).
Katz vss Us So » 389 U SQ_B”? (1967).,
. Dlmstead ve. Us Sa , 277 Us S. 438 (1928),

Interviews

Confidential Interview As, Princetons; Nede, November 3, 1971;

ey
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'CONGRESSIONAL RECORD REFERENCES

SENATOR ERVIN'S SPEECHES
) OoN

" PRIVACY, FEDERAL EMPLOYEES, COMPUTERS AND DATA BANKS

VOLUME NUMBER

DESCRIPTION

- 112

113

113

7 113

11k

114

114

130

26

. 63

159

T3

100

era =£m§loyees and Privacy

"New Invasions of the Privacy of Federal Employees"
First Federal employee speech before the employee
privacy bill was introduced. Documents some problem
areas, ' '

Introduction of Federal Fmployee Bill (8. 3779). A
Bill to Protect the Constitutional Rights of Govermment
employees and to prevent unwarranted invasions of their
privacy. Describes specific privacy invasions leading
to the bill, '

"Protection of Constitutional Rights of Government
¥mployees and to Prevent Unwarranted Invasions of
Their Privacy - Protection of the Military' . Intro-
duction of 8. 1036, military bond bill, and reintro-
duction of the Fmployee Privacy Bill as S. 1035,

Speech by Senator Ervin on "The Right of Privacy"

at the Institute of Govermmental Affairs, the University
of Wisconsin. Discusses concepts of employment, and .
privacy, and the Constitution. Government employees
being forced to buy savings bonds, subjected to exten-
sive questioning concerning their personal lives and
beliefs, ete.

"S. 1035, An Act to Protect the Constitutional Rights
of Fmployees of the Executive Branch of Goverument and
to Prevent Unwarranted Govermmental Invasions of Their
Privacy.” (Contains a number of articles and editorials
commenting on Senate passage of 3., 1035 and the contro-
versy over CIA-NSA-FBI coverage by bill.

"S. 1035 and Employee Right to Privacy - Congress'
Last Clear Chance". (Contains variocus articles and
editorials on the bill; discusses progress.)

"$., 1035 - Employee Privacy and 20th Century Witcheraft:
The Lie Detector”. Prepared address by Senator Ervin
on November 16, 1967, on abuses of polygraphs,

VEER




103

114

21

108

69

b7
68

98

OMPUTERS AND DaTA BANKS
67 113 37

/RO

-2 o

"S. 1035 and Fnployee Privacy” - Address before the
National Association of Internal Revenue Enployees.
(Speech by George B. Autry) :

"Employee Rights and Invasions of Privacy - §.1035"
Before_Congressman Henderson’s House Post Office and
Civil Service Subcommi ttee on Manpower and Civii

Service. {Containg CIA-NSA-FBT memorands, and lie
detector) : : :

"5.780 - Introduction of Bill for Protection of
Constitutional Rights of chernment'Employees and

(Reintroduction of employee Privacy bill. Contains

"Privacy, the Census and Federal Questionnaires"
(Mentions hearing heid 7/1/69 Which studied census,
brivacy and fedeyal questionnalres., Also mentioned
S. 1791 - & proposal introduced for discussion .
burposes during hearings. Bi1l represents an attempt

to set reasonsple standards for the wholesale statistical
data coliecting conducted by the Census Bureau and other

agencies, Has Frvin ang Miller hearing statements.

"Letbter Opening and the Bill of Rights: Petty
Monarchists in Executive Branch™ =

{Containg regulation authorizing Post Office Department
to open first-class letter mail believed to contain
dutiable or prohibitive matter, ) '

"S. 1h38 . Introduction of Bill for Protection of

* Constitutional Rights of Government'Emplbyees and

to Preventg Unwarranted Invasions of Their Privacy."

"Statement by Senator Ervin before House Subcommittee
on Privacy on §. TH3B™ {Discusses Sensitivity Training)

"S. 2156 -~ A Bill to Protect Against Invasion of
Privacy by Prohibiting Lie Detectors™

Discusses usa of Polygraph in goverment agencies
and various states) hE

"The Computer ang Individual Privacy", Speech by

Senator Ervin hefore the American Managemegt

- Association New York City, Merch 6, 1967




1/10/69 115

12/15/69 215

116

116

22,70 116
29/70 116
116
29/70 116
70 116
117

sy

208

13

30

103

129

155

202

202

13

-~ 3.

"Computers and Individual Privaéy", Senator Ervin's
Speech before the Whgrton;School of Pinance, Discusses

agency and other remediss to control computers and
protect rights. (Also cites Secret Service data bank. )

"Secret Service Guidelines: Protection of the President
and Protection of Individuni Rights," (Contains Bilis
introduced in Great Britain and Canada seeking to regu-
late computer invasions of privacy. Also containsg
correspondence between Senator Ervin and Treasury
regarding the Secret Service guidelines issued to federal
employees 4o encourage reporting on private citizens.

"Computers, Dasa Banks and Constitutional Rightg"

(Contains Weshington Monthly articie by Chris Pyle on
CONUS Intelligence ang Senator Ervin's correspondence
with Army on Army surveillance and computer systems.
First speech by Senator Ervin on this subject

"Privecy and Army Data Banks: Constitutional Rights ana
Military Wrongs".  (Includaes Subcommittee’s correspondence
with Army abous amount and kinds of bersonal information
they have on people) ' ' A

"Industry Call to Action on Privacy and Computers"”
Contains speech of Robert Henderson, Honeywell Corp.,

_givingnig§;ght on the privacy problamsandECOmputerst e

 "Army Maintains Deterrent Power Over Civilian Rights"

Releases correspondence between Senator Ervin and
Department; of Army regarding disclosure of Army's sur-
veillance of private citizens; contains letter 4o
Attorney General, news articles and editorials.

“Announcement of Hearings: Federal Data Banks and the
Bill of Rights” . (Describes scope of the hearings
scheduled for October 1970, but held in February and
March 1971; constitutionsl issues, examples of govern-
ment data banks; news articles.

"More on Army Political Surveillance" Contains news
articles on Jdohn O 'Brien's allegations against Army.

"Army Surveillance of Civilians” Discusses disclosures
by former Army agent John O Brien of Army’'s surveillance
of’ private citizens._ ~

"Announcement of Hearings on Computers, Data Banks and
the Bill of Rights." (Describes Feb-March 1971 hearings;
witnesses, issues; more examples of government computer
systems and data banks for intelligence purposes. )
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17

117
117

.n:_:. 117

7

Ay
¢h 2

73 S2701
73 87313
9 57838
_;“MNN%%T
100 S1o22)
119 $12390

hgs conducted before Senate
"> 3, 4,9, 10, 11, 15 ang 1

NUMBER  PAGE ' DESCRIPTTON .
70 36861 Statement of Christo .
i ¥

intelligence DPurposes,

Statement or Ralph M, Stein, former analyst with U.s.
Army Intelligence. Describes operation of Army Program;
analysis ang use of dogsiers; cbmputerizing and micro.
filming of dats,

Laurence F. Lane, former Army inteliigence agents, i
_iDescription of' their data—gathering activities ip Army
Surveillance progrem, ) . :

Statement of Robert y. Trochlke, Assistant Secretary of -
Defense for Administration. Describes history of Army

Statement of Elliot L, Richardson, Secretary or Health,

Education, ang Welfere, on data programg of his depart. -
ment, on need for controls, and on use of socigl Security .
humber as g universal identifier, :

Constitutional Rights Subcommittee on February 23, 2y, 25;f
7, 1971, ' . ’




THE SCOPE OF SURVEILLANCE ACTIVITY

Vingon, Eric H.
Conference on the
Boundaries of Privacy
Woodrow Wilson School of

Public & International Affairg
December 29, 1971




