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I. STATEMENT OF THE PROBLEM

The problem of this paper is to investigate the state
IQQéMfegulating electronic surveillance, the scope of this

olectronic surveillancs and the means by which to improve these

laws,
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IT. SUMMARY OF PRINCIPAL FINDINGS

1. The prinicpal determinant factor as to the present extent
and content of state electroniec surveillance laws rests most
fundamentally on the content of Title III of the Federal Omnibus
Crime Control and Safe Streets Act of 1968. No state law regulating
the field of electronic surveillance may contain pr0v151ons prohlblted
to it by Title IIT.

2, Presently certain provisions in Title III, either by direct
grant or oversight, allow state procedures for electroniec surveillance
to be cunsiderably less restrictive than federal procedures.

3. There exists considersble fault to be found with the
procedures Tor conducting electronic surveillance and safeguards
against unnecessary electronlc swrveillances to be found in Title
ITT itself.

h. Gtate law enforcement officials are conducting the overvhelming
amount of official law enforcement electronic surveillance.

5. The nece551ﬁy for establiching %%& restrictive procedural
safeguards is made“more urgent by the relative lack of effective
meang by which an individual can object to the conduct of survelllance
or the evidence secured by this surveillance. - SR

6. The upgrading of the standards for conducting electromic
surveillance found in the hody of Title III has twtkeffects. One
is to raise the standard by which state laws A Fall beneath. Two,
the upgrading of the standards in the body of Title III would raise
the overall safeguards to be applied to federal surveillance as well.
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IIT: POLICY RECOMMENDATIONS

wwnder Tate 1g
1. The Federal capacity™to establlsh uniformity as to the

. regulations and effect of federal and state conducted electronie

'surveillance must be used to the greatest extent possible.

The Federal govermment should act to eliminate the
means by which state conducted electronic surveillance
may be of a less restrictive nature than federally
conducted electronic surveillande. The principal means
ef—this—aet would e to eliminate the rrovision allowing
states to conduct surveillance for any crime "dangerous
to life 1imb or property and punishable by more than a
year's imprisonment”; the regulation of "consent"
surveillance presently left unregulated; and the more
careful definition as to exactly who may ask for court
orders to conduct surveillance, who may conduct )
electronic surveillance and who may grant court orders
authorizing surveillance {see Areas in Which Title TII
Allows STATES To Differ from Federal Requirements. )

2. The Pregent provisions of Title III need substantial

revision to protect against unnecesgary intrusions by electronic

surveillance.

involved in the conduct and authorization of electronic
surveillance, narrowing the bases of authority by which

expanding the areasfwhich electronic surveillance®may not
be conducted or may be conducted only under very special

a particular person may cbject to the conduct of
electronic surveillance or the inmtroduction of evidence
gained by electroniec surveillance. (See Pre-Surveillance
Wesknesses, Surveillance Weakness, Post-Surveillance
Wesknesses under Failings of Title ITII.

Title TIT ghould remain as the principal focus of those

ment conducted electronic surveillsnce. (See Effect of
Title IIT wunder Part II and Present State Laws.

The emphasis should be on narrowing the numbers of officials
law enforcemsnt off1c1als may ask for electronic surveillance,

circumstances, and expanding the legal authority under which

individuals interested in reducing the scope of law enforce-
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V: DISCUSSTON

At this preliminary juncture, only three terms need to be
'defined in order to commence discussion:. wiretapping, agvasdfopping
._ahd electronmic surveillance. All other unfamiliar terms, or terms
that, due to the nature of the particular subject discussed, need
4 very precise definition will be defined in the body of the

- diseussion.

Wiretapping in the context of this report is defined as

- any interception of telephone or telegraph wires so as to intercept

messages carried therein,

Eavesdropping, though wsually thought to include the act
- of eavesdropping both using electrical devices and using only the
ear, is in the context of this report defined as an attempt to

~intercept oral communication by use of mechanical or electrical

devices only.

Electronic survelllance is defined so as to include both

of the above terns,

Although controversy exists as to what exactly is the role
a "right to privacy" played in legal history,l ancient law with
respsct to eavesdropping was more clear. Eavesdropping has generally

been considered an invasion of some inherent right., The Talmud

lsee Appendix I for discussion of controversy.
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 declared: “To place a witness behind a wall so they may confirm

an admission fof a debt) made privately is of no Valne."z

- (shouldn’t be accepted as evidence) In Common Law, eave sdropping

was considered an offenss, Blackstone, in his Copmentaries, states:

nr

névesdroppers...ara 4 common mulsance and are indictable at the

sesslons and punishable by fine and sureties for their good behavior.”3

Historical Development of Stats Yaws

The first major steps to control interceptions of communi-

cations were initiated by the invention of the telegraph and telephons,

and the abuses imediately made of these inventions. Although
eavesdropping as an offense pre~dated wiretapping'by several hundred
jears, the initial state activity cencerned wiretapping, “Maliecious
mischief" statutes, that were primarily concerned with the physical
destruction of telephone and télegréﬁh properfy, were initially'aﬁd
unsuceessfully fried as vehicles under which to prosecute those
engaged in wiretapping. The courts have held that these "malicious
mischief” statutes, unamended so 2s not to include a specific pro-

vision forbidding Wiretapping, could not be used to prosecute wire-

tappers.a Several staﬁes. recognizing the possibllity of the court's

“Taluud, p.  (quoted in &, Horowitz, Spirit of Jewish Law,

ps 179).

3w. Blackstone, IV Commentaries on the Law of land (quoted

in R. Hofstader, The Right of Privacy, Pe 1 a

%See State v.-Nordsko » 76 Wash., 427, 136 P, 694 (1913);
Yo Y. Young, 56 R.I, 401,185 4 901 (1936); State v. Tracey,
100 N.H., 267, 125 A. 2d, 77% (1956).
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- adversary ruAings, amended théir "malicicus mischlef” laws so as to

. -include specific prohibitons against wiretapping.

Though the States genarally attempted to prohibit private

- _wirstapping, law enforcement wzretapping usually received preferentisl

treatment. This preferential treatment given to state law enforce-

ment officlals quickly raised the issue 6f use ef evidence obtained
from wiretapping in eriminal procagdings.

Eavesdropping received little uniform treatment in state

statutes. Some states had no mention of eavesdropping at all, while

simultaneously prohibiting wiretapping, iothers prohibited both

wiretapping and ®avesdropping; some states had no treatment of either

category. South Carolina enacted a statute in 1937 that prohibited

_ eavesdropping, but made ne mention of wiretapplng As to: treatment

of police eavesdropping, the statutes ran the conceivable range of

alternatives: prohibition of such activity; preferential treatment;

use under judicial supervision,

Federal-State Relationships Historieal Summary

The first federsl attempt to regulats Wiretapping, the
Federal Communications Act of 1934, had no substantlve effect on the
state laws or practices concerning electrical surveillance, The Act
brought wiretapping under the seope of searches and seizures that

Were not permitted by federal officials, but the det did not apply

to state law enforcement officials, Barlier, in Weeks v. United

States (232 U.S. 383, 1941) the Supreme Court had ruled that evidence



obtained by unreasonahle searches and seizures was inadmissible or

"excluded” from federal criminal proceedings; .This exclusion of

evidence was the Principal legal deterrent against use of w1retapp1ng

and eavesdropping, waever, this deterrent was not applicabls to

- states for two reasons, One, as mentioned befcre, the Federal Comm.

. Act acted only to prevent federal w1retapping. Thus the states were .

free to wiretap and perform slectronic eaVesdroppzng as thay pleaged,

Two, the exc1u51on of evidence selzed in "™amreasonable” ssarches

and seizures, which were prohibited by the Fourth Amendment, was

not a rule that applied to state criminal proceedings, Thus the

states could perform unlawful or Yunreasonsble® searches and seizures

in the knowledge that any evidence gained from such activity was
admissible to state courts,

The effect of the Federal Compmmmications Act, then, was to

have no effect. No legal deterrent oxisted to a private eitizen

wWho was under electronic surveillance by law enforcement officials
other than the unsubstantial, and in most states non-existent,

avemue of initiating civil procoedings against the state law enforce-

ment officials, State law enforcement officials were unregulated

as to the extent of electronie surveillanqe they were permitted to

conduct ih several states, In these states that had legal regulations,

however slight these regulations may have been, the law-enforcement
officials were permitted %o submit ‘evidence gained from any type of

electrical sarveillance, be it lawfni to unlawful,

For 2 long period, 1914 (Weeks v, United States) to 1961
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(Mapp v, Ohio) there existed this dichotomy between federal and

state criminal proceedings as to the exclusion of evidence gained
from "unreasonable” or unlawful searches and seizures (the exclusion-
ary rule). Mapp was the signifiecant departure from pgst dectrine,
The Supreme Court deciced that the protections offered by the Fourth
Amendment against "unreasonsble searches and- selzures” were now te
apply to state as well as federal criminal proceedings in the form

of the exclusionary rule. The rationale to the expanded application
was the ineorporation of the guarantees of certain amendments of

the Bill of Rights (in this case, the Fourth) into the Fourteenth
Amendment, This incorporation process acted to expand the guarantee

of those amendments incorporated to the actions of state govermments.

Incorporation as a legal process is eurrently the subject.:8f
significant legal controversy, Ths incorporation.of the Fourth Amend-
ment's protection is not.anfissue. However, the process as a whols
promises to apply more and mﬁre of the:Bill of Right's Amendments and
their guarantees to the states as well as the fedesral ‘government.

A significant pertion of the Supreme Court has argued and contimes
to argue for "total incorporation.” The offect of this total
incorporation, still the objeet of éontreversy; would be to make the
constitutional “ground rules" for federal and state Jaws in the .-
electrohic surveillance and the gemeral privacy field similar. The
federal~state relationship, as much as it is governed by differences
in applicaﬁility of certain amendments, would becoms rmuch mope

inter-related and inseparable,




Federal-State Relationship: Present State of Affairs

In Berger v. New York (388 U.S. 41 196?) the Suprems Court

struck down the New York electronic survemllance statutes on the
grounds of 1ack of specificity as to the time, place, and sﬁbject

of surveillance and to other areas the Court considered :¥itally
Important to a “"reasonable" search and seizurs, Tha_attempt by
Congress to meet the specifications of reasonablencss set down in
Eégggg_as to a electronic surveillance brocedure by law enforcement
officials was Title ITT of the aniﬂus Crime Control and Safe Streets
Act of 1968 which was passed on June 19, 1968,

Brief Summary of Title IIT

Title TIT of fhis act regulates the interception of
commanications when thers 1s some substantial sodietal need for
such interception and prohibitsmﬁhe intércéﬁtioﬁ of commumications
in most other instances, Communications that £a1l under the boundaries
of the Aet are those uttered orally which are not expected to be
intercepted, and all wire commnications, Interceptions are per-
mitted: a) when an employee of & commumi eations carrier or of the
Federal Communications Commission performs the intercept during the
normal course of their operations; b) when one of the parties has
given their consent t¢ the interception; <) under the Constitutional
powers of the President to protect national security; d) by federal
and state 1a§'enforcement officlals acting under the authority of a

court order under the requirements set down in the Title,
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Apartﬂfrom the four exceptions above, the guestion as to
~what types of interceﬁtions'are proﬁibited, is answered in Sams.
duplicity because of Constitutional considerations, Cne section,
82511 (1) (a), forbids all third party intérceptions of wire or
oral communications using a mechaniecal device, Congress, unsure
of the cénstitutionality of the above clause, inserted an alternate
section, 82511 (1)(b), which forbids all third party interceptions
by-a mechanical device of oral or wire commnications which exist
- in any of the following categories: If the device used transmits
through wire or radio communicatiens; If khe device was mailed or
transported by other means in interstate commerce; ILf the interception
involves a business that is somehow inﬁolved in interstate commerce
or if the interception oceurs in Puerto Rico, the District of Columbia

or any other territory of the United States.

Effect of Title ITT Upon State Control of Private and Léw Enforcement

Conducted Electrical Surveillance

The érea upon which Title IIT has the most explicit impact
is the use of electronic snrveillancg by law enforcement 6fficials
of the various states. Congress made its intention eclear to make
any state statute. authorizing wiretapping by law enforcement
officials that does not meet the requirements of Title TTI
unenforceable. In other areas the intention and the authority to
regulate are not quite so c¢lear. Such as the case with private

intrastate interceptions.

Private intrastate interceptions are most likely to be




deemed prohibited by 32511 (1)(a) which expressly prohibits all
private interceptions. The application of.thié clause 1s gererally
thought to be intended to. supersede state law.5 This partiecular
clause is yet to be constitutipnally tested. However, the

following provision, §2511 (1)(b), is based upon the power of Congress
to regulate inter-state commerce, a very broadly interpreted and
widely used power. Congress’ granted power to regulate all aspects
of interstate commerce gives it without question the power to
prohibit any interception of communiéationsjthaﬁ meets any of the
categories mentioned under §2511 (1)(b) 4in the preceding section.
Thus, the interceptions that would remsin outside the scope of
antomatic prohibitien would.be: one using a deviece made of home

made matsrials (bécause if either the device or materials used %o
make up the device are in any way inveolved in interstats commerce

the interception is within dqngress' power to prohibit); ard of a
very local and u@commercial nature (because if the deviee assumes

any of the characteristics of a business enterprise, the interception
would be under Congress' power to prohibit); and not involwving wire

or radio communications.

The sbove argument, though complicated because of the nature
of the law, is a step by step dramatization of the narrowing of the

State’s potential area of control in this area of interception of

5Wiretapping ard Eavesdropping, Congressicnal Research
Service Publication, p. xvii. '

274
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communications, The realm left to exclusive state control, if
seen from the perspective of'§25ll (1)(a} (the complete prohibition)
is nonexisfent, 1f seen from §251l(1)(b) (the commerce power

restriction) is very, very small indeed.

The other area that is not clearly defined as to the state-
federal relationship under Title ITI is mamufacturing, sale amd
possessi@n of wiretapping and eavesdropping devices, §2512. While

the power of Congress to control State regulatidn.of this area is

in and of itself not clear, the substantive effect of the prohibition

of all private wiretapping and eavesdropping, 82511(1)(2) and (1)(b),
and the existence of a detailed guide for the procedure of law
enforcement surveillance is to render the authority of the State

tooregulate the area of manufacturing ete, non-existent. If no

private electronie third party sufvéillance is permitted, the question

of contrel over manufacturing, sale and possession-of electronic
survelllance devices by the States is not one bound te be raised by
State officials. '

Areas in Which Title III Allows States te Differ from Federal
Requlrements

There exist several provisions of Title ITI which, wither
through specific grant or by the nature of the state law enforcement
system itself, msake perhaps not intended special cases of required

state proceedings.
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section 82516 1ists specifically the offenses for which
electrical éurveillance i% permitted by federal agents in hopes of
securing evidence. However, the offenses for which state law
enforcemént officials are permitted to conduet surveillance to
produce evidence extends far beyond: the federal list (which is of
itself too lengthyj. The states may perform surveillance fof any
crime "...dangerous to.lifq, Limb or property and punishable by
imprisomment for more than‘one year.“é The boundaries of the

offenses so designated are almost withouf limit, According to

.Prof. Schward: “legislative history indicates that a orime dangerc

to property can include failure to pay taxes."’ Thus any kind
of pecuniary harm is covered by the statute. A partial list of
erimes for which New York allows its law enfarcement offictals to
conduct électronic surveillance is of interest:
., promoting a suicide attempt...1lst, 2nd, 3rd degree sodomy..
1st and 2nd degree abortion. .. sexual abuse,..custedial inter-
ference...Llst and 2nd degree escape...lst, 2nd, 3rd and 4th
degres possessicn of dangerous drugs. . .criminal possession of
a hypodermic needle...promotion of prostitutioh...lsg ard 2nd
degree criminal mischief,,.pramotion of comspiracy.”

Altogether some 73 assorted crimes, including the catch all “prome

of conspiracy," which literally translated is the gonspiracy Lo

§§2516 (2}, Title IIX, Crime Control Act.

7H. SchWar§, "The Legitimigation of Electronic Eavesdrop)
The Polities of Law and Order,” 67 Michigan Law Review, P. 487.

85814, 8b, Chapter 996, Title III, New vork Statules.

i
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comnit conspiracy; are included.9 Any state has the potential

ability to expand the scope of surveillance to the degree New York |

has under the provisions of Title TIT. For an idea of the extent

surveillance could possibly come to encompass in New York, consider

the following, Al users of hard drugs, prostitutes, pimps,

homosexuals, users of marijuana and political activists in New York g
State are legally within the. scope of electronic surveillance. The

over oxtent of the permitted scoﬁe seems obvious, Added to the fact éi

surveillance has little effectivenass againsﬁ the vast majority of

crimes listed in the New York statute. However this paptieular

area of need and effectivensess of electronic surveillance will be

that the scope is so large, is the agreed conclusion that electronic ;

discussed in the section Portends for the Futures, | _ /ﬁ ‘
|
|

~In other areas of Title III, provisions for restrictions ' |
placed upon federal agents assume a totally different perspective ij;
i

when applied literslly to the states, It is important to remind

the reader at this peint that Title.IXI's provisions for the proper i

procedure to be followed for conducting law enforcement surveillance

may be incorporated as is by the state goverrments no matter how

absurd or damaging to a ordered system of surveillance the consequences

may be.

9For a complete list of the offenses for which New York
permits electronic surveillance, sce Appendix IT.




Three areas in particular Wﬁich assume totally different
consequences when the provisions are applied to the federal and
skate govermments ars the following: +the number of Persomnel
allowed to ask for a court order to conduct surveillance, the number
" of personnel allowed to actually perform surveillance and the

mumbers of Judges allowed to grant court orders.

R A R

Section §2516(2) defines the peopls. to whom :Lé granted the
authority to ask for a court- enabling order to eégééét surveillance
ast "The principal prasecuting attorney qf any State, or the
principal prosecuting attorney of any political sub-division thereof.“lo
Thus, the prosecutor of a eity or county and any political svb-
division thereof is poﬁentially able to be authorized by state law
to have the authority to ask for electronic surveillance. A valid
argument may be made as to the unnecessity of allowing even the
existing city and county @rosécﬁtorsntb be authorized to conduct
surveillance. New Jersey has 21 counties and 5 cities that have
prosecuting attornéys. Twenty-six district attorneys is already
too meny different sources which to allow the power to ask for court
orders, But, the potential.for abuse is far greater. .égz.political
sub-division nay, if there is a prosecuting attorney pressnt, be
authorized to ask for court orders. New Jersey has literally

hudreds of munleipalities,

AR AN

Section §2510(?) defines those persomnel allowed to conduct

electironic surveillance as an "investigative or law énforcement

lo§2516(2), Title ITT, Crime Control Act.

282
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~ officer,” Title III in its defimition of "investigative or law

enforcement officer” states the title is applied to "any officer of
the State or political sub-division thereof."ll The nnmbers-bf
people allowed to perform surveillance at a state level is tremendous,
New Jersay has 16,105 full-time state, county or municipal poln.ce.l2
Every one of these officers id 1egally permitted, under the provisions
of_Tltle IIT, to perform surveillance., A necessary step is the
anthorization by the state, tut the potential for abuse is present.
The Uniform Crime Reports of 1970 indicate that there exist 233,862
police officers in 4,068 cities'which'eontain 114,757,000 people.13

Extrapolating these figures to approximate the number of police

. officers nationwide A conservative estimate would be 350,000 police

officers. Every one of thess officials is legally permitted to conduet,
electronic surveillance if state awthorization is extended to the

Puliest capabilities Title ITT will allow. These figures do not

'attempt to inelude the very real possibility of Part-time offlcers

or deputized private cltizens acting as "imvestigative or law

-enforcement officials,”

4 third significant area from which application of Title IIT

standards have great potentialities for abuse when applied on a state

11§2510(7), Title ITI, Crime Control Act.

1219?0 New Jersey Plan for Criminal Justice, State Law
Enforcement Planming Agency, Piscrimination Document 8, p, 67 ard 76.

138rime in thg United States, Uniform Crime Eeports, Table 50,
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level 1s the mumber of judges who are snabled to give court
authorizations of surveillance. Section §2510(9) of Title IIT defines
the judges of a State legally’permitted to grant Couft orders as

"a judge of any Court-of general criminal Jurisdiction of a State

who 1s authorized by a statute of that State.”™ Again the potential
for staté.ébuse is immense. Connecticut has 4 U.S. District Court
Judges who are enabled to grant federal court orders, but over 30
State Superiocr Court judges who eould caqceivably be granted
authorization to iésue court orders enabling surveiilance.ls New
Jersey in 1967-1968 had 78 judgeships for the Superior Court, 7
Supreme Court Justices and 88 County Court judgeships.16 ALl

these judges are legally permitted by Title ITT to be authoprized

by New Jersey to grant court orders.
P HAB L
‘Areas Left Free of Regulation by Title ITT

Title ITI's scope of regulation of electronic surveillance
leaves unregulated several aress of wiretapping, only one of which
could conceivably be of some application to the states, "consent"”

electronic surveillance, “Consent"” survelllance is surveillance by

482510(9), Title TIT, Crime Control Act.,

15weinstein, "The Court Order System of Regulating Elsctronic
Eavesdropping under State Enabling Iegislation,” Conmectiout Law
Review 2, Winter 69-70, p. 267.

161970 Néw dersey Plan for Criminal Justice, op. eit.,

Pe 24
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Greater numbers of beople associated with the.

authorization and conduct of electronic surveililance do not

..Aq

\
neceszar rily incriase abuéesof the proceés. In recognizance '
of this criticism, this papner's rébommendation to ﬁarzbw
the present number.of people iegailyloérmitted'to conduct
electronic surveillance hﬂy be more persuasively Qubpor*eﬁ

it the <discussion concerns 1faelf with the advanta es of this

centralization or {decrease in number as well as the 00+9ntxal
. " i

dangers of ihe present situation. b

Legally requiring (by revision of Title II1) the
centralization of the conduct of electronic surveillance
may e ﬁ:scussed from two perspucfAveu. First, the central-

ization would act to increase the effectiveness of +the

surveillance itself. The time consuming, complex nature of
electronic surveillance lends itself intrinsically -to conduct
by some sort of centralazed professional group. For example,

New lersey has a 50801a1 investigating unit atitached 1o the

3tate Police whéch is responsible for conducting surveiilance. {
‘Alecironic surveillance brezently ig not of a buffJLleF+ly

g ANy Srek® . ) ) . . .

large scope™td oreclude this exclusive assigoment of the - i

respoasibility tor the conduct of surveillance %o g relatively !

‘ Th Gddehaend,

small centralized force."Investigators operating within a |

centralized '"special unit® type system through exXperience

would gather information and interpret the gathered infor-

mation in a more effective, professional manner. Perhaps

these investigators wight be recuired to meet more rigid
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recuirements than a standard police officer’ and roceive
special training in tecﬁﬁiques of electronic surveillauce,
Seconnly, fthe centralization would act to better insure
against abuses of the system. Blectronic surveillance in-
evitably gathers information not relevant to the purpose of

the surveillance. Some of this information mav be of an

«-.4

extremely confidential anature. The danger thié Da wold
like to eliminate is that of local police officials conduci-
ing surveillance and thus being exposed to this potentially
damaging information. Local police officials in an average
comnanity héve unofficial as well as official relationships
with MGTA#%& members cf the comnunity. Discounting the
possibility of intenticnal abudes of the information,there

exiats a possibility of Hn;ﬂ?eﬂthﬂll divulgences by a slip

of the teongue or unknowing remark.On the other Jﬁné 3

centralized special-unit invegtigating team would enter a
particular euvironment, conduct an investigation and then
ieave, nopefully carrying with them the jnevitable bits of

information that are not relevant to the investigation, but

gre potentially damapging to parties involved in that ine

5

3

Decreasing the numbers of iudges nerm_t?ed tn authorixe
electronic surveillance and officials pexmitted to ask for

Cauthorization is not so vital an issne as the previous one.

»

Howaver, ‘the narrowing of the number of authoriwiang judges

wonuld heln to insure ggzainat "judge shooping’™ by official

ceking svt¥ﬁraza+iqq o conduct surveillanc, As to the
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o v‘r\Lll,sw\ . . . ‘ .
made ‘of thie paper’s objection to the number of officials

permitted o' seek aunthorization, ho substantive supporting.

avpument way- be advanced and perhaps the paragraph (marked

in red) should be. struck.
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or with the consent of one of the parties %o the conversation., This |
area was left free from,regulétion by Title ITY because of the
rationale that a participant to a conversation is free to divalge
or record the communication. Thus, this is an area which Title IIT

has by default left open to State regulation.

The particular danger of this type of surﬁeillance is that
the only alternative for an individual wishing to free himself.from
the possibllity of "consent® surveillance is to not spaak--ever.

.The courts have been wrwilling to venture into this field. A recent

law review in commenting on the scope of "consent™ survelllance

states thal these practices “...are probably more widespread than §

third-party surveillance.“l?

This particular type of surveillance
is by far the most psychoiogically stifling, because of the perceived
éervasivenass of surveillance. Those nations relying on a tightly
structured “informer" system (one facet of "comsent® surveillance)

have shown themselves to e effective in stifling individuwal dissent

or freedom of expression.

Failings of Title ITT

Up to this point the discﬁssion has centered on those
areas in which the Crime Control Act's Title TIT has indirectly or

directly allowed state requirements to be more permissive than federal

17

H. Lee Van Boven, "Electoral Surveillance in California:
A Study in State legislative Control.” 57 California Law Review,
November, 1969, P. 1233, '
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requirements as to law-enforcement procedures for electronic
surveillaﬁce. Title IIT has also laft "éonéent“ surveillance
unregulated and thus open to state regulation, Howe#er. there is
very substantial fault to be found with the body of Title TIT itself.
Tﬁese fauits tend to be incorporated in totality by the states who

. are now drafting éourt-order enabling stétutes for electronie
.%ufveillance. ‘This total incorporation of the Federal law into

state statutes occurs because of the added anrora of rasponsibility
and posterity the state law asswies in the eyes of the drafters by
duplicsting federal law and the ease that this incorporation or
copying brings to the usﬁally tedlous stage of drafting a court order
enabling statute for electronie surveillance.

An extensive treatment of the weaknesses of Title IIT and
the means of correcting these weaknesses would be of excessive length
for this paper. Therefore the areas of concern will be trested in
three broad categories, those procedural failings of pre-surveillance
procedures, survelllance procedures and post-surveillance procedures.
Previous to an intelligent discussion of the procedural weaknesses
of Title ITI's court order system of electronic surveillance, the
system must be summarimed. However, again.due to Timitations of

space in this discussion, the summarization may be found in Appendix T,

Pre-Surveillance Procedural Failings'

Parhaps the most controversial aspect of the present

structure of Title TIT's requirements for police electronic surveillance

249
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is the "emergency authority"_to intercept communications. If an
"emergency situation exists with respect tos..conspiratorial activities
characﬁeristic of orgahized erime” and "there are grounds upon which

an order could be entered under this chapter to authorize such
_intsrception,"la the persons enabled to ask for court orders (generélly
district attorneys) are able to perform surveillance without a court
order. The distriet attornmey then has 48 hours after the inter-
ception has oecurrsed to make an application for an order., This
provision literally allows a district attorney to determine for

himself when an emergency exists and to perform surveillance.

The weakness of the provision and the rationsle behind the
provision aré substantial, The arguments will be tﬁree-fold. First,
the advocates of electronic surveillance argue that one of the
inherent resﬁrictions of electronic savesdropping is the considsrable
difficulty entailed in setiing up an inﬁerception in just a mechanical
sense.l9 If this inherent restriction is true, then the verj advocates
of electronic surveillance have given a substantial reason why there
is no necessity for emergency provision. A cumbersoms procedure
is of no use in an smergency., Secondly, the time allowed, 2 days,
before a court order must be sought is too lengthy. Two days is not

a reasonsble amount of time expected to be needed to find a judge

18§2518(?), Title ITT, Crime Control Act.

19899 section Needs for Wiretapping under heading
Portends for the Future, p, 27.

;ﬁﬁ
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who 1s authorized to give a court order, especially if the situation
is an emergency. Thirdly, the pressure brought to bear §n a juﬂge
to authorize an intercept ex post facto would be of great magnitude,
if inerimineting evidence was obtained, perhaps enough to expect
that a judge would overloock some small procedursal failing in the
request., For example, if an “emergency provision" intercept discovered
evidence that?gggggéPan official high in the organized crime
structure, what judge would not have second thoughts about overlooking
some failing? |
> ig-a

The "emergency provision” has little if any effect in
actually serving to aid a police official in coping with an emergency
situation. The law enforcement officials' cwn elaim of the technical
limitations of electromic surveillance negate any benefit that the
provision might conceivably bring in dealing with emergencies. Thus,
the only possible_effect of the emergency provision is to ena?le
%ealous police offieials to conduct exploratory searches undér the

Justification of the exislence of an emergency.
ﬂ; '{/

Privileged commanications ié treated mmch too permissively
by Title ITI. A privileged cormunication is generally defined as
a doctor-patient, husband-wife, lawyer-client, priest-penitent
communication. Traditionally, the law has given these relationships
special consideration, Title TIT does not. Xven special consideratioﬁ,

if it were to be included in the provisions of Title III, would not

27/



lnc:easingly, the Amerdican pubiic has been told'by law-
en?nréemeﬁt of?iéials fhat tﬁé brimar?.fﬁult for incréas~.
ing crime in the ﬁ.S. falis.unan our p@rmiSSive.”?evdlving
docr™ court system; Without i%guing the validity of the charge,
one can atill recognize the fact that pressures exist. for
courts to'déél more severely with crime;'Perhdps a hypo-
" thetical situation will prove enlightening. Mr. F, a bigh

e

official in organized crime, iz surveilled under the emergency

‘clause and incfiminating evidence is obtained. However, in
'fillinﬁ ot the'application the police. offical mistaikenly

filted in the wrong date or hour. A more probable sifvatim
perhans would be that the anthorizing judge decided the tie
f;kén tn repott The intercept and ask for suthorization had
excéedgd the deadline., The avidence obtained in these Cﬁses

would ‘thus be inadmissable. in either of thesze instances

the criticism of the court would be Sévere.. Cné 'dgn imagine ™
‘the newsbhaper tabloids and critics of the courts savoring

. T ordee Y0 ONold  Mh Rresstif . ’
the situation. i judge could very easily say that he received

-

the phene call requesting authorizatioa at 2300 a.m. insgtead

of 5:00:.m. and the fact that the authorization deadline

had passed couvld go unnoticed.
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be sufficient protection. Ostensibly all intercepts of communications
are now given careful consideration. The only existing alternative

is & flat prohibition of such commmication.

_Federal electfical survelllance presently may be conducted
in hqpés of securing evidence of too wide a range of offenses.
The effectivensss of wiretapping, however, is conceded even by its
most outspoken advocates as effective only against long-term,
contimiing types of activities (gambling, large-scale drug dealing).
Aecording to the American Bar Association, "they (wiretaps and |
electronic surveillance techmiques) offer promise of help to the
function usually only where mltiparty activity e%tends over a
relatively long period_of time."zo Thus those offenses which are
ineluded under the offénses for which electronic surveillance may be
conducted under Title TIT should not include crimes ﬁf evidence and
‘of an unmplamed or individual nature. Only those crimes which fall
under the category of effectiveness as stated by the ABA Standards
should be included.

Two other areas which should be more stringently controlled
are surveillance of public areas and surveillance granted under the
- heading of "probable cause that an individual is...about to commit

w2l

an offense. The former topie is one that should be regulated -

- extremely carsfully, The surveillance of public areas irvolves the

2OMinimum Standards for Electronic Surveillance,
American Bar Associlatiom, p. U8,

21§2518. 3(a), Title ITI, Crime Control Act.
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potential of intereepting many innocent commnications unless ezireﬁe
precautiﬁn is taken, .The limitations on time perioed for which
survelllance can be conducted overall should be extremely 1i#ited

not. to the present 30 days or this discussion's proposed reduction

- of this limit, but to an even smaller limit., Also the length of
time any one intercept is allowed may-extend should be séverely

limited as well. On Katg v. United States the ﬁrocedures used by

the agents who conducted surveillance was exemplified as a reasonable
intrusion into a public area. Mr. Justice Stewart declared: "The
agents confined théir surveillance to the brief perieds during which
EKatz] used the telephone booth, and they teook great care to overhear
only the conversations of the petitioner himself.“zz This specificity
and care with which the agents conducted the elscironic surveillance
in Katz's case should be coffified in the procedurss needed to

conduct electronic surveill§nce_§n any public area in order to insure

that wanton interception of innocent commnications does not oceur,

The lathr topic, the authorization of court Surveillance
under the heading of a crime "about to be committed" demands discussion.
The Title grants awthority to conduct surveillance in this particﬁlér
case under no discernible justificatioh. If the officer in reality
knows that there is an offense that is about to be committed, the

prerequisites for a successful convictison are present without a nsed

zzKatZ'v. United States, 389 U.8. (1968) at 354,
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for electronic surveillance., What the perticular clause does
accomplish is a fostering of ex@loratory searches into the commuri-
cations of those individuals who previously have committed or

seem capable of écmﬁitting the particular offense., For example, an
individual's advocation of an active political demonstration may
quite possibly be enough of a "probable cause” that a crime
(incitement to riot) 4s "about to be" committed. .The entire concépt
of "probsble csuse of an-offénse to be committed” is too subject

to extremely subjective interfretation and alsco promotes general

exploratory searches into the communications of these pérsons deemed

suspiclous by officials of law enforcement and the judiciary.

Survelllance Procedures

Title ITT potentially authorizes continmous éavesdropping
-.for potentially vast periods of time. Although the Title dees make
provision that the communication must stop after the desired intercept
has besn.obtained. thiscprovision 1s open to two eriticisms. First,
what law enforqemant'official will stop at one indication of
ineriminating evidence? The natural tendency of police officials

and the nature’ of our court system demand at least egkégﬁgiﬁsa substan-
tial proof “beyond a reasonable doubt.” é;condly, those individuals
who are least deserving of the electronic surveillﬁnce iﬁ the first
place will ke exactly the ones who will be subjected to the longest
attempts to gain iheriminating ovidence. The present 30-day time
limit is wuch too long, especially'if the necessity for the inter-

ception has supposedly been substantially documented in the first

75
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place. COne of Berger's fundamental eriticisms of the New York
statute was its 60-day limit., Thirty days does not seem to be an
appropriate reduction.

The other fundamental weakness of the surveillance procedureé
. 1s the treatment of a situation in which evidence of a crime ot
ﬁpecified én the court order is gained (i.e., the order specified
 gambling and evidence of a narcotiﬁs violation appeared), Presently
Titlé IIT does not bar this evidence frem court proceedings. Prof,
H. Sehwarz has sucéiﬁctly stated that “curtailing intrusive conduet
linger upon reducing the incentive'fﬁr such conduet,® Allowiﬁg
police officials to use any and 21l evidence seized destroys the
original intention of limiting the intrusions of electronie surveillance
to specific erimes. A mile allowing authorization for one offense
and use of evidence of another found by the surveillance offense
lends tself too much to gonoral oxloratory searches. Gnly evidence
of the erime for which the order was initially authorized should

be allowed to be admitted into ceurt proceedings.

Post~Surveillance Procedural Weaknesses

The prineipal weakness of the post-surveillance proceedings
have to do with the area of standing needed to challenge the introduc-
tion of evidence into a court proceeding., Under Title III, only those
people who were parties to thé intercepted communication or those
"against whom the interception was directed" may ebject. To submit

an example, a drug dealer is convieted on the basis of evidence secured
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by elsctrornic surveillance made on the conversation of two acquaintances.
The dealer has no 1egal-standing to dbject to admission of evidence.
Athough the Supreme Court has recently acled in the area of standing

it has not served o definitely enlarge the scope to any considerabie
. exte Iltn .

The means by which an aggrieved person may cbject to
ovidenes secured under an électronic surveillance of alleged legal
irregularities is through request of ﬁse of the exclusionary rule.
However the use of the exclusionary rule is unsuited to a gemsral
application in the area of electronic surveillance for several
ressons., Thé exgluéionary'rule works optimally at prohibiting
introduction of specific articles. Unfortunately, the nature of

electronic surveillance often leads te general searches for strategic

__information, A prohlbition of introduction of evidence to a trial

is often of 2ittle value in a case where law enforcement officials
make use of general strategic evidence to lead to future prosecution

on specific evidence.

Ancther of the faults of the post-surveillance procedure is
the fact that the defendent, upon making a motion to suppress the
evidence gained from an illegal intercept of communication, is
allowed upon "discretion® of the judge “sﬁch portions of the iﬁter-
cepted commnication or evidence derived therefrom as the judge

determines to be in the interests of jnstiee.“zB

23 S
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Present Situation: State Laws and Surveillancs

A brief review of the present state laws bears out the
conkention that the principal determinant force in the field of
interceptions of commnication is and will contimue to be the

Federal Goverrment through its role in Title TITIT.

Except for a few previously mentioned exceptions, the
Federal law of Title ITI prohibits all private interceptions of
comminication. Thus, any state law to the contrary is precluded.
Those states that do not have a court order enabling statute based
on Title-III*s procedures do not have the opportunity to conduct
Law-enforcement electronic surveillance. Those are all the states bmt
seventeen. A general summary of the preseht state of affairs will
be found on the Tahle following this pagg.l However, an important
consideration is thet only those states listed in the last column
(Wiretapping and Ravesdropping under Judicial Supervision) may

conduet state-level law enforcement elsctronic survelllance.

The states having a court order enabling statgta are
as follows: Arizona, Flérida, Colorado, Georgia, Kansas, Maryland,
Massachusetts, Minnesota, Nevada, New Hampshire, New Jersey, New York,
Oregon, Rhode Island, South Dakota, Washington snd the District of

Columbia.

1. wiretapping and Havesdrobping, Congressional
Hoeearch ublication, DD.SAVI-<iTX,
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The similarities between the staté statutses and Title TIT
are readily apparent, No stale can mzake mére permissive regulations
and procedures, except where specifically allowed, and ﬁot nany
have made provisions that are more stringent than Title IIT's
provisions for law enforcement interception of commmications. A
brief summary of the laws Stressing the few instances where state

law 18 more restrictive than federal law is contained in Appendix TV.

The most comprehensive source to the amount of official
electronic surveillance by state law enforcement officials is the

Judicial Conference of the United States Report (1970). The most

recent statistics are for the period January 1, 1969 to December 31,
196G, As of that period only eight states (Arizona, Colorade, Flerida,
Georgia, Maryland, New Jersey, New York and Rhode Island) had court

- order- enpbling statutes to conduct electronie surveillance. Therefore,

only these eight states were legally permitted to conduct electronic

Cambivoe oo e

et
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curveillance. During the specified period, 269 state authorized
court orders wers granted as opposed to only 1 denial. The inter-
cepts ﬁere authorized for a wide range of time~-a fow hours to thirty
days. The offenses for which court orderslwere granted ranged from
abortion to usury., Predominantly listed, however, wore five general
areas of offenses. These general areas were Drugs, Bxterticon,
Gambling, Homicide and Robbery. The cost of the iﬁtercepts ranged
from a high of $45,55% to a low of $20 for another. The average

cost in the state intercepting the most communications, New York,

was in the area of $1000.2h

The above statistical summary comsmnicates several messages
and is deserving of comment., The states are the bodies that are
condu&ting the vast majority of court orderéd surveillances. 4s an
example, 33 Federal Court orders were granted in the same period.25
Phis plain fact of state mmerival deminance in-intercepts.is made
even more distinct by the folléwing statements: These statis£ical
summaries are summaries of the activities of only eight states; the
present rumber of states legally permitted by Title ITI to conduct
electronic surveillance is presently more than double that number;
California and cther states have court order enabling statutes'
proposed before their legislatures. The remaining states will be

subjected to pressures to pass court order enabling statutes as

2hrhe figures to be found in this paragraph are generally
footnoted as Dirsctor of the Administrative Office of the United
States Courts, Anmual Report (Proceedings of the Judicial Conference
of the United States), Appendix TTT.

25
Ibid.

£
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well for several reasons, One is the logical desire of any state

to put the "most advanced tools" of crimenfighting within the scope

of instruments iegally rermitted to their law enforcement agencies,
Two, a state expressly prohibiting the use of electronic surveillance
by-its own law enforcement officials could not guarantee that Federal
agents would not cdnduct electronic surveillance inside its boundaries,
under a Federal Court order. The authority of a Federal Judge

to grant éuthorization to conduct su:vsillanée is independent of any
state law expressly forbidding law enforcement survaillanée. Therafore
the states have Rittle to gain by fdrbidding law enforcement survelllance,
in the way of personal privacy, and mich to lose in ‘the eyes of law
enforcement officisls, by way of increased law enforcement capabiliky

- and efficiency in its erime fighting function.

Portends for the Future:

Potential for Abuse

The sﬁates are now ﬁnd will increasingly become the main
vehicles by which electronie surVeiliance is conducted. 1In light
of this situation, the slimination of those indirsct or direct
provisions presently existing in Title ITT that allow states to
conduct law enforcement surveillance on a more pefmissive basls than

the Federal requirements assumed special urgency.

¥a gt e
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The statistics cited in the Judicial Reporit... prove to

some that the states have not and thus will not expleit their
capabilities to extend Wirefapping to the fullest legal boundaries
permitted. Are the relatively l&w mumber of intercepts authorized,
the tendency, so far, to 1imit"interceptors to crimes of a generally
serious nature, and the relatively high average cost of each inter-
ception an argument that the states need no further restriction in
this area? BEven discounting the very real possibility of a difference
between officially reported intercepts and actual intercepts, the

answer remains no.

The citation of the relatively high cost of each intercepiion
ignores the possibility of technological refinements or innovations
that would reduce the expense of materisls, the man~hour input per

unit of surveillance and the technical expertise needed to set up

and operate surveillance devices. T

The argument for an unnecessity of further limitation on
state surVEillénce procedures is alse faulty and lacking in perceptive
vision as to the naturs of the problem. A fundamental thesis of
this discussion is that the potential for azbuse should be limited
whenever and however possible. The extent to which power ié used
is in the long run limited by the potential use of that power. The
present body of Title III and the wanner in which states are allowed
to deviate is a potential sbuse of the power to conduct electronic

surveillance, A sudden expansion of the states potential power in

I




29.

thig field would most likely cause concern, & slow ilneremental

26

process of expansion may not. : : e

Two forcesg that are genérally submitted to factors that 5§
would limit the exbent of surveillance, legislative responsibility i
and "public opinion,” may work towards expanding the general scope

of surveillance. State officials, normally a focus of conflicting

interests, are presently more receptive Lo demands of controlling

crime in the streets than to the countervailing and much more

ambiguous demand for greater individual liberty. The state legislators

reflect the interests of their congtituents. "Public 0pinion" is

demanding more and more protection from crime in the streets.

Americans have been frightened by the political and social events 5
of the past decade. The tranguility and security heve assumed
positions of tremendous social importance, even if the case of this

trangquility is the lessening of othef.fightSEerhe expectaney that =

public opinion will prove to be a sigpificant balancing force to

governmental excesses is tenuous. . E

D6 Ihe arees i whach Ynt Fakeo couid oxprmd oz thoue merstrowed ?"‘3‘3*&’3“3 ypo -ty
{I.e., making all offenses which are punishable by over a
year subject to the possibility of electronic surveillance and the
other means by which stabtes had the potential to expand their
powers 1igted under Federal State Relationship Present.@*

27
A CBS survey of 1,136 persons was published in the April 27,

1970 issue of Time magazine on page 19. The article reported that

the results of the swrvey was as follows. "As long as there sappears

to be no clear danger of violence, do you think any group, uo matter

how exbreme, ghould be allowed to organize protests agalnst the

covermment? ! No——T6% "Do you think everyope should have the right to .
criticize the CGovermment, even if their criticism is damaging to
the national interest?” No-—548% . '
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arguments against the use of elsctronic survelllance in the following

statements.

".ssin several cities where organized erime is most severe,
police and prosscution have in the past used wiretap without
inhibition. Tt has not been sffective, OQrganized crime
still flounders in these communities,,." 27 |

I"Organized erime cannot exist where criminal Jjustice agencies

are not at least neutralized and probably corrupted to some

degree." 30
Many people, including law enforcement officials and theidBA, agres
that electronic survelllances is not effective against erimes not of
an organized nature., Few law enforcement officials, however, would
agree with Ramsey Clark's contention that electronic surveillance is
not effective against organizsd crime., Most prosecutors or police
officials would at least be sympathetic to the staltement made by
one of the most successful prosecutors of the nation, Frank Hogan
of New York City that "wiretapping is the most effective tool® of

law enforcement.

There presently exists little if any empirical data as teo

the effsctiveness of slectronic surveillance.3l

The argument cerniters
more on cumparative crime rates, and such other ambiguous comparative
statistics between those areas that do or do not emphoy electroniec

surveillance, The lack of clarity in the issue favors those in favor

29 ’
Ramsey Clark, Crime in fmerica, p. 267.

30 id., p. 268,

31Preliminary evidence shows & high correlation between
official intercepts and arrests. See Annual Report, Proceedings of
the Judicial Conference of the United States, op. ¢it., D. 415,




of 9 Their Faililure

Challenges to Flectronic Surveillance and to Title ITT: MNecessity

The challenges to electronic surveillance as a concept is I
two-fold. Some individuals contend that electronic surveillance
is per . se unconstitutional. The main contentions being that the
4th ﬂmendment_prohibits "unreasonable” searches and seizures and
that a warrant system of searches and seizures requires that the
article to be seized be named specifically. Hlectronic surveillance
is said to violate these two requiréments by its inherent nature
of intrusiveness and generalness of searqh. However, this challenge
to the existence of electronic surveillance ignores the realities.
The Supreme Court has recognized the constitutionality of electronic
surveillance, if the surveillance meets certain terms (inecluding

"peasonableness” and "specificity”) in its opinions 3in Berger and

‘Eat®, " “Such listing of requirements implies that these reqpﬁrements

may be met. A recent article in a law review noted that debate ! 'E
whether wiretapping and eavesdropping were legal per se was diminishing iH

28 . ' i

in importence and substance. The main concern presently is

‘regulation, |

The efficacy, as well as the constitutionality, of electronic

surveillance has been challenged., Ramgey Clark summarizes the l_ﬁ

28Wéinstein, cp._cit,, p.
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of the status quo,or the use of electronic surveiilance.

Title TIT must be accepted as the vehicle with which one |
must deal with the conduct and procedures of-law-enforcemént sur- -
véillance. mlectronic surveillance will not be deemsd illegal nor
will it be reforméd out of existence. The technique exists and
will contime to exist as part of our legal structure. The best
methed of regulating the system of law enforcement surveillance
is a court-order system, which Title TIT essentially is. With very
substantial procedural revisions, Title TIT serwes as the best
method of regulating the whole state ard federal structure Ef

electronic surveillance.

Conclusion

| The substance of Title III must nBCeSSarllj perform two

R

B e a4

functions. Title TIT must elimlnate thoge areas (which exist

because of épecific exceptions to the” states, nonregulation of that

entire area or similar standards having dissimilar effects on the
foderal and state systems of law enforcement) that allow state
electronic surveillance to be substantially more permissive than
faederal standards.

Tederal standards as a whole must be substantially reuviséd
in ordef to restrict the power of law enforcement agencies to the
smallest and most narrow of grounds absolutely necessary to deal'with

the preblems thal are the whole system's original, organized crime.
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Areas OQutside the Scope of This Report

There exist other state-related but non-electronic sur- ' .f
velllance areas in which the state goverrment deals with search
- or surveillance. Of these areas (Stop and Frisk Laws, Physical

Search and Seizure Laws, Use of State Undercover Agents or Informers

and State Surveillance for National Security Reasons) the latter
two demand revision. This report recommends that State use of '
informers be submitted to the same restrictions the report recommends

for state law~enforcement electronic surveillance. State National

or Internal Security Surveillance gggg%d be sxamined as to its I

. . f‘"r{:-}u etk }f .
necessity. Howevsr, this report‘reqoﬁ%ends that such “security"

survaillance be, unless’very strong reasons why the Federal Government

cannot assume the responsibility are shown, be left to Federal

. agents, BSee the attached article, Appendix V, for a lucid

presentation of the present scops of such security surveillance.

Oy HoiBid,




APPENDIX I: HISTORY OF THE LEGAL RIGHT TO PRIVACY |
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The Controversy

Distinguishing the rigﬁt of privacy from other more
visible rights, the right of property and contract, is a fundamental
problem in an understanding of the legal right to privacy. Where |
one legal scholar sees the right of property expressed, anotﬁer
sees the right of privacy. The controversy as to what are the
legal roots of privacy arises as a result of these differing per-
spectives. Two easily identificable camps can be distinguished
in the éontrcversy. One faction notes that privacy has existed as
a deeply rooted fundamental right in legal history; ancther faction
sees privacy as a modern, evolving fight that has only very limited
expression in past legal history. Oddly, the controversy centers
more on means then ends. The claim that privacy presently exists
to some degree as a legal right is not disputed by any significant
rmamber of legal commentators., The claim that the Varren-Brandeis
article "The Right to Privacy" had a substantial effect on the cause
of the right is alsc not of a divisory nature, Only the means by
which we have arrived at the present aziStence of some right to privacy
is of dispute. The conflict centers more on perspectives from which
one views facts and the emphasis upon these facts than uwpon fhe
nature of the faets themselves. Hence, in some ways, the conflict

is without solution and the clsarest manner in which to present the

legal roots of pfiVacy is to- briefly swmarize both arguments,




oz

The historically criented legal scholars, the most prominent

a
being Alan Westin (Privacy and Freedom), arguéé that the right of

privacy is a deeply rooted, well expressed.right in legal history,

The earliiest intimation of a right of privécy'is to be found in

Jewish law, specifically the Mishneh (a compilation of Oral Law

of ancient Israel collected about 200 A.D.). Thers exisis a

law governing the height ef walls surrounding residences, so that
a neighbor "should not peef arnd look into his house."l Maimonides,

a renowned Jewish legal scholar.in'the.lzth century declared: "...the
harm of being seen in privacy is a legal wrong."z Both Roman and Greek
1law recognized that injury could be done to the honor and character

of a man, as well as to his body, implying 2 recognizance of the

need to protect this honor and character from abuse.

" The great extent of English comuon law and Blackstone's
writing on these laws are conspicuously absenﬁ éfﬁa5§“$pecific'méﬁtﬁgh;_l“.w
of a right of privacy. Nor is privacy gigrmificantly mentioned in
the writings of the great political philosophers-—ﬁobbes, Tocke,
Paine, Rouéseau, Spencer, Montesquieu. However, the historically
oriented adherents to a right te priﬁacy emphasize that a recognition

of privacy as a right played a necessary ard prerequisital function

Lrohid, Baba Batra, 22b. (quoted by R. Hofstader, The
Right of Privacy, P Gy

2Maimonides, Mishneh Torah, Neighbors IT {auoted in R.
Hofstader, The Right of Privacy, ps 9).
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~ to the body of political and legal thought to be found in the above

wentioned areas,

The Bill of Rights is of central dmportance to those claiming
an expréssed historieal right to privacy. The protections offered
by the First, Third, Fourth, Fifth and Ninth Amendments are claimed -
to be proof of a hlgh regard for the right of Privacy by the framers
of the document. The justification to this elaim being that these
amendments and their protections are without meaningful scope with-

out a high general regard and recognition of the right of privacy,

The peried between the passage of the Bill of Rights ard
the appearance of the Warren-Brandeis article in 1890 is one which
produces a significgnt amonnt of controversy between the two above
-mentioned focuses of the contrcversy over the history of the legal
rignt of privecy. The historically oriented adherents, because of
an admitted scarcity of cases on the subject.of privacy, relﬁ heavily
upen legal commentators of the era. Alsn Westin concludes: "Precivil
war America had a thoroﬁgh and effective.set of rules.with which to

protect individual and group privacy from means of compulsory

disclosure and physical surveillance known in that era."3 However,
a noted 1aw'review, in a book review of Westin's book, Privacy and

freedom, claims the above conclusion is "...a strained interpretation

’Alan Westin, Privacy and Freedom, p. 337-336.




of scattered cases and commentaries."a State courts of l?th century

America were bscoming increasingly concerned with privacy.5 One

case, Boyd . United States, which involved a foreed disclosure of
personal books, papers and invoices for inspection for a suspected
infraétion of a customs revenue law, is an often-cited sxam?le of
the awareness of the.right of privacy in the United States before the
appearance of the Warren-Brandeis article. . The most vital portion
of the body of the case is as follows: |

"It is not the breaking of doors, and the rummaging of his

drawers that contributes to the essence of the offenso;

but it is the invasion of his indefeasible right of personal

security, personal liberty and private proPerty.“é

The legal scholars who V1ew pr1Vacy 2s a relatively modern

and recently avolved right crltlaue/the above references a5 scattered
and of llttle velue, The expressions of the 1egal right of property
and contract in legal history are viewed with little regard for or
belief in an "underlying right to privacy,* Privacy as a legal right
did not exist, it was created by the response of law to an increasingly
complex soclety. Law is a dynamic body, subject to sécietal

bressures, and thus the right of Privacy came into existence.

At the root of the controversy are some necessarily

individually-defined concepts and ideas about how a'society expresses’

4Book Review, 15 Univ, of California Law Review, p. 1590,

5See MacKenzie v. Mineral Springs Co., 27 Abb, M.C. 402
(1891), and Moores v. N.Y,E.R.R. Co., 130 N.Y. 523 (1892).

é

Boyd Ve United S‘ba‘tes, U-S' (1886).
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a desire to protect the human-dignity of an individual, Some of
thése amblguous ideas and cohcepts are: the value and realtive

merit of unexpressed societal and cultural mores about the dimensions
of privacy to a explicitly defined legal structure, the exact

nature of a right to privaecy, the relationship of individual property

rights to a right of privécy.

The Warren-Brandeis article Serves as a focusing point for
all factions of the controversy over the histery of a 1ega1 right
to privacy. The legal scholars Who exXpress the convicetion that |
privacy is an evolved right see the article as g point in which property
and’ contract rights were now assumed partially into a "new" right
of privacy., The mgg;g;gggay-orisntad faction sees the article as -

an recognition of g pPreviously existing right of privaey.,

The articles' main arguments. may be . summarzzed brief1V*

2} The right of privacy had been prev1ously measured under property
and contract rights, b) The right of privacy should exist because
the decencies of civilization raquire some consideration on the part
of society for the decire of an individual to 1live to himself,

¢} The right to privacy should be one of direct assertion and

not of reliance upon other interests for its protection,

The effect of the article was significant. MNumerous
Judicial decisions, if not agreeing with the basis principles of
the article, at least mentioned the article as taken into their

consideration. Those judicial decisions that acted to uphold some
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right of privacy used the article frequently as a fundamental

reference. State statutes were spawned as a direct and indirect
result of the emerging recognition of the necessity of some right
of privacy, a recognition the Warrsn-Brandeis article-definitely

helped foster. In 1905, fhe State Supreme Court of Georgla becanme

the first United States court Lo expressly recoghise g right of
privacy (Pavesick v, New England Tife Insurance Co.). In 1906,
the New York legislature prohibited the commereial use of 4

photograph without the prior consont of the individual photographed.

However, the laws of the states were suﬁject to varying
interpretations, Judicial attempts to define soms general law of
privacy rested more frequently on the ‘specific facts and circumstances
of the case than on any general prihciples in the area. 'Thus the

| (R law of privacy today ccoupies o very amalogous position.

- [ Lo=m T AT AR MeMTe A w4 e T Aa P sk = =
B it 2 T . - A . -

&7_f The State Law of Privacy Today

A. Miller, in his The Assault on Privacy, finds the present

pattern of state laws relating to privacy characterized by "...uncertain
application, lack of predictablility, frequently incensistency,
unawareness of new ramifications of new comminications media..."g

Although the overwhelming majority of state courts (thirty-seven)

recognize a right of privaey and only four states expressly denmy that

7

A. Miller, The Assault on Privacy, p.
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right (Rhods Island, Texas, Nebraska, Wisconsin), the general

application of the principies is without wifying structure,

If the general structure of state laws recognizing a right
of privacy is confusing, the state of the law of forts is even more
. 50, Three 1eading scholars on tort law all disagree as to whethep
a tort law right of privacy exists and if it does, what areas

constitute priVacy.g

The right of privacy is froquently over and under defined,
and adds to the general confusion,. Ovar~de£insd}the right comes to
mean an individual's freedam of thought, religion, speech or
security against ummeasonable search and seizure. Such extensive
claims to the boundéry.of the righﬁ are not beneficial to an attempt
to piace-the right of privacy into its proper context to modern life.
_The right of Privacy, or any right, does not-exist—in*a-legal vacuun,
Cver~definition of the right so as to include the above mentioned
righﬁs also ignores the very real possibility that the right of
Privacy is frequently at odds with those rights it is usually thoughht
to encompass. For eXample, an ordinanee designed to protect
householder' s privéc& by requiring that members of a certain religious
seét that proselytized door-to-door be réquiredlto register at.Town
Hall was overturned in Martin v, Struthers (319 U.S. B41 (1943)).

’ 8w, Prosser, Torts g(zed. 1965); E. Bloustein, "Privacy
as an Aspect of Human Digmty: An Answer to Dean Prosger,” 39
New York Umiversity Lew Review 962; H, Kalvan, "Privacy and Tort
Law: Were Warren and Brandeds Wrong?" 31 Law and Contemporary
Problems 326, '
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The rationale being that freedom to distribute information is
fundamental %o our society. Privacy is not always synonymous

with those rights it sometimes is thought to encompass.,

Under-definition of the right of privacy relies on past events

(legal cases, statutes) to define what rights come under the scope

. of a right of privacy. This process, in error, assumes law is

state and that past definitions of privacy may satisfy today's and

tomorrow's claim to protection under that right.

The intrusion of extremely subjective definitions of privacy
and perspectives from which one views privacy has created controversy
and confusion sbout the present right of privacy,'much a8 these
same elements acted to produce controversy over the legal roots
of privacy. Privacy as a legal right has a ststus that differs from
the.status . of other legal rights.--The -right of privacy*is*inexﬁrfcably“‘
linked to these cultural mores and individual definitions, perhaps

more than any other right is so linked.
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. -Law enforcement officer" means any public servant who is em. =

 fowered oy law to conduct an_ investigation of or to make an arrest

 for a designated offense, and any attorney authorized by 1w 1n
- prosecute or pgrzicipate in’Lhe'pro$ecutipn-of'd,designatgd_foense

- 7. "Exigent circumstinces" meansfconditions'requifingifhéipreServa—
7 tion of ‘secrecy, and whereby there is a reasonable likelihood that -
77'a continuing investigation would be thwarted byalerting ‘any ‘of the -
_:..persons subject tg surveillance to the fact that such surveillance
.. had occurred.’ L e T

7% 8. "Designated offense" means anyg one ‘or more of ‘the
w7 (a) A conspiracy to commit, any offense enumerated in the 0
./ lowing paragraphs of this subdivision or, an empt. to.commit any
.. felony enumerated in the following paragraphs of this subdivision
. which attempt would itself constitute. a felony; 0 ~- ...

(b) Any of the following felonies: ass

i ‘assault.in the second -
/- degree as defined in sction 120.05 of the penal law, assault in
. the first degree as defined in section 120,10 of the penal law,
reckless endangerment in the first degree.as defined in section.. :
120.25 of the penal law, promoting a suicide attempt -as defined in
o section 120,30 of the penal law, Ciiminally-negligent.homicide'as
- 4 -defined in section 123.10 of the .penal law, manslaughter in the
_Second degree as defined in section 125,15 of the. penal -Taw,man
slaughter in the first degree as defined in section 125.20 of the.
7 pénal law, murder .as defined in section 125.25-of.the~p¢nalfla'
- -.. abortion in the second degree as defiﬁedfianegtionleﬁééo“ofﬁlhe;
~ penal ‘law, abortion in the first degree as defineéd in sec n’. 125, 4
< of the penal law, rape in the'third‘degréenﬁsjdefihed¢1_ _ tion
130,25 of the penal law, rape in-thé»secondfdeg?ee"39=deﬁineﬂ;ip“:?

~. section 130.30 _of the penal law, rape . in the first.degree as R
”dé¥$ﬁedfinfsegﬁipn“l30;35fOfrtthpenaI“Iaw;“sﬁﬁﬁﬁf n-the third
- degree as defined in section 130.40 of the penal ‘law, sodomy in the
 second. degree as defined in section 130.45 of the penal Yaw, sodomy
© in the first degree as defined in section 130,50 of the penal law,
sexual abuse in the first degree as defined -in section 130.65 of
.. the.penal.law, unlawful imprisonment“in*thé?fitstndegree“ﬁsﬂdéfined .
_+.in section 135.10 of the penal;law._kidnapping]in~thefgggppdgdegregvj'Nﬁ
“as defined in section 135,20 of thé penal law, kidnapping in the .-
. .first degree as defined in segtion 135,25 pey
- interference in the first. degree a3 defin
* the penal~law, coéréion in the first d
35.65 0f -the pendl-law, burglary in tl
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.'-*iﬁ°§éé£{6n*i40”26” the penal 1aw, burglary in- the “second degree :ff
- as defined 1n sectlon 140 25_of the penal law burglary 1n the f1rst

law er1m1na1 mischief in. the £ rst ‘degree as def1ned in- sectlon"'f
145,10 of the penal law, - cr1m1na1_tamper1ng in the first degree as -
‘defined in section 145,20 of the penal law, arsom in the third _
- idegree as.defined in section 150,05 of the penal law, arson in the
" 'second degree as deflned in sectlon 150,10 of the peénal law, arson
- in the ‘first degree ds defined ‘in section 150,15 of the penal law, .
“'grand larceny in the third degree as defined in section 155.30 of th
...penal law, grand larceny in the second. degree as.defined. in sectlon
© 155.35 of the penal law, grand larceny in the first degree as -~
“~defined in section 155. 40 of the penal law, Trobbery in the third
‘degrée as deéfinéd in section 160.05 of the penal law, robbery-i
- second degree as defined in section 160..0 of the penal law, robbery
;;1n the first- degree as defined in section 160.15 of the pendl” la
o unlawful use of secret scientific material as defined in section
~17165.07 of the penal law, criminal possession of stolen property in.
““the second degree as defined in section 165.45 of ‘the penal law,
fafcrlmlnal possession of stolen property in the first degree as deflned.
in section 165.50 of the penal law, forgery in the :second degree as -
defined in section 170.10 of the penal law, ‘fofgery in the first S
‘degree as defined in section 170.15 of the penal 1law, ¢riminal posse
-sion of a forged instrument in the second degree as defined in
section 1M,25 of the penal law, criminal possession of a forged
instrument in the first degree as defrned in. section 170.30.0f the’
- penal law, criminal possession of forgery deviges as defined in’
i section 170.40 of the penal law, falsifying business records in the
« first degree as defined in section 175.10 of. the penal law, tamperin
with publi¢.records in the first degree as defined in section 175.25
‘of the penal law, offerlng a false instrument for flllng in the:
first degree as defrned in section 175, 35 of ‘the penal daw, . 1sslin
“false. certlflcate as defined in . section 175.40 of the_penelflaw'
escape in- the second degree as defined 'in "sectivn 203,10 of:the: penal
law, escape-in the first degree as défined in section 205, 15-of ‘the
penal law, promoting prison contraband in the first degree as- defined
in section 205.25 of the penal law, hindering prosecution in the-
second degree as defined in section 205.60 of the penal law, hindering .
“Pprosecution”in the first degree as defined in section 205“65;of ‘the
~penal law, andmany of the’ felon1eshdef;ned in. s ' '
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dangerous drug in. the feurth degree as’ deéfined ‘in’ sect10n 220, 05 of
the penal law; crlmlnal possession of a dangerous drug in the thlrd
degree as deflned in section 220,10 of the penal law, cr1m1nal T
possession .of a dangerous drug in the second degree ‘as defimed in =~ 7. .
ﬁ'sectlon 220,15 of the penal law, ‘¢riminal possession of a dangerous '

‘~.drug in the first degree as defined . in section 220,20 of the penal
"..law, criminally’ selling a dangerous drug in the third degrée as
. defined in section 220,30 ‘of the penal law, criminally. sell1ng a f

.dangerous drug in the sécond degree as defined in Sectio _ ]
the. penal law. crlmlnally se111ng a dangerous drug 1n the f1rst

.;of the penal law, promoting gambllng in- the secend de o A

..in section 225, 05 of the penal law, promoting gambling in’ “the' fi

ﬁ degree as defined in section 225, 10 of the penal-law, posse551on ef

~.gambling records in the second, degree as defined in-section 225,15 -

. 'of the peual law, possession of ganbling.records in the first degree

=.w. as defined. in. seetlon 225.20 of the penal law, .and possession of a
. gambling device as defined in section 225,30 of the penal law;

. (d) Commercial brlblng. commercial bribe receiving,. br1b1ng
“-a labor official, bribe receiving by a labor official, sports bribing
*fand sports bribe rece1v1ng, as deflned in article one hundred eighty
"of the penal law; L SRR
o (e) Cr1m1nal usury, as deflned in artlcle on
‘of the penal law : T e e

“hundred of the penal law; s
"{g) Bribing a witness, br1be rece1v1ng by a WI |
a Jjuror ‘and bribe receiving by a Juror as deflned in" artlcle pwo
eehundred fifteen-of the penal law;’ -
. (h) Promoting prostitutior in the first degree
.in article two hundred thirty of the penal law; '
_ (i) Riot in the first degree and criminal anarchy. -as defined
in art1cle two hundred forty of the penal law; .
{j) Eavesdropping, as deflned in artlcle:two hundred flfty of - . |1

'the penal law

s defi ri'ed"-




APPENDIX III

S[MARY OF - PROCEDURE 3: NEEDED Lo} _AUTHORIZE
ELECTRONIC SURVEILLANCE-UNDER TITLE IIT

(Reprlnted from eretapplng and Eavesdropplng
Y: _ss:r.ona:l_ Res'_.__'__ch Serv:_ce pp Xii-xvi
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other electronlc surve111ance 1s rather deta1léﬂ Any Federal Judge of com~

petent Jur13d10t1on may authorlze the FBI or any other Federal 1nvest1gat1Ve

agency to 1ntercept wire or oral communlcat1ons upon the applloatlon of the

General. State court Judges of competent Jur1sdlct10n may 1ssue a S1mllar

terceptlons may be'conducted only for the purpose of produclng ev1dence of

T

fAttorney General or any A351sant Attorney General de31gnated by the Attorney;ﬁ




1eany of a number of speclflcally de51gnated orimes-ranging from murder'and_

treason to bankruptcy fraud. State orders are permltted where the 1nter--.

'oeptlon may produce ev1dence of the comm1551on of a crlme dangerous to Ilfe.;:' :

”'f.llmb or. property and punlshable by 1mprlsonment for more than one year. E¢f“

”;Jfone of a llSt of speclflcally de31gnated offenses.hfd

Every order must fu1f111 spe01f1c requ:rements_xnv L

'.:ments made 1nfthe appllcat1on whlch precededorts 1ssuance. th_

-ﬂfused by the court 1n 1ssu1ng the mder and the narrow scope'of:

- ;Every appllcatlon must be in wrltlng. under oath and contaln a} '

";Q1nd1oat1ng (1) the app11oant 5. author1ty to request the order.

o

"ﬁ1dent1t1es of the appllcant of the off1c1a1 who authorlzed his

and of the person who commltted the offense under 1nvest1gat10n.

conversatlons are

u¢;order 1nclud1ng detalls of the partloular offense 1nvolﬁed a partlc (1a

deﬁor}ptloo;o”'he fa0111t1es to be tapped or of the place where the oral

.coomunioations ght'

are to be 1ntercepted and of the type of conversa fon’
ifwhether alternatlve 1nvest1qat1ve methods “have- proved [ry are 11ke1y to prove

Qe1ther too dangerous or unproductlve. (4) the perlod of t1me for whlch the

/

¥

*tlnterceptlon must"be malnta1ned (S) 1f ‘the 1ntercept1on is: to contlnue after

the-oonversatlons spec1f1ed 1n'the app11cat1on have'been_secured

2]




L

"there is probable cause’ to belleve that one’ of the offenses 11sted in §2516h

- or the approprlate state statute xs. has heen. or 1s about to be commltted fgL

-:that there is probable cause to be11eve that communzcat1ons 1nvolv1ng the

;_;offense wxll be secured by the proposed 1nterceptlon

that“alternatxve methoc'

woof 1nvestxgat1on have proved or are llkely to prove 'to be too'dangero

'ff'unproductxve- and that there, is probahle'cause to”

“belleve that th facs11

belng tapped or the place where the 1nterceptlon 1s to take place are e,ther ;

’ -1nvolved 1n the comm1ss1on of theiffense 0T leased 11sted or commonly used

. by the person des:gnated in the app11catlen.

Every order must state the 1dent1ty of the person whose conversa-;?:

-, tions are to be 1ntercepted if known. the facllltles or place where the’ 1n—ﬂ';

ff:tercept1on is to take place - a partlcular descr1pt1on of the type

ifhﬂtlon sought and the offense involved;

the ideﬁt"

v,No order or exten51on is. effectlve for longer,than 1s requlred to

 secure the communications speclfled in the order or 1n Fy event for longer A

~-than thirty days without an extension, . App11cat1ons and the grantlng of ex= i




EUthorizedQjudicial3sﬁpervi§ioh of intereebtion;of wire or oral '

B commun1cat1ons by law enforcement offlc1als. Since every court -
*}must comply w1th §2518 in grant1ng an order only the prov1s1one
“which are more restrlctxve than §2518 w111 be 1neluded lln
Apigona, the leglslat1ve authorltf for Jud1clal'gﬁherV151on.1s no
as narrow as §2518 in any respect Therefor - e
_fenly comply with §2518 Hal
An order comp1y1ng with the requlrements of §2518 may _

~*1ssued by a Colorado court of competent Jur15d1ct1on where "there is

;freasonable ground to believe that ev1dence may be qbtalned of the

wh1ch const1tutes a clear and present danger to the health -éafefj'

to save hutian 11fe' or that the commun1cat1on conversat1on ‘or
d150uss:on as the case may be, is 1tse1f an element of a speclfled

*’cr1me.' E&ﬂnﬁ%ﬁﬂeﬁz&ﬁ&ﬂ&ﬂi§4O"4'30‘




hr1hery :extortlon dealxng 1n narcot1c or dangerous

_-.,.\\q_-..

'U EREY At R

Unlxke the Florlda statute, thegweorgrg leglslatron f{{;

RN STl

f*estab11sh1ng Jud1o1al supervzs1on of wlretappzng and electronlc

L

:1nvestlgatzon. 1nvest1gat1ve warrants" may be 1ssued 1n compllance

leth §2518 of T1t1e III but are effectlve for only ten_days onless

1

{may approve an 1nterceptlon order pursuant to §2518 and Kan Sra;

.'r H .c G

gAnn. §22—2513 in. an: 1nvest1gat1on 1nvolv1ng murder kzdnapplng.

E '-\ s MU Lo " Tia ‘_-_~ g

itreason. sed1t1on. cr1m1na1 synd1cal1sm. commercxal gambllng. oo

ﬂ”?racketeer1ng. br1bery, narcotlcs v1olatlons. or an[_rfense affectxng

”:the safetyuof human 1ife(or nat1onal seour1ty. Such orders are«Q“j_Je ;

j— LA K RN . BTN

'Ji_effect1ve for ten days SubJth to extens1on. All records and f

"
' i

'_ photographs made under suoh an order must report to the court

L . ‘.." Lo




_or oral.communications may be issued’ ‘to secure.ev1dence.where the
";offenses ‘of arson assault and battery W1th & dangerous weapon.

ffextortlon brlbery, burglary. emhez:lement forgery._gamb11ng._;

s.xntlmldatlng a w1tness or Juror. k1dnapp1ng. larceny. usur:
“"mayhem murder prost1tut1on roberry, perJury or- conazlracy '

ate involved Whete pracracable ‘the warrants mustja:

?of the day during’ which they may be executed Approved 1n_er-_
'f;ceptlons may not take place: ‘for longer than flfteen days subJectf

. to extens:ons of flfteen days. In all other respects. the-

”’Vapplleatlon and'1ssuance'requirements'of*the~Massaehusetts )

" statute are no more limited than §2518 which therefore governs,

~#Ten-dai-war%aataiaadfexreusiona ofﬁexi5£ingiwarrantsdmay be
;Tgranted approv1ng the 1ntercept1on of w1re and oral commun1catlons in
. ; '{u’!r : :

'%“ero'a where murder manslaughter aggravated assault aggrauated

rohbery, kldnapplﬂg. aggravated rape prOStltut;o-n b-rlhe"' R

' theft recelv1ng stolen property. embezzlement burglary. forgery.

'aggravated forgery, gamb11ng, narcot1cs offenses or conseracy are under -

"fnlnvest1gatzon.

The procedure establlshed by §2518 of Tatle III may be used

jby mmmnﬂﬁﬁﬁtate law enforoement offlcers to obt”"'? “court ordermg"




'{_;w1u1§2518 to state law enforcement offlcers epproV1ng w1retapp1ng and
ielectron1o eavesdropp1ng for the productzon of evidence 1nvolv1ng organized

;crrme.lhomIQ;dew k}dnapp;ng;fgamblingnjbrihery; extortioﬁ,‘blackmail. narcotics 3*

@nﬂﬁrgby W1retapp1ng and Electronlc Surve1llance Control

L]

}Aot effect1ve unt11 December 31 1974 contatns a prov1s:on 1dent1cal to

§2518 Under the aot 1ntercept1on authorl?atlon may;be obtal
ldnapplng gambllng. robbery, brlbery. extortion, loan shark1ng. dealrng 33f

n narcotlo drugs. marljuana or other dangerous drugs. arson burglary..

nmezzlement. forgery.'reoe1v1ng stolen property. escape alteratron of motor f';ﬂf'“

ehlcle 1dent1f1catzon numbers. laroeny or consplracy are lnvolved.

AgﬂeWE¥6¥ﬂ oourt of oompetent Jur1sd1ot10n may grant an order K

cr1m1nal offenses are 1nvolved._ ﬂthe&nﬁieﬂsgﬁmmﬂ&iude. f1rst 8nd second

mrst and seoond degree abort1on, frrst. second and third. degree rape,

second and third degree sodomy," sexual abuse. unlawful 1mpr1sonment.,7?1*




m pr1son contraband first and second degfee h1nder1ng proseeutlon vidihtiEKS“
A4 k

“of -the weapons and flrearms laws. flrst kecond th:rd and‘fﬂurth degrée

't

m am'p;'

rm1ts wlretappxng and electronlc eavesdropplng by law

. ’;' -'_'

f;of human 11fe or the nat1onal secur1§y 'S'iqvolved.

-gJﬁqé*ﬁﬁlaw enforcement qfficials ma

'1nvest1gat1ng murder; robhery. kidnapp;ng. extort1on

.

:-fdangerous weapon, assault w1th 1ntent to, rob or murder arso

HERO
[

-~ larceny. of more than $500. ‘narcotics offenses, gamb11ng and _Wweapons offenses.f




*u_uuthxﬁakqta enacted leglslatron des1g_f”'215

lew-enforcement ofchlals to intercept wire and oral communlcatlons under .

the authorlty of the Omnlbus Crrme Control and Safe Streets Act in cases

arson or rlot 1nvolved.. Such orders and any extens1ons granted are effec 1v

ior no more than frfteen days.' In all other respects. appllcatxon for wlretap

C1rou1t courts 1n the State of Washlngton may authorlze 1nteroept1on

fof oommunlcat1ons pursuant to §2518 1n case of murder k1dnapp1ng. commeroaa'

gamb11ng. brlbery. extortlon or dealrng‘in narootlos, Wash Rev‘ Code Ann

.

‘The Dlstr1ctmof’ColumbIEQCouriAReiorm and Cr1m1nal Procedure Act of'

Py extort1on or'ffh- E
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- wentleth century fas been mark-
ed by a ‘succession. of dlfferent forms

*of . restraint: on - political expression:.
‘criminal - anarchy statutes sedltlon

85 stﬂl' survwe
ew more
ndmg ‘to” political - .and :social

8 TOPP__%L__J",.‘_he_Nar,mn 5. stahlht_y and_sm

- Tecruited.

But Ain rccent- |
fonmdable “Ways:

Frank Donner ay

documents all of them’ of ‘recent date
and. undisputed authentlcxty, ‘show’ that
_the FBI “concentrates  fuch - “of

. mvestrgatwe effort on college d1ssen ers:'- -

.. anid-black student groups. Accordmg ta
a; memorandum from ‘I, Edgar Hoover_ .'

- 'such groups' “pose a deflmte threat to:'

enlisted ‘the
-police and postmaster
S CAMpHLS securlty officer “and -switc

Swarthmore College philosophy profes-
sor’ regarded as a ‘“radical,” the -FBI
ssmtance of the locat
as well ‘as-a

board operator i ne.' of the dot

. -_mgnts, i




to get ‘the pomt across’ that there i
. "an FBI agent behind every. maiibog
" In addition, some will be overcom

by the overwhelming personahtle

of the contacting agent -and “will,
- volunteer to tell aﬂ-—perhaps on’a
5 _contmumg ba51s

Dramatlc dlsclosures of this sort as
well as the recent Senate hearings .on.
. Army _intelligence - will undoubtedly
; help to cure. the: survwlng skeptm}sm
about .these practices. Until" fairly. re--

~ “cently even the targets -of sutveitlance - -
" were reluctant to credit the eXistence -

.. 'of..police .activities . which violate -the

most' deeply held premises of ‘their -

"+ gociety. But political. susveillance has.

‘numerous that it .can no longer be -

easily ignored or justified. .A. sharper
.awareness of mtelhgence has, in- turn, -

“opened up new sources of data about a

- since the McCarthy eta.’
L Of course dossiets, mformers smd :
mfﬂtrators are hardly new. But since the

'-the. South: forme
_gence .network _
1ntegrat10mst etwmes of students po—-

because of the- scate ‘and, mlhtance of

the protest movements that erupted i

the Sixties. Pohcy riakers and offu,ers.

" of intelligence agencies were then faced -

with the need- to 1dent1fy and control
. new actors on a new pohtlcal stage—no.

. radical milieu, ch

"'_.:.who tend to -bé -hastile . to. f_ormal
orgamzat:lon and leadersm The social
_remoteness of new rad1cals concenrtat-

“2Phis atticle is a distillation” of vetified
materials, many of them. documentary,
drawn from the files of 't
political surveiilance prO}eet and’ based
-on - the foillowing. sources:.. 1] (o2
.. I.ceedings; legislative and admi
: . hearings; reports by informefrs ‘and
l : police agents to

.intelligence staff and
interviews and correspond-

b by
,,1_.-_' .. personnel;

. gadgetry _miniatitization,
" ironics, 1nfrared iens cameras, comput—

field which I -have. been researehmg-

early Sixties; when attorneys ‘getreral in oW about the. .

d:a rudrmentary intefli- - .

st the anarchlc__‘_-

mobile and anonymoﬁs young p‘eOple,""'

\CLU"

mtelhgenee._umts,_
initélligence evaluations ‘and sumtriaries
vommand

ence - with...subjects, “informers, -
' mteil}gence -offigers;. ... the. = file - of
lawyers and civil’ hbemes £ ps; TV

| . newspaper.
zine. articles; "ant
detmled questlonnmre

i

ana )

poiice_: “J oumals and - manuals,-- B

- “txlbal v setf—contamed group

imade 1t “all the more drfflcult
id ntrfy them. .
“Most - .of -the . exlstr T:0

agenc1es at' ‘that -time Weré no- more

- effective than. other mstltutmns in our-

society, Their techmques ‘were as. out-

* and
“fronts.” Intelligence files were choked:_
with mitlions of- ‘dossiers of agmg ar

ers, and data banks—gave intelligence

possibilities undreamed of by the most

become 50 obtruswe and its. targets 9. . zeatous practitioners of the represswe

arts of ‘the nineteenth century. -
According to -the herald of the

““technetronic” ~ society,

Brzezinski, new de\relopments in tech-

nology will make it “‘possible to assert _

almost contmuous surveillance. over
every citizen. and maintain’ up-to-date

files, containing.even personal informa-
.behavior of the cit

-izen, in add1tron to the more custom-

ary . data.” Full- access. to critical data,”

he adds, wi]l -give. the nndercover agent
and . the Toving pofitical spy greater'
_fiexlblhty in planning and exeeutmg

: countermeasures e
Survelttancef has expanded 1argelv o N

'I'I."

Twenty federal agencies are engaged in

mtelhgenee aetmtles The most unpor—
tant are:
~the- FBI with an estnnated 2,000

© agents on pohtmal investigative assign~

ments in charge of. thousands of under-
cover informers,

—the Army, which concededly had
_at one time 1,200 agents in the field,
together with a huge. staff operating a

dossler hank of 23 million “personal—

3’I'o hasten ‘the afrival of this brave
new world, federal funds allocated by

the Law Enforcement Assistance Ad-
ministiation are ‘being channeled " to

state and local police units to ‘subsidize

such surveﬂlance ‘gear as twenty-four z

hour mfrared lens closed ‘¢direuit” TV
cameras “which are being ‘attached" to
telephone—pales
American cities. -

-Sensors and . “other

electrohic gadget):y ‘developed. . for.the. . U0

military. in Indochina, are being: adapted.

_guested - ‘access to” the cu‘eulatlon TE-

_ " ¢ities in order -to learn the names “of .
moded as their notions of subversmn-_--.'--
dominated by an old Left composed of

- “Communists,” “fellow travelers,

“just'a contmual buﬂdmg of mforma-
Wiy, T R

dead radicals. At the same time,’ new'_-_

" audig-elec- - Post "OFfice; D

© - Zthe Secret Servlce (where names of

Zbigniew.,

. sponsored . P
'Health Edueatlon dnd Welfa

: Congressu)ndt dnt: subverswe

an. the - streets: of

for - mternal mte’lhgence use and -tested - '
515_ in.a nu ber ]

e CIA, |
‘—the. Internal Revenue Serv1ce (for.
s_everalw ~weeks An 1970 its-agents re- -

cords of pubhc librariés in a number of
‘borrowers. -of ’oooks on expioswes ‘and

other “militant and subversive” sub-
jects, a practice which it defended ‘as’

he Intelhgence Dwmon "of the :

K1

50 000 DErsons, of mterest are on

suspects)
“the mmlgratlon and Naturali
Senrl(;e

Bepartment
: ~—the ) Department of

ate with’ and” are supplemen

supphed by this wnit “th
- “Mitchell wa inf




. revealing:’

©upits- in other states and decisions™ |

"izens and acts as a central reposrtory

for mformatzon about subvefsion. The
Divigion’ s Annual Report Eor ]969 1s

A file is kept of peace groups, oivil
rightists " and other such -groupsy
" where, due to their enihusiasm, |
they mlghl have a .tendency to
adopt or show a policy of advoca-
- ting’ the commission of acts -of
“force -or violere "to deny other
- persons_ - their : righis’ under . the
."Consmutlon These files..ate kept.
" up-dated by communicitions with -
. the Federal Burcau “of Lnivestiga- - .-
tion, “the Hotse Internal- Security -
...Committee, Suhverswe Activities .

‘of "the "United - States ' Supreme. 1
Court. -
< he files in - this Division ‘have
rown to’ such” ‘an extent  that’ thie®
- Federal Bureau of “Investigation, " '}
[mmlgratron and Naturalzzatlon
. -Service, "Department  of -Defense, b
U8, - Army ‘Intelligence, -Federal
:_"Cwﬁ Service Commission, Treasury
. Deépartment, several - ‘departments
of/ the: Commonwealth, Industrial
- Plants. and Educational Insntutrons o}

House,.ﬁormmtteﬁ Qn'Un-Amencgﬂ_nu 1
Activities and the: Subversive Activ- o |
ities. Control Board comphed wrth '
such requests Tsie].

embers of - the

Drvm;orl at- -k

ew-—»orgamzatrons .in the-.C_ivJ_ ny

s drea 0 45 (0 be "'sure of-a

tivities or the mfrltratr
: orga.mz,dtl,ons of kno

: Urban -inte‘ll_lgem':e__- units
} isquads™) -have multiplied.. greatly. and- o
_are becoming a standard tool in-local -
. police. practice. Increasingly powerfu L,
" they operate under a varlety of names "
_(Anti-Subversive. Squad, *-Intelligence’ "
- Unit, ‘Civii Disobedience Unit); in some
. cases they use a “Human Relations” or '
“Community -Relations” cover, .which . "
fo-is eonsrdered an eff1e1ent mean '-'of_;-
--penetrating the. ghetto '

tion relative to subversive organiza-

“local police, departments who are |

-in -the .process, or have started, :\'
: _-lntelllgenee Umts within ‘theif re-_
. spective departments

way Patrol runs an. intelligence -unit

~which claims to have recruited student
© _informers ‘on every. campus in .the
. state: - According to- the head _.of -the. -
. unit, “We: have actually had informiers. -
"who. ‘are “members of"the-.-'-boe;‘(:_l:f'.-.of' o

trustees [sic] of7 various dissident

- ..groups.”.. State _inteliigence. units: are--
also- at work in several umversmes 1
~-Maryland and. Illm01s i

Black communities - swarm “wit

'sPohce departments have

.the intelligénee anits"which -hav
“into- being as “a- “result have

~“converted into instruments for p litical -

surveillance—especially of the ghétto,

The’ d.ay and " night’ ‘grveitlance:of -

‘blacks, ‘as a group, by these newiy
eonstrtuted ‘units is considered- selfjus—

tifying, very much iike the survelllance'-_ -
- of aliens in the Twenties. This
even of small and medium-sized cities,

__whleh are nfe with mounttr_r_g crrme

. invitations to young people to defect : ' l
tions. and individuals to several :|.. ~ :
- hecoming routine. Young' college grad-
-uates——black and whrte—are offered

-ligence; courses ‘in mtellrgence and :

Sometimes state mtelhgeme agencres
operate under -concealed - or ohscure-'"- ipal pollce unlts and campus securrty
- auspices.. For exampfe, the Ohio Hrgh- - .

. spreadmg throughout the t.ountry s - .
_hlgher edueatlon commumty Its funé-

'""'_"vem ber 13 1970

cur-L
- ban intelligence agents and mformers -'
T.as do unwers1ty ~and- peat:' :

e "*_'_"- ‘semis det:rehed hous
recent
" years been loaded with. recommend' i
‘tions from - commissions and: ‘profes-.
" dlonal - graups -to ‘develop - intelligence
techniques * as-.a .means .of curbmg:--.-__
crime—especially orgamzed crime. But

" of mtenswe mte]lrgence actwltres by

T 38

or to sell information at high pnces are

“career opportunities’” in urban- mtel-"'
surverllance are being taught:to. mumo
police.

In fact, the eampus eonstabuldry 1s-.

tions are e:-cparldmg to melude clan—
destme mtelllgeme -act1v1t1es such - as

On l},’12['?0 M
PEIRSOL y

tf.l“

Pa. . ad‘ﬂsed “that . DANIEL B
NETT is a Professor of Phllosop ¥
at” that School and -in’ chargé. of
the -Philosephy Department ~He: -
has. been there’ about three-y
havrng prevrously " taught ._;it__--"'
Unwerslty of ::Mass. MRS, :BEN:
NETT. is _no_t employed and. there
‘are two  small children . in ‘the
family ages about 8 to- 3
The” BENNETT

--"'that .there does not appear to. be
- anyone, other than the BENNETTs' L
res:dmg at’ their home but that:.'__.

. two tone. atién. .
wagomn, bearmg Perma “license .
5V0245, There are no other cars. .
in the family and no other. cats. -
normally parked in then‘ drrveway

6The campus has become the theater




~for their possible appearance;

PEIRSOL © was funished “Lsic)
with . the -wanted flyers "on -the,
sebjects . and he - stated he wold

' remain alert jn._ hlS ne1ghborhood

he will alert Hig sourcgs “at . the -

' c_ollege for- any information about- . .
“the subjects particularly any infor-." - -

~*mation . that subjects might be in.
~contact with the BENNETTS. -
(Those who ‘are familiar” With " the

__quality of FBI reportmg wili: not be

_surpnsod to’ learn' that some- of this

" . raport is not true. As Pro s501 Bennett

“has pomtod out,

) ‘with ‘the subject of the “wantod flyers

._..';.has one. child not. two and owns two

.- 500, Houston
~Angeles Police . Department doubled 1ts
Arom -

"'many

_.-telllgonoe' unit, *

cars not one, 1

$DS convention in 1969, There are-dlso

not' ‘coutnted- as employees or: officers

_ mteillgence staff {nmety as of 19’}'0)
and fifty-five miore. line agents planted__-_.
undercovér; | Chlg:ago had more than

“fourteen. -

Intelligence Dms_l_on “personnel’
e1g_hty-four m-l969 to_]67_m 970.-.....
_Inteligence is. not .a’ wholly - public

“function. Political surveillance has been
; -.-routmely practiced by pnvate deten.t-_

ives since the nineteenth century, when

: ob}ectlons to a polltlcal pohce force

~left the Pinkerton and Buins agenues
free to engage in these activities with- .
- out official - competition. Today ' the -

. private agencies. are an important:chan-

TA Dayton, Ohlo
“itself. Ag;tator Deteohon ~ne;
tises a
radlcal Amenca _.__u

r’1_'el‘; for - political~ intelligence:
they recruit omployees with” acn.es_

official files from government mte r«___ :
‘gence agencies and-selt suc.h mfom‘m i '
to prwate mdustry,_ )

_he “is unéoqudlnted_-'-

_ -Mdny of the. red squads tun by city
. police are growing.so fast that they are. '
. hard put to find enough ‘agents, The'_='

" permanent intelligénce staffs are fre.

. quently augmented by deteotwes and
-p]am:_lothesmen as Chmagos reguiar

' for -intelligence - groups. - with - limited
“intelligence - urit was doubled: for ‘the - ’

- jurisdiction,- -and
agents. for sernce in other agencies, Tts
mtelhgenco techmquos and ' political
" standards serve as a model for ‘local

.informer l'B(.,l'ultS and . tramees L
ho report to mte]hgem,e unlts but are”

The ff;clal\ memborshlp of Detrmt s-in-
which.: was formed . m'

0

'_'-.-_-]'_4{3(,31 Cand natlonal

'--“mtelhgenoe commumty. For ex:

"red squad operatwes from thon"home _
-towns, The overheated reports’ of these
visiting local agents led Mayor E_)al_ey s

office to .conclude
assassinate Johnson had been hatched.

The urban agent_s'cooperatod with their
federal counterparts, as well as: with 1
_the Army and Navy secrét operatives

~.at thé Chicago- demonstrations, During: |
‘the -subsequent’
" fewer

conspiracy

* than thirty of -

ious levels. - - :
The -FBI plays a _central '-ro'l'e_-:in

“coordinating -the intelligence system; it .. -
.- ‘'exchanges

_information . with

agencies, performs -investigative work

trains -

operations. It compiles - albuins -of
photographs and files-of- -activists: which

are’ transmitted to agencms throughout :
the United States.® :

Congressional ~ anti-subyerst

* mittess-have-aiso expanded- thelrvmtekm -

-, ligenee activities ‘beyond the. _passive .

~The’ Los -

comp;lauon of dossiers a\rallable ‘only
to government investigative _petsonnel.

They now provide a forum for. local
: mtelllgeno_e_ agencies, publlsh..dossmjs_.__

‘computerized: - files - on every -known
American. dissident. _ . .

Afd Tall 160
million of their friends, relatives and
feilow travelers.”

A scattering of right~ wmg orgamza-
tions and publications across the coun-
try also has access to intelligence aata.
For example, the Church Leagué of
America, headed by Edgar Bundy,
boasts of its over 7 million tross-

indexed files of political suspects, its

“working relationships” . with. “leading
law-- enforcement agencies,”
cooperation with undercover agents.

‘t'hese - organizations-are-prized by in-
telhgonce agencies because they share
the .basic. :ntolllgeme asaumptlon that

mtollig'ent'_o"--_ :
gencies: are begmmng to -coalesce into -

that ‘a Plotto .

trial “fig
about forty = -
- ‘substantive : prosecution .witnesses were . _
-police agents or infiltrators associated -
- with governmental survelllance -at var- .

~ other -

intélligence

Coand. its .

the -country is -in"the grip of a wide- - :

-mug. .shots, and other photographs of

_subjects obtained by mrveilla_noo" and
- supplied by police witnesses.” They also

mdependontly engage in mtelllgenco

actlvmes

m

'Tho changing - role of t'ho'.”poliée" in -

" carrying out surveillance was described
a. few years ago- by Inspector. Harry -
Fox of the Philadelphia pohce ln h:s.'
Senate teshmony, he said: :

"ohr:e' now have become “watch—

-ed. people Thls function: has been
mst:tutlonalized in. !’hlladelplua in
cml-dlsobedlence umt" ;

.'lead and ms;ure domonstratio.ns
_Th_ey ‘know: theit ‘associates, family:
© . ties, " techniques, . and affmahons.

demonstranon
That matérial was thereafto ;

ed- and--organized into an albun
tlple coples were made and’ transmitted
dealinig

“sure-fire. . mothod___for_ keepmg

firm which:---ca_{[s'
cadver-

spread-subversive conspiracy. Intelligence . :
agents .and- informers.use -the -platform .
and .publications of the far righ_t_.___to__

We T doctument ~this ‘-thcsm “with :
' - information. . . ..

inSidﬁ EENS

Sourwme of the Senate Internal
_mlttee descnbe
“committee’s mission in: tho
*We seek information
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“WEBI). Sur\re:liance photographers
2. Vietnam war are automatically consid- - acquire | spunous press. credentials; bona
-ered “controversial,” ‘but not: thiose in:
favor, ‘Hi: thé . South;’ phiotographing

: photographs, 1dent1fymg partlc:- - . Protest -~ demonstrations . against” the.
pants, and' making records of .the - !

. ~events., On this basis, local. police -
are -abie “to -piece -together - this -
~.jigsaw puzzle and see -the wide-
spread activity of the hard ‘core
o demonstrators and mstlgators

~ This . account naturally omlts the_
"harassmg and. “guerrilla - _.warfare;_ '
' aspects of police tactics, To the police-
__man, public_protest is an unwelcome:
srupnon of the tranquillity- w]uch he
_gards -as; natural and prope _'

-:policé - or - F

ptiority,
Sub]ects are often photographed from . hewspaper and’ i‘elews:on stanons

"as closé. as three to five feet.' Some- - Photographs are - somctsmes covortly'
times police photographe_rs openly rid-  taken’ by unobtruswe plamt.!othesmen.

- graphed 48 ate caswal: bystanders an'
"'-'nonpartlclpants To convey and - sometlmos m
- ceal  photographic equlpment cpanels .

- trucks afe sometimes used, occasmnally'
'camouflaged to Iook like the equip
“ment’ of d telévision station {referred:
~ to- by veteran SUI‘\FBIUEIHCB subject asg

¢!’ 'valu'es ~which: hé 'tends'to'prote'ct-'_
by abusmg lus power harassmg demon«

_.'ﬁ‘i-:"ll i

. B "‘h‘-a Aews Lakter wlll e produceu-5t. 1r- @
im;t-rw 1a o0 neaed. to k«m thoﬂr\ PUPLONG o-'xi;in
" New Left problems up to-d ‘i an Indoran g way,
omot a saelel angls consmorod un inforkzal routlng alip.
. . It should ba. glvan the soouriw affordnd s Buresu. Aerial,.
. claaaiﬂeo conlidentisl, but my ba dostroyod uhen or.giml
_purpose’ 13 aorved. L

The New: Lert. oon e non at. soa 9/10-11ﬁo ._-pi'oo\iaed'_

_aome coments :

i diasmim-ting vy ports re oocmnrd ng for, the’ SI o

4 ~prefarahls to desiganse-and dlssemisote. to- Segoret .
Rervice 1omedintely and- aus’ the  PD-3T6 (the nuok s].i,i [T 2

Soerot Bc-rvicr.-) on.. t;ho mcond nuro H copy. -

preELk consrnsus. tlut..

. 1nr.e viaws w K BuD JeatS  kind ANTPE<ON. oo in. drge
ror Plenty of resdons niaf mn_gn,.a.mn erlhanoo.
the pabnnols ondemic . fn thess siréiow sad will farther

.norve o et the. polnt . norosa trere is Ln. FBI Agent’ fbehi
every mailuox, . In addisien, aome wWill be  overcooe ]
. overWheélming. pr.rraomn\.iea »f the contsdting m;ontl
0. tell 211 - perhaps on a eoatlnuing hoam.' G
has- okayed PSI's and-SI's- #ga 18 wo 2%,

.o s off Lrom this oriticyl age’ -roud: In, t.he paat,

’ ad\mnt ge r thia oppo unity 7 .

ot gy ey —u

" In pymen..s fm-mr-nca. rty tho \:otal of
. Bervides #76. ‘eXPRABYE W0 AnbAPoranny is lea¥ ThAn-$300
SN A-lump S -piryine e : ™ 25t
paymnt s v roien w
©oPYRant Or ROAThiy sa
b approng anG 08 AL
An to traveY ;
‘cinan pequeat Wi
- headled atmpiy wh
Anter bapnd on wh-’«t._ha,

ion. Ia 3363 on ge, it must
e lownl, ¥ohe: T8 an infordant
ialon e u“‘ln.u: 1ly o' in.

g Looed 373G, Avean
WSV ans DR e LG ‘vl mqueatrd
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jcule the demonstrators. Children who " when i respu.tab[e Tgrayp B in-
acc.ompany their parents -sre . photo-'-'- volved—for example, ‘parerits. picketing -~ _
" a school. Usua[ly, ‘howeéver, policemen.
' n_il‘oi'm,' do not_ bother: -

~fide' camerainen -often moonhght as

: mformers Sup-' -
mtegranomst protesters is gwen top-'- 'p]ementary phologl’dph]c datd are jpc-

caslonally -ohtained--from (.ooperatmg'-_'




-7 Inférmers are indispensable to po-
. liti¢al " intelligence systems, Electronic
ings” - eavesdropping and” wiretapping are i
ieid ", pu , or +indoorsor - - suitéd to, fhe siow pace, confusion,
-out, ' the. speeches :-are -'-'_mpi_iit'ore:__d._ _ ambxgmty, “and” _faé'tio_nalism: of ‘the

pesources,, bank ~deposits :

s not lost on the :poiice'-'éut’-_i's:"j.'!'lsti'_f
5. and “about the: subject’s -

on-the. ground, among -others, th
ciols™ Thé - “subversive agititor.
prevents potential’ la\\_"_l_ESS_IléS_S.-._I.'I
" Photographs of - individuals..not:alr, |
ready” known to the police are submit- - by portable " tipe = ‘recorders " djssenting. political activities that. are-
ted 16 informers and undercover agents - practice ~which is common il " the targets of intelligence, Besides,
for :idgnti__fi'cation. Sometimes tentative cities but which also; -is growdng. im: . wiretaps can_ be cifcumvented once -th&’ .
idg_ntificatiqn‘s. :are verified by ._a'uto- smallei: _C'ommunitigs, especially in- ol - sub]ect ’ heloomes aware “of them.In.
_mobile_license numbers which “the  lege towns. .- deed, nothing can. quite take the place
...15@3_1“;(;:3--’:;-Sygt_e_[pa;icauy _-ct;_ll:ec_:t"qt omeet- . Wiretapping and glectronic. bugging  of-the classic tool of intelligence; the:
ings and- rallies ‘and in’ front of .the  are 3lso COMMON,’ in spite of judicial  nformer., But 'in'a;dditiian to the 'i;iéral-
. " houses of wknown militants.”;; Fhen restraints on their use.'? Local police st'i'gi"rié”a{'taéhed:“to informing in ‘West:
gy ask Jother agencies, urban, tate,  specialists usethese devices not Only*" ery culturé,!* informers have. always -
- ..and ‘federal, to: ‘help: to_identify, the  for their own purposes but also. of. béen regarded anyway as unreliabie:and: -
sibjects. ST T pehalf of the. FBI. The 1968 Cri = © ous_observers, ® epotiers: n

968 - Crime. " treachero
; o T Control Law has authorized. electronic wi Y
Om:e the - individual is. identified, his cavesdropping in certain criminal cases;
P riame is entered in an index, The local - twelve states have -passed similar legisla-
B intelligence unit then .sets out to tion, while six others are now consider
obtain information- about thé."_:suﬁje_:c'té— _ ing it: A variety of electronic devices is .
solely on the basis of his or- her. now being offered by commercial sup-  becdusd of .pré\}iéusi':iiiiiblv
~ attendance at @ single “controversial” | ply houses tq-_state_;_m_d_'1z_j_¢'al'p9§if:e- the: law, or dre recruited fo
.. event—from other intelligence SOUICes;. - departments to implement this legisle-  reasons—either:as: police
state ‘and “federal. * 1n ~addition;” the tion. ‘Once they become, available for. defectors.” ~ . S
gontents of the file are. passed on,.as  even Jimited purposes, it is extremely Both the" pressures-and the induce- .

;de'o_lo'gi'c at
lants ‘ot as

iptain  Drake, Commander . of the  unlikely that they will not be used for  ments, along with the sense of -guilt

| telligence Division . of - the - New - political surveillance as well. that ‘requires. the betrayer io find so
: QOrleans ... Police, Department, hds 'e; e o T ' t
PN cetvable authors '-Sti_n, . personak s_mrveil_lanc_;_g is neces
Cintetest -in  SaTY in those areas where technology
_*iit'io’n-; orfuithe cannot—at - - present -_anyway—'replac'e-

human - beings.- - Thus. infiltration - of e
_ v W“f“*?-"d-iﬁsident"grﬂups__ by inforrmer emains ' City “Panthers consistes
1V LT a common: procedure. Iroﬁfcalfg?_fmm“b?m informer of a_conspiracy.
- S ey Watren Court’s limitations on wiretap- Panthers to engage in the amb
Photography_ d{fsgl:lhl_fs the 'Sl-j-b-]cc't"”"sl-l;t ping.'and" b\iggirig" have'-'--themselves:_ ted ;;1;‘;{(_1?;__“‘?5:__t;;{éhcl;amin_e_

other techniques must also be msed £0°  }o a heavier reliance on informers as2 Seil_'at};ﬁ}DLigloﬁnet';"yta g

these persons :

. obtan p?h“c“]“ data. These . include g pstitute. Moreover, these linitations g -eriminal case, ¢arn’ a li
_ _interrogation_of assoclates, employers, encoutage the use of informers because  and ‘further: his. careet
——fandlords; ete.scollection fd out ey can supply “‘probable cause” of &  agent. Neither Dubonnet
megatives of which were. turn. ver to -+ crime an 0 justify 4 wiretap order:\?  prior: criminal tecord=i
the FBI, He surfaced at.the ‘Chicago ENEECE R for-impersonat

. - gonspiracy. trial “and subsequently “es 12 4 41, P . — :
tified before the House Interfal Sechy, Aoy e wer Tlowing From
_____;ty_pp_mm{ttee “'."hwh was also, s.__up_pll’ed executive responsibility for the nation-
with.“the: negatives as_well as ‘With 4 security (a term of enormous loose-
.%Q_c__ugr_:__ti._nés_ an.c; _corre;;\m_t_lg?q_g ness) to disregard constituti'é_tiai." re-
Vs:ater:nz's e:’%n‘ ' l"l(’}::;c:e-t :rlldl et"h Fifth straints -in “this area whenever, in his.
- Avenits-Peace parade Commi’t’t’é’ . unreviewable_‘ discretion, an individual
venue b A e may - be-seeKing '‘to attack and subvert

it R . . T the government by unlawful_.;means.“.
' Iy i - And “éven ~before the Mitchell. regime,

re’ system-

ness S
with the police: =+ 7 -
~.The ‘tips and teports ©
frequenitly fabricated, provide,
for Taids. One example: 0 )

wirelapping_and bugging -we
' (_:c'iﬁS'pi_Ij;i_t;y'-_'__trial... ] atically -used by, the FBI.
_ safeguard” the integrity. oL the JUe
th’gfrajShersrweref&wh}dﬁd_.__._, A
| courihiouse during the = .-

ot gxampl p
szui“-"applibatl_.oh'--_fbi:,iéhdlﬁpeatﬁd__ .
: ap anthorization

valiaable “surveil
15 amende:




" unwarranted ‘inferences. Where ‘a hteral
version 'of a target’s utterances’ would -
seem innocent, the informer will ifisist
on stressing the coinotations; converse--
ly, where the language is f1gurat1ve or
_ metaphysical the informer- reports it as
_literally - intended. . Mosi . important of
all, he seizes on the transient f_antasres .
of the powerless—rhetoric and: images
not intended to be acted upon—and
transforms  them into . conspiracies
hose purpose and commrtment are
wholly ~alien. 10 their. -volatile” and
amblguous context :

.. It need only he added that the__:'__
-hazards ‘inherent in ‘the testnnony of
political informers -are. especially— great
in’ conspiracy -cases.” The. vague,  in-
‘choate character .of - the “conspiracy
‘charge and the atmosphere of plottmg
d hidden guilt which accompanies it
ake. it.a-perfect foil for the undercover
ent who surfaces on the witness stand,
‘hero retuined from the dark wood 1"

The mformer is not only a reporter-'_
an observer, . but -also an actor or -
¢ipant, ‘and he frequently trans- .
forms what might otherwise be- idle
k or prophecy into action. Professor
achariah ‘Chafee, Jr., once - remarked,
he spy- often passes over an almost i

“of .concrete evidence of illegal activity "
“often-drives the infiltrator into provocs:

_cases.'” . Buf the 'motives of. th

©and- daﬁ'rct&b 10 reeonstructrfrom ‘the'

i p}ovoﬂfteu?’ The : Purpose Df such" I:\.:

provocations,: as Allen Du]les wrote in |

The Crafr of Inteihgence, .lS to “pro— .

- vide-the pretext-|
of [the group’ s}

when and. where -the action is. gomg t'
take place, the pohce {ha\re] ‘no: prob_

There: ate powerful reasons for v1ew—'

ing provocation as the handmaiden of
. infiltration, even when it is not part of
~a planned 'intel]igence strategy. A -
- merely passive, “cool” infiltrator-ob-

seryer cannot: hope to. play more than:_.'

“must  penetrate “planning cucles -by_
“becoming hlghly “dctive. Mo
" pressure to produce fesults i

ative acts, regardless of the offjcial .

" cautionary advice whrch he may be:

‘given when he receives his. atsrgnment
Such advice is routmely ‘conveyed: by '
_'the agent’s “handler” for the record “as
~a defense against - a possrble ch g of'"_
entrapment __— :

Convmcmg evrdence of provoca ion
has emerged in a number of "recent_:-

“bFovoCEtenFT it frequently compl

“contact” does' not
because hé is afraid. to lose -
nt. Frequently he™ 1gnores .

and ‘requite the “contact”. to -
t a replacement. It is 1nf1n1tely

ef -able -I.was. told, io cover-up-for -
t even lf his reports
ise: than to be forced to %

‘a case. This is 2 High

" ment of the Berrigans, which

-informer, _Boyd Douglas Jr.

The ‘informer’s ‘fale .in this wayj"
becomes binding on all of. the alleged
S EO- conspuators inc¢luding’ md1v1du I he.\_

. has never seen or met. The consp:racy
- charge thus economizes on the number :

" of mformer w1tnesees néed

con51derat1on 19" intélligénce’

which are’ traditionally reluctant fo )
... . surface informers. o
" The general question of the rel1abll-'

ity of informer witnesses as” well~ as'-
.‘their role in conspiracy cases-is- drama--
tized by the current conspiracy’ dlct-_

on evidence supplied by a”

Traveler

" destroy the target group' fHe is:

S dn his recently pubhshed eonfessr ns,
target group;-if- he gains* entry at alt T =
- order to enhance his usefulness Tie

; planted inforer; ma__ !

‘militant.: This almost schizoid': qu

" reason for declaring a. ¢z

materials available.: The most common
. provocatewr is sunply a profesaronal_

pohce -agent who coldly engmeers @

up’ leaders for roundup -and arrest,’ -
.Another type (of which "I?ommy the o

gfiven to act out his paranoid. fantames
with bombs‘and guns when 'his delu-
‘sions about the . group’s smxster goals
- fail to conform toreality. . B

On the other. hand as the FBI student. _
mformer Wﬂham T Drvale has chac X

—Lived Inside ‘thie -Campus Rewﬂutlon

groups The 1nf11trators secret ]
edge that he alone in the group e
“immune -from - acconntability for hig
" acts drssolves ‘al festraints an his zeal

He does, -of course,. take the. risk ‘of

‘exposure and pumtlve repnsal ‘but this o
posmbllrty ‘itself “encourages. Jhim - to
disarm:suspicion “by acting as 4 su

‘of: the behavmr -of 1nformer

He did ‘not- deny these alleganon
~explained, “The - best .coverfor :
-undercover agent who -wanted to get-" -
‘into” the eampus ‘was . portray_ng the

“did R o
Acoordmg to Alabama Civil Lrbertres-
- Union lawyers; “in- May of 1970 a
“student infidtrator for the FBI and thé
Tuscaloesa’ .police on’ the University of =
Alabama: campus Chearlés Grithm,.-Jr.
commltted ‘arson “and: mcrted ‘acts of

n. unlawfn] aeae_

T




' -, vedled as.operating for’ two _mtelllge
.. [ageficies ‘at ‘the same time-=—usuall

Cvoluntéers for the New Mobilization

acquired official jurisdiction on collége

Ma.ny student mformers Who h
surfaced ‘or - recanted: have been

local -and-g federal one. Severa] inf
[BIS commonly penetrate a single” organ-

-ma_tmn, indeed -this is prescnbed ‘as...
" because’

sound. intelligence - practme
“each surveﬂlance réport can cross—cheek
the “others.!®  Attempts to- recruit

young. leftist's as police spies have a"lso'.-'
Trrécently ‘become  commmon: ~ Fot ex--

“ample, “in “the “:fall -of -1969;young -
Commlttee to End the War'in \hetnam
were solicited to beCOme informers by~

"FBI agernits.

elevator on their way ‘to 'the *Cor
_tee’s office. The 'FBI -has’

" campuses, which will result ineven
_more ‘extensive subsndy of student

mformers

the FBI Med1a documents make
-'._Bureau agents 'now have formal”,
authorlty frOm Washmgton to recrult
5 young as mghteen 1nclud~

been given spec:al funds to “Hire _secret

_ “Wﬁl you work-for us?? -
they were - asked as they .enteted the

iy - 'den'i'ed. "f
easo_n_s In fact,

informers, .For this" purpose at least™
one state, Wlsconsm, has made avail-

' ahle the surn of $10 000

Y
In -the - past ‘the police agencies.
{whether 'federul' or lacal). pi'eferred to.
act as. the. informer’s_“handler,” “‘con-
troller,”..or ‘‘contact.” Policé.. off :
themsetves ..only. rarély..: resorted o
" impersonation, dlssemblmg -loyalties,.
the fabrication of false-chver 1dent1t1es—;_
techniques . made . familiar. by-. foreign

'_ intelligence practice. and ‘regarded - as

abhorreﬁt' to our traditions. It was one
" thing .to Tiire an agent-as .an independ-
ent: contractor to do the dirty work of
pol_itical -snooping, -but ‘quite another
. for 4 public servant to do it himself. -~
Today,. however, :
selves:-often go underground. In New- -
Orleans .an.:intelligence - division. officer
gained. access-to the - Black: Panther:

- ‘headquarters: by.-impersonating a priest. -

mst1tut:10n g 'pres1dent off a stage Con:
duct which led to his exﬁwfﬁon for

. two semesters, . As the only Weather

- eastern’s -campus, - Frapolly. actively. e

man SDS - representatwe .on -North-

-¢ruited young students to join the SDS -

- Weatherman- faction.and .to participate .’

o although his assigned duties 284

.'_',mfﬂtrators An FBI - 1 e R
_recently internewed-.--r saxd that ‘at’ a

“in- the Weatherman- sponsored “Pays- of
Rage” .in._Chicago it Tthe fall of 1969

 nesses in their current trial.

At--least -six—agents--of -New--York’s -

.o Special.Service Nivision infiltrated. the

- Black - Panthers, and appearetl as. w1t-'

Thrée  members of Chlcago s_mtelh—

gence umt mflltrated the Chlcago Peace .

in 1969, of the thl:.ty_-two .mdl_v_lduals__

- present, nine-were--undercover -agents. -

" He-surfaced as a prosecutlon witness: in:-

- 'the -Chicago conspiracy trial,-wheére’ he

~ conceded on the. witness. stan?:l that
‘duting convention week: he proposed a-
number -of schemes for . sabotagmg
public: facilities and mzhtary ~vghicles;

shal were. to maintain order, i ; .-
There are half a dozen comparable

. cases.. The UCLA Academic- Freedom =

. .Coinmittee- report which I: have alread:
cited. states that -<iis- probe revealed

‘suggestive evidence of *“the presence. of.
undercover . agenis as. agents provoca-:

teurs, engaging in or precipitafing
beha\nor they are-. eharged w1th sup
pressmg - - :

" increased -

l"Sorne students

The fuinber of informers an, FBEagent.
can recruit is -limited only by " his
budget for this purpose. An informer is
first used .ad :hoc and is pald a_ smalt
stlpend He is known in the.Bureau’s
record$ as & potentml security inform-
ant (P8I} ora potential racial inform. .
ant (PRI), When he proves his’ wor_th
he becomes a  “religble’ informant,”

acquires a- file, cover riame, and’ is pald .

a fixed salary (sometimes dlsgmsed or

L1

augmented ©as
from ™ flme to
usefulness grows

stipend " but “the - practlce:

especlally in_urban intelligence units,
t

pays. them from -~

“Conneil, - One: of - them, . in -order to
* enhance

© ment . from' its nonviolerit force to the

L 'when_ it and -other Chicago groups
" Latin "American Defense Organization,

. ship’ of Recon<:1llat10n—+suffered='_
" ber.. of burglanes ot‘ flles and Tee

. the’ police . them: . |

is growing, -

for..each- jtem -of = °

s

_ "-his. ‘credibility, . exposed
‘another to Courcil leaders as a-police-

"man: According to.Karl Meyer; the

" Council’s chairmiam, “At our meetings’

_they-invariaBly took- the most militant. .-

positions,; trymg to provoke the Tove: | . E

wildest - “Theys - .
wiare,” “about our most. |
active members:” The Peace: Council . ;

- becarne . suspicious of ‘possible.” spies

“kind Tof_ ‘ventures.”
he concluded,

s

‘Woinen Strike for  Peice,” the Fi

'money Werd:: ~also stolen

'tumed}

llfe for’ years if’ necessary,__ _j'
reportmg to hlS supe_

j'the value 01




" movements;

.-out the years we've been’-._.handli'ng-.
. demonstritions. We have made-a_
-Te¢ord of every demomtrdtlon that.

-we've handled - the-
Phrlade}phm and- reduce -thi
writing, first by “report ‘and the

taking out the names. Of . pérsolis

“conngctéd - “with the

We have some

_ptcture if - possrble and .
rundown on. the person

: _'-There is nothing i
_isuggests the reason for the survertlance'_

drfferent--:.'”- '_"now bemg conected by th_
18 000 ndmes

-.and -we've made what we call an”
“ -alphabetical . file.” We. make a8 Sx8&
card on each demonstrator that we.
fAow: the: name ‘and so -forth: that
we hand]e Thls card shows sueh..

-tem of transmrtta! and storage :

-,-the report_::'

fedeéral and local agencies -will be
codified and made accessible " on ‘4
broad scale. Indeed, we are not far away
from a computerized nation-wide sys—

' * the emergmg system as a. whole

orlented toWard the - future and:

' ._:_"satd _to re_qurre the present fre,
“survéillance.
.argument makes no .sense, surverll
Rt Justlfled on grounds that )

In case§’ where ! h an

_ =.sweeps mto lts net the mll}l

'-_._along wrfh those. _draw j
when ‘the nattonal secunty
{50 the: argument runs;’ !
- take. nsks “Fhe-guakry-is- .

Jbefore  expressiops. oI asso: mqgg Mgf:

" conditions . the

radicals: are likely - to incubaté into.
‘violent.-or revolutronary a_c_ts..The fear

of wantmg “until is, too . late”

n'Z 0

Thus® peaceful moderate

 ganizations—{rom the. NAA

.mtelhgence targets on the_ th_eory that
" they are lmked to communism or sub—

version.? ! This lack of selectmty,.

-.iliar .phenomenon to students.o;

_m the talismanic i
“threats L D

1 ﬁ_-mented by the Senate testn‘nony of

¢..most people are reasonably contented
-'__.but. .are.

“former Army lntelhgence agents and the :

--recent Medra docurivents, .- -

... Eo equate dissent; w’th subversron ; o
"mtelhgence officials do, is to, deny-th t AU
. .the demand for change’ is. based o )

_"_soclal Jeconomic, or _

. tions.. A farmhar example 0

= assumptlon .the . almost para
- obsession wrth the. © ‘agitator.”. Intell
. gence proceeds on the assumptlon that"

incited : ;or,. misled . by- an.
agltator ca. fi 4
. comes from

. mtelligence people
: :his‘ actlons

but ms persrstence; :

*‘t*of the‘ “foreagm_ 't

mtelhgence mmd o
: suspect all forms of" dissent’ as’ sxgns of
"-.potentlal ‘subversion. :

specral
. g:rass~roots---- mtelhgenc
< PRICEIVE. the agltato :




mani pulation

. ..urder attack “as agents
- powers; 23

_ telligenice a powerful bias against moye-
ments’ ‘of " protest from the ' center
Cleftward. To ‘be sure, ‘4 ‘handful’ of
_ltra—rlghtlst ETOUDS | such i th"_Klan
and the Minutemen' are -alsé’
ok survelllance but for pohtlcal

- e vBENCE, the. presumption of i mnocence is.
largely confined to.the ‘defénders of- the

| status quo. For individials and g ‘groups .
committed to sociat or political protest,
__the presumption is réversed: 2 *
- “nonviolent actmty must ‘be c:
- serutinized because. it may. tur

: _splracy

- ntelhgence 1s developmg new
andestme aet1v1t1es, dtise also becom

. “targets—an,
LR is onot
‘variety of sa
" punish pohtlcaliy objectionable - sub
jects, These. include “mformatlon ‘man-
agement" (such -as “inclusion on ‘the
“ten most wanted” list), press’ leaks,
liarassment, prosecutlon oon - drug
rges leg:lslai:we mqulslt"“_n" 'phgs:cal

"“front” inst1tut1ons (churches, fo

‘Such 1deolog1cal stereotypes gnre in- . -for example}'-.‘."..

inder -
1nte111~ .

' _-be. a vital clue to'a vast. subversweeon-

Llens are, lmBEQ;"lﬂ’»@Jmm ;

Recently deelasstfxed A telli-
documents (Annex B—Intel-
ligence—to .- the - Depattment - ~sthe
Army . Civil ‘Disturbance Plan and De- -
artment of the Army. Civil Di

ee—lnformahon Collecti

the literature; suggest’ that peac
anti-draft movements -are - -

-standards. i _
-claims its own authority to deal with

tions, and. unwermtles
and - 1nd1v1duals {such as lawyers). Spe-

cial pressures are brought by mtelhgence o
agencies to cut off such suspected'_-_
subsidies—for example, J, Edgar Hoov- ' .
er’s attacks on white -contributors to -
Black . Panther defense funds and the

listing by the House Internal Secunty"
Comrmttee of honoraria pald to 11beral

“and radical campus speakers

'Intelhgence is thus becomlng an-end

cin itself, rather than an. investigative  ca

‘means—a transformation ail too- clearly
Creflected in the encouragement -of “EBI

agents to-confront subjects i order to .

“enhance” their “paranola as ‘one- of
the Media dociments states. -But .its
“"claim’ to be conductmg a nevér-ending

: investigation into some future unspec- -
" ified’ threat to the nafional secunty_ is
- consistently used to lepitimize its ex- o

‘pansion. ‘Few ‘want ‘to shackle "
" police “in their Hunt for wrongd 8,
espemally those who threaten the safe-
__of ‘the Regubhc Why should" one
i “mere” investlgatmn ‘even
AT tofis ~"f"*ci:mstltutlcum?ff ore may have
‘to be excavated in . -order to’ fmd a

. smgle subversive nugget?

IX

“What are the standards that intelligence

~agencies must feltow for selecting- ‘sub-
" jeéts of surveﬂlance for the techmques
~they use or the data they develop? In
fact, there are no effective standards,

*and there e no effective "authorities

in  this country to
Every

insist on such
- surveillance - unit

_--in an iliegal agreement and performed

with ‘evil intent. The affinity ‘of the

- zintelligence -mind for the. ¢conspiracy

USA v

‘offense.

Ungvary, head of th_e Cleveland intelli-

can  be illustrated by the
estimony of Detective :Sergeant -John

. isubversion” or “subverswe activities,”  ap
. térms which mean whaiever the agency '

- warits them- to mean, The head of the-
:.Chlcago intelligence wunit,
- Healy, suritmed up the matter when he .
_testified at the conspuacy trial that his
- squad mamtamed

g unh.n'uted range of civilian actmt

..mdmduals workmg ‘a a'

Lt Josegh . " .

-surveillance - LOver
“any orgamzatlon that could crea
problems for the city or the country &
That Army Intelhgence took the same
view is shown by recent. dlsclosures
‘that it was snoopmg into. a vu'tuall

oSt cases,  “the. Junsdlch
engage in. poht:cal intelligence act1
1s whoﬂy':mprowsed ThlS is trie

stified - nelther _by
enforcement powers nor b" ;




ing” propaganda noits evaluation

mte]hgence data A ttoubled '"peno_

. soch_ a8 the _present 1nten31fi

_mmon ‘cover. for the
ally: on_college campuses

. we do-on them 2

-.._\ - : t t
arly: -students under surve Lllance lntenlgence institu 1ons (4] thwart

~drug-use:are- frequentiy selected. for ;'

3 ohtxcal nonconformlty, a: lmk.' hing

: count rmeasures
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