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I. - STATEMENT OF THE PROBLEM

‘The pfoblém'of:thiS'paper.is to describe ﬁhe usés of
the computer, particularly in the area’ ef stored informatioﬁ
and to study the technologically feasible means of safeguard-

ing this 1nformation.
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II. SUMMARY OF PRINCIPAL_PINDINGS

early stages of purely mathematical operations to its present
stage of information processing. The operational speed and

gtorage capacities of computers have been steadily increasing
while the physical ‘size and cost of computing have been de- B
cremsing substantially. These trends are expected to continme’

1. Computer technology has rapidly advanced from its ?;
for atﬁleast,the_next”five;years,___- S ‘

R e i

. . 2.0 Through the sdvancements made in programming . 3
lenguages, the computer is now easler Lo use. Programming ' $
languages have been moving closer and closger te written
English, and more people are now able .to use computers direct-
1y than ever before. Co T .

3, Hlore and more data 18 continuously being stored
in computer banks. Mueh of this data 1s useful, such &s harm~
less statlistical data, which alds the government in forming
policy. Experts predict mejor contributions from the compu-
_ ter in the fields.of Law-enforcement, Administration, Education,
and Health. The gquestion of privacy, however, .arises from -
the misuse of personsl data, which is potentially dangerous pi
. to b+ the individual. _ i

_ 4. Gaining improper access to computer files is re-
latively easy and highly profitable because of three factors:
(1) the development of on-line, remote-access:time-sharingi
systenms, 1n‘which_it_is.possible“for a user te have dlrect ook
contact with the central computer from a terminal thowsands o
of miles away; (2) a lack of safeguards to protect private 1
information; and, (3) a vagueness in the legal status of F
private information. : C i

o5 0 While s -number of .8afeguards are technologically
femsible, & major problem Qonq@rn;ng_their_1mplementation.is
the cost factor. This overriding cost factor may prevent
computer manufacturers and compuber users from voluntarily .
safeguarding thelr systems. Therefore, the Federal Govern-
ment may have to inbervene to protect privacy. - - o

, S | |
. 6. Ho saféguarding system will be perfect, but, ﬁ
through a combination of technological safeguards and laws 1
pertaining to the misuse of information, the price of snooping i
may be made sufficlently high to deter potential misusers, |
7. To prevent a safeguarding system from beconing :
obsolete soon after implementation, careful attention must :
be given now to possible developments in computer technology b

" and in snooping devices 1in the future. .
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III.  POLICY RECOMMENDATIONS -

ory banks (pp. 28-29);
'fM(pp;.zjgzhiilahd.

sssien (5. 200

Access to our present systems 1s relatively easy
(pp. 16~19) and the dangers from the misuse of in-
formation are clear .{pp. 20-21a)},  Because of the
cost factor, self-regulation by the information
industry does not seem feasible (pp. 29-29a) and
therefore the Federal Government must intervene

to make certaln that the above safeguards are
installed.,

- . Thiz agency should be staffed by career civll ser-
vants and experts in the fields of privacy and com-
puter technology. The agency will issue and re-
voke licenses along guidelines set up by Congress
which are flexible enough to enable the agency to
bend as technology advances. W,H, Ware suggests
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such guldelines, To obtain an operating license
the owner .of a system must demonstrate the Tfollowing
to the federal agency: 1) the nature and purpose
of the data bank including the uses of the data and
‘the class of customers it serves; 2) the precise
ldentification and description of sources and the
“checks for walididty of the information; 3) com-
plete description of physical safeguards in the
a§stem for protection and control of divulgence;
b4} Description of procedural safeguards to edit
information for errors, to assusre posting informa-
tion to the correct file, te resolve ambiguity in
“1dentification of an individual, to treat informa-
tion of doubtful validity, and to establish con-
‘Tidence levels on information derived or inferred
-from fragmnentary data; 5) descripbion of audit
- ‘procesges and audit information made available
for periodiec review; ) a procedure for an <indi-

- vldual to review his dossier and its sources, to
challenge its contents and to correét errors; and,
~7) the 'tests sand inspections performed on the system

to assure that it operates properly.

The regulatory agency should glso set up a committee
of computer experts to conduct research on techno-

- logical safeguards, in order to keep the agency up-

- to-date with the latest technological advances in
“the computer fleld. Becently a New Jersey engineering .

- firm has developed an identification device which
ninutely measures the dimensions of a person's hand
and ‘is supposed to be more relisble and easier to
administer than fingerprints, The Strategic Air

- Command has already ins&alled-such devices at its
 highest security bases.< Research of this type could
be conducted by the agency's committee on research.

1W.E. Ware, "Computer Data Banks and Security Controls,”
RAND Corp, Report P-4329, pp. 7-8. o _

' zﬁel ﬁdst, "The Hand Ia Quicker Thén an ID Card,"
Ine Becord (Bergen County), December 14, 1971.
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V.. DISCUSSION -

- The Analytical -Engine has no pretensions -
whatever to originate anything. IEt can do what-

- ever we know how to order it to perfeorm. It can:
follow analysis, but it has no. power of anticipa-
‘tlng-any enalytical relations or truths:  Ilts .
province is to assist us in mak%ng gxgllg_lg what
We are already#acquainted-with. T -

The Orwellian fear of the all-powerful 1ntelligent
computer subordinating man. monitoring his every action and

running worlds, seems to be & modern phenomena based 1n

numerous works of science fiction.z_nﬁowever the above quote

was written 1n the mid—néneteenth century to allay the fears

:sof people in ﬁngland ooncerning a newlyudesigned machine, the,

An&lytical Engine The Analytical Engine was ‘the prototype

of the modern compnter minus our present hlghly sophisticated
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' technolagy The Engine was the 1nvention of Charles Eabbage ”

who spent from 1833 tc 18?1 designing and trying to build a
| machine which would perform numerous and fairly oomplex'

mathematical operatlons The Engine‘was 8 very complex in-

txicate system_of finely calibrated gears, wheels. ‘and 1evers.

1Jeremy Bernstein, The_ gg}xgl gl glge Qomputersg-

aa; Present gng Fnynzg p. #6.

_ 2 fhe works of Isaac Asimov {I.Bgbdt), harlan Ellison,
and 2001 by Arthur C, Clarke are a feuaexamples of this type.




Babbage falled to complete the machine because the technology
' of the time_was unable to prowv¥de him with'these intricate -
ptéces of equipment. : However, his designs influenced the -

picneers of computer. technology in the twentleth century.

” The'logical organization of modern computers 1s very
gimilar to the 1ogica1 organization of Babbage‘s engine and
consists of four basic units (1) andlnput/eutput anit; (2)
a ﬁemory unit (3) an ﬁrithmetic unlt; and, (4) a Control |
unit. The Input/output (I/G) unit involves gettlng data and
,instructions into the computer and getting answera out The
.rI/O equlpment 13 the 11nk between the human and the ﬁachlne

Phe memery banks store all the data and 1nstructions for some
frequently used operations (g g. taking square roots. 1ogar&
itmms, gte.). The Argihmetic unit and the Control umit make
ﬁé the Centrai Proéeséing Unii.whiéh.ﬁahipulates_sﬁored.nﬁmﬁu
bers and contrels the sequence of operations.1 -The-ﬁhysioai
equipment of these four units comprise the “hardware of the
”computer “The “seftware“ refers to the programs or- sets 6f L
instructions that control the storage, retrieval and manipu—
1ation of data in the computer B banks 2 An examination of

.the-general tren@s of computing power and of the speeific

1Bernstein, oR. gi;.. p. 48. _
ZArthur B. Miller Ihe Assag;t on Prjvacv “ggter§L
il r -3 T1E) D 3 _'__ 3 . .

p. 13.
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developments of both hardware and software over. the past.
thirty years, would be helpful in comprehending today's com-
puter capabilipies and in anticlgating tomorrow's computer

potential.

Thé“mést advéhcéd_éomputéizaf thé,mideﬁiﬁéteén:fif-
ties was a machine which'occupiéd 1, Goe'cubic'feet'Of space,
and which ecould perform 25 000 additiona per secnnd.l The o
eost of one mihlion operations was ten dollars and the total
computlng power in the United States in 1955 was 500 000 ad-

:ditions per second.z'

By 1965, the size of computars decreased
by a factor. of. 10 to 100 cubic feet, and the operational speed
‘increased by & factor of 200 to 5 million ad@@ions per second 3
At the same time the cost of one million operations decreased‘
by a factor of 300 down to about 3. 3 cents and the total com-

puting power 1n the United States 1ncreased rour hundredfeld

o to 200 million ddditions per second 4 - The figures from this

ten-year period repnesent the rapid advance which has taken

f.f Place in computer technology and which computer experts_exe-

pect to continue into the future. Paul Armer, a computéf

Lalan Westin, w p. 166.

- 2W JH. Ware, "Future Computer Technology and Its Impact A
~ Band Corp. Report P-~3279, p. 15. _ _ |
BNestin, op. eit., p. 166. BRI

&Ware. gp. eit., p. 15.

40
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expert Tér the gAVD Corporation, desoribed-these teohﬁologi-
w196
oal advanceoﬂin terms of order of magnitudes, by which he

means an increase or decrease of a factor of ten:

But the speed of the electroniec portions of
computers has been increasing by an order of mag-
nitude about every four years, and 1t looks llke
‘that pace will continue for some time [Fig. 311.

' Bize {again I'm talking abedt the electronic porwi'
tion of the computer) decreased by an order of
magnitude in the last ten years, and wlll proba-
bly decline by three orders of magnitude during

the next decade [Fig. 29]. More importantly, the
cost of raw computing power has declined by an or-
der of magnitude every four years, and thig trend

‘looks like it will hold for awhile [Fig. 301 .:

&nother RAED expert Ulaf Helmer views the development of the
computer as the first phase of a two—phaoed prooess

it took Juat twenty years for the first computer
fevolution to be completed,from the mid-forties
to the mid-sixties, during which time the ooqu-
ter grew up from being a bookkeeping devioe,go
becoming a highly versatilésdata procesgor ‘Snd
regearch=tool. During that perlod the size and
the cost of electronie computer components. have
gone down by factors of 100 and 100,000 respec~
tively, andzthoir speed hasagone up by a factor
of 160,000. _

'_4TThese trends have continued up. to the present with the total
- amouht of oomputing power available in the United States'w

_doﬁbiing annnally, while costs have geoo dggggos;pg ?3?1¢1§f

_ 1Pau1 Armer, "Social Implications of the Computerfz;~
Utility," BAND Corp. Report P-3642, p. 5.

20133 Helmer, "Prospects of Technological PrOgress @

'-_RAND Corp. Report, P-3643, p. 8.

3Paul Armer, "Computer Agpects of Technologioal Change,
'.Autgmation, end Economic Progress,” BAND Corp. Report F-3478,
p L3 '-229 -

4l
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A11 indications point to further 1ncreases 1n sﬁéedfghau:

decreases in size and cost for computers for at least th; f.-'= .

next five years. What technological developments have en-

gbled such rapid advances?
Ao

. The first computers built in the 1930's were mechani-
-oal-deviees-using.sever&l thousand electro:magnetic reléys as
-‘suitching &evices in the Central Processing Unit. This type
f relay had very definite physieal limitations with regard
__to speed aﬁd accnracy. -In the 19&0'3 the first electrenic

vacuum tubes uere used 1nsteaa of the mechanical relays and

1ncreased both the speed and accuracy of eomputers.1 'However,

these vacuum tubes had 11m1tat10ns of their own. They took

up much space, they had to be heated up. before operating and

they were prone to burn out.' The development of "solid state"

devices in the 1ate bots 1ed to smaller and more rugged coms

'puters. The most 1mportant of these devices was tha tmansis«‘

tor, which was developed by the Bel& Telephenp Laboratory 1n~wmwww~

1948 and, which replsced vacuum tubes as swit chlng devices 

in computers.' These transistors were very small conld “be

2 Dolid state technOIOgy

used cold and could not burn aut
advanced 1nto the mid sixties when the typical switbhing de--

vice was, “a enstomizad fully 1ntegrated circuit (or mioro-

-

1Berﬂstéin, QQ._¢1§.. p. 5L.

S W s - e i
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cireull) ) ... which] 1is roughly. % by 5/8 in., and_contaihsra= 
total of 800 transistors and 350 other “electronic components.
The density of electronic components in these integrated cir-
cuits 1s about three thousand'per'square 1nsh.“1 The 1atést
generation,of'compupers‘contain*switehing-devices with 200,000
oiréuit-elements;pér'square’lnch.z Thegse rapid advances in
aolld state switching deflces has accounted for pert of the

'increashﬁg“speed and-decreasingfsize and “cost of comphters.

The development of a second solid state'deviee, the

magnetic core 1n 1950 has 1ed to further decraases 1n size

”Tf'larger canacity. and speedier retievals._ In the mat3=f1fties

the magnetic core ef the computer's memory consisted of tiny
rings of magnetic material (a few hundredths of an 1nch in .
diameter) strung together 1n a«plane with four wires passing
through the oenter of each ring. Three of the wilres were

for changing the orieﬂtation of the core (clockwise or coun-
ter—clockwise) by passing electrical 1mpulses through the _.
";mwires to writa“ 1nfermation into the memary bank The fourth
Wire was uged for “reading“ 1nformation out of the memory bank
.' _I‘he J!l-e:s.d-*ni\rrfi.*l:e:“ operatmn took two-millionths of‘ a second 3
”_By the 1&te-sixties, the ¥~ 55 magnetic core had been aeveloped
®hich is a ring of magnetic material with & 7/1000 1nch 1n—
side diameter and. & 12/1000 1nch outside diameter threaded by

" the four wireSL PTQ uniformly cover an_ares Just 1 bp-178n.

L4 5. Ware,"The Computer in Your Future,” BAND Corp.
Heport P-3626 D

2

‘Ipid., . 6-

3Bernstein, Qn; Qlio,'pt 69:
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would take about seven thousand such corés.- Thes§ cores are
éssembled:oh3a-grid of wires to form what is called a mag-
'netic core plane....A number of wires g0 through the hole in
each core....“lﬁ Each magnetic core 13 capable of storing 8
“bit*-of-infermationglhzthe form of & binary digit {(for ex~
'-planation éeé ;Qiﬁﬂazg-'bélow) | o

| Other forma of storing data include magnetic disc
storage and magnetic tape storage. Both of these forms of
storage are pteces of equipment juét outside the main compu-
ter which can readily be soanned for 1nformation by the con~
--puter.. Information files are more 11ke1y to be stored on
magnetlc discs or tapes than on magnetic cores.' The magnetic
disc resembles a stack of phcnograph records and can store_
from 60~200 mlllion binary digits per disc depending on the_
size of the stack.? in the past five years, a new technique:
fcr imprinting data on magnetie tape has greatly inoreased o

lits sterage capacity.. This new procass uses a 1aser to burn

mlnute holes 1n the opaque ooating of plastic tape.. A hole'

signifies the. binary digit “1" and no hole signifiet the bi—
nary digit "0" ;1gg§;gnig__ggigg magazine reported the

importanee of this process in 1966 as follows"

..che new procass is unique in the following way:.

»x The cepacity 4s 645 million bits per gquare inch.
.This coppares with about 5600 bits per square inch
for standgrd magnetic tape.

_lware,_ﬂfhe Computer 1in Your Puture,” p. 8.
1]

2Ware, "Future Computer Technology,” p. 9.

56’5””




w The speed-recording rabte is 12 million bits per
second. . ‘ _ T
w  Permanence-holes. cannot be erased and do not

# The accuracy of the recording is verified in-
stantly, and an slarm indicates lack of corres-
pondence hétween input and output.l

The 1mporﬁance_ofﬁﬁﬂis'diéééﬁéry'in the information proces-
_éing fiéid_ié@ét&ffiiﬁéﬁ Alsh”Weétin‘writés=

One small unit, eontalning one 4,800 foot reel of
one inch plastic tape, will be able to store in
digital form about twenty pages of informatlon
(250 words of typing to the page) for every person
in the United States, including women and children.
Specific information from a person's twenty-page
dossier on this reel could be retrieved in & max-
imum search time of four minutes, and the entire
dossier could be printed out for dispatch to an

. inquiring source iv:a matter of a few more minutes.

A.ﬁore expanded estimatefﬁﬁﬁﬁgiﬁén by Burton E. Bquires, Jr.,
a.visiting_assistanﬁ pfﬁ%é$3ﬁr cf.Ccmputer Sciences at the
University of Illinois. fﬁﬁiéﬁngimate was given in testimony
before a House subcommittee in 19663 .

" A high-speed computer memory hnow under develod~
ment can read and write electronically at the rate
of 16 mlllion characters per second. A typleal POOS
page book contalnszabout 1 million characters....

- Thin films.and-magnetic _tapes are normally used for
high capacity memories. A pkece of magnetic tape
about 0.0015~-inch thick and 1-inch square, attached
to a computer, can hold up teo 3,200 alphabetic. char-
acters that canm be read at rates exceeding 100,000
characterg per second. This medla packs informatlion
at a'density of about 1% million characters per
cubié inch. Thue,a building, comtaining 10,000
square Teet of storage space 10 feet high, could

- I“Memory'Preaess.Puts 645 Million Bits on a Square
~ Inch," Electronic Design (Dec. 6, 1966), p. 21..

IZWestin,'gQ.'glﬁ.; p. 167,
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conceivably store a book of - 1nformation about
every man, woman, and child in the United Btates,
Specific information about any particular person ¢
could be transmitted along. any given telephone
“1ine within a Tew minutes. : R

The technological advances 1n these hardware swlthhing

and storage devices have enabled an enormous amount of infor—

mation to “be stored and retrieved at speeds of up to a few

aanoseconds (billlonths of a second) per bit af information.

This speed 1s even more startling when one reallizes that the

relationahip.between one nanosacond and one second is roughly

the same &s between one second and 30 years. In the absence

of:adeQuabe saﬂeguards,-sueh,computer_capabilitieS'pase

serions threats to the security. of private information. I

now tura to the developments in software -which have tried to

keep pace with these rapld advances 1n hardware.

Software
‘twThe internal language of the computer is the Binary

.m_§EStem.- #;}m@ata is stored and pankpukdted in the form of
the two binary digits, '0" end nyn, For exsmple, the numbers

0, 1, 2, 3, 4 5 and ‘6 are represented in the binary gystem

by 0, 1, 10, Ll,'lOO. 101, end 110, respectively. The binary

1Burtan E, Squtres, Jr., testimony before sabcommittee
of the House Committee &m Government Operatlons, July 27,
1966 1n U.S. 89th Congress, 2nd Sessiomn, he C
(Further testimony

invas of Privacy; Hearings, DP. 136.
from these hearings will be cited hereafter as ggse Hga;jggg
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system 1s the most sensible for.computers“becanse it can
easily describe the oneor«off stéte.of the hardware devices
within the computer's units. A relay is either open (1) or
. closed (0): a vacuum tube.either'on(rl or @rf (0); a tran-
.sistcrjeither polarized (il.or.uniform-(a); and, a magnetic
'”f_cofe.exther orientéd :0lockwise (1) or counterclockwise (0).
All of these devices are bi-stable in that, they are in some
~ sense elther on or off. Therefore, a "bit" of information

refers ﬁo "the fact that a bi-stable device is on or off;“l

Early users of cemputers who wanted a problem selved
mwould first go to a professlonal programmer and explain the
'f .prob1em. &fter understanding the prmblem (whioh could take
ff  some time) the programmer woald then translate the problem
 -from English to the binary 1anguage whioh the computer could
f;understand. Computer mannfacturing companies and gronps of
'”.1arge users began developing standard 1anguages which the
.fuser counld insert directly into the computer. Inside a part
:;of ‘“the computer‘s memory aalled 8 eompiler there would be o
i:a translating program which would translate a program writ—
'“Eten iu one of these standard 1anguages to a set of 1n8trucbi
.tions in binary 1anguage for the ﬁachine to follow.. Inﬁthis

o sense "a programming language 13 an artificaal_language that

%amstem.‘ op. clt., p. 67..
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is structured in such.a way that:a'user-of a-eomputer oen
communicate with the maohine asg a tool “; Between 1950 and
1961 over 2 billion dollars was spent in ﬁhe development of
programming 1anguages. Many different 1anguagee resulted

from this research but the most frequently used 1an9uages

~ are FORTBAN (Formula Translation). whioh 13 used mostly for

scientiﬁi@oand engineering problems and, COBOL (Common

' 5u31ness Oriented Language) which is usod 1n_data processing
for such things as payrolls and.inventories.z Olar Helmer
characterizes the Second Computer fRevolution as, "the rola-
4t1ve automation of the computer in the senoe of doing away

f with many of the cumbersome aepeets of oomputer programming
and thereby faoilitatina direet communioation between the
“individual researcher and the eomputer.“3 - The gap between
programning 1anguages and the English 1aﬁguago has been stead ~
ily narrowing and the new English-like programming 1anguages

wWlll better be able to serve the new generation of computer

~ uses, espeoiaily, the aboring and retrieving of personal B

records files and dossiero.' But with the widespreed and '

easler use of programmg;ng langnages there also exists the
nore easlor misusea of stored information fhe hub of this
new genoration of uses and misusee 15 the reoently-devaloped

“time-sharing .eystem.o

1Ware, "The Computer in Your.?ﬁtﬁre;ﬁ_P;'18.
2Bernstein fo1- 18 glh " p. 75.
3holmer oD. gih P 9.
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“The major advancement in spreadiné the access of the
computer to an’ even wider sagment of society is 'time-sharing enl
Rdwever time-sharing is also the area most vulnerable to 11-
1egit1mate access to 1nfermation files. iherefore the re-
”H'mainder of this discussion will focus on the time-shariﬂg

system, 1ts uses misuses security, and costs.

Paul Baran a computer and privacy expert for BAND .
Corporation gave the follewing description of time-sharing

durmng the House Hearings on the Computer and Invasion of

' Privacy

Both the fTerm and unses of oomputers are now
undergoing radical changes. They have become so
powerful, can store so much date, and process this
data go quickly that 1t becomes possible to tiime-
share! a simple computer....Time sharing means
literally that. Hany people have access to the
g8ingle computer installation. ¥he computer has
_ _ 8¢ much capability and is so fast that it createsz o
e bhe 1llusion that each user has his own computer.

The physcial equipment of a time—sharing system consgsts
baslcally of the ceﬁtral computer typewriter-like terminals
which can be 1ocated hundreds oY even thousands of miles from

;the central computer, and cemmunicabio 1ines, which connect

1Pau1 Baran "The Coming Computer Utility-—Lalssez—

Faire Licensing or Hegulatien?", RAND Corp. Report P-3466,
p' 5-_ .. '

zPaul Baran, Bouge Hearinsgs, testimony on July 27,1966,
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the terminals to the conputer. When = person at 8 remote’
‘terminal wants to use the computer, he first "eglls" the
computer (by a special Bell telephone). The computer then

. indicates that 1t is ready. 1The user next types hig acconnt
pumber and neme 1nto the computer, which checks the number -

" and name with those in iks memory. If-the-aécqunt number is
valid (a password is needed in some'systems), then the user
has & direct connection to the computer banks. MHore specifi-~
.dglly, the internal operation of a time-sharing system can be

described as followsg:

Ihe operation of an on-ltne time-shared infor-
metlon system is controlied by a set of naster pro-
grams--the operating system. The basic tasks of the
operating system are tor . .- - '
1. Becelve access requests from terminals and veri-

- fy that the user is authorized for accegsg—-
possesses a valld account number and/or password.
2. Control all communications with the terminals.
- 3. BSchedule time slices to user programs or infor-
o mation requests. '
h, Provide protections to users! programs and data
. (and %o the operation system itself) against
lnadvertant destruction by other users.

Wﬁile some éxperts predict major comtributions from
::tha.computérﬁin'suah areas as degfﬁmegt, Law-Enforcement,

 E@ucatioﬁ aﬁdIHealth,z time-shariﬁg éystems are already being

. 1H.E. Fetersen & Rein Turn, "Security of Computerized
Information Systems,” BAND Corp. Report P-41405, p. 3.

zArmer, “Comﬁufér &speété,“ PD. T2l enI 226,
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used for a number of purposes. They keep insurance records,

" eheck auntomobile tags,;locate outstanding criminal warrants,
and make it'mo;e-difficult‘to pass abvbad -check. .The~categor4
1es of 1nformation;st6red in remotely accessible time-shared
compnter"systems inelude personal data on milliona of indivi~
duals, proprietary industrisl data, trade secrets, ‘bank ac-.
counts and stock merket tramsactions.} however the use of
the . computer has been 1ncreasing rapidly- 1n the areas of
Government operation -and law-enforcement, which -has led to:

the contreversmal propoaal for s National Data Center

ThiszNationalnData Center.WonldaﬁOOb:all.the,iﬁforn
mation and data, gathered by tﬁgfhumerous;goverﬁment*agencies
into. the eentral'computei of a large-time—sharingisjstém'
‘this type of system, ineluding: _ _

1. Cost savirgs should result from the elimina-

tion of duplieation, from increased productivity in

information processing, and from better utiliza-
tion of resources through plamning.  More compre- .

‘hensive, current,; accéssible; -and accurate -infor—- -

mation should result in better decisionmaking.

2. Cpllection of more revenues should:result
through better audit, followup, and uniform ap~
plication of complex rules.

3. 8ervices to the public should be 1mproved and
expafided. This. benef%t is most lmportant although
difficult to measure. N

1Petersen & Turn, gp. ¢ii., p;_z.

2Armer, “Computer Aspects,” p. I-221,

¥
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The cost savings for a California Statewlde.Information Sys-
‘tem were estimated as a reduction of personnel eosts by 1 to
5_percent,-which.would eaéily be enough to pay for the gystaem.
The total cost savings per-year were estimated at 10 times
the annual costs of the.system.l For a law-enforcement sys-
tem uaing a"ti_gle—-shafed'édﬁ;&ﬁﬁe'x;, which was installed in the
cbgﬁtiés aroﬁn&nsén.Fraﬁcisqo; It ﬁas reporfé& thét, 1n.§hél
.firéf yeér of épéfaﬁién:'anlédditiQQQI.ﬁwélmillidﬁ dollaré-
in.févenues ﬁas qoliéctéd'ﬁhrough the computéfis ﬁéffef-audit

of taiés and traffic fines.?

Aside from the strictly monetary benefits, the gov-
ernment and soclety wonld beneflit from a much more efficient

' buréacracy'throngh the use of computer systems. Arthur Miller,

in Ehgﬁégggglg_gn_ﬁglgggx,'writes of this increase in effici-
ency:

in addition, statlstics are becoming Increasingly
crucial as a foundatlon for the socilal and economic

: research,'policy—making,;and'ehvironmental planning
that go into the administration of federal programs .
In these contexts, the -computer'!a ability to mani-—
pulate huge bodles of detailed information concer-
ning a large number of patentially relevant vari-
ables that may pertain to events eccurring over
long periods of time permits the testing of hypo-
theses in ways that have never been feasible.
Without modern electronics, planners might wander 3
aimlessly in the federal government's paperwork jungle.-

1Armer, "Computer Aspecbs,”fp;.l-zzl,ﬂ
®Inid., p. I-221.
31*11113:‘, op. eit., p. 55.

it ki




An efficient management of Government programs could maten

" the unemployed with: job openings, help in the lezislative

process, and even expose some unsystematic ang wagtefuny

.administrative procedures .l

omically fea&ible in order to determine whether such a
central;zed 1nformation system 18 desirable and Af so, how

1t 13 to be safeguarded

MMMMMm
There are several major points in atdypieal remotew
access time-sharing system through which 1mproper aceess to.

data may be obtained: (1) the physical files themselves'

(2) the transmission lines between terminal and computer;

' ~and, (3) the operating svstem or monitor or control program.mm”

The physical files themselvea are susceptible to
'fﬁéft oopying or destruction duringgthe Ieveral stages of
their Processing. After ihformation ls first collected, it
-must be transcribed from alpha-numeric form to machine-

readable fornm, which means additional handling of the infor-
. "'_M-—.___

lArmgr, “Computer_Aspects,“ pg'I-221.




555

;L?_i

,ﬁ'matlon. '41$¢.the punch cards and the magnetic tapes ang discs
o are more susceptible to theft and duplication than are paper
'*fifiles Por example a single magnetic tape containing 50

o million bits of data can be reproduced in a matter of minutes

°7_and without a trace of copying or tampering 1H“th6 original

ii_tape ) In addition it 1s easier to destroy computerized in-

‘fformatlon than paper files or record books. A simple magnet

can ‘erase magnetic tape.' fin&lly, because computers are B0

' 1ntr1cate and delicate, & Speck of dust nay render them lnop-

jjerative or make them function Ermatically Consequently,

5mar1zed these problems coneerning the physical files-

Storage of information 1n computerizad form
- allows rapid retieval and updating of files and
- drastilcally reduces the required storage Space,
However, information Previously in the form of
printed documents in locked file cabinets is now
- replaced by magnetization patterns on tapes and.
discs~-~they can be anonymously read, altered or
erased without a trace of evidence that this has
_ oceurrad. Hence, anyone that has gained aceess
e bo the information system could, in- princinple,
: manipulate any information in the files~-perhaps
Plant damaging inf formation on a compgtitor change
ban& accounts or cepy Lrade secrets, :

Miller oD. QLL PP. 2? 29
'zPeteraen & Turn .QR. glﬁ., p. 2.

- ..-—_.——wt_—nm__._mmw_—._mﬂ,“_mmﬁy.._-m



55

The communications lines, especially in a geographl-
"cally dispersed time- sharing syetem, ‘are particularly bulner—
'fable to illegitinmate access. In a long-distance system, the .
:terminals'are-connected by communlications lines to the swit-
_Tching center whioh,in. turn, is connected by lines to the

 centra1 processor, and wiretapping is possible almost any - ¥

ewhere along the hundreds of miles of telephone wires.i

"Passive eavesdropping by wire tapping is a7 1ew cost approach
:tolcopylng all 1nformation communicated over the line. It is f?
ﬁnecessary.to galn physieal access to the communication lines

; nd sort out the correct: wires.- A pickup device, tape recor-

der and a terminal (or equipment that can emulate the termis

“nal) are required for reeording and unoovering the Anforma~

ation.“z. Beoause of the difficalties and high costs 8f safe- LR
guarding tranemissione lines (see nﬁﬁggnaxig belew) these 54
. ]

I

glinea are the weakest 11nk in the time-~ sharing system and

eane 6£ access to the 1nformation flow. If this information

-lArmer; ﬁSOcial Implications," pp. 12-14.

ZPetersen & Turn; on. Qit., P. 3.
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The third.afea'of improper acéess.conoérns the opera-
ting systen or central processbr, which is the very center
‘of thé time#sharing éystem. Paul Armer noted the importance
‘of  the central processor when he wroté:' |

- The central processor represents the acme of
system security since it not only has access

" t0 all files and programs, but also to necess:.
sSary passwords, flle access authorization liasts,
and keys to the encryption schemes. Clearly,
here, we need the highest available level of
protection.l .

A:simiiér'viéﬁ”bf the control program's importance ig that of
' £rthﬁr Miller: |
' The key software item. of & time-share system--
the monitor or control program--seems to be
particularly vyulnerable to intrusion. It can
be duplicated so that false 8ignals aré gene-
rated, altered to permit unaunthorized people to
enter the system, or destroyed, Once access to
the control program is gained, the intruder has
the ability to display and manipulate _any part
of the data stored within the system,? o
A snooper, who wishes to gailn access to the operating system
—---usually acquires the -cooperation (through bribery or coer~
cion) of a person or persons who normelly gain access to the
- control program and to the computer hardware--systems pro-
'- 8rammers and maintenance engineers.  In the course of their

work, these systems personnel will insert into the monitor

larmer, "Social Implications," p. 13.
2Miller, gg._g;;,, p. 29,
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| pfogrem a clrcumvention scheme or “secret door", through

:'thch'the gnooper may gain access to all files.1

Befcre I turn tc a discussion cf specific safeguards

I would 1ike to lcck briefly at the possible misnses cf per—

scnal 1nformation and at the relaticnehip between the indi—

.'vidual and his dcssier stored 1n some remcte computer | 1h |
"order tc gain scme perspective cf the seriousness of the |
'privacy question. | ' |
Misuges and -Ex;g.-;;s f
'Blackmeii is the mest obvious but not the cﬁly misuse
:;of'stased-perscnaliinfcrmation. A potentially more harmful -
effect could be ceused.by<“1nferential-relaticnel reﬁ&eVal,“
1n which a chain of relationships or inferences are drawn
from a group of isolated facts.z_ For example, if a pcliti- !
cian'were seen at a restaurant dining with a pclitical friend
_and with a reputed underwerld figure, then the politician
_might be._ considered “asscciatlng“ with criminels and his -
‘career may then be 1n jeoperdy. chever, the truth may be

that the politician wWaS unaware that the underwcrd figure ;

was going to dine with them and cculd ‘not easily leave when

‘he found out. Other misuses ey eniise as a ccnsequence of

: lﬁrmer, “Social Implications," p. 1# (Bee also
Petersen & Turn, op. ¢it.., P 3.) o

' 2Pau1 Baran, “Ccmmunications, Computers and People,”
RA&D Corp. Report F-3235, p. 1l.
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 1naocuracies in the stored information. These Inaceuracies

‘may be of three types. Firstly, errors made by the;keyu

'”"zpunchers OF programmers while transcribing the information

‘into machine-readable language. Seoondly,_errors of context

_which accur when the raw unevaluatéd informatten is recorded

"'1n a -cryptic form without recording. any .surrounding, extenua-

ting or explanatory circumstances. And, thirdly, errors arig-
1ng ‘Wwhen ameliorating or sSupplementary information is not
included in the dossier. For -example, when a "non—conviction“

3nis not entered following the recording of an "arrest”.l

Many 1nd1viduals are probably unaware that an infors
Imation file on them exists and if they were aware, they would
'naturally want the 1nfermation to be handled Properly so as
"”Inot to inflict harm upon them. W.B, Ware made the following
.5'proposals concerning the 1nd1v1dua1 and hig file:

Given the 1nit1al assumption that data banks serve
useful purposes for the public, are sost effective,

and willl be in existence it fellows that each in3
dividual wants to make certain that: 1) information
in the bank about Himself is correct;. 2) information
1s divulged only to those who will use it in his in-
Verest or to his benefit: and, 3) he has recourse

for damages in the event the users or operators of

the data bank Wi%lfully or negligemtly mishandle

the information.

:& system set up along these three Polntg Will incur some costs,
but so wiil any system of safeguards. The following section
will contain s disoussion of available and potential safeguards

fand their costs,

1M1113r, op. git., PD. 32-33.

2W H. Ware, "Computer Data Banks and Security Controls,
'33ND Corp Report F-h329, p. 6. ' ' '
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The problem of supporting or opposing a so-called National
Data Center is understanding what such a center would encom-
pass. A National Uata Center basically conuerned with
statistical 1nformat10n. a8 was originally proposed 13

- h1gh1y desirable for Teasons of efficiency and economy, -and

does not pose a serlous threat to an individusl's privaéy,
However, a full-scale National Data Center containing an

up- dated dessier on every American man, woman and child 13.
potentially dangerous and should not be constructed Aside

from the possible misuses of the highly—persoual data 1tself

*

a fulluscale. aantralized 1nformation file could have grave
| psychologieal affeets on many Americana. A person may be

fearful that any action might be permanently entered on his

recerd and. possibly ruin his future. & fear of this type

iz an infringement of & person's freedom of thought actlion

and creabivity and is harmful to our entire society..
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Sgigguargs

There are three categories of safeguards COrresporn-
ding to the three major points of 1mpr0per.access: (1) pro-
tecting the physieal files; (2) securing the trénsmission
lines; and, (3) safeguarding the central proceassor. However,
thére are two technologicé&.realiéétions; which must be made.

'before-implementation of an adequate safeguarding system can

be accomplished. "First, it must be understood that the

problem is s 8ystem one, which must be attacked frem a By 8=

tem engineering point .of view in the broadést gense, If

handled in a bilts-and-pieces fashion, the fineét of safe-
guards in one part of the system can éasily be cilrcumvented

by loopholes elsewhere. "l And, secondly,

by addltiOHaliprogrammed Procedures or -electron-

le devices. The objective is not absolute security
=~this can never be achieved, but rather an
increase of the cost of penetration...to a level
whéré the expected payoff becomes-relatively_
small. At the same time, & balance must be
maintained between the cost of countermeasures

and the valubd of the bProtected information.<?

What Specific. safeguards are available or potentially avail-

able under these three categories? .

1Ware, “Computer Data Banks," p, 3. -

2. ' _ .
Petersen & Turn, ep. cit., v. 4.




-23~

Fhysical Files

The phyeical files are the eaeieet of the three areas
of a time -8haring system to protect There are a number of
anti- intrusion devices already developed which the nany -
facturing compamw or the system operator would 1nsta11 to
protect the expensive machinery.' ihese 1nclude | (1) e1ec~
trical burglar alarms; (2) electromagnetic, optical, or
acoustical berriere for protecting an area; (3) electronic
motion deteefcrs, whiéh can register even the slowest motions:
and, (4)-vibration detectors. The output signals from these
devices could be connected to local alarms or would activate

auntomatic telephone dialing equipment to notify security forces.l |
48 1 mentioned above (see Page 18), the communica-

tions lines of a time~ ~sharing system are the weakest and

nost accessible link in the system The most effective safe-

. guard for these lines is also the most expensive and least

feasible; namely: the cables can be buried and armored with _

locked and alarmed terminal boards and manhole covers.< An

"alternative safeguard which is more feasible but which can

also incur an overriding cost factor is encryption of the -~ j

transmitted data.  Simply stated this entails some sort of

————r,

lpetersen & THI‘H-. 2n. M's P 5' . . |

2;@1@-: p!,h’- | ' K J.'_ .- ‘




“scrambling” or "garbling” of the Information, so that, if
1t were intercepted, it would seem unintelligible., More
specifically, there are two basic classes of encryption:

o+

SRR §gh§§1;g§£gn of the characters in the mes-

Sage with other characters or groups of characters.

The peplacement cheracters may come from an ‘alpha-~

bet different from that used for the message.

- 2. Irans .of. the sequencing of ‘the-

characters in the nessage,l
The set of rules that Specify the particular substltution or
transpositicn 1s called the "key" or "code®. In the simplest
- type cf cryptographic system the data 13 scrambled at one end
by adding the &ey, transmitted 1n 1ts scrambled form and '
m;unscrambled at the other end by subtracting the same key
But the simplest encrypticn system 13 alsc the easiest to
crack and will nct prevent much Snoopiﬁg as 1ong as highly-
sensltﬁve data (highly profitable to the sncoper) 18 being
transmitted Snocpers would be willing tc 1ncur the costs of
breaking simple codes for thc profitable retnrns on the data.
Mcre complex systems can be devised which use swﬂtchlng sta-
tions along the way to change the key, which.emn also be very
complex. The most complex system is calléd "doubling encryp-
“tion" becau:e it uses both the simple end-to-end encryption
and the swithhing-center encrvpticn along with elabcrate

;keys.z These more complex systems are only economically feas—

—— e,

1Petersen & Turn, QR. elf., p. 5.

: : 2Paul Baran, "6n Distributed Communications: IX7
 Security, Secrecy, and. Temper-Free Considerations, " RAND
Corp. Memcrandum BM—3765~PR PD. 10—16

. 5(2 3
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ible for use in military communications, where the highest
degree of security is neéded.’:As the complexity 6f the

system increases, higher costs gpult from the use of. larger
and ‘more complex.keys and from the necessity of using more F
sophisticateq transmittingrand receiving equipment to handle
these keys. However, in the time aharing 1nformation“system,

there seems to be a dilemma: the simplest encryptlon system

may be enonomically'fEasible-but will not provide adequate
protection; while & more complex system will provide better
protection but i1s not ecanomioally feasibleQ The solution

- to this dilemma 11es in the use of a simple encrypbion sys~-
tem while at the same time not tzansmitting highly—sensitive
1nformation over the linas. Phe profits to be gained from
the less-sensitive 1nformation should not provlde an 1ncen-
tive for the snooper to incur the costs of breaking the code.
Until highly-sensitive 1nformation can be effeotively proul
tected in an economically feasible encryptian system, this

"soluticn ‘should be 1mplemented.1“mm_"

2 _Operaty

There .are two problems associated with the safe—
gnarding of the Operating System., One 1nvolves the actual

_hardware'and software gsafeguards, and the other-invclves the

_ Ly omﬁuters Safeguarding iime-Sharing Privae?--an
fAll-out War on Data-Snooping " Electronjcs February 6, 1967),
P.. 158, _ _
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prevention of the insertion of "seotet doorsY by systems

-personnei The 1atter 18 beyond the scope of this paper

but is nevertheless a very important problem, whioh could
poesibly?be hendled through the lioensing of personnel or
through the software safeguards which I shall now diecuss;
Saieguerds in the oentral processor should cover three basie
areas: (1) recognitlon of authorized users and terminals;
(2) real-time monitoring and auditing of the system; and,
(3) partitioning of the memory along a hieracohioal range
from highly—seneitive to publlc informgtion. '

The weakest area of security in the operating system,
at present ie the reoognition of authorized usere at remote
terminals in the preeent syetem, a user must identify him-
self by name, acoount number and, in some cases, a password,
A snooper oan learn theee faots from discarded printoats or
from rendom guessing. Onoe the unsuthorized user acquires
Td_ these pessworde. he has the same access to the oomputer banks
n-as the authorized user. ~Brian W, Pollard president of Radio
'-Corporation of America's Electronic Data Proceseing Dept
suggeete the following system of ohenging prasswords:

Passwords cen be easily ohanged....Sup ose a. file
were set up in such a . way that a dlffea t pagsword
was requlred each time the file was uséd. OUnly
‘the person authortzed to use the file would know
that it had been used, and he would Enow the se-
quence of - passwords, so that he should have no

trouble. Anyone else Wwho perhaps learns the se-
quence wouldn't know which one to use at any

SBs”
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5 particular time, and Cryling them all on a ran-
. T dom basis WOuld be eaeily detectable,l

For highlywsensitive files a more effective safeguard wounld

he a "fail-safe"'eyStem; which would requireiseveral users

to be present with their individual passwords before acceass

to the file is galned, GHoﬁever, a more effective.sefeguard
should be svailable in the near future, recognition of'finger—
prints or voiccprinﬁs. An this gystem, the user's volceprint
or thumbprint would be scanned at the terminal transmitted

to the central processor and compared with the prints of

authorized users on file.

The second area of safeguards is "real-time monitor-
ing' and random auditing of the system, Real-time monitoring

_'could be very cffectiVe

A oapablmity to centinucusly monitor the system
activity--access Tequests by users, granting or
refusing of access, sgtatus of the 1ists of ecur-
rent users and terminals--provides & further in-
crease in the system's security. Attempts at
deception can be detected when two users clasinm the
same identity or when btwo identically labeled

- terminals are connected , Unusual activity in a

file or abnormally large numbers of access re-
jectiong nmay indicate attempts to penetrate the
system.

A random cxternal audlt of the. operating program could be

made to check for ”secret doors n3 ‘The monitor progran

. ————

. lBrian W. Pollard, quoted in "Computers: Safeguarding
'iime—Sharing Privacy "op. 158. '

2Petereen & Turn 2p. ¢eit., p. 4,

3Baran “Communications bomputcrs and Feople,” p, 17,
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could also be set up to review computerized records period«

ically, and to erase obsolete and outdated informstion,r

“An important safeguard ‘which should be implemented
is the partitibng}ng of the memory banks. FPartitionzing
would serve two useful purposes: (1) 1t would stop an un-
authorized user who gét_paSt'éaflier'éafégﬁards'énd thereby
‘galned access to the memory; and, (2) it would prevent autho-

rized users from exploring off-limits sections of. the fileg.

T T T ey o e v e v e o A

Because partitioning can stop a sﬁoopéf who has passed earli- b
er safeguards, segmenting the memory with ﬁbulkheads" can be \ k :@E
considered-thel6ornerstone of any Safeguard sysfem and should | iﬁ
~definitely be implementéd. Professor Robert_Fand,'a eomputer

expert at the Massachusetts Institubtéuse Technology; is a -

strong advocate of the partitioning Systemf

'Iou cannot rely on a single wall of security,!' 'y
Fano notes, 'there has to be a sequence of hur- e
dles.' In the new system, for example, there will gl
be no one inner sanctum which, once gained, will ;
provide access to all information. ' Instead, there
wlll be successive walls and partitions to be

- passed -only undervSPQcified-conditions;z

| Fano believes that partitioning Will also.proteqt the sygtem _
'from mistakes, He says, “If'Ybn.accidentlj find a ‘hole in Lf
the =program; you can gé Just so far befdre you are bldckad
by another Partition.“3 Although partitioning.éeems to be

- & desirable aﬁd-effective éageguard,-it too incurs added costs,

lMi1ter, op. oit., p. 66. |
ZNComputexsz A Qﬁestion of,Pr;vaGY." Elggizsgigﬁ (2/6/6?), pGBQi;

BBobert Pano, quoted-in “Computers: 'A;Quesbion of -
Privacy," op. git., p. 38. (For other descriptions of parw |
titiqning_see "Computers: Safeguarding,™ gp. citz, pp. 157-158.)
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Costs

All of the above safeguaree have attached to them sonme

;sort of cost either in dollare and oente or in loet computer
'efficiency and storage epace. Petersen & Turn report that
'“Each increase in the protective featuree of the operaticn
system is aooompanied by a decrease in the efficiency of . the
ﬁinformation system as more and more computer time is diverted
to theee nonproductive tasks.“l Walter Bower an execative

Iin a oomputing firm on the Weet Coaet ' anticipates a dav

:when 107 of 8 computer's memory will be devoted to routines
needed to qualify ueers requesting 1nformation. In some ap-.
plications...the figure could be as high as 20% n2 Who is
going to- bear these added oosts? Paul Baran believee th&? the
'manufactureee operators and usere of computerized 1nformation
syetems ehould regard "euch costs as negge;a;z coets--a prioe
[baidl to sooiety fer the privilege of building 8 potentially
ﬁangeroue systen. w3 Theee added oosts could be greatly re~ |
“duced 1f they were part of the original design of ew systeme.@“”
However, because of the everriding coet faetor, there 1e no

motivation for voluntary safeguarding by the information ing

dustry iteelf

1-Pe'tereen & Turn, op. gl +» P.. 3.
Zucomputersz Safeguarding, " op. eit., p. 159,
3Baran, "Communications, Computers and People,™ p. 15,

aPetereen & Turn, Qp. QL&-._P- 7.




Federal financial assistance, either in the form of
outright grants eor tax lncentives, to computer manufacturers
and systems operators 13 a possible means of self- regulation.
However,_a program of financial 1ncent1ves has too many 1oop-
holes and would not be as effective as Federal intervention.
Un a practieal 1eve1 1ncent1ves would not affect Government
computer aystems unless Federal state and 1ocal governments
buy their computers only from manafacturers which build in
safeguards. ﬂn 1ncent1ve program would algo offer computer

manufacturers and computer -ystems operators a choice of

'-~installing aafeguards or not but the chbice of protecting

privaoy shauld not be 1eft to businesses whose main ooncern.
i=s prafits. The major argumant against an incentive program
1g8 the ldea of paying companies far prlvaay Privacy should
be an ind;vidual‘s:right and_not a commodity to be bought
with taxpayers' money. The computei'informatiqn 1ﬁdustry

should be made responsible for handling pPersongl information

08

| ®nd for protectinmg the individual subject's privacy. Ildeally,

this sense of responsibility should be aceompiished through
self-regulation , but I feel that the problem of privacy
needs strong action now to be able te cope with potentially.

blgger problems accompanying future technological advance-

ments. Federal 1htervention {(p. iv) would be the most. effec-. .

tive means or-prétecting privacy now, while'aelfe;egulatlon
15 an ideal which hopefully will replsce government regu-

‘lation in the future. .
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The sbove discussion on safeguards was based on sev-

eral assnmptions. Firstly, that the General Trends in com-

puting power will continue,'secondly, that there are very

real and benefliclal uses for time-sharing systems; and, thir&—
1y, and most importantly, that more centralization of infor=

mation 13 1nevitable.- Because of the reluectance of the 1ﬁ£er-

mation industry to VOluntarm1y aafeguard because of the in-~
_terstate aature of the 1nformation flow and because of the
_-potential dangera of mlsused 1nformation the Federal UOvern-
*”ment must intervena and regulate the 1mplementation of safe~
- guards now before unregulated eentralization takes place.
Ag Professor Fano remarked' | _
| You can never stcp these things [@omputerizatlaé]
It is like trying to prevent a river from flowing

to the sea. What you have te do is to build dams,
to build waterWOrks, to control the flow.l :

1Fano, quoted in Westin, oR. clt., P. 326.
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