CONPERENCE ON THE BOUMDARIES OF ERIVACY
« 1IN AI*IL’L!QIC_J\N SOCIETY

Final.report' o
January 4, 1972 Chairman: Samuel Alito

% - The Conference on the Boundaries of Privacy! in American _
Bociety agrees unanimously that privacy, is a value of fundamental
}mportance. Both modern experimental pSychology.and the .
fraditional image of man in the Wlest agree on-this point.
#sychological studies suggest that privacy is essentlial for
‘Ereativity; tests which investigate the effects of physical

% .owding on rats have alarming implications for the accelerating
forld population and the trend toward urbanization. Jore studies
%n both these areas ‘would certainly be beneficial. The traditional
Festern conception of man has laid great emphasis on the worth .
Ht the individual; if this image is to be retained, if we are _
Hot to move beyond freedom and dignity, privacy must be vigilantly
Fafecuarded.

- Compared to more traditional social values-—such as liberty,
Hfequality, justice, toleration, and order--little has been written
fabout privacy, Thisiscertainly understandable, for only in the
foresent age has it become possible to destroy privacy on a mass
fscale. ©On the other haend, privacy is certainly part of other
political values, e.g., liberty and toleration, about which much
fhas been written. ‘And, at least in its exagerated forms, privacy
is at odds with some traditional political values, e.9., community
and attempts to achieve equality, justice, or order, All this
‘4is to say that, whereas the Conference unanimously regards: privacy
#as a value of very great importance, we regard it as one important
value  among--mamy s ' P _

At the present time, however, we sense a great threat to
privacy in modern Anerica:; we all believe that privacy is too ‘ .
often sacrificed to ofther values; we all believe that the threat
“pto privacy is steadily and rapidly mounting; we all believe that
‘faction must be taken on many fronts now -to preserve privacy,

Privacy and Social Services
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: The vast increase in social services provided by the Federal
“fland state) governments since the Great Dppression has necessitated
18 Corresponding increase in the .amount of information colledted

“} about the citizens. Although the motives &f those who collect
Jthis information are almost always benevolent, the possibility

|of abuses exists; indeed there is a lengthy history of such abuses,
-:tThe decennial census, for example, to which the citizen is ’
frequited by law to respond, has included some questions which
Unjustifiably invaded the citizen's privacy. ;In addition, census
ginformation, once collected, has been improperly used and has

_}included on the form should be clearly labeled optional; 3. the
]G snould not be allowed to report information on
‘FParticular individuals to anyone; 4. Congress should prohibit
the census bureau from reportimg any information to indugtry

which is _not available to the public.
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Home visitations by social vorkers have sometimes beea
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aw Specify the
fible visits and the
ue the person visited, Home
t of federal health, fire, ang
O akbuses. The Supreme Court has
€ Searches are rotected by tlhe

- Camara v. N nicipal Court,BS?_
believe the judiciary should
es of this-natpre.
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We propose that many of the Fegulationg

cf Representatives Bill 9527 pe enzcled
regulations, which again Srply only to those agencies not
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3. except as brovided by law, the individual must be allowed tg
regquest a CopyY of hig file; 4 indivi
'_material to his file 3
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Priva ¥ and the Computer

The cybernetic revolution has greatly magnifieg the threat -
i aY¥. -Conputers have made it possinle to store

Yast amounts of information in a relatively small spcce and to
Fetrieve desired pieces of stored information quickly. The
Potential for invasionsg of'privacy through the use of Computers -
1S_growing rapidly; more Computers are installed. e.ch year; more
: t ks are turned over Lu0) Computers; and most important, Coinputer
o ly beconing centralized, Centralization, the

computer networks, opens the POSsibility of

Ging together ap enormous amount of information about every
Cet of an individual‘g life, s <
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‘believe the polential for invasions of privacy through

“of colmputers is SO great thet all private computerr

Eystems should-be_licensed,by the federal government, ‘e N

$rovose the creation of a federgl regulatory agency to Supervise

#he licensing orf systemns and the ensf '
jjegulatiohs. i@ suggest the agency be staffed
Rfervants and that they be appointeq : :

~Bs our hope that these measures would greatly hinder undue
f;anUane by interest groups. Any Suspension of a license by
ﬁ?he'aqenCY could be appealed to a District Court,

" We also urge Congress to enact requirements in the following .
‘Areas for the issuance of an operating license: the nature and purpose:

bf the system, the class of customers it will serve, the data sources . ..
ipon..which it will draw, the checks to be established to validate .
nformation fed into the system, and the tests to be performed on the =~
ystem to assure that it operates properly., Congress should also .-
Fequire that every computer have the following physical safeguards to v .
g%fevent illicit obtainment of information: pPartitioning of memory - .. -
E and real-time-monitoring and random

sbanks, simple encryption'codes,
4@uditing of the security System. In addition, we propose that a o
ommission be set up within the regulatoéry agency to conduct research .
n centralization trends, technologica) safeguards, and the potential = .
on information storage, SN

. Me’suggest that'the Congress als
~dmbudsman with exaalning oy ‘
Cogpovernment with and ‘eye to the Criteria mentioned above with
FFegard to private computers, thggggmmenq“thatwthe*stafew-ﬁ“
Jovernments. use the Federax régulatic i
#ing their own com;uter systems &

Privacy and security

It is indisputably legitimate for the government to attempt -
“H40 Prevent crine ang subversion or, once they have occurred, L
3§O.arprehend'and-punish those responsible,
@t in recent Years government has of ten us
S gather'information about individuals who
itther to their covernnent or to their fello
A ¢ research papars submitted DY members RS
Fovide ample ‘documentation Ffor this point, N

But we are convinged, . . - -
ed inproper means L
sosed no threat

W citizens. Many

.. Host of the Problem in this area invélves s
"e federal yovernment of persons it believes to
9eneray this in the province of the Federal ~Bureau of
Vestigation and it is conpletely improper for the Central
ﬁi ligence Agency to enter the field as-it i

Lo . Nt

he subversive,

n quelling-ecivil disturbances. AS racial disturbances
W

hars ! £O antiwar protest in the l.te 1960's the Army begun . -
NG information on a. larme awmim ~e Pt o




ol

oth out-and-out revouitionaries wund mild dissenters on the
war in Vietnam. Tt is cur ctrong coaviction that domestic
survelllance by the military, if it is to exist at all, must
be tied closely -9 tinme, lecation, and scopefto the strong
possibility tha ailitary units me . have to He used -, i -
to quell a dist  ‘vance. This is - alttedly a vague prescription,

' put in an arca secretive and svusitive as this, it is
inadvis able--indeed impossible——to attempt to draw up clear
regulations which must always apply.

e think a wiser pohicy is for Congress to set up a Joint
-Congressional Committee on tomestic Surveillance by the Federal .
Govermnent. This ceammittee could prevent domestic surveillance
sby ‘the C.I.A. and supervise domestic surveillance by the military
.and - the separstion of Arnmy intelligence files From Army security
Clearance files, sackh house should elect three menvers, one

of which should bo from the Committee on irmed Services and
two . from the Committee on the Judiciary. :

g While it is Clcarly the responsibility of the F.3.I. to
investigrte intermcol subversion, it is the consensus of the

" Conference that the Foo.l. has interpreted internal subversion
too broadly in recent years. ft is our hope that a Soint e
Congressional Comnittee on Dowestic Surveillance by the Federal
Government would be able to restrain tiue F.3.T1. from
secommiting similar abuses in the future.

: We feel it i unjust for minors to be included in the .
_same criminal fil&sMyixhhadultsvwandufor-thewrecordSLof“ali“““'T
“those “arrested or indicted not to mention +that the accused was -
never convicted; we believe these practices must be stopped.
Also, records of juvenile delincuents should be destroyed if
their records remzin clear For five years.

Two of the principal means of dgovernment surveillance
arewiretarping and e]ectronic.eavesdropping. Since their
dnception, both these procedures have had.a long .and stormy
history in the courts. 1In Ratz v, U.5.,32% ©U,s. 350 (1967)
the Supreme Court held theat wirtepaping and eavesdropping
are constitutional under “specific conditions and circuastances,"
where probable cause is demonNstrated, and where a warrant is :
obtained, * Katz provided the consitutional framework for the
Federal Canibus Crime Control and 3afe Streets Ackts of 1968,
Titlc III-of_thé‘act'accomplished two broad goals: 1. it
prohibited viretapping and electronic eavesdropoing by
pPrivete cigizens; 2. it specified how and in what circumstances
law enforcement ¢fficials could wiretap and @avesdrop. -We
believe that Title ITIIX is essentially correct in its awproach
to the regalation of wiretapping and eavesdropping, but we
Would siggest -the following modifications: . L
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;staﬁe_Sta“darqS stiouid not be more permissive.than-
togeral standacs.  Lheraas the offenses for which federal
 Friciols moy cqndugt surveillance are enuwnerated, the
potes are pcraltted te conduct surveillance for any

rime Tdangerous to_llfe, limb, or property or '
unishable by lwprisonment for more than one vear,

ve upshot 1s that states way wiretap and cavesdrop in
investigation of almost any crime. e suggest the

offenses.for which the states may engage in s@%veillance

- Title IIT allows the states to obtain warrants to :
onduct electronic surveillancze from "a judge of any
ourt of general criminel jurisdiction of a state vho
grauthorized DY a statute of that 5tate.”™ This rule
is too broacd; only state superior court judges should
be so empowered. Likewise, the category of those officers
allowed to conduct surveillance is too wide. The law
présently allows "any investigative or law enforcement
officer of the state or political subdivision thereof "
“to wiretap and eavesdrop. e recommend that only a
cielized corps of officers bhe granted this authority.

ﬁC¢nsent suxveillance” should be cegulated by a uniform
federal standard, but Title IIL leaves “"consent -t
surveillance” unrequlated,

»

The “emergency authority® to intercejst communications
should be conlracteu. GFfficials shoulc begin to seek .
a-warrant while, not after, the equipment is put in
place. The 48 hour period of grace nay well be too
long; studiar shoulc be conducted to see if it could ‘
be -shortenes,

“The intérception dfﬂpriﬁilége&'cgmﬁﬁhiéééiggj'ggé;:wi;&yéf—CIient;
‘doctor-patient, should be prohibited, : '

'Tbe present 30 gay limit for surveillance should be reduced,

A'Federal Court of w

arrants should be created to issue
warrants for electro

we nic surveillance in all cases
involving the national security. It is not yet perfectly
clear what the powers of the President and the Attorney
General are in national security cases, but in the

&nding uni th-l lamendon case, the government is contendidng
-2t in these cases the Fresident ang Attorney General
hould have the power to decide what consitutes i»robable
ause for initiating surveillance., Recognizing both

hat “the usual procedures may be inappropriate in cases
NVolving the national security and thet the system

gqposed by the goverament is highly susceptible to
Vuses,

we propose that a Federal Court of Warrants ,
@ -created solely for the purpose of hearing these cases.

.
.
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Lé:ﬁémbers.of this court would be a

ppointed in the same way -as are other
mbers of the federal judiciary. o _

Laws_concerning Homosexuality

.rhe Conference voted to recommend that the
“¢hanged. The Conference believes that no pri
ctween consenting adults should be forbidden.
wercive nature, acts involvin
ecency should still be banned
4iring should be forbidden.

éurrent sodomy laws
vate sexual act

Of course, acts of a

g minors, and acts which offend public

» Discrimination against homosexuals in

Erivacy and the Frivate Sector

7 0nly rece tly has the issue of invasions or privacy by

private firms received much public attention, and even today
elatively littls has baen written on the subject, MNembers
of ‘Commission III very ably reported on threeo aspects of the
proilem: the consumer reporting industry, physical and RV
%sychological surveillance, and inv.sions of privacy by the
communications industry.

7 There are basically two ty,es of private organizations

which ¢ather data on private citizens: credit bureaus and L
investicative reporting agencies. Credit bureaus have grown . =
to immense sizes and show al?l signs of continuing to grow;

by 1957, TRW had files on at least 27 million persons.,

'Fortunately these bureaus collect only hard data, e.g,, :

L vital statistics, employment records, data from the public

record, and credit records. Although we recognize the

cotential for abuses by these bureaus, we believe that on the .

recomiaend sny substantial new regulation of them now.
: The investigative reporting agencies are another story.
They dezl. largely in information on personal habits, e.g.,

“health history, reputation, and interests. Their sources of
“nformation, wiich include neighbors, friends, and enemies of the
ubject, are notoriously unrelieble. Furthermore. their :
Investigators are often poorly trained, overworked, and under
‘Pressure to discover derogatory information.

... Ve propose the following measures to prevent invasions of
Pﬁlvacy by private consumer reporting agencies: .1, only  "hard,*®

factual verifiarie data should be collected; 2. only authoritative
SOlrces, such as anployers, doctors, and public records should
onsulted to ovtaininformnation; 3. only “relevant"
Formation should be collected; 4. the qualified privilege
inst libel end defamation sults now granted to consumer
rting agencies should be reccinded.

1o}
“Private electronic surveillance haé bécome common in

05t all areas of wodrrn life in America despite the fact that
‘9fess forbade *the manufacure, distribution, possession, or .
ertising Yof .any bugging device with the knowledge thut the
Ce would be sent throush the mail or transported in inter-
€. or foreign cowmrerce.” This law has been very poorly

rced; we recommend strict enforcement. Furthermore, we

whole”they perfori & valuable public service, and we do nek _ o
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