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STORAGE OF DATA BY NONLFEDZIRAL GOVIINMENTAL
AND PRIVAT: INTEREST: IN TEE TWITED STaTES

- INTRODUCTION

Purpose: To investigate the need and legitimacy of public
action concerning the access lo and storsge of existing
state~, locally-, and privately-owned data which might
Anfringe upon the individual's right to privacy in the
United States. ‘

Definition of terms

1. Need and legitimacy

2. Public action

3. Access '

b, Storage

5. Existing data and present controls
6. The individual's right to privacy

If; Exploration of purpose

The situation today

1. VWhat is stored?

2. Who is storing it?

3, Access limita%ions - _
L, What safeguards exist to protect against inaccuracies,

- out-of -date. infoe, blased-retrievaly—esc - - - - v

5. Disposal criteria

The potential infringements summarized

Rights of others which conflic; with the_right of privacy
How much privacy do individuals.havela right.to expect?
Are there legltimate ways to insure these rights?

Are they realistic ard how effective can they be expected
to be? : :

CONCLUSICKS

Concluding summary of the individual': right tc privacy
in regard to existing data stored by non®Federal owners

Proposals to help prot%ct those rights
Extrapolation into the future

Broader imrlications of the proposals
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TECI.I.-INOLOGY AND THA REGULATION & CONTROL OF STORED DATA

QUTLINE

- "Hardware'--physical elements of the machine
“"Software“—-programming

C) Time-sharing

. 1. HMHethods of storing data
2. Methods of transferring data
3. HMethods of retrieving deta

 .Costs

‘SNOOPING (1.e. ways of gaining tmproper access to data banks)

‘Technological methods
- 1. Tapping transmission lires
- 2. Breaking codes

- amm o . - [

Access through human fallings

CONTROLLING STORED DATA

(4} Procedursl methods
L. Begulate operating personnel
2. Keev recodrd of system's operation
3. Grant subject access to his file and its uses
4. Grant subject ability to correct inaccuracies
5. Control input, output, and storage

Technologiocsl Security

1. CGusrding against lmproper accesgs
2. Guerding against accidental leaks
3. Flushing out obsolete deta

- Cogta--Are they prohibitive?

-4.LOOK INTO THE FUTURE:

Mhé# can be done? yersug What should be done?
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- corénce on Boundaries of Privacy
:.-Idﬁion III, Topic I: The Credit

bureau Industry and the Invasion of Privacy

~This paper will be concerned with the invaslon of privacy
A ipdustry which has been called essential to the economy of
United States. It will attempt to examine thoroushly the

- of credit bureaus, how any invasions of privacy occur,
nether such invasions can or should be avoided.

¥

m

TRODUCTION: STATEMENT OF THE PROBLEMN

portance of Credit Bureaus to U.S. Economy
Credit Bureausg ag Substantial Invaders of Privacy

iE OPERATION OF CREDIT BUREAUS

Number and Type of Credit Bureaus in U.S.

1: In-file operations

2. InvestipatiVeé Operationg

3. Assgociated I'redit Bureaus of America: its functions

aofbrs which Influence Actions of Credit Bureaus
“ Glientele
Zf_Type of information held at a premiunm

“Other Activities of Credit Bureaus
D. The Computer and its Implications For the Credit Industry
1. Ease of access, storage, transfer of information
22, Influence on types of errors '
3+ Influence on credability of dats

Accessibility of Data

~CREDIT BUREAUS AND THE LAW

The Falr Credit Act
- 1. Accomplishments
2. Fajilureg
3. Enforcement

--Credit Bureaus and Privacy: Legal Prededent and Thought
1. The individual "Right of Privacy" _
”2«'Liability of credit bureau for inaccuracy, unauthorixed
“dissemination.

EcomggNDATIoms AND CONCLURTON:

-Législative: what is needed
Judlcial: interpreting the.right of orivoecy
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:  in£fdduction: The Pederal Government, the Cybernetic
Lo Revolution, and the Information-~Basged Society

:fﬂé information Seekerg

.

A, Organizations in the Pederal Government engaging
in data collection and/or surveillance
1, Censug Bureau
2. Department of Justice - the autonomy of the
- Federal Bureau of Investigation (FET)

5. Department of Defense -~ United States Army
4. Department of Health, Education and Welfare
5. Internal Revenue Service

. B, Methods of Surveillance
L 1. Dossiers and the Proliferation of Government
© forms and applications
. Use of the Social Security Humber
. Decennial Census and Government Questionnaireg
. HMail Scanners

. Computerization and Blectronic Eavegdropping
Security Checks

T P Wl PO

C. Data Storage and Access to Data in the Federal
Government
1. Census Burezun
- 2, NWational Data Bank Proposal
- S S - - 3¢ Transfers of Infarmatioﬁ?among'Federal“AgGHCieS“”
: ' 4. Cooperation among Federal-State-~Local levels
in the Transfer of Information

11T, Legal Precendents for Government Surveillance Authority -
The National Security Question

3.95““TAC'Supreme Court Decisions
B. Congressional Mandate

-IV.-Misuse of Information - Specter of Surveillance

A, Pederal Data Banksg~

B. Existing Controls in the type and volume of
information to be collected and the means of
surveillance

Confidentiality of Inform tion

A{ Changes in the Law for How to Gather Data
Bl Controls over Access
C. Controls over Accuracy
D. Strengthening Privacy Protecting Procedures of
Information-Exchange Programs
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THE BOUYDARIES OF PRIVACY 1N AMERICAN SOCLETY

Commiééion I: Domestic Surveillance Activities of the Federal Covernment

The oral and legal rights of the indlvidual to privacy versus the
governmant's need for surveillance

-fhé”intrbduction and statement of_the problem

_A. The relevancy of the problem of privacy.
B. 'ﬁ definition of terms.
~'C., 'he scope of the examination.

_The moral and legal rights that entitle m individual to privacy.
_iéw'-The moral rights,

1. Privacy as the necessary prersquisite to the formation of basic
relationships of human beings,

2. FPrivacy as necessary for the insulation of the individual from
soclety's. conforming pressures,

B. The legal rizhts.

4. Privacy as delineated in the Common Law.
2. Privacy as protected in the Bill of Rights.

L. Privacy as interpreted.by ths Federal courts.

The governmental functions which necessitate the surveillance of indivi-
duals.

Ay An exemiration of the fundamentel nature of a democratic state's
7 funetions, '
B. Surveillance as necessary to ensure the functioning of governmental
agencies,
C. Surveillance as necessary to protect the national security from in-
ternal and external\threatst

The balance hetween the individual's need for privacy and the govermment's
need for information. '

A. Current legislative perceptions of the balance as evidenced by pending
billks.

: B, Rerscnal perceptions of the desired balance with policy recommendations

..... to achieve this balance,

3¢ Privacy as affected by Congressional legislatidn, = T e
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* COMHISSION ®: STATS TAWS On WIAETAPPING

ory of legal right to privacy

ﬁJ §%$}Xi§§%?g%§dS’ beliefs sbous privacy in Western

Bf E%ﬁ%%EhM%T@TOﬁO%%gé Blackstone"s commentaries, John
C.U.S. legal right to privacy :

o 1. Interpretation of Constitution,'especially

~ Bill of Rights in context of a right to privacy
2+ Barly cases, Cooley's Torts, and other

commentaries up to WarTen-Brandeis article

3. Capsule summary of development since Warren—
' Erandeis c

story of PFederal and State relationships on laws relating
o.concept of privacy and eavesdrcpping
A. Initial relationship w/ sample cases
B, Study of several concepts importent to area of
.. state-fedaral relationghips
- 1. Incorporation of BEill of Bights into 14bh
Amendinent
2, Erclusiocnary rule ( Wolf,Mapp)

€. Present relationship and implications of this
. relationship

Overview of present state laows on eavesdropping

. A. Presentaticn of general summery of present laws
‘B. Distictions, if any, in concept, and/or effect of

- Tthose states tHat now hové lsus

C. fnalysis of ABA model eavesdropping code
fNew'JePsey eavesdropping laws

« Higsteory, if pessible, of passage of laws — what
alded or resisted rassage :
«-Idsting of present ie
Scope of actuzl surveillance
reseutation of state and brivate group!s proposed
recovmendstions for revision
1. N.J. legilature committees (e.z. Bules of

kKvidence Com., Cauges and Prevemtion of Crime
Study Com, )

8. National Commission of Review of Federal and
State laws R lated to wiretapping
: 3o rivate groups {ACIU, law enforcement ass.)
By Analysis of New Jersey prescnt lawg and propesed revision

SBHEn'RISEHIETaR bRFPomaIciPal lavs 1f enough

A
B
G
D
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cundsries of Frivacy in Amerlcen Soclety

Corurission

ue.ngchological Impact df Frivecy Invasicns Upen the
Individual

- he Forms of Privacy Invasions

_A;. Invasions of the Physical Life Space

- 1. Crowding

-; 3; Invasions of the Intellectual Life Space

1. Wiretapping
2. Stored Data

Crowding
"A. The Seriousness of the Problem

B, Serious Emotional and Intellectual Crises resulting
from the phenomenon

C. Adaptabllity to the Condition
_Invasions of the Intelleciual Life Space

A. EKnown manifestalions of the suspicion or knowledge
of observation

1. For the potential Criminal (deterrence of crime)
2. For the citizen innoctent of criminal intentions

" B. Effect of observation upon the Performance ofi

1. Simple Tasks
2. Complex Processes

‘Recommendations

crowding or te faclllitacve adaptaticn?

.. B, Can the productivity of workers be improved by vary-

lng degrees of supervision?

.C. Can the detectlon of crime be increased by augmenting
observation without harm to the psychological welfare

of innocent individuals?

mmp. Is a privacy right necessary, or are those who protest

transgressions of personal freedom those wWho are
culpable to socliety?

emr gt TE mee g emmm el i e

A, Are there means to mitigate the unhealthy effects of

22




Preventing the Abuge of Stored Information
On the Federal Level

.) le1tatl0nS and Purpose of Paper

In genaral, the papger will ma>t include the masis, jus-
tifications or reasons, legitimate or otherwise, for
information collecting or storage. Nor will 1t study

in depth what kind of information is presently stored,
or should be stored. The other Commissions should
establish the legislative and/or judieial standards for.
the protection of privacy. However, a distinction will
have to be made between sensitive and less sensitive

information (for example, national security) throughout
the paper. :

The purpose of the paper then becomes to devise means
to prevent the abuse of stored information.

2) Access to Ffederally held information
o a) present legislation and practice
b) potential and actual infringements of privacy
¢c) digtinction bitws public eofficials and private clte.
1) deos rabllc official have less right
to privacy
d) who should have access
1) in general
2) may info collected for one purpose be used
for another
a) soclety right and individual right

) ‘Relziability of information
-~ a) present standaiés and prastice - - - o e IR

b) means of insuring accuracys correctlng 1naccuracy

1) right of challenge, redress, use of mul-
tiprle sources, hearsay, access of individ.

4} Leaks of information
a) preseat means of dealing with leaks
b) redeoss, responsibilities of gove officials

5} Obsolets data o : ‘
a) what is meant by obgnlste : : i
1} in terms. of +times in terms of need for inf.
b) means of desiroying obsolete info and on what basis
6) Centralized "National' Data centers or Banks
current and »nat legiaslation, ideas
notential dangers '
woteircial benefits .
relationship of data baniz to:
1) numerous federal agencles
a) the transfer of data problem
2) legislative recs. of Commissions
® 3) relat. with outline numbers 2,3,4,5

oo
\_/"-u/‘!-w‘\_’

Mark Stevens--Commission & ' f
\
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“ommission on Private Data-Gathering
Activities

unications Industry and the Invasion of Privacy

tatement of the problem:! What are the usual invasions of privacy that the mass
iedia commit? How do these invasions differ from other private and government

invasions of privacy (e.g. motives and uses)? ire social ethics as important as

19gal-precedent53 #hat can the people, the government and the communiecations

industries do to protect various rights and still maintain an open and responsible

Crime and publicity

- "3ecret™ data-banks and dossiers
Purposes and uses

The right to invade privacy?

+ - Legal Precedents Protecting the Press and the People
A, Time, Inec. vs, Hill

« Times vs. Sullivan
C, Warren and Brandeis on Privacy

Jocial and Bthical Values Protecting the Press and the People
A, Bituation ethics

. Social Responsibility of Communications Industry
A, The right to invade privacy, cont.
B. Are a fair press and an open press incompatible?

. Recommendations

What ‘the people cand ' :
1. the need for two-directional laws
#hat the government can do

1, FCC

2, an PCC for newspapers

“3. a new first amendment

What the communications industry can do
1. existing codss

2. revised codes

B, Technological advances in communications and avolyivg ethics T T
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I.

II.

I

IV,

Commission I

The Scope of Surveiliasce Activity

Who is under surveillance
A, Organization and Institutions
1. Do they have any relation %o each other?
2, How long have they been tnder surveillance?
3. Political sffiliation
4, Surveillance immunity

B. Private Citizens

Jd

. Do they have any relation to each other?

2. How long have they besn under surveillance?
3. Political affiliation
4. Surveillance immusity

The present scope of surveilliance activity

A, Numerical estimates of ovganizations, institutions under
suvveillance,

B. Numedical estimatss ot ¢itiZens under suvveiliance.

A, Crganizations and Ins
I, Who +they ave
2. Why chesen
3. What the implications are
B. Private Citizens

Is data uzed to abuse others in any way?
A, rganizations and Iastitvtions

1. Peace, Civil Rights, Political right and 1eft,'etc.
B. Private Citizens

1. Defamation of character, public ramifications

What is being done with the data
A, The adesquacy and precision of ths data.

1. Cases of surveillance by informants.

el i

A5
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| ir,
T(continued)

2. Tapes, tavs, ang other recordings taken out of
coniext,

B. Kinds of assumptions maqe fro

m datg,
1. How many are pozitive and negative?
2. Forecasting after daty ig processed,
C, Data Stofage
1.

Pubiic acceSSabilit?

VI, Counter—Action.of gurvaiilance by the observed
' Legal counter-action )

i, Court cases

B. Iliegal counter Suryeill

arce technigues
Security Procedurss
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IV.
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VI,
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Jeffrey 7. Weil
Conference director:
¥Mr. Forgle

Commission 2

State Regulation of Private Sexual Activitles of Consenting Adults

~Definition of Iroblem
4. Distinction between private and public behavior

B. Importance of consent
C. Concept of public worslity

;Brief Histor: of Problem

A. Bdward Coke
7, William Blackstone

B
. QOthers
D

. olfenden Report

Current Laws of New Jersey and Illinois
&,  Sodowmy

B. Fornication

C. Incest

Administration of 3tate laws
L. Nuwber and tyne of recent cases
1. Yethods of determination of sexual orientation
<+ Declared offense of suspect sexual activity to public morality
- Discussion of acquitals
i. Number of acquitals
2. Reasoning behind decisions
C. Discussion of convietions
. Humber of convictions
» . Type of sentsnce -
+ Reasoning hehind decisions

) b

W)

“pinions of Community
Psychologist/psychiatrist/sociologist

o w

« lLawyers
C. Legislators
B. Cler:cy '
%. Gay Liberation Front
F. Taymen

Recent Ifforts at Legislative Reform
A. Historical description of efforts
. Reasons for efforts
C. Lillihond of success

i. Positive factors

2. legative factors

Ivaluations and Recommendations of Report ' -

27
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- PHYSICAL AND PSYCHOLOGICAL SURVSILLAWCE IN THe FRIVATE SECTOR

STATEMENT OF THw FROBLEM

hapid gains in science and technology have made it easier than

....ever before, through the use of electronic devices and psychological
tests, to discover what an individual is saying, thinking, and doing,
The intent of this paper will be to examine how widespread is the
-use of such surveillance techniques in American society today, and
to see whether their use poses a threat to the individual's right to
privacy. This report will also deal with future improvements likely
to be made in surveillance technology, and the imolications of such
chanzes for the rights of the average citizen,

L. The Eavesdropver's Avsenal

A. Brief Description of Surveillance Devices

1. The art of wiretapping, '

2. Hidden microphones, transmitters, and other snooping deviges,
B. Surveillancs Devices and the Mags lMarket

l. Standard manufacture of these devices.

2. Accessibility to the average citizen, 1
C. Likely Puture Techniques of Electronic Bavesdropping i

- 1L, Private Eyes, Snies, and Undercover Agents
A, The Growing Industry of Private Detsction
L. Who detectives work for. . ... ... S
2. Use of electronic surveillance by the private eye,
B. Industrial Espicneze
C. Industry and the Urdercover Agent
1. Detecticn of thieves. '
2. "Bhoppers" who evaluate employees' performances.

_IXI, The Folygranh, or "Lie Detector" (-
A. History and Princivle of the Lie Detection Machine il
B. Industry's Uses of the folyzranh . i o
1. Evaluating potential and resent employees. _ TR
2. Uncovering thieves,
C. Reliability of Lie Detectors
D, Quality of Examiners

IV. Psychclogical Testing
A. Fersonnel Selection
B, Testingz in Schools
C. Typical Test Guestions and the Threat to Privacy : 3 |
D, Future Prospects for Psychological Surveillance g

V. Policy Recommendations




