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L. INTRODUCTION

Without overstatement, the Internet has revolutionized free speech in
the United States. “Through the use of chat rooms, any person with a phone line
can become a town crier with a voice that resonates farther than it could from any
soapbox. Through the use of Web pages, mail exploders, and newsgroups, the
same individual can become a pamphleteer.” Reno v. American Civil Liberties
Union, 521 U.S. 844, 870 (1997). The Supreme Court has long held that “our
cases provide no basis for qualifying the level of First Amendment scrutiny that
should be applied to this medium.” (/d.)

The National Telecommunications and Information Administration
(“NTIA”) disagrees. NTIA opened the .us top-level domain (“.us-TLD”) for the
public’s use years ago, explicitly permitted “proxy” registrations so beneficial
website owners could register websites through a responsible proxy to maintain a
level of anonymity in their speech, and even enticed users with slick promotions
that the .us-TLD was “America’s Internet Address” where users could “establish
unique, memorable American identities online.” NTIA now says it can burden
anonymous speech as it pleases; it can do so without real evidence of any harm
from anonymous speech; and without even complying with the Administrative

Procedure Act (“APA”).



NTIA’s actions have victimized plaintiff/appellant Bob Peterson
(“Peterson™), among more than 17,000 others who took advantage of proxy
registrations to maintain a level of anonymity, but who now finds himself without
either his website or, for a time, the anonymity that he tried to protect. Like the
18th century pamphleteer, Peterson used his website to espouse sometimes-
controversial political ideas, with a contractual promise that a dissenter would not
have ready access to his home address or phone number.

Despite the already well-established First Amendment protection for
free speech on the Internet, the United States District Court for the Eastern District
of Virginia (“District Court”) rejected any similarity between Peterson’s plight and
the pamphleteer, and likened NTIA’s regulation to the right of a government to
require permits for any large group’s use of a public park. Armed with nothing
more than conclusory allegations, lacking a scrap of evidence of any actual harm
caused by the anonymous speaker, NTIA prevailed in its arguments before the
District Court that an order preliminarily enjoining its new rule against anonymous
non-commercial websites would harm governmental interests.

Peterson asks this Court to reverse the District Court’s denial of a
preliminary injunction and, pending a full trial on the merits, allow Peterson to re-
establish his website with the level of anonymity he enjoyed previously. Peterson

asks this Court to recognize that the Internet is not like the limited space of a



public park. Rather, the Internet is a medium of speech, akin to a leaflet, a piece of
mail, or a newspaper. Government regulations of the content of such speech
survive only if narrowly tailored to serve an overriding governmental interest — a
burden that NTIA has not shouldered here.

II. JURISDICTIONAL STATEMENT

The District Court had subject-matter jurisdiction over this action
pursuant to 28 U.S.C. §§ 1331 and 1346(a) because this case arises under the First
Amendment to the United States Constitution and under 5 U.S.C. § 551 et seq.
This Court has jurisdiction under 28 U.S.C. § 1292(a)(1) because Peterson appeals
from an interlocutory order of the District Court, dated February 17, 2006, denying
his request for a preliminary injunction. The decision was appealable as an
interlocutory order, and notice of this appeal was filed February 21, 2006.

1III. STANDARD OF REVIEW

This Court reviews the grant or denial of a preliminary injunction for
abuse of discretion. See, e.g., Child Evangelism Fellowship of Maryland, Inc. v.
Montgomery County Pub. Sch., 373 F.3d 589, 593, 602 (4th Cir. 2004) (reversing
the denial of a preliminary injunction on the ground that the plaintiff demonstrated
likelihood of success on the merits of its First Amendment claims). To the extent
the District Court made conclusions of law, those conclusions are reviewed de

novo, and findings of fact are reversed if there is clear error. Giovani Carandola,



Ltd v. Bason, 303 F.3d 507,511, 520-21 (4th Cir. 2002) (affirming a grant of a
preliminary injunction where First Amendment claims were impinged for even a
minimal period and the state is in not harmed by the injunction).

Similarly, in analyzing a district court’s decision regarding standing,
this Court reviews factual findings for clear error, and the legal question of
whether Peterson has standing under a de novo review. See Piney Run Pres. Ass'n
v. County Comm rs, 268 F.3d 255, 262 (4th Cir. 2001) (citing Marshall v.
Meadows, 105 F.3d 904, 905-06 (4th Cir. 1997)).

IV. STATEMENT OF THE ISSUES PRESENTED FOR REVIEW

This appeal presents the following issues for review:

(1) Did the District Court err in finding that Peterson lacks standing
to challenge NTIA’s new rule that prohibits Peterson and others from maintaining
websites on the .us-TLD unless they publicly disclose in a globally-accessible
database their name, address, telephone number, and affiliation with their website?

(2) Did the District Court err in concluding that NTIA’s rule
prohibiting any person from registering a website on the .us-TLD without publicly
disclosing his or her name, address, telephone number, and affiliation with that
website, is a reasonable time, place, and manner restriction?

(3) Did the District Court err in holding that the NTIA was exempt

from the notice and hearing requirements of the APA in adopting its rule



prohibiting anonymous .us website registration because the NTIA imposed its rule
through a contract; that is, by compelling the change through a new contract with
its registry, that required the registry to require private registrars to accept the
change or lose the ability to register users in the .us-TLD?

V. STATEMENT OF THE CASE

Peterson filed a complaint for injunctive relief in the District Court to
enjoin NTIA, United States Department of Commerce, Michael D. Gallagher, in
his capacity as Assistant Secretary of Commerce for Communications and
Information, Carlos Gutierrez, in his capacity as Secretary of Commerce, and
NeuStar, Inc. (“NeuStar”) (collectively, “NTIA”), from enforcing a regulation
banning all anonymous website registration on the .us TLD on the grounds that it
runs afoul of the First Amendment and the APA.

Peterson initially sought a temporary restraining order, but NTIA
agreed to delay enforcement of its new rule and respond to the application for
temporary restraining order as if it were a motion for preliminary injunction. After
hearing the parties, the District Court denied Peterson’s request for an injunction.

Peterson now appeals that order.

VI. STATEMENT OF FACTS

Peterson operated a non-commercial Internet website entitled “Point-

CounterPoint City, US” (“PCP City”) on the .us-TLD. (See JA20 at  2.) Peterson



operated his website as a resource and forum for the direct exchange of competing
points of view on current political and social topics. (Id.) There, he discussed
controversial topics such as the war in Iraq, social policy, and capital punishment.
(Id) Peterson’s website contained no advertising and made no profit. (Jd.)

The .us domain is the country code top level domain (“.us TLD”)
associated with the United States. (See JA34 at §3.) Just as “.com” is associated
with general commerce, .us is associated with the United States. (Jd.) Peterson
registered his website, www.pcpcity.us, because it reinforced his belief that his
website represented American ideals by fostering political debate. (See JA20 at
139

NTIA, an agency within the Department of Commerce, contracts with
a private registry to assign names on the .us domain to private parties. (See JA34
at§ 2.) NTIA entered into its agreement in October 2001 with NeuStar, a Virginia
corporation, to manage and coordinate the .us domain registry. (See JASS at§ 12;
JA145.) A stated objective of the agreement between NTIA and NeuStar was to
“promote increased use of the [.us domain] by the Internet community of the
United States (including small businesses, consumers, Internet users, not-for-profit
organizations, and local governments) . ...” (JA146 at ¥ 2.) NTIA, through its

contractor, NeuStar, actively enticed users to the .us TLD with slogans like, “Make



‘America’s Internet Address’ Yours!”, and “Here’s where citizens . . . establish
unique, memorable American identities online.” (JA778 at ] 4; JA793.)

NeuStar entered into agreements with domain registrars, which offer
registrations on the .us domain to the public. (See JA778 at § 4; JA798; see also
JA150.) The Go Daddy Group, Inc. is one of many such domain registrars that
entered into agreements with NeuStar to offer registrations on the .us-TLD. (See
JA187 at § 5). Peterson registered the PCP City website in September 2004
through GoDaddy.com (“Go Daddy”™), The Go Daddy Group, Inc.’s flagship
company. (JA34 at§3.) Go Daddy is a domain name registrar accredited by the
Internet Corporation for Assigned Names and Numbers. (/d.; see also JASS at
9 13; JA165-66.)

Typically, when anyone registers a website, his or her personal
information (home address, phone number, and email address) is listed in an
online, public database called “WHOIS.” (JA34 at 9 3; see also www.whois.net.)
The WHOIS database allows anyone with a computer and access to the Internet to
find the address and phone number of the registrant for a particular website. (JA34
at 73.) To protect his anonymity, Peterson registered his website using Go
Daddy’s proxy service, Domains by Proxy, Inc. (“Domains by Proxy”) so that the

WHOIS database would show Domains by Proxy as the registrant. (/d.)



Using a proxy did not impenetrably shield Peterson’s identity if
legitimate concerns arose about his website. Domains by Proxy maintained
personal contact information and would disclose it in response to a request by law
enforcement or a subpoena. (See JA54-55 at §9; JA94-95; see also JA34 at§3.) In
addition, Domains by Proxy had a system in which, upon receiving reasonable
evidence of actionable harm to a third person, the registrar would suspend the proxy
website, identify the beneficial owner, and take any other action necessary to avoid
harm. (See JA34 at [ 3; JA801-02 at 7 8-9; JA16 at {{ 6-9.) Beneficial owners of
websites, such as Peterson, however, had the opportunity to contest the disclosure of
their personal information in civil cases. (See JA54-55 at §9; JA94-95.)

Peterson registered his website by proxy to keep his home address and
telephone number from being disclosed to the public in connection with his
website. (JA34-35 at 9§ 4.) Peterson feared that if his personal information were
publicly available through the WHOIS database, those who disagreed with his
views could more easily retaliate against him. (/d.) By using a proxy registration,
Peterson could more securely engage in vigorous and direct political and social
discourse because he did not have to fear reprisal. (/d.)

Go Daddy, Inc., through its affiliate Domains by Proxy, offered proxy
registration to .us-TLD users beginning in 2002. (/d.) Early in the program’s

existence, Go Daddy discussed the service with NTIA’s agent, NeuStar. NeuStar



did not protest that the service would violate the registrar’s agreement, breach any
treaties, or cause any other problem. (See JA802-03 at §12.) Indeed, from the
beginning, NTIA approved the form agreement between NeuStar and registrars
that explicitly allowed proxy registrations:
Any registrant that intends to license use of a domain name to a third
party is nonetheless the Registrant of record and is responsible for
providing its own full contact information and for providing and
updating technical and administrative contact information adequate to
facilitate timely resolution of any problems that arise in connection
with the Registered Name. A Registrant licensing use of a Registered
Name according to this provision shall accept liability for harm
caused by wrongful use of the Registered name, unless it promptly
discloses the identity of the licensee to a party providing the
Registrant reasonable evidence of actionable harm.
(JA321 at § 21; JAS62 at § 3.7.7.4 (emphasis added).) As discussed above,
Peterson’s registrar complied with the latter requirement, promptly disclosing
identities upon receiving reasonable evidence of actionable harm. In fact, a
registrar had an incentive to comply: the safe harbors of laws like the Digital
Millennium Copyright Act. 17 U.S.C. § 512 at ] 8. For three years, Go Daddy
offered registrations by proxy without receiving any complaint from NTIA or
NeuStar that such registration interfered with their ability to administer the .us-
TLD. (JA34-35atf4.)
On February 2, 2005, with no notice or public input, NTIA dispatched

a letter to NeuStar demanding a termination of proxy registrations on the .us-TLD.



(See id.; JASS at § 10; JA113-14.) NTIA unilaterally directed NeuStar to amend
its Accreditation Agreement to reflect this new prohibition:

Notwithstanding Section 3.7.7.4.1 [formerly section 3.7.7.4] above,

neither Registrar nor any of its resellers, affiliates, partners and/or

contractors shall be permitted to offer anonymous or proxy domain
name registration services which prevent the Registry from having
and displaying the true name and accurate data elements contained in

Section 3.3 for any Registered Name.

(JA174; see also JA34-35 at § 4-5.) Registrars had no choice but to sign the
amended agreement or lose the right to issue domain names in the .us-TLD.
(JA34-35 9 4-5.) Oddly, NTIA’s new rule prohibits proxy registration by registrars
or their affiliates, but not by others. (JA174.) NTIA ordered that all new proxy
registrations cease immediately, and that registrars terminate existing websites
registered by proxy if the registrants did not allow their personal information to be
released into the WHOIS database by January 26, 2006. (/d.)

After his desperate search for counsel finally resulted in finding the
undersigned counsel, Peterson filed an action in the District Court on January 25,
2006 to seek an injunction against NTIA’s new rule, and sought a preliminary
injunction to delay the rule while his case proceeded. (JA22 at § 8.) Peterson was
not aware that his attempt to stop the new rule rather than comply meant that he
was too late to terminate his website in time to avoid public disclosure of his

personal identifying information. (JA880 at  4-8.) After the District Court

denied Peterson’s request for a preliminary injunction, Peterson’s identifying

-10-



information appeared for a time on the WHOIS database. (JA880 at {4.) Peterson
immediately cancelled his website registration to stop the disclosure of his personal
identifying information on the Internet. (JA879-80 at Y 3-5.)

VII. SUMMARY OF THE ARGUMENT

The District Court abused its discretion in denying Peterson’s request
for a preliminary injunction to prevent NTIA from continuing to strip individuals’
free speech rights on the .us-TLD. Contrary to the Distric£ Court’s holding,
Peterson has standing to pursue this action. He has suffered an injury in fact and
also raises a proper challenge to NTIA’s rule on overbreadth grounds. Moreover,
Peterson satisfies the requirements for a preliminary injunction: he has been
irreparably harmed through the loss of his First Amendment right to anonymous
speech on his website (or any .us-TLD website). Meanwhile, the Government’s
proffered justifications lack either evidentiary support or logical coherence.
NTIA’s rule is a content-based regulation of speech that fails to pass the requisite
constitutional scrutiny.

In addition to its constitutional infirmity, NTIA’s action does not
comply with the APA. The contracts exception to the APA does not permit NTIA
to avoid any public notice or discussion of its decision to prohibit anonymous

speech on the .us-TLD. Consequently, the District Court also abused its discretion

-11-



in holding that NTIA did not need to comply with the APA when it regulated
speech on .us.

VIII. ARGUMENT

A.  The District Court Erred In Concluding That Peterson
Lacks Standing To Assert His First Amendment Claim.

The District Court erred in finding that, because Peterson did not
adequately protect his anonymity, he lacks standing to bring his First Amendment
claim. (JA933:9-12.) Peterson suffered an injury as a direct result of NTIA’s new
regulation. (See JA21-22 at ] 6, 9 (explaining that Peterson fears retaliation for
his speech, and would rather shut down his website than publicly disclose his
address and telephone number).) As a precondition to maintaining a .us website,
the new NTIA rule compels Peterson to publicly disclose personal information and
therefore link it to his website. Under Meclntyre v. Ohio Elections Commission,
514 U.S. 334 (1995), and Watchtower Bible & Tract Society of New York v.
Village of Stratton, 536 U.S. 150 (2002), Peterson has an anonymity interest even
though his identity is not fully anonymous. Peterson also has a privacy interest n
preventing public disclosure of his personal information. In addition to first-party
standing, Peterson challenges the regulation under the overbreadth doctrine
because the regulation is unconstitutional as applied to the anonymous speech of

others not before the Court.



1. Peterson has Article III, first-party standing.

To satisfy the requirements of Article III standing, as articulated by

the Supreme Court in Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992),
a party must provide evidence to support the conclusion that: *“(1) [he or she] . ..
suffered an injury in fact — an invasion of a legally protected interest which is
(a) concrete and particularized, and (b) actual or imminent, not conjectural or
hypothetical; (2) there [is] a causal connection between the injury and the conduct
complained of; and (3) it [is] likely, as opposed to merely speculative, that the
injury will be redressed by a favorable decision.” Id. (citations omitted); see also
White Tail Park, Inc. v. Strouble, 413 F.3d 451, 458 (4th Cir. 2005) (emphasizing
that standing does not turn on whether plaintiff will be successful on the merits, but
on whether plaintiff is the proper person to bring the claim, and holding that an
organization had standing to challenge a statute that impinged on the First
Amendment rights of the organization and its members).

a. Peterson has suffered an injury in fact because

his personal identifving information was
released on the WHOIS database, and he was

forced to close his website.

Peterson’s constitutional injury is concrete and particularized as well
as actual. See Lujan, 504 U.S. at 561 n.1 (clarifying that “[b]y particularized, we
mean that the injury must affect the plaintiff in a personal and individual way”).

NTIA’s rule requiring disclosure of personal information on the WHOIS database

-13-



forced Peterson to choose between sacrificing his anonymity and closing down his
website thus silencing his speech. Peterson chose to terminate Www.pcpcity.us.
While NTIA’s rule is enforced, Peterson cannot restart his website on “America’s
Internet Address,” or open a new .us website, without disclosing his name, address,
and telephone number on the WHOIS database. Thus, he brings a case or
controversy before the court. (JA879 at 4 5-8.)

(1) One need not maintain absolute
anonymity to enjoy First Amendment

protections.

Notwithstanding Peterson’s clear injury, the District Court found that
Peterson lacked standing because he had not adequately protected his anonymity.
(JA933:9-12.) The District Court based this conclusion on the fact that Peterson’s
name appeared on his website and other personal information could be found
through a Google search. (JA933:14-20.) However, the notion of anonymity does
not encompass absolutes as much as it controls the dissemination of identifying
information. See generally Mcintyre, 514 U.S. at 334 (finding that distributors of
handbills did not need to identify themselves on the handbills as they had a right to
speak anonymously). In Melntyre, for example, the plaintiff attempted to protect
her right to speak anonymously through distributing handbills that did not have her
name on them. Id. at 337. Mclntyre did not protect her anonymity flawlessly.

Some of the handbills she distributed identified her as the author. /d. She

-14-



presumably handed out the leaflets with no effort to conceal her identity. A
recipient who saw her face-to-face could find out who she was and where she lived
by following her home. Nonetheless, McIntyre fought for, and won, her right to
control the way in which her personal information was disseminated. Id. at 357.

Similarly, in Watchtower Bible, plaintiffs challenged an ordinance that
required canvassers to obtain a permit from the mayor’s office, and reveal their
identities in a publicly-accessible list, in order to canvass door-to-door for any
cause. 536 U.S. at 153-54. The Court rejected the idea that the canvassers had no
anonymity interest because “the very act of going door-to-door requires canvassers
to reveal a portion of their identities.” Waichtower Bible, 240 F.3d 553, 563
(2001), rev’d, 536 U.S. 150. The Court held that the canvassers retained an
anonymity interest: “the fact that circulators revealed their physical identities did
not foreclose our consideration of the circulator’s interest in maintaining their
anonymity.” Watchtower Bible, 536 U.S. at 166-67.

Peterson’s situation is analogous. While Peterson’s name appears on
his website, this partial disclosure of his identity does not strip him of all interest in
maintaining his anonymity. Peterson protects that anonymity by not listing his
address, telephone number, or personal email address on his website. (JA21 at
6.) Thus, like the canvassers in Watchtower Bible, Peterson still maintains an

interest in protecting his anonymity, even though that anonymity is not complete.
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The holding of Watchtower Bible recognizes that in this day and age,
absolute anonymity is impossible — indeed it would be difficult to function in our
society if that were the goal. But the Supreme Court’s opinions have also been
sensitive to the fact that the desire to maintain anonymity is legitimate — fear of
retaliation, whether by officials or society, “or merely by desire to preserve as
much of one’s privacy as possible.” Id. (quoting Mclntyre, 514 U.S. at 341-42);
see also Buckley v. American Constitutional Law Found., 525 U.S. 182 (1999)
(striking down requirement that petition circulators wear name badges even though
they must file an affidavit with personal identifying information because “the
badge requirement compels personal name identification at the precise moment
when the circulator’s interest in anonymity is greatest.”).

Peterson does not contend that he is absolutely anonymous, nor is that
his goal; rather, Peterson seeks to avoid linking his personal identifying
information, such as his address and telephone number, with the political views he
expresses on his website. (See JA21 at § 6; JA22 at 9.) Much like the speakers
in Watchtower Bible and McIntyre, Peterson may have lost a degree of anonymity,
but the registration requirement, just like the permit requirement for canvassing,
still implicates anonymity interests. Watchtower Bible, 536 U.S. at 166.

No person can participate in society without sacrificing some

anonymity. Peterson has an unlisted phone number and he chose to register his
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website anonymously. Peterson’s First Amendment rights are not forever
destroyed merely because his name is discoverable through a Google search.
Indeed, every American most likely has a web-presence.

(2) The right to informational privacy should
be protected on the Internet.

Even if Peterson lacked an anonymity interest, he nonetheless retains
a privacy interest in preventing disclosure of his name, address, and telephone
number in the WHOIS database. Even the District Court appeared to concede that
Peterson would have an injury if his private information were made public, if being
made public is an offense to the First Amendment. (See JA933 at 21-24 (“Now, as
it relates to his address and telephone number, again, that may be ~ that may be
some injury if that is protected somehow by the First Amendment.”).) On
February 22, 2006 — shortly after the District Court’s denial of a preliminary
injunction — Peterson’s personal information was made public on the WHOIS
database. (JA880 at 4 4.)

The courts are still struggling with the extent of an individual’s
privacy interests in personal identifying information. The recent emergence of
online databases such as WHOIS has raised new concerns regarding privacy in a
digital age. The potential for breaches of privacy and identity theft is great in an
era where mass amounts of personal information are available at the click of a

button. The WHOIS database is a perfect example of the dangers posed by such
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data compilations: it provides globally available, instantly accessible information
about .us web registrants to anyone, including stalkers, spammers, and identity
thieves. For this reason, individuals should be able to control the information
disseminated about themselves. Courts that have confronted the challenges
presented by this new technology are increasingly recognizing that individuals
should be able to choose when their personal information is made public.

Several courts have touched upon the issue of “informational
privacy.” In Whalen v. Roe, 429 U.S. 589 (1977), for example, the Supreme Court
discussed the threat to privacy that occurs as a result of the accumulation of
personal information. Id. at 605 (discussing a New York statutory scheme that
provided restricted access to a compilation of personal medical information, but
finding that due to the limited nature of the statute, the inaccessibility of the
information, and the destruction of the information within five years, it did not
violate a privacy right).

In his concurring opinion, Justice Brennan aptly stated that “central
storage and easy accessibility of computerized data vastly increase the potential for
abuse of the information — future technology developments might demonstrate the
necessity of some curb on such technology.” Id. at 606-07 (Brennan, J.,
concurring). With uncanny prescience about the coming “Information Age,”

Justice Brennan warned that, as information becomes more and more accessible,
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and as we become more and more dependant on technology, our personal
information is at risk. Id. at 607. Rather than condone and facilitate compilations
of personal information, the Government should continue to protect privacy,
especially when there is a viable alternative.

In the United States Department of Justice v. Reporters Committee for
Freedom of the Press, 489 U.S. 749 (1989), the Supreme Court stated that the
common law notion of privacy encompasses individuals’ control of information
concerning themselves. /d. at 759, 763 (addressing whether reporters could have
access to compiled rap sheets under the Freedom of Information Act, and rejecting
a “cramped notion of personal privacy”). The Court recognized a difference
between public records that can be found after a diligent search and information
that is collected and summarized in a public clearinghouse of information. Id. at
764. Further, as quoted in Reporters Committee, ““[h]ardly anyone in our society
can keep altogether secret very many facts about himself. Almost every such fact,
however personal or sensitive, is known to someone else. Meaningful discussion
of privacy, therefore, requires the recognition that ordinarily we deal not with an
interest in total nondisclosure, but with an interest in selective disclosure.” Id. at
763, 763 n.14 (quoting Kenneth L. Karst, “The Files:” Legal Controls Over the
Accuracy and Accessibility of Stored Personal Data, 31 Law & Contemp. Prob.

342, 342-44 (1966)).
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b.  Aninjunction against the NTIA’s rule would
cure Peterson’s First Amendment violation.

NTIA’s regulation directly caused the violation of Peterson’s First
Amendment rights. There is a direct causal connection between NTIA forcing all
us-TLD domain registrants to list their names and addresses in a public registry,
and the violation of Peterson’s right to speak anonymously. See Lujan, 504 U.S. at
562. NTIA placed Peterson in the untenable situation of being forced to choose
between making public his private information, or shutting down his website. If
the regulation is ruled unconstitutional, Peterson’s right to engage in anonymous
speech in a public forum will be restored.

2. In addition to first party standing, Peterson has third-
party standing under the Overbreadth Doctrine.

Even if Peterson himself lacks an anonymity interest, he asserts a
challenge to the NTIA regulation on behalf of anonymous .us website registrants.
First Amendment cases present an exception to the general rule that Constitutional
rights are personal and may not be asserted vicariously. See Broadrickv.
Oklahoma, 413 U.S. 601, 610-11 (1973). The Supreme Court has altered the
traditional rules of standing for First Amendment challenges to permit attacks on
overly broad statutes with no requirement that the person making the attack

demonstrate that his own conduct could not be regulated by a statute drawn with
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the requisite narrow specificity. Id. at 612 (citing Dombrowski v. Pfister, 380 U.S.
479, 486 (1965)).

The Broadrick court stated that a court may grant third-party standing
based on a prediction or assumption that “the statute’s very existence may cause
others not before the court to refrain from constitutionally protected speech or
expression.” Id. The Court’s concern is that overbroad proscriptions harm society
by muting valuable speech. Id. In analyzing prudential standing in the First
Amendment arena, a primary concern, as summarized by the Supreme Court in
Secretary of State of Maryland v. Munson, 467 U.S. 947, 956 (1984), is the risk
that one who engages in protected activity might rather chill his or her own speech
than risk punishment for his conduct in challenging the statute.

To address this concern, in Schad v. Borough of Mount Ephram, 452
U.S. 61, 66 (1981), the Supreme Court held that those who challenge a law are
entitled to rely on the impact of the ordinance on the expressive activities of others
as well as their own when their claims are rooted in the First Amendment.
Overbroad laws deter privileged aétivities, and the Supreme Court’s cases firmly
establish the right of a party to assert third-party standing in an overbreadth

challenge. Id. (citing Grayned v. City of Rockford, 408 U.S. 104, 114 (1972)).



a. Under the test outlined in Munson, Peterson can
challenge the NTIA rule as applied to
anonymous web registrants.

For third-party standing, the litigant must first satisfy the court that
there is a case or controversy. Munson, 467 U.S. at 954 (holding that a
professional fundraising corporation had standing to challenge a statute regulating
the way in which charities raise funds based both on the potential for silencing
many people’s speech, and the corporation’s injury). Thus, a litigant suffering an
injury-in-fact, whether or not attributable to unconstitutional actions in the
litigant’s case, need only be able to satisfactorily frame the issue that
unconstitutional actions may harm others. [d. at 958.

Peterson suffered an injury-in-fact when he was forced to shut down
his website on the .us-TLD to protect his First Amendment right to speak without
revealing his address, and telephone number on a publicly-searchable database,
and he was injured when his personal identifying information was published on the
WHOIS database. See supra Part VIILA.l.a. Peterson is able to satisfactorily
frame the issues to the Court because Peterson’s interests are consistent with other
.us web registrants who want to prevent their personal information from being
made publicly available. See Munson, 467 U.S. at 958. Further, the NTIA rule is
substantially overbroad. While the NTIA purportedly enacted this rule in part to

prevent Internet fraud and unwanted spam, the rule sweeps within its net all



anonymous website registrations on the .us-TLD — including family, church,
social, and charity websites, as well as political websites like Peterson’s, that do
not engage in commercial activity or spamming.

b.  The District Court’s reliance on Gilles v.
Torgerson was misplaced.

NTIA relied heavily on Gilles v. Torgerson, 71 F.3d 497, 501 (4th
Cir. 1995), in arguing that Peterson could not assert third-party standing because
he is not completely anonymous and thus suffered no injury. (See JA917:5-24.) In
Gilles, a minister challenged a Virginia Polytechnic Institute policy that denied
campus access to any outside speakers unless they first obtained a university
sponsor, such as a student organization. Gilles, 71 F.3d at 499. The minister was
sponsored and allowed to speak on campus, though he was not permitted to speak
in a desired location. Jd. This Court concluded the minister lacked standing
because he was not injured by the sponsorship policy he challenged. /d. at 501.
To the extent he suffered an injury by not being able to speak where he wanted,
that injury was caused by a different policy, not the sponsorship requirement. Id.
Because the minister suffered no injury caused by the statute he challenged, the
Court concluded that he also lacked third-party standing to challenge the statute for
overbreadth. Id.

The crucial distinction between Gilles and the instant case is that

Peterson’s injury was caused by the NTIA regulation: he maintained a .us website
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but was forced to shut it down because he did not want to disclose information on
the WHOIS database. By contrast, the minister in Gilles challenged a policy that
did not affect him in any way. The minister was injured, but by a completely
different policy than the one he was challenging. /d.

The District Court’s conclusion that Peterson was not injured by the
NTIA rule because he was only partially anonymous conflates the injury
requirement with the merits of Peterson’s claim. Peterson does not need to be
anonymous to suffer an injury for third-party standing purposes. Even if Peterson
made no claim that he was anonymous, but simply did not want to disclose his
personal identifying information for his OWn reasons, he would still be injured by
the NTIA rule because he is prohibited from maintaining his website unless he
disclosed his information in the WHOIS database. Although the statute ultimately
may be held constitutional as applied to him (merits), the overbreadth doctrine still
allows him to assert the rights of those to whom the rule could not be
constitutionally applied (standing).

In summary, Peterson stands before this Court on behalf of himself
and those others who were forced either to publish their personal identifying
information or to silence their speech. Prospective .us-TLD website users who
wish to speak with a level of anonymity are now barred from the .us-TLD. Many

individuals create a web presence for themselves, but do not want to identify



themselves publicly. Operators of websites who were victims themselves and now
provide forums for other victims of domestic abuse, stalking, and other threats are

inherently safer if the public — and former victimizers — do not know their
identities or addresses. (See JAS54 at Y 4-5; JA61-63; JA70-80; see also JA34 at
13

For those people, stepping forward before the courts does not make
practical sense. Maintaining their anonymity is potentially more pressing than
challenging NTIA’s new regulation. See Munson, 467 U.S. at 957-58 (explaining
that the risk of chilling speech is great when one is forced to either face
punishment for engaging in speech or not speak at all; in these situations,
“[s]ociety as a whole then would be the loser”). There is a “judicial presumption”
that a statute’s existence may cause others not before the court to refrain from
engaging in protected speech. See Broadrick, 413 U.S. at 612. In these situations,
a litigant may challenge a statute on behalf of those not before the Court.
Therefore, the District Court abused its discretion in holding that Peterson lacked
standing to bring this action because he was not an anonymous speaker. Under the
overbreadth doctrine, NTIA’s rule is unconstitutional as applied to third-party,

anonymous speakers.
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B.  The District Court Erred In Denying Peterson’s Motion For
A Preliminary Injunction.

In considering whether to grant preliminary injunctive relief, this
Court requires the district court to evaluate four factors: “(1) the likelihood of
irreparable harm to the plaintiff if the preliminary injunction is denied, (2) the
likelihood of harm to the defendant if the requested relief is granted, (3) the
likelihood that the plaintiff will succeed on the merits, and (4) the public interest.”
L.J. v. Massinga, 838 F.2d 118, 120 (4th Cir. 1988) (citing Blackwelder Furniture
Co. v. Seilig Mfg. Co., 550 F.2d 189, 194-95 (4th Cir. 1977)). In applying these
factors, the District Court erred when it denied Peterson’s preliminary injunction
for the reasons stated below.

1. Peterson suffered an irreparable injury.

The District Court erroneously concluded that Peterson had not
demonstrated irreparable harm because “there is no restriction on the time or
manner of his speech” and NTIA’s new rule is “regulatory in purpose.”
(JA936:23-4.)

In fact, Peterson has demonstrated a clear injury. After the District
Court’s denial of the preliminary injunction, NTIA enforced its new rule, and
Peterson’s home address and phone number were linked to his website and made
widely and readily available on the WHOIS database. (JA880 at §4.) Peterson

was forced to shut down his website on the .us-TLD to remove his personal
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information from WHOIS. (JA879-80 at 9 3-5.) Aslongas NTIA’srule is
enforced, Peterson cannot reclaim his website, www.pcpcity.us, or any website on
“America’s Internet Address” withoutl disclosing personal information. He is thus
being denied the right to express his political views on the .us-TLD, the only place
where he can “establish [his] unique, memorable American identit[y] online.”
Elrod v. Burns, 427 U.S. 347, 373 (1976) (plurality opinion) (“The loss of First
Amendment freedoms, for even minimal periods of time, unquestionably
constitutes irreparable injury.”).

2. The District Court had no evidentiary support for its

finding that a preliminary injunction would harm
governmental interests.

The District Court concluded that the likelihood of harm to the
Government if a preliminary injunction were granted was substantial. (JA936:6-
13; JA937:14-20.) The basis for this finding was that the injunction would:

(1) impair the United States’ ability to comply with international treaties,

(2) interfere with regulating Internet-related crimes such as theft, identity theft,
fraud, or child pornography, and (3) hinder finding the proper holder of a website
in the event of technical problems. (Id.)

The error of this decision is made apparent by the complete lack of
evidence to support any of these findings. NTIA did not explain how the proxy

system breached treaty obligations. Though the proxy system has been operating



on the .us-TLD for at least three years, NTIA did not cite a single example to
support a finding of harm. See discussion infi-a Part VIILB.3.a.(2). NTIA did not
cite not a single incident in which proxy registration impeded efforts to prevent
Internet-related crimes such as theft, identity theft, fraud, or child pornography. In
fact, the record reveals that registrars readily disclose contact information for
proxy registrants in response to law enforcement requests or subpoenas. (JA802-
03 at § 9 (stating that Go Daddy provides contact information voluntarily to law
enforcement when they make a legitimate request for information).) Finally, there
is no evidence in the record that proxy registration has prevented anyone from
resolving technical difficulties on a proxy régistered site. To the contrary, the
record reveals that registrars can forward messages to the proxy registrant or shut
down the website in response to complaints. (JA800-01 at 1§ 5-8).

Because NTIA has presented no evidence to support its conclusory
justifications, the balance of harm to Peterson compared with the harm to NTIA
tips sharply in favor of granting the preliminary injunction, and thus the District
Court erred in its denial.

3. The District Court erred in concluding Peterson was
not likely to succeed on the merits.

The District Court also erred in holding that Peterson had “a slim
likelihood of success on the merits” of his First Amendment claim. (JA937:22-2.)

The court held that NTIA’s rule was a content-neutral, time, place, and manner
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restriction. (JA933:3-7.) Additionally, the court held that NTIA’s rule is narrowly
tailored to significant governmental purposes. (JA934:20-935:24.) The court
mentioned regulation of technical problems, compliance with treaties, and crime
prevention as adequate justifications provided by the Government. (JA934:20-
935:14.) As explained below, NTIA’s ban on proxy registrations is neither a
content-neutral time, place, and manner restriction nor narrowly tailored. Asa
content-based restriction that fails to satisfy strict scrutiny, the rule violates the
First Amendment. Consequently, the District Court erred in failing to recognize
Peterson’s strong likelihood of success on the merits.

a. NTIA’s rule violates the First Amendment.

(1) The NTIA rule prohibiting proxy
registrations is content-based and must
satisfy strict scrutiny.

The First Amendment provides that “Congress shall make no law . ..
abridging the freedom of speech . . . or the right of the people peaceably to
assemble, and to petition the Government for a redress of grievances.” U.S. Const.
amend. I. Freedom of speech includes the right to speak anonymously, including
the right not to disclose one’s identity. Talley v. California, 362 U.S. 60, 64 (1960)
(striking down a municipal ordinance that banned distribution of handbills that did
not contain the names and addresses of the persons who prepared, distributed, or

sponsored them). The decision to speak anonymously “may be motivated by fear
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of economic or official retaliation, by concern about social ostracism, or merely by
a desire to preserve as much of one’s privacy as possible.” Mclntyre, 514 U.S. at
341-42.

Whatever the motivation, there is no denying that “anonymous
pamphlets, leaflets, brochures, and even books have played an important role in the
progress of mankind.” Id. Many authors with profound impact on the formation
of American democracy chose to speak anonymously or employed pseudonyms to
conceal their identities. See id. at 342 n.4, n.6.

The NTIA rule is a drastic departure from our country’s historic
recognition and appreciation of anonymous speech. Under the rule, “America’s
Internet Address” is no longer open to any individual or group who would prefer to
speak anonymously. This sweeping prohibition, which affects all .us websites,
commercial and non-commercial, political, religious, or personal, regulates the
content of speech in two ways. First, the rule compels proxy registrants to disclose
their identities on the WHQIS database, thereby compelling them to speak.
Second, it places a greater burden on the expression of controversial and unpopular
ideas because their proponents are more likely to speak only if they may remain

anonymous.



(a) The NTIA’s new rule is content-
based because it compels website

registrants to identify themselves.

The NTIA’s rule prohibiting proxy registration at the .us-TLD
constitutes a content-based regulation because it forces website owners to publicly
reveal their names, addresses, and telephone numbers. Forcing a speaker to make
a certain statement, such as disclosing his or her identity, is a content-based
regulation. Mclntyre, 514 U.S. at 348 (prohibition on anonymous handbill
distribution constitutes content-based regulation because the “identity of the
speaker is no different from other components of the document’s content that the
author is free to include or exclude”). In Mclntyre, the defendant was cited for
distributing leaflets at a public meeting at her local middle school in violation of an
ordinance requiring that all leaflets contain the name and address of the leaflet’s
author. Id. at 347. Some of McIntyre’s leaflets identified her as the author, but
others expressed the views of “Concerned Parents and Tax Payers.” Id. at 337.
The Court held that the statute was a content-based restriction on core political
speech because it dictated that authors include their names and addresses on the
leaflet. Id at 345. As aresult, the Court applied “exacting scrutiny,” under which
a law can be validated “only if it is narrowly tailored to serve an overriding state

interest.” Id. at 347 (emphasis added).
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Similarly, under the NTIA rule, all .us-TLD registrants are now
required to publicly state their names, addresses, and telephone numbers on the
WHOIS database and to link themselves publicly with the ideas expressed on their
websites. No web registrant can create or maintain a .us-TLD website without also
revealing this information. While Mclntyre required disclosure on the leaflet itself,
this distinction is irrelevant because in both situations, the rule strips individuals of
their anonymity. It is the right to speak anonymously that the Supreme Court
sought to protect in McIntyre. See id. at 341-43 (recounting the “important role” of
anonymous pamphlets, leaflets, brochures, and books in the “progress of
mankind”). Because the Government’s rule against proxy registration similarly
strips individuals of their anonymity, it is content-based and should be subjected to
strict scrutiny.

(b) The NTIA’s new rule is content-
based because it places greater
burdens on controversial and

unpopular speech than on speech
advocating the status quo.

By banning anonymous website registration, the Government’s rule
places a greater burden on advocates of controversial and unpopular ideas.
Advocates of unpopular ideas are less likely to speak if required to disclose their
identities, for fear of retaliation or social ostracism, and are also less likely to be

able to find another website willing to host their controversial views and risk the



retaliation or ostracism that the speaker would have risked. See id., 438-39 n.8
(stating that “[a]rguably the disclosure requirement places a more significant
burden on advocates of unpopular causes than on defenders of the status quo”);
Talley, 362 U.S. at 64 (noting that “[p]ersecuted groups and sects from time to time
throughout history have been able to criticize oppressive practices and laws either
anonymously or not at all”); see also Laurence H. Tribe, American Constitutional
Law 794 (2d ed. 1988) (asserting that a law should be considered content-based if
its intent is to restrict controversial speech). This is certainly true of Peterson, who
registered for his .us-TLD through a proxy service because he intended to engage
in provocative political speech and feared retaliation from those who do not share
his point of view. (JA20 at Y 2, 3.) Peterson removed his website from the .us-
TLD to protect his address and telephone number from public disclosure on the
WHOIS database. (JA879-80 at §§3-9.) As a result, the NTIA rule has chilled
and will chill the expression of controversial and potentially unpopular ideas by
speakers who choose to remain anonymous. Because it imposes a greater burden
on such unpopular ideas, the NTIA rule must be subjected to strict scrutiny.

(¢) The District Court erred in

concluding that the NTIA rule is
content neutral.

Following the reasoning from Thomas v. Chicago Park District, 534

U.S. 316 (2002), the District Court incorrectly held that the NTIA rule is content



neutral, and therefore subject to only intermediate scrutiny. (JA935:1-7.) In
Thomas, the government was concerned with scheduling the use of a park, and
ensuring that damage was not done to the facility. /d. at 319. The Internet is not a
physical location, and thus does not share the same physical constraints as a park.
Unlike a park, there is essentially no limit to the number of people that can use the
.us domain. Rather, like the Internet generally, the .us domain is a medium of
communication, much more akin to a letter, leaflet, or even a newspaper. See, e.g.,
Reno, 521 U.S. at 870 (distinguishing the government’s authority to regulate
broadcasting from the authority to regulate the Internet; “[U]nlike the conditions
that prevailed when Congress first authorized regulation of the broadcast spectrum,
the Internet can hardly be considered a ‘scarce’ expressive comumodity. It provides
relatively unlimited, low-cost capacity for communication of all kinds.”).

In Mclntyre, the appellee distributed leaflets at a public meeting at her
local middle school. Meclntyre, 514 U.S. at 347. The superintendent of the school
district had called the meeting to speak about an upcoming referendum on a
proposed school tax levy. Mclntyre’s leaflets expressed her opposition to the levy
on behalf of “Concerned Parents and Tax Payers.” Id. at 337. She was fined by
the Ohio Elections Commission for illegally distributing unsigned leaflets. Id.

The law burdened core political speech, so the court applied “exacting scrutiny,”
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under which a law can be validated “only if it is narrowly tailored to serve an
overriding state interest.” Id. at 347 (emphasis added).

The permit in Thomas did not require speakers to publicly surrender
their anonymity. While certainly the government would know the name of the
sponsoring group, there is no indication that the sponsor’s name, address, or other
information was made publicly available. Thus, Thomas did not implicate the
right to speak anonymously in the same way as the NTIA rule. More importantly,
Thomas did not purport to regulate individual speakers — only those groups large
enough to impact the public use of the park. See Reno, 521 U.S. at 870 ([T]he
Internet can hardly be considered a ‘scarce’ expressive commodity.”).

In summary, the NTIA rule compels web registrants on the .us-TLD
to publicly disclose their names, addresses, and telephone numbers, thus
precluding individuals who wish to remain anonymous from hosting websites on
the .us-TLD — and, as noted previously, imposing greater burdens on controversial
and unpopular speech. As a result, it is a content-based restriction which must
satisfy strict scrutiny.

(2) The NTIA rule fails strict scrutiny

because it is not narrowly tailored to
achieve a compelling state purpose.

As a content-based regulation on speech in a public forum, the

NTIA’s rule must be subjected to “the most exacting scrutiny.” Boos v. Berry, 485
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U.S. 312, 321 (1988). Such regulations survive only if they are “narrowly tailored
to serve an overriding state interest.” Mclntyre, 514 U.S. at 347, The NTIA rule,
which is neither narrowly tailored nor justified by a compelling state interest, fails
this rigorous constitutional test.

The District Court relied on three justifications offered by the NTIA
to support its decision that no injunction should issue: (1) enforcing treaties with
other countries (JA936:8-12); (2) addressing technical problems (including spam)
(JA937:14-16); and (3) responding to a violation of the law by a proxy registrant.
(JA93715-20.) None of these “justifications” is either supported or meritorious.
(See generally JATT3-JAT76.)

The District Court emphasized that the regulation is necessary to
enforce and uphold treaties between the United States and other countries.
(JA922:19-25.) The District Court accepted NTIA’s argument that the treaties
prohibit proxy registration by requiring registrars to maintain an accurate,
searchable database of personal contact information for .us registrants. (JA934:4-
7; see also JA922:13-15; JA933:16-19.) Yet proxy registrations do not violate this
provision because the proxy registrar — who has the ability to enable or disable the
website — is the “registrant.” The proxy registrar provides contact information that

is accurate and searchable in the WHOIS database. (See JAZ00 at §4.)
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The District Court’s finding also is not supported by any evidence.
Nor could it be, since NTIA provided none. NTIA simply identified the existence
of the treaties and asserted in a conclusory manner that proxy registrations ran
afoul of the treaties. There is no evidence that other treaty signatories interpret the
treaty is a similarly restrictive manner. In fact, a brief inquiry discredits this
justification. By typing an Australian webpage into the WHOIS database for that
country’s top-level domain (http://whois.auregistry.net.au), one can see that the
information included in the database is only that information required for
contacting the website operator, and nothing more. The registry includes only the
domain name, the registrar name, the registrant name, and email addresses for the
registrant and the registrant’s “tech contact.” Even for a commefciai website,
WHOIS publishes no address or telephone number. This information is essentially
the same as that offered when a website operator registers by proxy. In any event,
it has long been settled that a treaty does not permit the Government to violate the
Constitution. See, e.g., Missouri v. Holland, 252 U.S. 416, 432 (1920).

As Peterson explained during the hearing before the District Court,
the claim that allowing proxy registrations creates or exacerbates some sort of
technical difficulty is without merit. (JA899:17-JA890:3.) The District Court’s
conclusion that disallowing proxy registration will solve technical problems among

web-users is unsupported by the record. (JA920:17-7.) To the contrary, a proxy
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system is preferable because the proxy has technical control over the website and
can terminate the website should there be a problem. (JA902:5-11.) An individual
user has no incentive to respond to a telephone call or email regarding problems
with his or her website, whereas a proxy server has its business to protect, and its
protections to maintain under the Digital Millennium Copyright Act or other
statutes. (JA902:4-20.) In the unlikely event that the technical problem is so
extreme as to cause harm, the registrar can quickly and effectively shut down the
website pending resolution. (JA895:15-JA896:21; see also JAB00 at § 6.)

The District Court’s holding that the new rule prevents fraud and
identity theft also is not supported by the record. To the extent that the rule will
curtail fraud, it is patently overbroad. It bans all anonymous .us websites, whether
commercial or not, political, religious, or personal, not just those bent on practicing
fraud. The District Court found that the NTIA rule was necessary to enable law
enforcement to shut down websites that break the law. (JA900:17-JA901:2.)
However, NTIA has offered no reason why web registrants’ personal information
must be disclosed publicly to enable law enforcement to prevent illegal activity on
websites. Registrants such as Go Daddy respond to information requests from law
enforcement without requiring a subpoena as a matter of course. (JA801-02 at
€9.) Rather than protecting against identity theft, forcing beneficial website

owners to disclose personal identifying information exposes them to identity theft.
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As Peterson explained, publishing personal information in a publicly accessible
database creates a clearinghouse for those would-be thieves. (JAS00; see aiso
discussion infra Part VIL.B.3.a.(3).)

NTIA briefed, through the course of these proceedings, three
additional reasons it claims require public disclosure of proxy registrants’ identities
that the District Court did not consider, but alluded to, during argument. These
“justifications™ are similarly without merit, and cannot explain the existence of the
new regulation: (1) enforcing the nexus requirement; (2) resolving problems
arising from bankruptcy or business failure by a registrar; (3) facilitating NTIAs
contracts to manage the .us domain. (JA319 at § 18.)

NTIA’s first argument, that proxy registration permits beneficial
website owners to circumvent the requirement that the .us domain only be used by
those with a sufficient nexus to the United States, is spurious because registrars
currently check registrants’ compliance with the nexus requirement as a condition
of their registration. (See JA802 at § 11.) Even still, in the three years Go Daddy
facilitated proxy registration, NTIA did not request information even once about a
proxy registrant’s compliance with the nexus requirement. (JA802 at §10.)
Therefore, proxy registrations have not, and will not, interfere with the

Government’s ability to enforce the nexus requirement.
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The second point, that eliminating proxy registration will facilitate the
continued service to domain name holders should a registrar suffer a business
failure, does not explain how the new rule will further this goal, or why this is a
compelling state interest. (JA319 at § 18.) NTIA offers no example of any
disruption caused by a proxy registrar’s business failure. (Compare id. with
JA774.) The responsibility to maintain the records in case of a business failure
rests with the registrar, not with the Government agencies. Even if NTIA were
involved, NTIA does not explain why it is necessary to publish the information
publicly, rather than providing it to NTIA privateiy. Even if this was a legitimate
governmental concern, NTIA easily could address it through the contracting
process by requiring NeuStar to include a provision in its registrar contracts that
registrars maintain a back-up tape of all registrants to be used in the event of
business failure.

Finally, Defendants claim that “potential bidders” for contracts to
manage the .us domain name space rely upon full and complete identity
information to make their bids. (JA319 at § 18.) Defendants have not explained
this mysterious assertion and no reasonable explanation is apparent. (JA774.)
NTIA’s current contractor does not claim to have relied on such information in
making its bid. (See generally JA186-91.) Furthermore, the current contractor did

not object that proxy registrations would undermine its ability to fulfill its contract
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when Go Daddy disclosed plans for proxy registrations at least three years ago.
(See JAB02-03 at § 12.)

The District Court abused its discretion in denying Peterson’s request
for a preliminary injunction as NTIA has offered no compelling governmental
interest to justify its new rule, and NTIA has offered no support to lend any
credence to its “justifications.” (JA933:20-935:19.) Proxy registration on the .us-
TLD was in place for at least three years, and yet the NTIA did not, and can not,
cite to one concrete example that would provide justification for stripping web-
users’ privacy and compiling their personal information in a public database.

(See JAT74.)

(3) The NTIA rule is unconstitutionally
overbroad.

“It has long been recognized that the First Amendment needs
breathing space and that statutes attempting to restrict or burden the exercise of
First Amendment rights must be narrowly drawn and represent a considered
legislative judgment that a particular mode of expression has to give way to other
compelling needs of society.” Broadrick, 413 U.S. at 611-12. A law that regulates
substantially more speech than the Constitution allows is defectively overbroad.
Id. Such a statute is unenforceable “unless a limiting construction or partial
invalidation so narrows it as to remove the seeming threat or deterrence to

constitutionally protected expression.” Id. at 613.
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One of the Government’s principal justifications for its rule against
anonymous websites is to prevent fraud and spam. (JA920:3-7.) However, the
rule broadly prohibits not just anonymous commercial websites, but all anonymous
websites, including political, religious, and personal websites that do not solicit
funds, engage in consumer transactions, or send spam emails. The mere fact that
NTIA’s rule sweeps so broadly “raises constitutional concerns.” Watchtower
Bible, 536 U.S. at 165. The Supreme Court has previously struck down as fatally
overbroad municipal ordinances that imposed similarly far-reaching restrictions on
anonymous speech. In Talley, the City of Los Angeles defended its ordinance
against distribution of anonymous handbills in part on preventing fraud, false
advertising, and libel. 362 U.S. at 64. The Court rejected this argument because
the ordinance was not limited to those evils; rather it “simply banned all handbills
under all circumstances anywhere that do not have the names and addresses printed
on them.” Id. Similarly, in Mclntyre, the court stated that, to the extent the state’s
ordinance against anonymous leaflets was designed to prevent untruthful
statements, it failed because nothing in the language of the statute limited its
application to fraudulent, false, or libelous statements. 514 U.S. at 343-44.

More recently, in Watchtower Bible, the Supreme Court confronted a
municipal ordinance that required all door-to-door canvassers to register and obtain

a pérmit from the mayor’s office. 536 U.S. at 154-55. The municipality asserted
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that the ordinance was designed in part to prevent fraud. Id. at 164-65. The court
rejected this argument, stating that the permit requirement applied to a significant
number of non-commercial canvassers, including Camp Fire Girls, Jehovah’s
Witnesses, political candidates, and “Trick or Treaters during Halloween Season.”
Id. at 165. The Court concluded that “requiring a permit to engage in such speech
constitutes a dramatic departure from our national heritage and constitutional
tradition.” Id. at 166.

Like in Talley, Mcintyre, and Watchtower Bible, the NTIA rule is not
limited to websites that engage in fraudulent practices or produce unwanted spam.
It applies to all proxy-registered websites on the .us-TLD, including personal
websites hosting “blogs” and family photos (where parents might not want to post
their children’s photos for family and friends if they must also give their address to
every other website visitor), websites devoted to religious organizations, clubs and
charitable organizations, and political websites like Peterson’s, that do not engage
in the sort of commercial activity that would raise concerns about fraud and spam.
Consequently, to the extent that the District Court relied on the NTIA’s
justification based on fraud and spam prevention, the court abused its discretion,

and was in clear error.
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b. NTIA’s decision to prohibit proxy registrations
without notice violates the APA.

As a second and independent basis for his request for a preliminary
injunction, Peterson contended in the District Court that NTIA violated the
Administrative Procedure Act, 5 U.S.C. § 551 et seq., by failing to allow for public
notice and comment before implementing its new prohibition on proxy
registrations. The District Court did not address whether NTIA had given proper
notice and opportunity for public comment, but held that the public contracts
exception to the APA exempted NTIA from its notice and comment- obligations.

The APA requires an agency to issue notice of proposed rulemaking
and offer interested persons an opportunity to participate through submission of
written data, views, or arguments. 5 U.S.C. § 553. “Rule making” is the “agency
process [of] formulating, amending, or repealing a rule.” Id. § 551(5). A “rule” is
“the whole or a part of an agency statement of general or particular applicability
and future effect designed to implement, interpret, or prescribe law or policy or
describing the organization, procedure, or practice requirements of an agency .. ..”

Id. § 553(4). Consequently, agencies such as NTIA must provide notice and an

opportunity for participation before adopting rule changes.’

' The NTIA and the U.S. Department of Commerce are agencies subject to the
APA. 5US.C. §551(1).
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(1) NTIA’s prior notice and comment period
does not apply to its decision to ban proxy

registrations.

Before developing the .us-TLD registrant database in 2001, NTIA
allegedly solicited public input. (See JA316 at § 13; JA318-319 at § 16-17.)
These notices did not suggest any prohibition on proxy registration. In fact, the
notices implicitly allowed proxy registration. (See JA316 at § 13 (citing notices in
Federal Register); Improvement of Technical Management of Internet Names and
Addresses, Proposed Rule, 63 Fed. Reg. 8825, 8829 (Feb. 20, 1998) (suggesting
registrants could supply their name and sufficient information to locate the
applicants or their representative) (emphasis added); see also Management and
Administration of the .us Domain Space, Notice, Request for Public Comment, 65
Fed. Reg. 50964, 50967 (Aug. 22, 2000).) Pursuant to this notice and comment
period, NTIA executed management, registrar, and accreditation agreements for
the .us-TLD with NeuStar. (JA113.) Under these agreements, NeuStar accredited
registrars to sell .us-TLD domain names. (JA34 at Y 2-3.)

From the beginning, NTIA’s registrar agreements explicitly allowed
the proxy registrations offered by Go Daddy. (JA562 at §3.7.7.4.) Thus, domain
registrars allowed individuals, such as Peterson, to register websites anonymously
through proxy registration. Yet, on February 2, 2005, NTIA issued a letter to

NeuStar disallowing these proxy registrations for the first time. (See JA113-14.)
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NTIA also coerced registrars who wished to continue offering .us domain names to
‘sign a new agreement forbidding only registrars and their affiliates from offering
proxy registrations. (JA35 at{ 5; JA44.)

Prior to the rule change, NTIA did not provide Peterson or other
proxy registrants any notice or opportunity to comment. (See JA21-22 at 9 7-8;
JA34-35 at § 4-5.) NTIA claims that proxy registration was never permissible
under its agreements with NeuStar and thus its original notice and comment period
covered its decision to ban proxy registrations. However, as set forth above, the
original contract between NeuStar and its registrars plainly permitted proxy
registrations. (JA173-74; JA562 at § 14.) For three years, NTIA’s agent, NeuStar,
was aware of proxy registrations on the .us-TLD and interpreted NTIA’s rule as
allowing them. (JA802-03 at § 12.) That NTIA added an entirely new section to
its agreements, as opposed to simply pointing to evidence in the administrative
record or its contract with NeuStar showing that proxy registrations are not
allowed, demonstrates NTIA never prohibited proxy registrations.” Consequently,
NTIA’s original notice and comment period did not apply because NTIA has

changed its rule regarding proxy registrations.

? Moreover, NTIA’s amendment still allows proxy registrations by non-registrar
affiliated entities. (JA44; JA173-74.) Thus, even now, NTIA does not prohibit
proxy registrations.
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Even if NTIA had prohibited proxy registrations in its original
contract, the agency never solicited input and the public never had the opportunity
to respond to the important issue of proxy registrations. Notice is inadequate under
the APA unless the public has an opportunity to respond to the substance of pivotal
actions. Nat'l Ass'n of Psychiatric Treatment Ctrs. for Children v. Weinberger,
658 F. Supp. 48, 55 (D. Colo. 1987) (holding that notice of generalities is
insufficient). At the time of its original notice and comment period, NTIA
effectively knew that website owners could register domain names through
representatives, yet made no mention of any potential ban on proxy registrations.
NTIA was required, but failed, to issue a notice and opportunity for public
comment on prohibiting proxy registrations before enacting this rule.

(2) The public contracts exception does not
apply to prescriptive changes that

constitute a significant rule change.

The District Court abused its discretion by holding that the public
contracts exception to the APA applied, so that the APA itself did not. (JA937:14-
938:21.) Section 553 requires a public notice and comment period for rulemaking
but contains an exception for public contracts. 5 U.S.C. § 553(a)(2). However, the
public contracts exception is inapplicable in this instance.

The public contracts exception does not apply when an agency makes

prescriptive changes to an agreement that amount to a significant policy change.
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Nat’l Ass’'n of Psychiatric Treatment Ctrs. for Children, 658 F. Supp. at 54.
NTIA’s ban on proxy registrations is a significant policy change, and NTIA cannot
avoid the APA’s requirements simply because it regulates the .us-TLD through
contracts with private entities. Cf Vigil v. Andrus, 667 F.2d 931, 936 n.4 (10th
Cir. 1982) (holding that public contracts exception did not apply because direct
effect of policy change fell upon Indian school children and their families, rather
than party to government’s contract). Interpreting the exception as broadly as
NTIA advocates will allow any agency to circumvent the APA by finding a private
contractor to violate individuals’ rights.

Moreover, application of the public contracts exception would far
exceed the scope of the policy behind the exception. A primary justification for
the public contracts exception is that “the government enters into contracts in its
proprietary capacity, and private parties have no right to participate in the
government’s conduct of its own business affairs.” /d. In this instance, NTIA
entered into its contract with NeuStar purely to perform its regulatory function.
The contract at issue primarily impacts the rights of individuals and has little, if
anything, to do with NTIA’s business affairs. Such regulation by contract violates
the purpose behind the public contracts exception.

The public contracts exception is also justified on the ground that the

recipient has no right to the contract. /d. The Government can terminate the
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contract whenever it wants or the recipient can avoid the Government’s restrictions
by not entering into the contract in the first place. Id. This justification is also
inapplicable in this instance. The U.S. Government is the exclusive administrator
of the .us-TLD. A citizen who wishes to speak on the .us-TLD must comply with
NTIA’s regulations. As an unavoidable restriction of the fundamental right to free
speech, NTIA’s ban of proxy registration falls outside the contracts exception.
Indeed, the public contracts exception has never been used to deny the
public its right to notice and comment on an important policy decision.’
Accordingly, all of the cases cited by NTIA in the lower court applying the public
contracts exception dealt with a change already authorized under a statute or public
contract that did not amount to a policy decision. See Thomas v. Network
Solutions, Inc., 2 F. Supp. 2d 22, 27 (D.D.C. 1998) (holding that addition of a fee

structure for domain registrations under a contract that already expressly provided

for the imposition of fees fell under public contracts exception); Rainbow Valley

3 Vigil v. Andrus also calls into question the validity of using a government
contract to change the rights of members of the public who did not contract with
the government themselves. Vigil v. Andrus, 667 F.2d 931, 936 n.4 (10th Cir.
1982) (distinguishing cases that did apply the public contracts exception on the
basis that those contracts affected the conduct of party at the other end of
Govermnment’s contract). In this instance, the Government is attempting to use its
contract with NeuStar, to alter NeuStar’s contract with Go Daddy, to compel
changes in Go Daddy’s contract with Peterson. Under Vigil, the contracts section
does not apply. Id. at 936 (holding that direct effect of policy change fell upon
Indian school children and their families, rather than party to government’s
contract).
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Citrus Corp. v. Fed. Crop Ins. Corp., 506 F.2d 467, 469 (9th Cir. 1974) (holding
that decision to reclassify area as uninsurable, under express statutory authorization
to do so, fell under public contracts exception).

In contrast to the cases NTIA cited, NTIA’s decision to change all
future contracts to prohibit proxy registrations was not pursuant to any previously
expressed contractual or statutory authority.” NTIA’s substantial contractual
change rose to the level of a policy decision that makes the contracts exception to
the APA inapplicable. NTIA was required to comply with the APA, and its failure
to do so renders its new rule prohibiting proxy registrations unlawful.

(3) The public contracts exception does not
apply to Section 552’s requirement that

an agency publish substantive rules of
general applicability.

At the very least, an agency must publish in the Federal Register its
substantive rules or interpretations of general applicability and statements of general
policy. 5 U.S.C. § 552; see Energy Consumers & Producers Assoc. v. Dep’t of
Energy, 632 F.2d 129, 136 (Temp. Emer. Ct. App. 1980) (quoting H.R. Rep. No.
1980 (1946), as reprinted in 1946 U.S. Cong. Code Serv. 1195, 1206) (stating that
section 552 is “of the broadest application because . . . all administrative operations

should as a matter of policy be disclosed to the public except as secrecy may

* In fact, Peterson has been unable to find any statutory authority for NTIA’s
regulation of the .us-TLD, and NTIA has yet to cite any.
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obviously be required or only internal agency ‘housekeeping’ arrangements may be
involved”)).

In NI Industries, Inc. v. United States, 841 F.2d 1104, 1107 (Fed. Cir.
1988), the United States Court of Appeals for the Federal Circuit rejected a public
contracts exception defense, holding that the exception did not apply to the
publication requirement in section 552. The dispute involved the Government’s
value engineering exchange program (VECP) which was governed by a value
engineering clause required in all supply contracts exceeding a certain amount. /d.
at 1105. Under the program, a contractor submitted a VECP to the Government,
proposing a change to its contract that would reduce the cost to the Government.
Id. If an agency adopted the proposed change, the contractor received a share of
the savings. Id.

The appellants had signed a delivery order for projectiles with the
United States Army Armament Materiel Readiness Command (ARRCOM) which
included the value engineering clause. Id. At around the same time, NI and the
Army’s other manufacturer of the projectile, Chamberlain Manufacturing Corp.,
discovered the same cost-saving design change. /d. NI was the first to notify
ARRCOM of its intent to submit a VECP, but Chamberlain was the first to submit
a VECP and have it entered into the command log. /d. at 1105-06. ARRCOM

resolved the duplicate VECPs by applying its internal, unpublished policy to
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accept or reject identical VECPs according to the date of their entry into the
command log. Id. at 1106. The policy was contained in the appendix of the
ARRCOM Standard Operating Procedure (SOP) 700-2 and not publicly available.
Id. The Armed Services Board of Contract Appeals denied NI's appeal of the
decision to reject its VECP. Id. The Federal Circuit reversed because the rule
should have been published but was not. /d. at 1105.

Application of section 552 requires that the rule, interpretation, or
policy in question be substantive. A substantive rule is one which affects
individual rights and obligations. Id. at 1108. The Federal Circuit held that by
denying NI its contractual right to share in the savings of the design change, the
Army affected NI's substantive rights. Jd.

The Government may not use unpublished regulations to adversely
affect such substantive rights of individuals. Id. at 1107; see Morton v. Ruiz, 415
U.S. 199, 235 (1974) (holding agency’s denial of general assistance based on
provisions in internal manual violated APA). An agency must publish its standards
to ensure that it applies them consistently and to avoid “inherently arbitrary”™
denials of benefits based on unpublished decisions. Morfon, 415 U.S. at 231-32.
The Federal Circuit also stressed that NI had “no reason even to suspect that such
policy might exist” because “the very people with whom NI was negotiating its

contract” were unaware of SOP 700-2. NI Indus., 841 F.2d at 1107-08. The APA



thus protects individuals from being held to administrative standards they could not
have known about.

Nonetheless, NTIA in the instant action has committed the very wrong that
the APA’s publication requirements were designed to prohibit. NTIA’s prohibition of
proxy registrations — implemented without public notice in a letter to its registry, NeuStar
— affects substantive rights because it denies individuals like Peterson their First
Amendment and contractual rights to speak anonymously. Additionally, the decision to
ban proxy registrations was based on an unpublished policy. NTIA claimed that
contractual language banned proxy registrations all along, but, as previously discussed,
the earlier registry-registrar contract did not ban proxy registrations (and even the
surviving contract does not).

Like the plaintiff in NI Industries, Peterson signed his agreement with Go
Daddy without any knowledge of NTIA’s alleged unpublished and unknowable
interpretation that its contract with registrars prohibited proxy registrations on the .us-
TLD. Moreover, the entity that Peterson negotiated with — Go Daddy — also had no
knowledge of NTIA’s alleged rule regarding proxy registrations. (See JA34-35 at§3-5
(reviewing Go Daddy’s development of proxy registrations).) If NTIA truly disallowed
proxy registrations, this was a rule it kept secret from the registrars and individuals to
which the policy applied. See Morton, 415 U.S. at 237 (stating that agency “through its

own practices and representations” led Congress to believe that appropriations covered
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particular class of individuals, thus making it too late to later argue for different
construction of the language). Consequently, even if the public contracts exception did
apply to excuse NTIA’s failure to provide a notice and comment period, NTIA still
violated the APA by failing to publish, in the Federal Register, a clear statement of its
rule prohibiting proxy registrations.

4. The District Court erred in finding that the public
interest would be served by denying the preliminary

injunction.

The District Court also stated that the public interest would be served
by allowing “a free flow of exchange of information on the Internet.” (JA937:5-7.)
This assertion does not comport with the nature of the First Amendment harm at
issue. By stripping .us website users of their anonymity, the regulation unduly
burdens the free exchange of ideas, because individuals who will speak only under
a cloak of anonymity are silenced. The District Court also found that when
governments, including the United States, enter into international agreements “to
promote the free flow of information” and to implement administrative regulations
the public interest is served by ensuring that the United States Government comply
with the treaty. (JA937:8-12.) As explained in Part VIIL.B.2, supra, the treaties at
issue do not support the court’s holding. Furthermore, the public has a greater
interest in the Government’s upholding the Constitution. As such, the Supreme

Court has held that Constitutional rights are not put second to treaties. See, e.g.,
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Holland, 252 U.S. at 432. The public interest weighs heavily in favor of Peterson
rather than NTIA.

IX. STATEMENT REGARDING ORAL ARGUMENT

This appeal presents two novel issues for the Court’s consideration.
First, Peterson raises the issue of the extent to which the First Amendment protects
the right to speak anonymously on “America’s Internet Address,” the .us top level
domain. While precedent lays a strong foundation for recognizing individual
privacy and anonymity interests in speaking on the Internet, the Court has not
squarely addressed the issue in this modern context. Also at issue in this appeal is
the extent to which the federal government can use the contracts exception to avoid
the notice and hearing requirements of the Administrative Procedures Act when it
uses contracts with private parties to achieves regulatory objectives. In light of the
novelty of the questions presented by this appeal, Peterson respectfully submits
that oral argument is appropriate.

X. CONCLUSION

The District Court abused its discretion when it denied Peterson’s
request for a preliminary injunction. Peterson has standing to bring this First
Amendment claim, and NTIA’s decision to ban proxy registrations violates the
First Amendment because it is not a reasonable time, place, and manner restriction.

Furthermore, NTIA failed to comply with the APA in adopting this new rule. For
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these reasons, Peterson respectfully requests this Court to reverse the District

Court’s order. NTIA’s ban of proxy registration should be declared

unconstitutional and preliminarily enjoined pending discovery and a trial on the

merits. Alternatively, enforcement of NTIA’s rule should be enjoined as in

violation of the APA.
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5U.S.C. § 551
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Westlaw,
Page |

SUS.CA. § 351

Effective: [Sce Text Amendments]

UNITED STATES CODE ANNOTATED
TITLE 5. GOVERNMENT ORGANIZATION AND EMPLOYEES
PART I-THE AGENCIES GENERALLY
CHAPTER 5~-ADMINISTRATIVE PROCEDURE
SUBCHAPTER II--ADMINISTRATIVE PROCEDURE

= § 551, Definitians
For the purpose of this subchapter—

(1) "agency" means each authority of the Government of the United States, whether or not it is within or subject
to review by another agency, but does not include-

{A) the Congress;

{B) the courts of the United States;

{C) the governments of the territories or possessions of the United States;
(D) the government of the District of Columbia;

or except as to the requirements of section 552 of this title--

(E) agencies composed of representatives of the parties or of representatives of organizations of the parties to
the disputes determined by them;

{F) courts martizl and military commissions;
(G) military authority exercised in the field in time of war or in occupied territory; or

(H) functions conferred by sections 1738, 1739, 1743, and 1744 of title 12; chapter 2 of title 41; subchapter
1 of chapter 47! of title 49; or sections 1884, 1891-1902, and former section 1641(b)(2), of title 50, appendix;

(2) "person” includes an individual, partnership, corporation, association, or public or private organization other
than an agency;

(3) "party” includes a person or agency named or admitted as a party, or properly seeking and entitled as of right
1o be admitted as a party, in an agency proceeding, and a person or agency admitted by an agency as a party for
limited purposes;

(4) "rule” means the whole or a part of an agency statement of general or particular applicability and future effect
designed to implement, interpret, or prescribe law or policy or describing the organization, procedure, or practice
requirements of an agency and includes the approval or prescription for the future of rates, wages, corporate or
financial structures or reorganizations thereof, prices, facilities, appliances, services or allowances therefor or of
valuations, costs, or accounting, or practices bearing on any of the foregoing;
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SUS.C.A. § 551
(5) "rule making" means agency process for formulating, amending, or repealing a rule;

(6) "order" means the whole or a part of a final disposition, whether affirmative, negative, injunctive, or
declaratory in form, of an agency in a matter other than rule making but including licensing;

(7) "adjudication” means agency process for the formulation of an order;

(8) "license" includes the whole or a part of an agency permit, certificate, approval, registration, charter,
membership, statutory exemption or other form of permission;

(9) "licensing” includes agency process respecting the grant, renewal, denial, revocation, suspension, anpulment,
withdrawal, limitation, amendment, modification, or conditioning of a license;

(10) "sanction” includes the whole or a part of an agency--
(A) prohibition, requirement, limitation, or other condition affecting the freedom of a person;
(B) withholding of relief;
(C) imposition of penalty or fine;
(D) destruction, taking, seizure, or withholding of property;
(E) assessment of damages, reimbursement, restitution, compensation, costs, charges, or fees;
(F) requirement, revocation, or suspension of a license; or
{G) taking other compulsory or restrictive action;
(11) "relief" includes the whole or a part of an agency--
(A) grant of money, assistance, license, authority, exemption, exception, privilege, or remedy;
(B) recognition of a claim, right, immunity, privilege, exemption, or exception; or
(C) taking of other action on the application or petition of, and beneficial to, a person;
(12) "agency proceeding” means an agency process as defined by paragraphs (5), (7), and (9) of this section;

(13) "agency action” includes the whole or a part of an agency rule, order, license, sanction, relief, or the
equivalent or denial thereof, or failure to act; and

(14) "ex parte communication” means an oral or written communication not on the public record with respect to
which reasonable prior notice to all parties is not given, but it shall not include requests for status reports on any
matter or proceeding covered by this subchapter.

Derivation: United States Ceode Revised Statutes
and Statutes at
Large
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SUSB.CA. §3551

0 T 5 U.5.C. 1001(a) June 11, 1946,
ch. 324, §
2{a}), 60 Stat.
237.

Aug. B, 1946, ch.
g70, § 3102, 60
Stat. 91B.

Aug. 10, 1946,
ch, 951, § 601,
80 Stat. 993.

Mar. 31, 1947,
ch. 30, § 6(a).
6l Stat. 37.

June 30, 1947,
ch. 163, § 21¢o,
61 Stat. 201,

Mar., 30, 1948,
ch. 163, § 301,
62 Stat. 99.

(2)= {13} . i e e 5 U.8.C. 1001 (less {(a) } June 11, 1546,
ch., 324, § 2
(less (a) ), 60
Stat. 237.

Current through P.L. 109-211 {excluding P.L. 109-171, P.L. 109-177,
P.L. 109-178) approved March 24, 2006
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Effective; November 27, 2002

UNITED STATES CODE ANNOTATED
TITLE 5. GOVERNMENT ORGANIZATION AND EMPLOYEES
PART I-THE AGENCIES GENERALLY
CHAPTER 5--ADMINISTRATIVE PROCEDURE
SUBCHAPTER H--ADMINISTRATIVE PROCEDURE
- § 552, Public information; agency rules, opinions, orders, records, and proceedings

(a) Each agency shall make available to the public information as follows:

(1) Each agency shall separately state and currently publish in the Federal Register for the guidance of the public--
(A) descriptions of its central and field organization and the established places at which, the employees (and in
the case of a uniformed service, the members) from whom, and the methods whereby, the public may obtain

information, make submittals or requests, or obtain decisions;

(B) statements of the general course and method by which its functions are channeled and determined, including
the nature and requirements of all formal and informal procedures available;

(C) rules of procedure, descriptions of forms available or the places at which forms may be obtained, and
instructions as to the scope and contents of all papers, reports, or examinations;

(D) substantive rules of general applicability adopted as authorized by law, and statements of general policy or
interpretations of general applicability formulated and adopted by the agency; and

(E) each amendment, revision, or repeal of the foregoing,
Except to the extent that a person has actual and timely notice of the terms thereof, a person may not in any manner
be required to resort to, or be adversely affected by, a matter required to be published in the Federal Register and
not so published. For the purpose of this paragraph, matter reasonably available to the class of persons affected
thereby is deemed published in the Federal Register when incorporated by reference therein with the approval of
the Director of the Federal Register.

(2) Each agency, in accordance with published rules, shall make available for public inspection and copying--

{A) final opinions, including concurring and dissenting opinions, as well as orders, made in the adjudication of
cases;

(B) those statements of policy and interpretations which have been adopted by the agency and are not published
in the Federal Register;

(C) administrative staff manuals and instructions to staff that affect 2 member of the public;

(D) copies of all records, regardless of form or format, which have been released to any person under paragraph
{(3) and which, because of the nature of their subject matter, the agency determines have become or are likely to
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become the subject of subsequent requests for substantially the same records; and
(E) a general index of the records referred to under subparagraph (D);

unless the materials are promptly published and copies offered for sale. For records created on or afier November
1, 1996, within one year after such date, each agency shall make such records available, including by computer
telecommunications or, if computer telecommunications means have not been established by the agency, by other
electronic means. To the extent required to prevent a clearly unwarranted invasion of personal privacy, an agency
may delete identifying details when it makes available or publishes an opinion, statement of policy, interpretation,
staff manual, instruction, or copies of records referred to in subparagraph (D). However, in each case the
justification for the deletion shall be explained fully in writing, and the extent of such deletion shall be indicated on
the portion of the record which is made available or published, unless including that indication would harm an
interest protected by the exemption in subsection (b) under which the deletion is made. If technically feasible, the
extent of the deletion shall be indicated at the place in the record where the deletion was made. Each agency shail
also maintain and make available for public inspection and copying cument indexes providing identifying
information for the public as to any matter issued, adopted, or promulgated after July 4, 1967, and required by this
paragraph to be made available or published. Each agency shall promptly publish, quarterly or more frequently,
and distribute (by sale or otherwise) copies of each index or supplements thereto unless it determines by order
published in the Federal Register that the publication wouid be unnecessary and impracticable, in which case the
agency shall nonetheless provide copies of such index on reguest at a cost not to exceed the direct cost of
duplication. Each agency shall make the index referred to in subparagraph (E)} available by computer
telecommunications by December 31, 1999. A final order, opinion, statement of policy, interpretation, or staff
manual or instruction that affects a member of the public may be relied on, used, or cited as precedent by an agency
against a party other than an agency only if--

(1) it has been indexed and either made available or published as provided by this paragraph; or
(ii) the party has actual and timely notice of the terms thereof.

(3)(A) Except with respect to the records made available under paragraphs (1) and (2) of this subsection, and
except as provided in subparagraph (E), each agency, upon any request for records which (i) reasonably describes
such records and (i} is made in accordance with published rules stating the time, place, fees (if any), and
procedures to be followed, shall make the records promptly available to any person.

(B) In making any record available to a person under this paragraph, an agency shall provide the record in any
form or format requested by the person if the record is readily reproducible by the agency in that form or format.
Each agency shall make reasonable efforts to maintain its records in forms or formats that are reproducible for
purposes of this section.

(C) In responding under this paragraph to a request for records, an agency shall make reasonable efforts to search
for the records in electronic form or format, except when such efforts would significantly interfere with the
operation of the agency's automated information system.

(D) For purposes of this paragraph, the term "search” means to review, manually or by automated means, agency
records for the purpose of locating those records which are responsive to a request.

(E) An agency, or part of an agency, that is an element of the intelligence community (as that term is defined in
section 3(4) of the National Security Act of 1947 (50 U.S.C. 401a(4))) shall not make any record available under
this paragraph to--

(i) any government entity, other than a State, territory, commonwealth, or district of the United States, or any
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subdivision thereof; or
(ii) a representative of a government entity described in clause (i).

{(4)(A)(#) In order to carry out the provisions of this section, each agency shall promulgate regulations, pursuant to
notice and receipt of public comment, specifying the schedule of fees applicable to the processing of requests under
this section and establishing procedures and guidelines for determining when such fees should be waived or
reduced. Such schedule shall conform to the guidelines which shall be promulgated, pursuant to notice and receipt
of public comment, by the Director of the Office of Management and Budget and which shall provide for a uniform
schedule of fees for all agencies.

(ii) Such agency regulations shall provide that—

(I) fees shall be limiled to reasonable standard charges for document search, duplication, and review, when
records are requested for commercial use;

(ID fees shall be limited to reasonable standard charges for document duplication when records are not sought
for commercial use and the request is made by an educational or noncommercia!l scientific institution, whose
purpose is scholarly or scientific research; or a representative of the news media; and

(11X) for any request not described in (1) or {II), fees shall be limited to reasonable standard charges for document
search and duplication.

(iii) Documents shall be furnished without any charge or at a charge reduced below the fees established under
clause (ii) if disclosure of the information is in the public interest because it is likely to contribute significantly to
public understanding of the operations or activities of the government and is not primarily in the commercial
interest of the requester.

(iv) Fee schedules shall provide for the recovery of only the direct costs of search, duplication, or review. Review
costs shall include only the direct costs incurred during the initial examination of a document for the purposes of
determining whether the documents must be disclosed under this section and for the purposes of withholding any
portions exempt from disclosure under this section. Review costs may not include any costs incurred in resolving
issues of law or policy that may be raised in the course of processing a request under this section. No fee may be
charged by any agency under this section--

() if the costs of routine collection and processing of the fee are likely to equal or exceed the amount of the fee;
or

(IT) for any request described in clause (ii){(11) or (111) of this subparagraph for the first two hours of search time
or for the first one hundred pages of duplication.

(v) No agency may require advance payment of any fee unless the requester has previously failed to pay fees in a
timely fashion, or the agency has determined that the fee will exceed $250.

{vi) Nothing in this subparagraph shall supersede fees chargeable under a statute specifically providing for setting
the {evel of fees for particular types of records.

(vii) In any action by a requester regarding the waiver of fees under this section, the court shall determine the
matter de novo: Provided, That the court's review of the matter shall be limited to the record before the agency.

(B) On complaint, the district court of the United States in the district in which the complainant resides, or has his

© 2006 Thomsen/West. No Claim to Orig. U.S. Govt. Works.

hitp://print.westlaw.com/delivery himl?dest=atp&format=HTMLE&dataid=A0055800000... 4/16/2006



- —p= -

Page 4
5U.8.C.A, §552

principal place of business, or in which the agency records are situated, or in the District of Columbia, has
jurisdiction to enjoin the agency from withholding agency records and to order the production of any agency
records improperly withheld from the complainant. In such a case the court shall determine the matter de novo, and
may examine the contents of such agency records in camera to determine whether such records or any part thereof
shall be withheld under any of the exemptions set forth in subsection (b) of this section, and the burden is on the
agency 10 sustain its action. In addition to any other matters to which a court accords substantial weight, a court
shall accord substantial weight to an affidavit of an agency concerning the agency's determination as to technical
feasibility under paragraph (2){C) and subsection (b) and reproducibility uader paragraph (3)(B).

{C) Notwithstanding any other provision of law, the defendant shall serve an answer or otherwise plead to any
complaint made under this subsection within thirty days after service upon the defendant of the pleading in which
such complaint is made, unless the court otherwise directs for good cause shown.

[(D) Repealed. Pub.L. 98-620, Title 1V, § 402(2), Nov. 8, 1984, 98 Stat. 3357]

(E) The court may assess against the United States reasonable attorney fees and other litigation costs reasonably
incurred in any case under this section in which the complainant has substantially prevailed.

(F) Whenever the court orders the production of any agency records improperly withheld from the complainant and
assesses against the United States reasonable attorney fees and other litigation costs, and the court additionally
issues a written finding that the circumstances surrounding the withholding raise questions whether agency
personnel acted arbitrarily or capriciously with respect to the withholding, the Special Counsel shall promptly
initiate a proceeding to determine whether discipiinary action is warranted against the officer or empioyes who was
primarily responsible for the withholding. The Special Counsel, after investigation and consideration of the
evidence submitted, shall submit his findings and recommendations to the administrative authority of the agency
concerned and shall send copies of the findings and recommendations to the officer or employee or his
representative. The administrative authority shall take the corrective action that the Special Counsel recommends.

(G) In the event of noncompliance with the order of the court, the district court may punish for contempt the
responsible employee, and in the case of a uniformed service, the responsible member.

(5) Each agency having more than one member shall maintain and make available for public inspection a record of
the final votes of each member in every agency proceeding.

{6)(A) Each agency, upon any request for records made under paragraph (1}, (2), or (3) of this subsection, shall--

(i) determine within 20 days (excepting Saturdays, Sundays, and legal public holidays) after the receipt of any
such request whether to comply with such request and shall immediately notify the person making such request
of such determination and the reasons therefor, and of the right of such person to appeal to the head of the
agency any adverse determination; and

(i) make a determination with respect to any appeal within twenty days (excepting Saturdays, Sundays, and
legal public holidays) after the receipt of such appeal. If on appeal the denial of the request for records is in
whole or in part upheld, the agency shall notify the person making such request of the provisions for judicial
review of that determination under paragraph (4} of this subsection.

(B)(i) In unusual circumstances as specified in this subparagraph, the time limits prescribed in either clause (i) or
clause (ii) of subparagraph (A) may be extended by written notice to the person making such request setting forth
the unusual circumstances for such extension and the date on which a determination is expected to be dispatched.
No such notice shail specify a date that would result in an extension for more than ten working days, except as
provided in clause (ii) of this subparagraph.
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(ii) With respect to a request for which a written notice under clause (i) extends the time limits prescribed under
clause (i} of subparagraph (A), the agency shall notify the person making the request if the request cannot be
processed within the time limit specified in that clause and shall provide the person an opportunity to limit the
scope of the request so that it may be processed within that time limit or an opportunity to arrange with the
agency an alternative time frame for processing the request or a modified request. Refusal by the person to
reasonably modify the request or arrange such an alternative time frame shall be considered as a factor in
determining whether exceptional circumstances exist for purposes of subparagraph (C).

(iii) As used in this subparagraph, "unusual circumstances” means, but only to the extent reasonably necessary to
the proper processing of the particular requests--

(1) the need to search for and collect the requested records from field facilities or other establishments that are
separate from the office processing the request;

(IT) the need to search for, collect, and appropriately examine a voluminous amount of separate and distinct
records which are demanded in a single request; or

(111} the need for consultation, which shall be conducted with all practicable speed, with another agency
having a substantial interest in the determination of the request or among two or more components of the
agency having substantial subject-matter interest therein.

(iv) Each agency may promulgate regulations, pursuant to notice and receipt of public comment, providing for
the aggregation of certain requests by the same requestor. or by a group of requestors acting in concert, if the
agency reasonably believes that such requests actually constitute a single request, which would otherwise satisfy
the unusual circumstances specified in this subparagraph, and the requests involve clearly related matiers.
Multiple requests involving unrelated matters shall not be aggregated.

(C)(i) Any person making a request to any agency for records under paragraph (1}, (2), or (3) of this subsection
shall be deemed to have exhausted his administrative remedies with respect to such request if the agency faiis to
comply with the applicable time limit provisions of this paragraph. 1f the Government can show exceptional
circumstances exist and that the agency is exercising due diligence in responding to the request, the court may
retain jurisdiction and allow the agency additional time to complete its review of the records. Upon any
determination by an agency to comply with a request for records, the records shall be made promptly available to
such person making such request. Any notification of denial of any request for records under this subsection
shall set forth the names and titles or positions of each person responsible for the denial of such request.

(i) For purposes of this subparagraph, the term "exceptional circumstances” does not include a delay that results
from a predictable agency workload of requests under this section, unless the agency demonstrates reasonable
progress in reducing its backlog of pending requests.

(iii) Refusal by a person to reasonably modify the scope of a request or arrange an alternative time frame for
processing a request (or a modified request) under clause (ii) after being given an opportunity 1o do so by the
agency to whom the person made the request shall be considered as a factor in determining whether exceptional
circumstances exist for purposes of this subparagraph.

(D)) Each agency may promuigate regulations, pursuant to notice and receipt of public comment, providing for
multitrack processing of requests for records based on the amount of work or time (or both) involved in

processing requests.

(ii) Regulations under this subparagraph may provide a person making a request that does not qualify for the
fastest wmultitrack processing an opportunity to limit the scope of the request in order to qualify for faster
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(iii) This subparagraph shall not be considered to affect the requirement under subparagraph (C) to exercise due
diligence.

(E)(3) Each agency shall promulgate regulations, pursuant to notice and receipt of public comment, providing for
expedited processing of requests for records--

{I) in cases in which the person requesting the records demonstrates a compelling need; and
(11} in other cases determined by the agency.
{it) Notwithstanding clause {i), regulations under this subparagraph must ensure--
(1) that a determination of whether to provide expedited processing shall be made, and notice of the
determination shail be provided to the person making the request, within 10 days after the date of the request;

and

(I} expeditious consideration of administrative appeals of such determinations of whether to provide
expedited processing.

(iii) An agency shall process as soon as practicable any request for records to which the agency has granted
expedited processing under this subparagraph. Agency action to deny or affirm denial of a request for expedited
processing pursuant to this subparagraph, and failure by an agency to respond in a timely manner to such a
request shall be subject to judicial review under paragraph (4), except that the judicial review shail be based on
the record before the agency at the time of the determination.

(iv) A district courl of the United States shall not have jurisdiction to review an agency denial of expedited
processing of a request for records after the agency has provided a complete response to the request.

{v} For purposes of this subparagraph, the term "compelling need” means--

(I) that a failure to obtain requested records on an expedited basis under this paragraph could reasonably be
expected 1o pose an imminent threat to the life or physical safety of an individual; or

(I1} with respect to a request made by a person primarily engaged in disseminating information, urgency to
inform the public concerning actual or alleged Federal Government activity.

(vi) A demonstration of a compelling need by a person making a request for expedited processing shall be made
by a statement certified by such person to be true and correct to the best of such person's knowledge and belief.

(F) In denying a request for records, in whole or in part, an agency shall make a reasonable effort 1o estimate the
volume of any requested matter the provision of which is denied, and shall provide any such estimate to the
person making the request, unless providing such estimate would harm an interest protected by the exemption in
subsection {b) pursuant to which the denial is made.

{b) This section does not apply to matiers that arg-
(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of
national defense or foreign policy and (B) are in fact properly classified pursuant to such Executive order;
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(2) related solely to the internal personnel rules and practices of an agency;

(3) specifically exempted from disclosure by statute (other than section 352b of this title), provided that such
statute (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on the
issue, or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld;

(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other
than an agency in litigation with the agency;

(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy;

(7) records or information compiled for law enforcement purposes, but only to the extent that the production of
such law enforcement records or information (A} could reasonably be expected to interfere with enforcement
proceedings, (B) would deprive a person of a right to a fair trial or an impartial adjudication, (C} could
reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could reasonably be
expected to disclose the identity of a confidential source, including a State, local, or foreign agency or authority
or any private institution which furnished information on a confidential basis, and, in the case of a record or
information compiled by criminal law enforcement authority in the course of a criminal investigation or by an
agency conducting a lawful national security intelligence investigation, information furnished by a confidential
source, {E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or
would disclose puidelines for law enforcement investigations or prosecutions if such disclosure could reascnably
be expected to risk circumvention of the law, or {F) could reasonably be expected to endanger the life or physical
safety of any individual;

(8) contained in or refated to examination, operating, or condition reports prepared by, on behalf of, or for the
use of an agency responsible for the regulation or supervision of financial institutions; or

(9} geological and geophysical information and data, including maps, concerning wells.
Any reasonably segregable portion of a record shall be provided to any person requesting such record after deletion
of the portions which are exempt under this subsection. The amount of information deleted shall be indicated on
the released portion of the record, unless including that indication would harm an interest protected by the
exemption in this subsection under which the deletion is made. If technically feasible, the amount of the
information deleted shall be indicated at the place in the record where such deletion is made.
{(c)(1) Whenever a request is made which involves access to records described in subsection (b}(7)(A) and--

(A) the investigation or proceeding involves a possibie violation of criminal Jaw; and

(B) there is reason (o believe that (i) the subject of the investigation or proceeding is not aware of its pendency,
and (i) disclosure of the existence of the records could reasonably be expected to interfere with enforcement
proceedings,

the agency may, during only such time as that circumstance continucs, treat the records as not subject 10 the
requirements of this section,

(2) Whenever informant records maintained by a criminal law enforcement agency under an informant's name or
personal identifier are requested by a third party according to the informant's name or personal identifier, the
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agency may ireat the records as not subject to the requirements of this section unless the informant's status as an
informant has been officially confirmed.

(3) Whenever a request is made which involves access to records maintained by the Federal Bureau of
investigation pertaining to foreign intelligence or counterintelligence, or international terrorism, and the existence
of the records is classified information as provided in subsection (b)(1), the Bureau may, as long as the existence of
the records remains classified information, treat the records as not subject to the requirements of this section.

{(d) This section does not authorize withholding of information or limit the availability of records to the public,
except as specifically stated in this section. This section is not authority to withhold information from Congress.

(e)(1} On or before February 1 of each year, each agency shall submit 1o the Atdorney General of the United States
a report which shall cover the preceding fiscal year and which shall include--

(A) the number of determinations made by the agency not io comply with requests for records made 10 such
agency under subsection (a) and the reasons for each such determination;

{B)(i) the number of appeals made by persons under subsection (a){(6), the result of such appeals, and the reason
for the action upon each appeal that results in a denial of information; and

(i) a complete list of all statutes that the agency relies upon to authorize the agency to withhold information
under subsection {b)(3), a description of whether a court has upheld the decision of the agency to withhold
information under each such statute, and a concise description of the scope of any information withheld;

(C) the number of requests for records pending before the agency as of September 30 of the preceding year, and
the median number of days that such requests had been pending before the agency as of that date;

(D) the number of requests for records received by the agency and the number of requests which the agency
processed,

(E) the median number of days 1aken by the agency to process different types of requests;
{¥) the total amount of fees collected by the agency for processing requests; and

(G) the number of full-time staff of the agency devoted to processing requests for records under this section, and
the total amount expended by the agency for processing such requests.

(2) Each agency shall make each such report available to the public including by computer telecommunications, or
if computer telecommunications means have not been established by the agency, by other electronic means.

(3) The Attorney General of the United States shall make each report which has been made availabie by electronic
means available at a single electronic access point. The Attorney General of the United States shall notify the
Chairman and ranking minority member of the Committee on Government Reform and Oversight of the House of
Representatives and the Chairman and ranking minority member of the Committees on Governmental Affairs and
the Judiciary of the Senate, no later than April 1 of the year in which each such report is issued, that such reports
are available by electronic means.

(4) The Attorney General of the United States, in consultation with the Director of the Office of Management and
Budget, shall develop reporting and performance guidelines in connection with reports required by this subsection
by October 1, 1997, and may establish additional requirements for such reports as the Attorney General determines
may be useful.
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(5) The Attorney General of the United States shall submit an annual report on or before April | of each calendar
year which shall include for the prior calendar year a listing of the number of cases arising under this section, the
exemption involved in each case, the disposition of such case, and the cost, fees, and penalties assessed under
subparagraphs (E), (F), and (G) of subsection (a)(4). Such report shall aiso include a description of the efforts
undertaken by the Department of Justice to encourage agency compliance with this section,

(f) For purposes of this section, the term--
(1) "agency" as defined in section 551(1) of this title includes any executive department, military department,
Government corporation, Government controlled corporation, or other establishment in the executive branch of
the Government (including the Executive Office of the President), or any independent regulatory agency; and
(2} "record" and any other term used in this section in reference to information inciudes any information that
would be an agency record subject to the requirements of this section when maintained by an agency in any

format, including an electronic format.

(g) The head of each agency shall prepare and make publicly available upon request, reference material or a guide
for requesting records or information from the agency, subject to the exemptions in subsection (b), including--

{1} an index of all major information systems of the agency;
(2) a description of major information and record locator sysiems maintained by the agency; and

(3) a handbook for obtaining varicus types and categories of public information from the agency pursuant to
chapter 35 of title 44, and under this section.

Derivation: United States Code Revised Statutes
and Statutes at
Large
5 U.s8.C. 1002 June 11, 19446,

ch. 324, § 3,
60 Stat., 238.

EXECUTIVE ORDERS

EXECUTIVE ORDER NO, 12174

Ex. Ord. No. 12174, Nev. 30, 1979, 44 F.R. 69609, which related to minimizing Federal paperwork, was revoked
by Ex. Ord. No. 12291, Feb. 17, 1981, 46 F.R. 13193, formerly set out as a note under section 601 of this title.

EXECUTIVE ORDER NO. 12600
<June 23, 1987, 52 F.R. 23781>

PREDISCLOSURE NOTIFICATION PROCEDURES FOR CONFIDENTIAL COMMERCIAL INFORMATION
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By the authority vested in me as President by the Constitution and statutes of the United States of America, and in
order to provide predisclosure notification procedures under the Freedom of Information Act [this section]
concerning confidential commercial information, and to make existing agency notification provisions more
uniform, it is hereby ordered as follows:

Section 1. The head of each Executive department and agency subject to the Freedom of Information Act [5
U.S.C.A. § 552] shall, to the extent permitted by law, establish procedures to notify submitters of records
containing confidential commercial information as described in section 3 of this Order, when those records are
requested under the Freedom of Information Act {[FOIA], 5 U.5.C. 552, as amended, if after reviewing the request,
the responsive records, and any appeal by the requester, the department or agency determines that it may be
required to disclose the records. Such notice requires that an agency use good-faith efforts 1o advise submitters of
confidential commercial information of the procedures established under this Order. Further, where notification of
a voluminous number of submitters is required, such notification may be accomplished by posting or publishing the
notice in a place reasonably calculated to accomplish notification,

Sec. 2. For purposes of this Order, the following definitions apply:

(a) "Confidential commercial information" means records provided to the government by a submitter that arguably
contain material exempt from release under Exemption 4 of the Freedom of Information Act, 5 U.S.C. 552(b)4)
[subsec. (b){4) of this section), because disclosure could reasonably be expected to cause substantial competitive
harm.

(b) “Submitter" means any person or entity who provides confidential commercial information to the government.
The term "submitter” includes, but is not limited to, corporations, state governments, and foreign governments,

See. 3. (a) For confidential commercial information submitted prior to January 1, 1988, the head of each Executive
department or agency shall, to the extent permitted by law, provide a submitter with notice pursuant to section |
whenever:

(i} the records are less than 10 years old and the information has been designated by the submitter as confidential
commercial information; or

(if) the department or agency has reason to believe that disclosure of the information could reasonably be expected
{0 cause substantial competitive harm.

(b) For confidential commercial information submitted on or afier January 1, 1988, the head of each Executive
department or agency shall, to the extent permitted by law, establish procedures to permil submitiers of
confidential commercial information to designate, at the time the information is submitted to the Federal
government or a reasonable time thereafter, any information the disclosure of which the submitter claims could
reasonably be expected to cause substantial competitive harm. Such agency procedures may provide for the
expiration, after a specified period of time or changes in circumstances, of designations of competitive harm made
by submitiers. Additionally, such procedures may permit the agency to designate specific classes of information
that will be treated by the agency as if the information had been so designated by the submitter. The head of each
Executive department or agency shall, to the extent permitted by law, provide the submitter notice in accordance
with section 1 of this Order whenever the department or agency determines that it may be required to disclose
records:

(i) designated pursuant to this subsection; or

(i1} the disclosure of which the department or agency has reason to believe could reasonably be expected to cause
substantial competitive harm.

© 2006 Thomson/West. No Claim to Orig. U.S. Govt. Works.
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Sec. 4. When notification is made pursuant to section 1, each agency's procedures shall, 1o the extent permitted by
Jaw, afford the submitter a reasonable period of time in which the submitter or its designee may object to the
disclosure of any specified portion of the information and to state all grounds upon which disclosure is opposed.

Sec. 5. Each agency shall give careful consideration to all such specified grounds for nondisclosure prior to making
an administrative determination of the issue. In all instances when the agency determines to disclose the requested
records, its procedures shall provide that the agency give the submitter & written statement briefly explaining why
the submitters objections are not sustained. Such statement shall, to the extent permitted by law, be provided a
reasonable number of days prior to a specified disclosure date.

Sec. 6. Whenever 2 FOIA requester brings suit seeking to compel disclosure of confidential commercial
information, each agency's procedures shall require that the submitter be promptly notified.

Sec. 7. The designation and notification procedures required by this Order shall be established by reguiations, after
notice and public comment. If similar procedures or regulations already exist, they should be reviewed for
conformity and revised where necessary. Existing procedures or regulations need not be modified if they are in
compliance with this Order.

See. 8. The notice requirements of this Order need not be followed if:

{a) The agency determines that the information should not be disclosed;

{b) The information has been published or has been officially made available to the public;
(c) Disclosure of the information is required by law (other than 5 U.S.C, 552),

(d) The disclosure is required by an agency rule that (1) was adopted pursuant to notice and public comment, (2)
specifies narrow classes of records submitted to the agency that are to be released under the Freedom of
Information Act [S U.S.C.A. § 552], and (3) provides in exceptional circumstances for notice when the submitter
provides written justification, at the time the information is submitted or a reasonable time thereafter, that
disclosure of the information could reasonably be expected to cause substantial competitive harm;

{e) The information requested is not designated by the submitter as exempt from disclosure in accordance with
agency regulations promulgated pursuant to section 7, when the submitter had an opportunity to do so at the time of
submission of the information or a reasonable time thereafter, unless the agency has substantial reason to believe
that disclosure of the information would result in competitive harm; or

(N The designation made by the submitter in accordance with agency regulations promulgated pursuant to section 7
appears obviously frivolous; except that, in such case, the agency must provide the submitter with written notice of
any final administrative disclosure determination within a reasonable number of days prior to the specified
disclosure date.

Sec, 9. Whenever an agency notifies a submitier that it may be required to disclose information pursuant to section
1 of this Order, the agency shall also notify the reguester that notice and an opportunity to comment are being
provided the submitter. Whenever an agency notifies a submitler of a final decision pursuant to section 5 of this
Order, the agency shall also notify the requester,

Sec. 10. This Order is intended only to improve the internal management of the Federal government, and is not
intended to create any right or benefit, substantive or procedural, enforceable at law by a party against the United
States, its agencies, its officers, or any person.

© 2006 Thomson/West, No Claim to Orig. U.S. Govt. Works.
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RONALD REAGAN
EXECUTIVE ORDER NO. 13110
<Jan. 11, 1999, 64 F.R. 2419>
NAZI WAR CRIMINAL RECORDS INTERAGENCY WORKING GROUP

By the authority vested in me as President by the Constitution and the laws of the United States of America,
including the Nazi War Crimes Disclosure Act (Public Law 105-246) (the "Act") [set out as a note under this
section], it is hereby ordered as follows:

Section 1. Establishment of Working Group. There is hereby established the Nazi War Criminal Records
Interagency Working Group {Working Group). The function of the Group shall be to locate, inventory,
recommend for declassification, and make available to the public at the National Archives and Records
Administration all classified Nazi war criminal records of the United States, subiect to certain designated
exceptions as provided in the Act. The Working Group shall coordinate with agencies and take such actions as
necessary to expedite the release of such records to the public.

Sec. 2. Schedule, The Working Group should compiete its work to the greatest extent possible and report to the
Congress within | year.

Sec. 3. Membership.(a) The Working Group shali be composed of the following members:

(1) Archivist of the United States (who shall serve as Chair of the Working Group);

(2) Secretary of Defense;

(3) Attormney General,

(4) Direcior of Central Intelligence;

(5) Director of the Federal Bureau of Investigation;

{6) Director of the United States Holocaust Memorial Museumn;

{7) Historian of the Department of State; and

(8) Three other persons appointed by the President.

(b} The Senior Director for Records and Access Management of the National Security Council will serve as the
liaison to and attend the meetings of the Working Group. Members of the Working Group who are full-time
Federal officials may serve on the Working Group through designees.

Sec. 4. Administration.(a) To the extent permitted by law and subject to the availability of appropriations, the
National Archives and Records Administration shall provide the Working Group with funding, administrative

services, facilities, staff, and other support services necessary for the performance of the functions of the Working
Group.

(b) The Working Group shall terminate 3 years from the date of this Executive order.

© 2006 Thomson/West, No Claim to Orig. U.S. Govt, Works,
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WILLIAM J. CLINTON

Current through P.L. 109-211 (excluding P.L. 109-171, P.L. 109-177,
P.L. 109-178) approved March 24, 2006

Copr. © 2006 Thomson/West. No. Claim to Orig. U.S. Govt. Works

END OF DOCUMENT

© 2006 Thomson/West. No Claim to Orig. U.S. Govt. Works.

http:// print.westlaw.com/delivery.htm1‘?dest=atp&formatzHTMLE&dataid¢A0055800000... 4/16/2006



5 U.S.C. § 553




4 owapmw 4 W e

Page 1

5US.CA. §553

Effective: |See Text Amendments]

UNITED STATES CODE ANNOTATED
TITLE 5. GOVERNMENT ORGANIZATION AND EMPLOYEES
PART I-THE AGENCIES GENERALLY
CHAPTER 5-ADMINISTRATIVE PROCEDURE
SUBCHAPTER H--ADMINISTRATIVE PROCEDURE

-+§ 553. Rule making

{a) This section applies, according to the provisions thereof, except 1o the extent that there is involved-
(1) a military or foreign affairs function of the United States; or

{2) a matter relating to agency management or personnel or to public property, loans, grants, benefits, or
contracts,

(b) General notice of proposed rule making shall be published in the Federal Register, unless persons subject
thereto are named and either personally served or otherwise have actual notice thereof in accordance with law, The
notice shall include--

(1) a statement of the time, place, and nature of public rule making proceedings;

(2) reference to the legal authority under which the rule is proposed; and

(3) either the terms or substance of the proposed rule or a description of the subjects and issues involved.

Except when notice or hearing is required by statute, this subsection does not apply--

(A) to interpretative rules, general statemenis of policy, or rules of agency organization, procedure, or practice:
or .

(B) when the agency for good cause finds (and incorporates the finding and a brief statement of reasons therefor
in the rules issued) that notice and public procedure thereon are impracticable, unnecessary, or conlrary 10 the
public interest.

(c) After notice required by this section, the agency shall give interested persons an opportunity to participate in the
rule making through submission of written data, views, or arguments with or without opportunity for oral
presentation. A fter consideration of the relevant matter presented, the agency shall incorporate in the rules adopted
a concise general statement of their basis and purpose. When rules are required by statute to be made on the record
after opportunity for an agency hearing, sections 556 and 557 of this title apply instead of this subsection.

(d) The required publication or service of a substantive rule shall be made not less than 30 days before its effective
date, except--

(1) a substantive rule which grants or recognizes an exemption or relieves a resiriction;

© 2006 Thomson/West. No Claim to Orig. U.S. Govt. Works.
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(2) interpretative rules and statements of policy; or
(3) as otherwise provided by the agency for good cause found and published with the ruie.

{e) Each agency shall give an interested person the right to petition for the issuance, amendment, or repeal of a rule.

Derivation: United States Code Revised Statutes
and Stafutes at
Large
5 U.5.C. 14603 June 11, 1946,

ch., 324, § ql
60 Statb. 238B.

EXECUTIVE ORDERS
EXECUTIVE ORDER NO. 12044

Ex. Ord. No. 12044, Mar. 23, 1978, 43 F.R. 12661, as amended by Ex. Ord. No. 12221, June 27, 1980, 45 F.R,
44249, which related to the improvement of Federal regulations, was revoked by Ex. Ord. No. 12291, Feb. 17,
1981, 46 F.R. 13193, formerly set out as a note under section 601 of this title.

Current through P.L. 109-211 {excluding P.L. 109-171, P.L. 109-177,
P.L. 109-178) approved March 24, 2006

Copr. © 2006 Thomson/West. No. Claim to Orig. U.S. Govi. Works

END OF DOCUMENT
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SCHEDULE OF MEETINGS—Continued

Washinglon State Delegation

7 a.m. Sierra B Room

Although non-emergency issues not
contained in this agenda may come
before this Council for discussion, those
issues may not be the subject of formal
Council action during this meeling.
Council action will be restricted to those
issues specifically lsted in this notice
and any issues arising after publication
of this notice that require emergency
action under section 305{c) of the
Magnuson-Stevens Fishery
Conservation and Management Act,
provided the public has been notified of
the Council's intent to take final action
to address the emergency.

Special Accommeodations

These meetings are physically
accessible 1o people with disabilities.
Requests for sign language
interpretation or other auxiliary aids

should be directed to Ms. Carolyn Porter '

at (503) 326~6352 at least 5 days prior
to the meeting date.

Bated: August 16, 2000.
Richard W. Surdi,

Acting Director, Office of Sustainable
Fisheries, National Marine Fisheries Service.

IFR Dog, 00-21370 Filed 8-21-00; 8:45 am)
BILLING CODE 3510-22-F

DEPARTMENT OF COMMERCE

National Telecommunications and
Information Administration

[Docket Number 980212036-0235-06}
RIN §660-AA11

Management and Administration of the
.us Domain Space

AGENCY: National Telecommunications
and Information Administration, U.S.
Department of Commerce,

ACTION: Notice, Request for Public
Comment.

SUMMARY: The National
Telecommunications and Information
Administration (“NTIA"), Department
of Comumerce, requests comments on g
draft statement of work and draft
methods and procedure section {the
“Draft SOW™), which is expected to be
incorporated in a request for proposals?

1 The request for proposal, ITissued, will be
consistent with all pertinent U.S. Gavernment
procusemeat regulations, and will be pested in the
Commerce Business Daily and on the National

for management and administration of
the .us domain space. The Draft SOW is
set forth in Appsndix A of this
document. The public is invited to
commeni on any aspect of the Draft
SOW including, but not limited to, the
specific questions set forth below. NTIA
expects to revise the Draft SOW based
on public comments received. Further,
NTIA may solicit additiona} comments
for this or other elements of its request
for proposals, proceed with alternative
procurement mechanisms, or choose to
take other actions necessary to secure
appropriate management and
administration of the .us domain space.
DATES: Interesied parties are invited to
submit comments on the Draft SOW no
later than Cctober 6, 2000.
SUBMISSION OF DOCUMENTS: The
Department invites the public to sutwmit
comments in paper or electronic form,
Comments may be mailed to Karen A,
Rose, Department of Commerce,
National Telecommunications and
Information Administration, Room 4701
HCHB, 1401 Constitution Avenue, NW.,
Washington, DC 20230. Paper
submissions should include a diskeite
in ASCII, WordPerfect {please specify
version) or Microsoft Word (please
specify version} format. Diskettes
should be lebeled with the name and
organizational affiliation of the filer, and
the name and version of the word
processing program used to create the
document. In the alternative, comments
may be submitted elecironically io the
following electronic mail address
<usdomain@ntia.dec.gov>. Comments
submitted via electronic mail should
also be submitted in one or more of the
formats specified above,
FOR FURTHER INFORMATION CONTACT:
Karen A. Rose, Office of Internaticnal
Affairs, NTIA, telephone: 202—482—
1866, electronic mail:
<krose@ntia.doc.gov>; or Jeffrey E.M.
Joyner, Esq., Office of Chief Counsel,
NTIA, telephone: 202—482-18186, or
electronic mail: <jjeyner@ntia.doc.gov>.
Authority: 15 U.S.C, 1512; 47 U.8.C.
902(b)(2)(H}; 47 U.S.C. 802{b)(2)(1); 47 U.S.C..
802(b)(2)(M}); 47 U.S.C. 904(c)(1).
SUPPLEMENTARY INFORMATION: The .us
domain is the country code top level
domain {“ccTLD") of the Internet
domain name system {*'DNS") that

Telecommeaications and laformation
Administration’s homoepage a1 <www.nlia.doc.gov>.

corresponds to the United States,
Network Solutions, Inc., is responsible
for the administration of the .us top
level domain (“usTLD'") under its
Cooperative Agreement with the
Department of Commerce. Network
Solutions has subcontracted
administration of the usTLD to the
Information Sciences Institute of the
University of Scuthern California
{"USC/ISI” or the "usTLD
Administrator”). Dr. Jon Postel
established the original structure and
administrative mechanisms of the
usTLD in RFC 1480, entitled The US
Domain. Currently, second-level domain
space is designated for states and U.5.
territories, and the usTLD space is
further subdivided into localities.
Individuals and orpanizations may
reques! an exclusive delegatien from the
usTLD Administrator to provide a
registry and registrar services for a
particular locality or localities. Local
governments and community-based
organizations typically use the usTLD,
although some commercial names have
been assigned. {Current usTLD policy
requires prospective subdomain
managers to submit written
authorization from the relevant local
public authority for the delegation.)
Where registration for a locality has not
been delegated, the usTLD
Administrator itself provides necessary
registry and registrar services. The
usTLD is a widely distributed registry,
currently with ever 8000 subdomain
delegations to over 800 individuals and
entities, who maintain a registry and
provide registration services for
commercial, educational, and
governmental entities. This distributed
registration model affords scalable
registration services and opportunities
for commercial entities {0 provide name
regisiration services. Nevertheless,
because of the relative lack of public
awareness about the availability of
usTLD domain names arnd its deeply
hierarchical and somewhat cumbersome
structure, the usTLD has not attracted a
high level of domain name registration
activily and remains under-populated in
comparison with other ceTLDs. It has
been suggested for some time that the
general absence of non-jocality based
registration space in the usTLD has
contributed to overcrowding in the
generic .com, .net, and .org top level
domains (“gTLDs"}.
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On July 1, 1997, as part of the
“Framework for Global Electronic
Commerce,” President Clinton directed
the Secratary of Commerce to privatize
managemeni of certain technical aspects
of the DNS in a manner that increases
competition and facilitates international
participation in DNS management.? In
response to this directive, the
Department of Commerce, through
NTIA, published a request for comment
on & “'green paper” entitled
“improvement of Technical
Management of Internet Names and
Addresses.”  NTIA subsequently issued
a statement of policy entitled
“Management of Internat Names and
Addresses” setting forth the
Administration’s policy regarding
privatization of certain technical aspects
of the domain name system.* As part of
both the proposal and the final
statement of policy, the Department
noted its commitment to further explore
and seek public input, through a
separate request for comment, about the
evolution of the usTLD space.

On August 4, 1998, NTIA solicited
comments addressing the future
expansion and administration of the
usTLD space.® On March 9, 1999, NTIA
hosted a public meeting regarding the
future management and administration
of the .us domain with approximately
60 participants, including the current
usTLD Administrater, current .us

2 See A Frameweork for Glebal Electronle
Commerce” (Juby 3, 1997) (availehle o1 <huip://
www.ccommerce.gev/ framowrk.htm>).

18ee "kmprovement of Technical Management of
Internet Numes and Addresses.” Proposed Rule and
Request for Public Comment, Natiosal
Trlccommunications and Information
Administration, Depariment of Commerce. 63 FR
BE24 {IFeh, 20, 1998) (avaiiable at <htipy/
www.ntia.doc.gov/ntiaharae/domainname/
domainnameldo.him>}

* See *Monagement of Internel Names and
Addresses,” Statement of Policy, Notiosal
Telecommunications and Information
Administeation, Deportment of Commeree, 63 FR
41741 {June 10, 1998} (available et <hUp//
www.nlin.doc.gov/ntishome/domeinname/
demainheme htm>). The Department of Commerce
antered into a memerandum of understanding with
ihe Internet Corporation for Assigned Names and
Numbers [(ICANNY pn November 25, 1988, in which
the parties agreed to colinborate on a transition
mechanism to privatize technical management of
the domain name system,

% See “Erhancoment of the .us Bomain Space,”
Natice, Request for Comments, National
Telecommunications and Infarmation
Administration, Department of Commesce. 63 FR
41547 {Aug. 4, 1698) (available nt <http://
www.ntiz.doegov/ntiahome/domainname/usric/
dotusric.him>}. The comment period was extended
10 Oclober 5, 1598, to afford interested parties a full
epporlunily lo address the issues raised in the
reguest. See also "Extonsicn of Comment Peried,”
Nantional Telecommunications and information
Administration, Bepartment of Commerce, 63 FR
43800 (Aug- 24, 1994) (nvailabic at <hiip://
www.atindoc.pov/mishome/domainname/usrie/
dotusext. htm>},

registrars, educators, representatives of
the technical, public interest and
business communities, and federkl, state
and foreign government officials.® NTIA
also established an open electronic
mailing list to facilitate further public
discussions of the issues,”

In an effort to develop a more
concrele framework for the procurement
of usTLD administration services, NTIA
has now prepared this Drait SOW for
public comment, which may be
incorporated in a request for proposal
{*RFP") for management and
administration of the usTLD. The public
is invited to comment on any aspect of
the Draft SOW.

Questions for the Drafl SOW

The public is invited to comment on
any aspect of the Draft SOW including,
but not limited to, the specific questions
se! forth below. When responding to
specific questions, responses should cite
the number(s} of the questions
addressed, and the “section” of the
Draft SOW to which the question(s}
correspond. Please provide any
references to support the responses
submitted,

Section LA

Question 1

Regardless of the naming structure or
registralion policies of the usTLD,
several core registry functions need to
be provided by the successful offeror
responding to an RFP to administer the
usTLD {"'Awardee’"}. Does the list in
Section LA of the Draft SOW accurately
reflect the full range of core registry
functions? Should other/additional core
functions be inciuded?

Section 1L.B

Question 2

Are any particular technical
spucifications, software, or methods and
procedures necessary to complete the
tasks outlined? Are there other tasks
that should be required as part of this
section?

&See “Enhancement of the .us Domain Space,
Notification of Public Mesting.” Netice, Nationzl
Telecommunications and Information
Administrptien, Department of Commeree, 84 FR
6633 {Feb. 10, 1998). The agonda jor that meeting
is available at <http://www.ntie.doc.gev/ntinheme/
domainname/dotusagenda. htm>.

7 Sea “Enhancomest of the .us Domain Spato,
Notification of Open Electronic Mailing List for
Public Discussions Regarding the Future
Manogement snd Administration of the .us Domain
Space,” Notice, Natiensl Telecommunisations and
information Administration, Department of
Commarce, 54 FR 28365 (May 14, 1098) (available
at <htipi//www.ntia.doe.gov/ntinhome/
domainname/ustic/dotustistfedrogi 1088, him>).

Section I.C

Question 3

While usTLD registration policies
may change or be adjusted over time,
the Draft SOW contemplates that the
current usTLD locality-based structure
will continue to be supported. What
mechanisms should Awardee employ 1o
provide outreach o and coordination
among the current usTLD community?
Is information dissemination through a
website {as required in Section LA. of
the Draft SOW) sufficient?

Question 4

Are there any drawbacks or
disadvantages to continuing the support
for the current .us structare? If support
for the existing usTLD structure, or
portions of it, should be discontinued,
please describe how any transition
should 1ake place.

Question 5

Regarding the requirement to
investigate and report on possible
structural, procedural, and policy
improvements to the current usTLD
structure, are there specific procedures
or policy improvements that should be
implemented by Awardee prior 1o
completion of this study? Are there
issues that need to be specifically
addressed in the required study, such as
“iocality-squatting.” the role of state
and local governments, or appropriate
cos! recovery mechanisms?

Question 6

In the SOW, the Department of
Commerce contemplates directing the
usTLD Administrator 1o suspend
additional locality delegations and io
provide registration services directly for
all undslegated subdomains. The Drafl
SOW contemplates that this
arrangement would continue until the
reguired study is completed. This
“siatus quo' period is intended to
provide a stable environment in which
to conduct the study. Is such delegation
suspension during this time necessary?
Is the requirement to provide direct
registration services in the undelegated
subdomains enough to ensure the
continued availability of the usTLD
during this pericd? Should delegation
transfers also be suspended?

Question 7

Currently, the usTLD Administrator
does not charge fees for its services. We
contemplate that the Awardee would
administer the existing locality-based
usTLD strugture under this same policy,
pending completion of the study and
the approval of any recommended cost
recovery mechanism. Should the
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Awardee be allowed to establish a cost
recovery mechanism for the exisling
usTLD space upon award? i so, on what
basis should such fees be determined
and how should such fees be phased in?

Section 1.D
Question 8

Commenters have suggested that an
expanded usTLD structure that allows
direct registrations under the usTLD as
wall as under specified second lavel
domains would be most attractive for
prospective registrants. In this Draft
S0OW we provide a great deal of latitude
to consider and propose expansion of
the usTLD structure. Should the final
SOW impase more specific
requirements in this area? Should
cerlain second-level domains in the
usTLD be required or specified? If so,
which ones and how should they be
selected? Should a second level domain
for the registration of domain names for
personal, non-commercial nse be
created? Are there disadvantages to
allowing second level domain
registrations directly under .us? Would
a system that both establishes specific
second level domains and allows direct
registration under ,us be feasible or
would a mixed approach cause
confusion for users?

Question 9

The Draft SOW contempiates that the
Awardee will follow ICANN adopted
policies relating to open ccTLDs, unless
otherwise directed by the Department of
Commerce. NTIA believes that this will
allow straightforward administration of
the expanded usTLD, with little
additional policy development required.
To the extent that additional substantive
pelicy is required, NTIA contemplales
that it would work cooperatively with
the Awardee to develop such policy.
What are the advantages and
disadvantages o such an approach?
Should other approaches be considered?
Please describe alternate approaches,
and discuss their advantages and
disadvantages.

Question 10

Under current usTLD policy,
registrations in the usTLD must be
hosted on computers in the United
States (RFC 1480 Section 1.3). Should
this requirement apply to the expanded
usTLD structure? Should registrations in
the usTLD be further restricted to
individuals or entities "located in"" or
"with a connection (0" the United
States? If so, what are appropriate
criteria for determining eligibility: valid
street address in the United States;
citizenship or residency in the United

States; incorporation and/or
establishment in the United States? How
would such criteria be established and
enforced? How would such
requirements affect administration of
the usTLD?

Question 11

The Draft SOW contemplates that
registrations in the expanded usTLD
would be performed by competitive
registrars through a shared registration
system. (Awardee will not be permitted
to serve as a usTLD registrar, except
with respect to registrations in the
existing, locality-based usTLD space
until the required study has been
completed.} Under this system, who
should be eligible to serve as usTLD
registrars? ICANN has established
accreditation procedures for registrars in
the .com, .net and .org top level
domains. Should all individuals and
entities accredited by ICANN be eligible
to register in the usTLD? If not, why
not? What alternative process,
procedures, criteria, or additional
requirements should be used?

Question 12

What type of contractual arrangement
and provisions should be required of
usTLD registrars? Should usTLD
registrars enter into an agreement
similar to ICANN's Registrar
Accraditation Agreement {see <http://
www.icann.org/nsi/icann-raa-
04nov89.htm>}). How would the ICANN
agreement nead to be modified to fif the
usTLD context? Is this a feasible
approach? Are there any provisions of
the ICANN agreement that should not be
included in a usTLD accreditation
agreement? If so, which provisions
should not be included and why? Are
thera any provisions that should be
added, and if so, why?

(Juestion 13

Should the interface beiween
Awardee's usTLD registry and the
usTLD registrars be specified in the final
SOW? If so, shouid the interface follow
the specifications set forth in RFC 2832
(see <hilp://www.ietf.org/ria/
rfe2832.textTnumber=2832>), or should
other/additional technical and/or
functional specifications be used? What,
if any, quality of service reguirements
should Awardee be expected to meei? If
other/additional specifications shonld
be used, what should these
specifications be?

Question 14

1t is likely that Awardee will want to
license usTLD registrars to use its
regisiry access software. Is Network
Solutions’ Registrar License Agreement

(see http://www .icann.org/nsi/nsi-rla-
2Bzept98.htm) a good model for such a
license? If not, why not? What
provisions of the NSI agreement should
be deleted? What provisions should be
added?

Section Il

Question 15

On Fsbruary 23, 2000, ICANN's
Governmental Advisory Committes
{"GAC") adopled *'Principles for the
Delegation and Administration of
Country Code Top Level Domains" (see
<http://www.icann.org/gac/gac-
cctidprinciples-23feb00.htm>). The
document sets forth basic principles for
the administration and management of
ccTLDs, as well as a framework for the
ralationships among the relevant local
governments in the context of a ecTLD,
the ccTLD administrator, and ICANN.
The Depariment of Commerce has
endorsed and intends to implement the
GAC Principles. Are there any
provisions of the GAC Principles that
should not be included in an agreement
between Department of Commerce and
the Awardee, or between the Awardee
and ICANN? If s0, which provisions
should not be included and why? Are
there any provisions that should be
added, and if so, why?

Kathy 0. Smith,
Chief Counsel.

Appendix A

1. Statement of Work

Considerable latitude exists for the
submission of creative proposals responsive
to this solicitation; however, each proposal
must address lists of minimum services that
arz outlined below, These lists should not be
viewed as exhaustive; as such, offerors are
encouraged 10 suggesl other services that they
consider impartant to the efficient
administration and management of the
usTLD. The provisien of services helow may
be accomplished through coordinating
resources and services provided by others,
but joint proposals should clearly indicate
how the requirements of the Statemenl of
Work will be fullilied.

Proposals should describe the systems,
software, hardware, faeilities, infrastructure,
and operatien, for the following functions:

A, Core Registry Funclions

» Operalion and maintenance of the
primary, authorilative server for the usTLD:
» Operation and/or administration of 2
constellation of secondary servers for the

usTLD;

» Compilation, generation, and
propagation of the usTLD zone file{s);

» Maintenance of an accurate and up-io-
date registration (Whois) dstabase for usTLD
registrations;

+ Maintenance of an accurate and up-to-
date database of usTLD sub-delegation
managers; and



Federal Register/Vol. 65, No. 163/ Tuesday, August 22, 2000/ Notices

50467

» Promotion of and registration in the
usTLD, including maintenance of n website
with up-lo-date policy and registration
information for the usTLD domain.

B. Technical Enhencernents to the Existing,
Locality-Based usTLD

A number of technicel enhancements to
the usTLD system functions are required to
make the system more robust and reliable.
Because the usTLD has operated for the mas!
part on 2 delagated basis for a number of
vears, the availability of centralized conlact
information for the usTLD has proven
difficull to meintain. For example, the
current usTLD Administrator advises b
does not require that the administrator of a
delegated subdomain operate a database of
accurale and up-lo-date registration
information {""Whois"'} service,

There is considerable latitude for
suggesling enhancemenls to the existing,
locality-based usTLD system, however, the
following tasks must be incorporated into
each proposal. Proposais should describe the
sysiems, software, hardwars, facilities,
infrastructure, and operation, for completing
the tasks as well as proposed methods for the
coliecting registration and delegation
information:

« Development of a single database for up-
to-date and verified contact information for
all delegations made in the usTLD to locality-
level and second level (where delegated}
administrators, and for all sub-delegations
made by such locatity-level and second level
administrators. Such dalabases should allow
for multiple string and field searching
through a free, public, web-based interlace,
and consist ol at least the [olowing elements:

The name of the delepation;

The iP address of the primary nameserver
and secondary rameserver(s} for the
delegation;

The corresponding names of those
RAMeservers;

The date of delegation;

The name and postal address of the
delegated manager;

The name, postal address, e-mail address,
voice lelephone numbser, and {where
avaitable} fax number of the technical contact
for the delegated manager; and

The name, postal address, e-mail eddress,
voice lelephone number, and (where
available) fax number of the administrative
contact far the delegated manager.

« Development of an enhanced searchable
Whois database that conlains, or provides
access to, 8]l domain name registrations at
the delegated and sub-delegated levels. Such
Whois database should allow for multipie
string and Held searching through a free,
public, web-basad interface, and consist of at
least the following elements:

—+The name of the domain registerad;

—The IP address of the primary nameserver
and secondary nameserver(s) for the
regislered domain name;

—The corresponding names of those
Nammeservers;

—The ideatity of the delegated manager
under which the name is registered;

—The crealion dale of the registration;

—The name and postat address of the
domain name holder;

—The name, postal address, e-mail address,
voice telephone number, and (where
available} fax number of the technical
contact for the domain name hoider; and

~~The name, postal address, e-mail addross,
voite lelephone number, and {where
availabis) fax number of the administrative
contact for the demain name holder.

» Modernization and sutomation of .us
registry and registration operations,
including the creation of an electronic
database 1o store histerical wsTLD
registration data.

C. Administration of the Exisling, Locality-
Based usTLD Structure

During previous consullations with the
public on the administration of the usTLD, a
considerable number of parties expressed a
desire for the continued operation and
support of the existing usTLD domaein
structure. Some also noted thal enhanced
coordination of the existing locality-based
usTLD structure would make the space more
easily accessible and increase
communication and cooperation within the
community of usTLD subdelegation
managers. Some concerns have been
expressed that moze should be underiaken to
ensure that the locality-based aspects of the
usTLD ara operating in the interest of the
relevant jocal community.

Proposals should descrile how the offeror
will perform the fellowing functions:

+ Conlinue to provide service and suppost
for exisling dolegees and registrants in the
existing, locality-based usTLD structure
under current practice, ircluding policies sel
forth in RFC 1480 and other documented
usTLD policies.

» Conduct an investigalion and submit a
report to the Department of Commerce,
within © months of the award, evalualing the
compiiance of existing sub-domain managers
with the requirements of RFC 1480 and other
documented usTLD policies. Such repart
must recommend structural, procedural, and
policy changes designed 1o enhance such
compliance and increase the valus of the

locality-based structurs lo local communities.

During this evaluation period, Awardee shail
mauke no additional locality delegations
unless otherwise directed by the Deparlment
of Commerce.

» Continue to provide direcl registry and
registrar services for all other undelegatod
third level locality sub-domains, including
services for CO and Cl, and undelegated
speclal purpose domains (K12, CC, TEC, LIB,
MUS, STATE, DST, COG and GEN}.

D. Expansion of the .us Space

Many periies in previous consultations
have suggested that the current usTLD space
should be expanded hy creating
oppertunities for registration directly at the
second level and/or at the third level under
specified second level domains. It has been
suggested thal this more “generic” space
would greally increase the attractiveness of
the usTLD o potential registrants. Awardos
will not be allowed to acl as a registrar in the
expanded usTLD space.

Proposals should describe how the offeror
will perform the following funclions:

» Develop and implemen! a new structure
for the usTLD that enables the registration of

domain names directly under the usTLD and/
ar under specified second level domains. The
proposed expanded usTLD structure,
including proposed administration
procedures and registration paolicies, must be
described. Awardes must agree to be bound
by a Department ef Commerce contract {o
follow ICANN adopied policies applicable o
open ccTLDs unless otherwise directed by
the Department of Commerce.

+ Devslop and implement a shared
registration syslem wherehy qualilied
compeling regisirars may register domain
names for their customers in the expandsd
usTLID space. At a minimum, the system
must allow an unlimited number of
accrediled/licensad registrars to register
domain names ia the expanded usTLD;
provide equivalent access lo the system for
all accredited/licensed registrars 1o register
domains and transfer domain name
registrations among compsting accredited/
licensed registrars; updale domain name
registrations; and provide technical support
for accredited/licensad registrars.

» Provide custemer service and technical
support to accredited/lcensed usTLD
registrars and registry support for the
expanded usTLD space.

« Provide the core registry functions listed
in Section A abova.

» Require usTLD registrars to parlicipale in
an alternetive dispute resolution procedure,
consistent with United States Jaw and
inlernational treaty obligations, to resolve
cases of alleged cyber-squatting. Offerors are
sncouraged io consider how ICANN's
uniform dispute resolution procedure
{UDRP} might be implemented in the context
of the usTLI,

« Develop an enhanced searchable Whois
database that contains, or provides access 1o,
al} domain name registrations in the
enhanced usTLD space. Such database must
be accessible through any "universal Wheis
seyvice” adopted by ICANN regisirars and
must accommodate multiple string and feld
searching through a free public, web based
interface and consist of ai least the following
slements:

—The name of the usTLD domain registered;

-The IP addrass of the primary nameserver
and secondary nameserver(s) for the
registered usTLD domain name;

—The corresponding names of those

Nameservers;

—The identity of the usTLD registrar under
which the name is registered;

—The creation date of the registration;

—The name and postal address of the usTLD
domain name holder;

~The name, postal address, e-mail address,
voice telephone number, and (where
available} fax number of the technical
contact for the usTLD domain name: and

-~The name, postal address, e-mail address,
voice telephone number, and {whers
aveilable) fax number of the administrative
contact for the usTLD domain name.

il. Methods and Procedures

On February 23, 2000, ICANN's
Governmantal Advisory Committee adepted
“Principles for the Delegation and
Administration of Country Code Top Levsl
Domains” (see <hlip://www.icann.org/gac/
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gac-cetldprineiples-23feboo.hun>}, The
document, which enjoys the support of the
Depariment of Commerce, sets forth basic
principles for the administration and
management of ccTLDs, as well as a
framework for the relationship between the
relevant lacal government in the context of
a ccTLD, the ccTLD administrator, and
HCANN, The Awardoe will be required to
abide by the principles and procedures set
fortk in the document, and enter inlo
coaltractual arrangement consistent with the
document, unless otherwise directed by the
Department of Commerce not o foliow
specific provisions.

{FR Doc. 00-21338 Filed 8-21-00; B:45 am|
BILLING CODE 3510-60-P

CONSUMER PRODUCT SAFETY
COMMISSION

Petition Requesting Banning of Baby
Bath Seats

AGENCY: Consumer Product Safety
Commission.

ACTION: Notice.

SUMMARY: The Commission has received
a petition (HP 006-4) requesting that the
Commission ban bath seats and bath
rings used for bathing infants in
bathtubs, The Commission solicits
writlen comments concerning the
petition.

pATES: The Office of the Secretary must
receive comments on the petition by
October 23, 2000.

ADDRESSES: Comments, preferably in
five copies, on the petition should be
mailed to the Office of the Secretary,
Consumer Product Safety Commission,
Washington, DC 20207, telephone {301)
504-0800, or delivered to the Office of
the Secretary, Room 501, 4330 East-
West Highway, Bethesda, Maryland
20814, Comments may also be filed by
telefacsimile to (301) 504-0127 or by
email to cpsc-os@cpsc.gov. Comments
should be captioned “Petition HP 004,
Petition to Ban Bath Seats.” A copy of
the petition is available for inspection at
the Commission's Public Reading Room,
Room 418, 4330 East-West Highway,
Bethesda, Maryland.

FOR FURTHER iNFORMATION CONTACT!
Rockeile Hammond, Office of the
Secretary, Consumer Product Safety
Commission, Washington, D.C. 20207;
telephone (301) 504-0800, ext. 1232,
SUPPLEMENTARY INFORMATION: The
Commission has received
correspondence from The Consumer
Federation of America ["CFA™') and
other consumer groups requesting that
the Commission issue a rule banning
baby bath seats and bath rings. The
petilioners assert tha! these products

pose an unreasonable risk of injury
primarily by giving parents and other
caregivers a false sense of security that
children using the products will be safe
in the bathtub. They argue that recent
research indicates that parents using
bath seats are more likely to engage in
“'risk-taking behavior,"” such as leaving
the infant alone briefly and using more
water in the bathtub, than caregivers
who do not use bath seats. The
petitioners state that, to date, 66
incidents of drowning and 37 reports of
near drowning involving bath seats have
been identified. The Commission is
docketing the correspondence as a
petition under provisions of the Federal
Hazardous Substances Act, 15 U.S.C.,
12611278,

Interested parties may obtain a copy
of the petition by writing or caliing the
Office of the Secretary, Consumer
Product Safety Commission,
Washingion, DC 20207; telephone {301)
504-0800. A copy of the petition is also
available for inspection from 8:30 am,
to 5 p.m., Monday through Friday, in
the Commission’s Public Reading Room,
Room 419, 4330 East-West Highway,
Bethesda, Maryland.

Dated: August 16, 2000,
Sadye E. Dunn,
Secretary, Consumer Product Safety
Commission
[FR Dot. 00~21257 Filed 8-21~00; B:45 am}
BILLING CODE 6355-01-P

DEPARTMENT OF DEFENSE
Office of the Secretary

Meeting of the President's information
Technology Advisory Committee
(Formerly the Presidential Advisory
Committee on High Perfermance
Computing and Communications,
Information Technology, and the Next
Generation Internet

ACTION: Notice of meeting.

SUMMARY: This notice sets forth the
schedule and summary agenda for the
next meeting of the President’s
Information Technology Advisory
Committee. The meeting will be open to
the public. Notice of this meeting is
required under the Federal Advisory
Commitlee Act, (Pub. L. 92-463}.
DATES! September 28, 2000.
ADDRESSES: NSF Board Room (Room
1235), National Science Foundation,
4207 Wilson Boulevard, Arlington, VA
22230,

PROPOSED SCHEDULE AND AGENDA: The
President’s Information Technology
Advisory Committee (PITAC) will meet

in open session from approximately
8:00 a.m. to 12:15 p.m. and 1:30 p.m. to
3:30 p.m. on September 20, 2000.

This meeting will include: {1}
Updates and reports from the PITAC's
panels on learning, digital libraries,
healthcare; the digital divide; and
international issues; {2) a discussion on
21st century technologiss; (3] 2
diseussion on IT and the Humanities;
and {4) a discussion of PITAC next steps
and future studies.

FOR FURTHER INFORMATION CONTACT: The
National Coordination Office for
Computing, Information, and
Communications provides information
about this Committee on its web site at:
http://fwww.ccic.gov; it can also be
reached at (703} 2924873, Public
seating for this meeting is limited, and
is available on a first-come, first-served
basis.

Dated: August 15, 2000.

L. M. Bynum,

Alternate OSD Federal Register Liaison
Officer, Department of Defense.

[FR Doc. 00—21269 Filed B-21-00; B:45 am)
BILLING CODE 500%-10-M

DEPARTMENT OF DEFENSE

Office of the Secretary

Strategic Environmental Research and
Development Program, Scientific
Advisory Board

ACTION: Notice.

In accordance with Section 10{a){2} of
the Federal Advisory Commitiee Act
{P.L. 82—463), announcement is made of
the following Committee meeting:

Date of Meeting: Oclober 16, 2000 from
0830 to 1645 and October 17, 2000 from GB30
10 1705,

Place: Coeur D'Alene Resort, West 414
Applewey, Goeur d'Alene, Idaho 83814,

Matters to be Considered: Resesrch and
Development proposals and continuing
projects requesting Strategic Environmental
Research and Developmen! Program funds in
excess of $1M will be reviewed.

This meeting is open to the public. Any
interested person may allend, appear before,
or file statsments with the Scientific
Advisory Board al the time and in the
menner permilted by the Board.

For Further Information Conloch: Ms.
Veronica Rice, SERDP Program Olffice, 901
North Stuart Street, Suite 3093, Arlington,
VA or by telephone at {703) 696-2119.

Dated: August 16, 2000.
L.M. Bynum,

Alternate OSD Federal Register Linison
Officer, Doi2.

[FR Doc. 0021268 Filed 8-21-G0; 8:45 am}
BILLING CODE 5001-10-M
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DEPARTMENT OF COMMERCE

National Telecommunications and
Information Administration

15 CFR Chapter XX
[Docket No. 880212036-8036-01]
RIN 0660~-AA11

Improvement of Technical
Management of Internet Names and
Addresses

AGENCY: Naticnal Telecommunications
and Information Administration (NTIA}
Commerce.

ACTION: Proposed rule; request for
public comment.

SUMMARY: This document sets forth
ways to improve technical management
of the Internet Domain Name System
(DNS). Specifically, it describes the
process by which the Federal
governmnent will transfer management of
the Internet DNS (o a private not-for-
profit corporation. The decument also
proposes to open up to competition the
administration of top level domains and
the registration of domain names.
paTES: Comiments must be received by
March 23, 1998.
ADDRESSES: Comments may be mailed to
Karen Rose, Office of International
Affairs, National Telecommunications
and information Administration (NTIA}.
Roorn 4701, U.S. Department of
Commerce, 14th and Constitution
Avenue, N.W., Washington, D.C. 20230
or senl via electronic mail to
dns@ntia.doc.gov. Messages (o thal
address will recejve a reply in
acknowiedgment. Comments submitted
in electronic form should be in ASCI,
WordPerfect (please specify version}, or
Microsoft Word (please specify version)
format. Comments received will be
posted on the NTIA website at http://
www.ntia.doc.gov, Detailed information
about electronic filing is available on
the NTIA website, hitp://
www.ntia.doc.gov/domainname/
domainnamel30.htm. Paper
subrnissions should include three paper
copies and a version on diskette in the
formats specified above.
FOR FURTHER INFORMATION CONTACT!
Karen Rose, NTIA, (208} 4820365,
SUPPLEMENTARY INFORMATION:

Authority: 15 U.5.C. 1512; 47 U.5.C.

902{p)(2)(H}; 47 U.5.C. 802 (b)(2}(I); 47 U.5.C.
902{e)(2){M}): 47 UL.S.C. 904(c){1).

L. Introduction

On July i, 1987, The President
directed the Secretary of Commerce to
privatize, increase competition in, and
promote international participation in

the domain name system. Domain
names are the familiar and easy-to-
remember names for Internet computers
{e.g. "'www.ecommerce.gov’). They map
to unique Internet Protocol (IP) numbers
{e.g.. 98.37.241.30) that serve as routing
addresses on the Internet. The domaln
name system (DNS) translates Internet
names into the IP numbers needed for
transmission of infermation across the
network. On July 2, 1997, the
Department af Commerce issued a
Request for Comments (RFC) on DNS
administration {62 FR 35898). This
proposed rule, shaped by over 430
comments received in response to the
RFC, provides notice and seeks public
comment on a proposal to transfer
control of Internet domain names from
government {0 a private, nonprofit
corporation,

II. Background

Today's Internet is an outgrowth of
U.S. government investments in packet-
switching technology and
communications networks carried oul
under agreements with the Defense
Advanced Research Projects Agency
(BARPA}, the National Science
Foundation (NSF} and other U.S.
research agencies. The government
encouraged bottom-up development of
networking technolegies through work
at NSF, which established the NSFNET
as a network for research and education.
The NSFNET fostered 2 wide range of
applications, and in 1892 the U.S.
Congress gave the Natlonal Science
Foundation statutory authority to
commercialize the NSFNET, which
formed the basis for today's Internet.

As a legacy, major components of the
domain name system are still performed
by or subject to agreementis with
agencies of the U5, government.

A. Assignment of Numerical Addresses
to Internet Users

Every Internet computer has a unique
IP number, The Internet Assigned
Numbers Authority JANA), headed by
Dr, Jon Postel of the Information
Sciences Institute 331} at the Universlty
of Southern California, coordinates this
system by aliocating blocks of numerical
addresses to regional IP registries {ARIN
in North America. RIPE in Europe, and
APNIC in the Asia/Pacific region),
under cantract with DARPA. In wrn,
larger Internet service providers apply
to the regional IP registries for blocks of
iP addresses. The recipients of those
address blocks then reassign addresses
to smailer Internet service providers and
to end users.

B. Management of the System of
Registering Names for Internet Users

The domain name space is
constructed as a hierarchy. it is divided
into top-level domains (TLDs}. with
each TLD then divided into second-
level domains (SLDs}, and so on. More
than 200 national, or country-code,
TLDs {ccTLDs} are administered by their
corresponding governments or by
privale entities with the appropriate
national government's acquiescence. A
small set of generic top-ievel domains
(gTLDs) do not carry any national
identifier, but denote the intended
function of that portion of the domain
space. For example, .com was
established for commercial users, .org
for not-for-profit organizations, and .net
for network service providers, The
registration and propagation of these
key gTLDs are performed by Network
Solutions, Inc. (NS, a Virginia-based
company, unider a five-year cooperative
agreement with NSF. This agreement
inciudes an optional ramp-down period
that expires on September 30, 1898,

C. Operation of the Root Server System

The root server system cortains
authoritalive databases listing the TLDs
so that an Internet message can be
routed to its destination. Currently, NSI
operates the “"A" root server, which
maintains the authoritative root
database and replicales changes to the
other root servers on a daily basis.
Different organizations. including N51,
operate the other 12 rool servers, In
total, the U.S. government piays a direct
role in the operation of hall of the
wortd’s root servers. Universal
connectivity on the Internet cannot be
guaranteed without a set of authoritative
and consistent rools.

D. Protocol Assignment

The Internet protocol suite, as defined
by the Internet Engineering Task Force
{({ETF). contains many technical
perameters, including protecol
numbers, port numbers, aulonomous
systemn numbers, management
information base object identifiers and
others. The common use of these
protocals by the Internel community
requires that the particular values used
in these fields be assigned unigquely.
Currently, IANA, under contract with
DARPA, makes these assignments and
maintains a registry of the assigned
vaiues.

HI, The Need For Change

From ils origins as & U.5.-based
research vehicle, the Internet is rapidly
becoming an international medium for
commerce, education and
communication. The traditional means
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of organizing its technical functions
need to evolve as well. The pressures for
change are coming from many different
quarters:

» There is widespread dissatisfaction
about the absence of competition in
domain narpe registration.

+ Mechanisms for resolving conflict
between trademark holders and domain
name holders are expensive and
cumbersome,

» Withous changes, a proliferation of
lawsuits could lead to chaos as tribunals
arpund the world apply the anltitrust
law and intellectual property law of
their jurisdictions to the Internet.

« Many commercial interests, staking
their future on the successful growth of
the internet, are calling for a more
formal and robust management
siructure,

+ Anincreasing percentage of internes
users reside outside of the U.5., and
those stakehoiders want a larger voice in
Internet coordination,

« As Internet names increasingly have
commercial value, the decision to add
new Lop-level domains cannot continue
1o be made on an ad hoc basis by
entities or individuals that are not
formally accountable to the Internet
community.

* Asthe Internet becorngs
commercial. it becomes inappropriate
for U.S. research agencies (NSF and
DARPA) to participate in and fund these
functions.

IV. The Future Role of the U.S.
Government in the DNS

On July 1, 1997, as part of the Clinton
Administration's Framework for Global
Electronic Commerce, the President
direcied the Secretary of Commerce (o
privatize, increase competition in, and
promote international participation in
the domain name system.

Accordingly. on July 2. 1887, the
Department of Commerce issued a
Request for Commenis (RFC) on DNS
administration, on behalf of an inter-
agency working group previously
formed to explore the appropriate future
role of the U.S. government in the DNS,
The RFC solicited public input on
issues relating to the oversll framework
of the DNS system, the creation of new
top-level domains, policies for
repistrars, and tradernark issues. During
the comment pericd, over 430
comments were received, amounting Lo
some 1500 pages.!

This discussion draft, shaped by the
public input described above, provides
notice and seeks public comment on a

!"The RFC and comments recetved are available
on the Internet at the foliowing address: <hutp://
www . ntia.doc.gov>.

proposal to improve the technical
management of Internet names and
addresses. 1t does not propose a
monolithic structure for Internet
governance. We doubt that the Internet
should be governed by one plan or ocne
body or even by a series of plans and
bodies. Rather, we seek to create
mechanisms to soive a few, primarily
technical (albeit critical) questions
about administration of Internet names
and numbers.

We expect that this proposal will
likely spark a lively debate, requiring
thoughtful analysis, and appropriate
revislons. Nonetheless, we are hopeful
that reasonable consensus can be found
and that, after appropriate
modifications, implementation can
begin in April. 1998, Recognizing that
no solution will win universal support,
the U.S. government seeks as much
consensus as possible before acting.

V. Principles for a New System

Our consultations have revealed
substantial differences among Internat
stakeholders on how the domain name
system should evolve. Since the Internet
is changing so rapidly. no one entity or
individual can claim to know what is
best for the Internet. We certainly do not
believe that our views are uniguely
prescient. Nevertheless, shared
principles have emerged from our
discussions with Internet stakeholders.

A. Stability

The U.S. government should end its
role in the Internet number and name
address systems in a responsible
manner. This means, above all else,
ensuring the stability of the Internet.
The Internet funciions well today. but
its current technical management is
probably not viable over the long term.
We should not wait for it 1o break down
before acting. Yet, we should not move
so quickly, or depart so radically {rom
the existing structures, that we disrupt
the functioning of the Internet, The
introduction of a new system should not
disrupt current operations, or create
competing rool sysiems.

B. Competition

The Internet succeeds in great
measure because it is a decentralized
system that encourages innovation and
maximizes individual freedom. Where
possible, market mechanisms that
support competition and consumer
choice should drive the technical
management of the Internet because
they will promote innovation. preserve
diversity, and enhance user cheice and
satisfaction.

C. Private, Bottom-Up Coordination

Certain technical management
functions require coordination, In these
cases, responsible, private-sector action
is preferable to government control. A
private coordinating process is likely to
be more flexible than government and to
move rapidly enough to meet the
changing needs of the Internet and of
Internet users, The private process
should, as far as possible, reflect the
botiom-up governance that has
characterized development of the
Internet to date.

D. Representation

Technical management of the Internet
shouid reflect the diversity of Its users
and their neads. Mechanisms should be
established 10 ensure internaticnal input
in decision making.

In keeping with these principles, we
divide the name and number functions
into two groups, those that can be
moved to a competitive system and
those that should be coordinated. We
then suggest the creation of a
representative, not-for-profit corporation
to manage the coordinated functions
according lo widely accepted objective
criteria. We then suggest the steps
necessary to move to competitive
markets in those areas that can be
market driven. Finally, we sugpgest a
transition plan to ensure that these
changes occur in an orderly fashion that
preserves the stability of the Internet.

V1. The Proposal

A. The Coordinated Functions

Management of number addresses is
best done on a coordinated basis. As
technology evolves. changes may be
needed in the number allocation system.
These changes should also be
undertaken In a coordinated fashion.

Similarly, coordination of the root
server network is necessary if the whole
system is to work smoothly. While day-
to-day operational tasks, such as the
actual operation and maintenance of the
Internet root servers, can be contracted
out, overail policy guidance and control
of the TLDs and the Internet root server
system should be vested in a single
organization that is representative of
Internet users.

Finaily, coordinated maintenance and
dissemination of the protocol
parameters for Internet addressing will
best preserve the stability and
interconnectivity of the Internet.

We propose the creation of a private,
not-for-profit corporation {the new
corporation) to manage the coordinated
functions in a stable and open
institutional framework. The new
corporation should operate as a private
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entity for the benefit of the Internet as
a whole. The new corporation would
have the following authority:

1. To set policy for and direct the
allocation of number blocks to regional
number registries for the assignment of
Internet addresses;

2. To oversee the operation of an
authoritative root server system;

3. Tu oversee policy for determining,
based on objective criteria clearly
established in the new organization’s
charter, the circumstances under which
new top-level domains are added io the
root system; and .

4. To coordinate the development of
other technical protecol parameters as
needed 10 maintain universal
connectivity on the Internet.

The U.3. governmernt would gradually
transfer existing IANA functions, the
roat system and the appropriate
databases to this new not-for-profit
corporation, This transition would
commence as soon as possible, with
operational responsibility moved to the
new entity by September 30, 1998, The
LS. government would participate in
policy oversight to assure stability until
the new corporation is established and
stable, phasing out as soon as possible
and in no event later than September 30,
20060. The U.S. Department of
Commerce will coordinate the U.S.
government policy role. In proposing
these dates, we are trying to balance
concerns about a premature U.S.
government exit that turns the domain
name system over Lo a new and untested
entity against the concern that the U.S.
government will never relinquish its
current management role.

The new corporation will be funded
by domain name registries and regional
IP registries. Initially, current FANA staff
will move to this new organization to
provide continuity and expertise
throughout the period of time it takes to
establish the new corporation. The new
corporation should hire a chief
cxecutive officer with a background in
the corporate sector to bring a more
rigorous management to the
organization than was possible or
necessary when the Internet was
primarily a research medium, As these
functions are now performed in the
United States, the new corporation will
be headquartered in the United States,
and incorporated under U.S. law as a
not-for-profit corporation, It wili,
however, have and report to a board of
directors from around the worid.

It is probably impossible to establish
and maintain a perfectly representative
board for this new organization, The
Internet community is already
extraordinarily diverse and likely to
become more 50 over time. Nonetheless,

the organization and its board must
derive legitimacy from Lhe participation
of key stakeholders. Since the
organization will be concerned mainly
with numbers, names and protocols, its
board should represent membership
organizations in each of these areas, as
well as the direct interests of Internet
USEFS.

The beard of directors for the new
corporation should be balanced to
equilably represent the interests of IP
number registries, domain name
registries, domain name registrars. the
technical community, and Internet users
{commercial, not-for-profit, and
individuals). Officials of povernments or
intergovernmental organizations should
not serve on the board of the new
corporation. Seats on the initial board
might be allocated as follows:

» Three directors from a membership
association of regional number
registries, representing three different
regions of the world. Today this would
mean one each from ARIN. APNIC and
RIPE. As additional regional number
registries are added, board members
could be designated on a rotating basis
or elected by a membership organization
made up of regional registries. ARIN,
RIPE and APNIC are opern: membership
organizations that represent entities
with large blocks of numbers. They have
the preatest stake in and knowledge of
the number address system, They are
also representative internationally,

« Two members designated by the
Internet Architecture Board {IAB}, an
international membership board that
represents the technical community of
the Internet.

* Two members designaied by a
membership association {lo be created)
representing domain name registries
and reglstrars.

Seven members designated by &
membership association {10 be created)
representing Internet users. At least one
of those board seats could be designated
for an individual or entity engaged in
non-commercial, not-for-profit use of
the Internet, and one for individual end
users. The remaining seats could be
filled by commercial users, inciuding
trademark holders.

» The CEQ of the new corporation
would serve on the board of directors.

The new corporation's processes
shouid be {air, open and pro-
competitive, protecting against capture
by a narrow group of stakeholders. Its
decision-making processes should be
sound and transparent; the bases for its
decisions should be recorded and made
publicly available. Super-majority or
even CONsensus requirements may be
useful to protect apainst capiure by a
self-interested faction. The new

corporation’s charter should provide a
mechanism whereby its governing body
will evolve to reflect changes in the
constituency of Internet stakeholders.
The new corporation should establish
an open process for the presentation of
petitions to expand beard
representation.

in performing the functions listed
above, the new cerporation will act
much like a standard-setting body. To
the extent that the new corporation
operates in an open and pro-competitive
manner, its actions will withstand
antitrust scrutiny. lts standards should
be reasonably based on, and no broader
than necessary to promuote its legitimate
coordinating objectives. Under U.S. faw,
a standard-setting body can face
antitrust Hability if it is dominated by
an economically inlerested entity. or i
standards are sel in secret by a few
leading competitors. But appropriate
processes and structure will minimize
the possibility that the body’s acticns
will be, or will appear to a court to be,
anti-competitive.

B. The Competitive Functions

The system for registering second-
level domain names and the
management of the TLD registries
should become competitive and market-
driven.

In this connection, we distinguish
between registries and registrars. A
“registry,” as we use the term, is
responsible for maintaining a TLD's
zone files, which contain the name of
each SLD in that TLD and each SLD's
corresponding [P number. Under the
curren structure of the Internet, a given
TLD can have no more than one registry,
A “registrar” acts as an interface
between domain-name halders and the
registry, providing registration and
value-added services. It submits to the
regisiry zone file information and other
data (including contact information) for
each of its customers in a single TLD.
Currently, NSI acts as both the exclusive
repistry and as the exciusive registrar for
.com, .net, .ofg, and .odu.

Both registry and registrar functions
could be operated on a competitive
basis. Just as NSI acts as the registry for
.com, .net, and .org, other companies
could manage registries with different
TLDs such as .vend or .store. Registrars
could provide the service of obtaining
dornain names for customers In any
gTLD. Companies that design Web sites
for customers might, for example,
provide registration as an adjunct to
other services. Other companies may
perform this function as a stand-alone
business.

There appears to be strong consensus
that, at least at this 1ime, domain name
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registration—the registrar function—
should be competitive. There is
disagreement, however, over the
wisdom of promoting competition at the
registry ievel.

Some have made a sirong case for
establishing a market-driven registry
systern. Competition among registries
would allow registrants 1o choose
amaong TLDs rather than face a single
option. Competing TLDs would seek to
heighten their efficiency, lower their
prices, and provide additional value-
added services. Investmenis in registries
could be recouped through branding
and marketing. The efficiency,
convenience, and service levels
associated with the assignment of names
could uitimately differ from one TLD
registry io another. Without these types
of market pressures, they argue,
registries will have very little incentive
o innovate.

Others feel strangly, however, that if
muliiple registries are to exist. they
should be undertaken on a not-for-profit
basis. They argue that lack of portability
among registries {that is, the fact that
users cannol change registries without
adjusting at least part of their domain
name string) could create lock-in
problems and harm consumers. For
example, a registry could induce users
to repister in a top-level domain by
charging very low prices initially and
then raise prices dramatically, knowing
that name holders will be reluctant to
risk established business by moving to
a different top-level domain.

We concede that switching costs and
lock-in could preduce the scenario
described above. On the other hand, we
believe that market mechanisms may
well discourage this type of behavior.
On balance, we believe that consumers
will benefit from competition among
market ortented registries, and we thus
support limited experimentation with
competing registries during the
transition to private sector
administration of the domain name
system.

C. The Creation of New gTLDs

Internet stakehciders disagree about
who should decide when a new top-
level domain can be added and how that
decision should be made. Some beliove
that anyone should be allowed 1o create
a top-level domain registry. They argue
that the market will decide which will
succeed and which will not. Others
believe that such a system would be too
chaotic and would dramatically increase
customer confusion. They argue that it
would be far more complex technically,
because the root server system would
have 10 point to a large number of top-
tevel domains that were changing with

great frequency. They alse point oul that
it would be much more difficult for
trademark hoiders to protect their
trademarks if they had to police a large
riumber of top-level domains.

All these arguments have merit, but
they all depend on facts that only
further experience will reveal. At least
in the short run, a prudent concern for
the stability of the system requires that
expansion of gTLDs proceed at a
deliberate and controlled pace to allow
for evaluation of the impact of the new
gTLDs and well-reasoned evolution of
the domain space. The number of new
top-level domains should be large
enough to create competition among
registries and to enable the new
corporation to evaluate the functioning,
in the new environment. of the root
server system and the software systems
that enable shared registration. At the
same time, it should not be so large as
1o destabilize the Internet.

We believe that during the transition
to private management of the DNS, (he
addition of up to five new registries
would be consistent with these goals. At
the outset, we propose that each new
registry be limited 1o a single top-level
domain. During this peried. the new
corporation should evaluate the effects
that the addition of new gTLDs have on
the operation of the Internet. on users,
and on trademark holders, After this
transition, the new corporation will be
in a better pesition to decide whether or
when the introduction of additional
gTLDs is desirable.

Individual companies and consortia
atike may seek o operate specific
generic top-level domains. Competition
will take place on two levels. First. there
will be competition among different
generic top-level domains. Second,
registrars will compete to register clients
into these generic top-level domains. By
contrast, existing national registries will
continue to administer country-code
top-level domains if these national
government seek to assert those rights.
Changes in the registration process for
these domains are up to the regisiries
administering them and their respective
national governments.

Some have called for the creation of
a more descriptive system of top-level
domains based on industrial
classifications or some other easy Lo
undersiand schema. They suggest that
having multiple top-level domains is
aiready confusing and that the addition
of new generic TLDs will make it more
difficult for users o find the companies
they are seeking.

Market driven systems result in
innovation and greater consumer cheice
and satisfaction in the long run. We
expect that in the future, directory

services of various sorts will make it
easy [or users to find the sites they seek
regardiess of the number of top-level
domains. Altempis to impese t0o much
central order risk stifiing a medium like
the Internet that is decentralized by
nature and thrives on freedom and
innovation.

D, The Trademark Dilemma

It is important to keep in mind that
trademark/domain name disputes arise
very rarely on the Internet today. NS,
for example, has registered millions of
domain names, only a tiny fraction of
which have been challenged by a
tradernark owner. But where a
trademark is unlawfully used as a
domain name, consumers may be
misled about the source of the product
or service offered on the Internel. and
trademark owners may not be abie to
protect their rights without very
expensive litigation.

Fer cyberspace to function as an
effective commercial market, businesses
must have confidence that their
trademarks can be protected. On the
other hand, management of the Internet
must respond to the needs of the
Internet community as a whole, and not
trademark owners exclusively. The
balance we strike Is to provide
wrademark holders with the same rights
they have in the physical world, to
ensure transparency, (o guaraniee a
dispute resolution mechanism with
resori 10 a court system, and to add new
top-level domains carefully during the
transition {0 private sector coordination
of the domain name system,

There are certain steps that could be
taken in the application process that
would not be difficult for an applicant,
but that would make the trademark
owner's job easter, For instance, gTLD
registrants could supply basic
information—including the applicant’s
name and sufficient centact information
to be able to Jocate the applicant or its
representative. To deter the pirating of
domain names, the registry could also
require applicants to certify that it
knows of no entity with superior rights
in the domain narne i seeks 1o register,

The job of policing trademarks could
be considerably easier il domain name
databases were readily searchable
through a commor: inierface to
determine what names are registered,
who holds those domain names, and
how to contact a domain name holder.
Many trademark holders find the
current registration search teol, who is,
too limited in its functioning to be
effective for this purpose. A more robust
and flexible search tool, which features
multiple field or string searching and
retrieves similar names, could be
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employed or developed to meet the
needs of trademark holders. The
databases also could be kept up to date
by a requirement that domain name
registrants maintain up-to-date contact
information.

Mechanisms that allow for on-tine
dispute resolution could provide an
inexpensive and eflicient alternative 1o
litigation for resolving dispules hetween
trademark owners and domain name
registrants. A swifi dispute resolution
process could provide for the temporary
suspension of a domain name
registration if an adversely affected
trademark holder objects within a short
time, e.g. 30 days. of the initial
registration. We seek comment on
whether registries should be required to
resolve disputes within a specified
period of time after an opposition is
filed. and if so, how long that period
shouid be,

Trademark holders have expressed
concern that domain name registrants in
faraway places may be able to infringe
their rights with no convenient
jurisdiction available in which the
trademark owner could file suit to
protect those rights. At the time of
registration, registrants could agree that,
in the event of a trademark dispute
involving the name registered,
jurisdiction would lie where the registry
is domiciled. where the registry
database in maintained, or where the
“A" root server is maintained. We seek
comment on this proposal. as well as
suggestions for how such jurisdictional
provisions could be implemented.

Trademark holders have also called
for the creation of some mechanism for
“clearing”* trademarks. especially
famous marks. across a range of gTLDs.
Such mechanisms could reduce
tradernark conflict associated with the
addition of new gTLDs. Again, we seek
comnment on this proposal, and
suggested mechanisms for rademark
clearance processes.

We stop short of proposals that could
significantly limit the flexibility of the
Internet, such as wailing periods or not
allowing any new top-level domains.

We also do not propose to establish a
monolithic trademark dispute resolution
process ai this time, because it is
unclear what system would work best.
Even trademark holders we have
consulted are divided on this question.
Therefore, we propose that each name
registry must establish minimum
dispute resolution and other procedures
related to trademark considerations.
Those minimum procedures are spelled
out in Appendix 2. Beyond those
minimumns, registries would be
permitied to establish additional

trademark protection and trademark
dispute resolution mechanisms.

We also propase that shortly after
their intreduction into the root, 8 study
be undertaken on the effects of adding
new gTLDs and related dispute
resolution procedures on trademark and
intellectual property right holders, This
study should be conducted under the
auspices of a body that is internationally
recognized in the area of dispute
resolution procedures. with input from
trademark and domain name holders
and registries. The findings of this study
should be submitted to the board of the
new corporation and considered when it
makes decisions on the creation and
introduction of new gTLDs. Information
on the strengths and weaknesses of
different dispute resolution procedures
should also give the new corporation
guidance for deciding whether the
established minimum criteria for
dispute resolution should be amended
or maintained. Such a study could also
provide valuable input with respect to
wrademark harmonization generaily.

1.8, trademark law imposes no
general duty on a registrar {0 investigate
the propriety of any given registration.?
Under existing law, a trademark holder
can properly file a lawsuit against a
domain name holder that is infringing
or diluting the trademark holder's mark.
But the law provides no basis for
holding that a registrar’'s mere
registration of a domain name, at the
behest of an applicant with which it has
an arm's-fength relationship, should
expase it to liability.? Infringers. rather
than registrars, registries, and lechnical
management bodies, should be liable for
wrademark infringement. Until case law
is fully settled. however, regisiries can
expect to incur legal expenses in
connection with trademark disputes as
a cost of doing business. These cosls
shouid not be borne by the new not-for-
profit corporation, and therefore
registries should be required to
indemnify the new corporation for costs
incurred in connection with trademark
disputes. The evolution of litigatlon will
be one of the factors to be studied by the
group tasked to review Internet
tradernark issues as the new structure
evolves.

E. The Intellectual Infrastructure Fund

In 1995, NSF authorized NSI to assess
new domain name registrants a $50 fee
per year for the first two years, 30

2Spe ganerally MDT Corp. v. New York Steck
Exchange, 858 F. Supp. 1028 (C.D. Calif, 1554).

3See Lockheed Maruin Corp. v. Network
Sojutions. Inc., 1897 WL 721899 (C.D. Calif. 11/17/
97); Panavision international v. Toeppen. 1996 U.5.
Dist. LEXIS 20744, 41 US.P.Q.2d 1310 (C.D. Calif.
1806},

percent of which was to be deposited in
a fund for the preservation and
enhancement of the intellectual
infrastructure of the Internet {the
“Intellectual Infrastructure Fund™}.

In excess of $46 Million has been
collected to date. In 1997, Congress
authorized the crediting of $23 Million
of the funds collected to the Research
and Related Activities Appropriation of
the Nationa} Science Foundation to
support the development of the Next
Generation Iniernet. The establishment
of the Intellectual Infrastructure Fund
currently is the subject of litigation in
the U.S. District Court for the District of
Columbia.

As the U.S. government is secking to
end its rale in the domain name system,
we believe the provision in the
cooperative agreement regarding
allocation of a portion of the registration
fee to the Internet Inteliectual
Infrastructure Fund should terminate on
April 1, 199B, the beginning of the
ramp-down period of the cooperative
agreement.

VIi. The Transition

A number of steps must be taken to
create the system envisioned in this
paper.

1. The new nol-for-profit organization
must be established and its board
chosen.

2. The membership associations
representing (1) registries and registrars,
and {2} Internet users, must be formed.

3. An agreement must be reached
between the U.S. gpovernment and the
current IANA on the transfer of IANA
functions to the new organization.

4. NSt and the U.S. government must
reach agreement on the terms and
conditions of NSI's evelution into one
competitor among snany in the registrar
and registry marketplaces. A level
playing field for competition must be
established.

5. The new corporation must establish
processes for delermining whether an
organization meets the transition period
criteria for prospective registries and
regisirars.

8. A process must be faid out for
making the management of the root
server system more robust and secure,
and, for transitioning that management
from U.S. government auspices to those
of the new corporation.

A. The NSI Agreement

The U.S. government wiil ramp down
the NSI cooperative agreement and
phase it cut by the end of Sepiember
1998. The ramp down agreement with
NSI should reflect the following terms
and conditions designed to promote
competition in the domain name space.
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£, NSI will effectively separate and
maintain a clear division between its
currend registry business and its current
registrar business, NSI will continue to
operate .com, .net and .org but on a fully
shared-registry basis; it will shift
operation of .edu to a not-for-profit
entity, The registry will treat ail
registrars on a nondiscriminatory basis
and will price registry services
according to an agreed upon formula for
a period of time.

2. As part of the transition to a fully
shared-registry system, N5I will develop
{or ticense) and implement the technical
capability to share the registration of its
top-level domains with any registrar so
that any registrar can register domain
names there in as soon as possible, by
a date ceriain to be agreed upon.

3. NSI will give the U.S. government
a copy and documentation of all the
data, sofiware, and appropriate licenses
10 other intelleciual property generated
under the cooperative agreement. for
use by the new corporation for the
benefit of the Internet.

4, NSI will turn over control of the
A" root server and the management ol
the root server system when instructed
1o do so by the U.5. government.

5. NSI will agree to meet the
requirements for registries and registrars
set out in Appendix 1.

B. Competitive Registries, Registrars,
and the Addition of New gTLDs

QOver the past few years, several
groups have expressed a desire to enter
the registry or reglstrar business, Ideally,
the U.S, government would stay its
hand. deferring the crealion of a specific
plan to introduce competition inio the
domain name systern until such time as
the new carporation has been organized
and given an opportunity to study the
questions that such proposals raise.
Should the transition plan outlined
below, or some other proposal, fail Lo
achieve substantial consensus, that
course may well need to be taken.

Realistically, however, the new
corporation cannot be established
overnight. Before operating procedures
can be established, a board of directors
and a CEQ must be selected. Under a
best case scenario, it is unlikely that the
new carporation can be fully
operational before September 30, 1898.
It is our view, based on widespread
public input, that competition should be
introduced into the DNS system more
guickly.

We therefore set out below a proposal
to introduce competition into the
domain name system during the
transition from the existing U.S.
government authority to a fully
functioning coordinating body. This

propusal is designed only for the
transition period. Once the new
corporation is formed, it wiil assume
authority over the terms and conditions
for the admission of new top-level
domains.

Registries and New gTLDs

This proposal calls for the creation of
up to five new registries, each of which
would be initially permitted to operate
one new gTLD. As discussed above, that
number is large enough to provide
valuable information about the effects of
adding new gTLDs and introducing
competition at the registry level, but not
so large as to threaten the stability of the
Internet during this transition period, In
order to designate the new registries and
gTLDs, IANA must establish equitable,
objective criteria and processes {or
seleciing among a large number of
individuals and entities that want to
provide registry services. Unsuccessful
applicants will be disappointed.

We have examined a number of
aptions for recognizing the development
work already underway in the private
secior. For example, some argue for the
provision of a “'pioneer preference” or
ather grand fathering mechanism to
limit the pool of would-be registrants to
those who, in response to previous
IANA requests, have already invested in
developing registry businesses. While
this has significant appeal and we do
not rule it out, it is not an easy matter
to determine who should be in that
pool. JANA would be exposed to
considerable Bability for such
determinations, and required to defend
against charges that it acted in an
arbitrary or inequitable manner. We
welcome suggestions as to whether the
pool of applicants should be limited,
and if so, on what basis.

We propose, that during the
transition, the first five entities (whether
from a limited or unlimited pool} to
meet the technical, managerial. and site
requirements described in Appendix 1
will be allowed to establish a domain
name registry. The JANA will engage
neutral accounting and technical
consultancy firms to evaluate a
proposed registry under Lhese criteria
and certify an applicant as qualified.
These registries may either select. in
order of their qualification, from a list
of available gTLDs or propose another
gTLD to IANA. (We welcome
suggestions on the gTLDs that should be
immediately available and would
propose a list based on that input, as
well as any marke: data currently
available that indicates consumer
interest in particular gTLDs.)

The registry will be permitted to
provide and charge for value-added

services. over and above the basic
services provided to registrars. At least
at this time, the registry must, however.
operate on a shared repistry basis,
treating all registrars ona
nondiscriminatory basis, with respect ta
pricing, access and rules, Each TLD's
registry should be equally accessible to
any gualified registrar. so that
registrants may choose their registrars
competitively on the basis of price and
service. The registry will also have to
agree to modify its technical capabilities
based on protecol changes that ccour in
Internet technology so that
interoperability can be preserved. At
some point in the future, the new
organization may consider the
desirability of aliowing the introduction
of non-shared registries.

Registrars

Any entity will be permitled to
provide registrar services as long as it
meets the basic technical, managerial,
and site requirements as described in
Appendix 1 of this paper. Registrars wiil
be allowed to register clients into any
1op-level domain for which the cliemt
satisfies the eligibility rules, if any.

C. The Root Server System

IANA and the U.5. government, in
cooperation with NS, the 1AB, and
other relevant organizations will
undertake a review of the root server
syslem to recommend means to increase
the security and professional
management of the system. The
recommendations of the study should
be implemented as pari of the transition
process to the new corporation.

D. The .us Domain

At present, the JANA administers .us
as a locality based hierarchy in which
second-level domain space is allocated
1o states and US territories.* This name
space is further subdivided into
locatities, General registration under
iocalities is performed on an exclusive
basis by private firms that have
requested delegation from JIANA, The
.us name space has typically been used
by branches of state and local
governmenis, although some
commercial names have been assigned.
Where registration for a locality has not
heen delegated, the JANA itseil serves as
the registrar.

Some in the Iniernet community have
suggested that the pressure for unigue
identifiers in the .com gTLD could be
relieved if commercial use of the .us
space was encouraged, Commercial

+Management principles for the .us domain space
are set forth tn Internet RFC 1480, {hnp://
www.isl.edu/in-notes/rfe 1480
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users and trademark holders, however,
find the current locality-based system
100 cumbersome and complicated for
commercial use. Expanded use of the
.us TLD could alieviate some of the
pressure for new generic TLDs and
reduce conflicts between American
companies and others vying for the
same domain name.

Clearly, there is much opportunity for
enhancing the ,us domain space. and
the .us domain could be expanded in
many ways withoul displacing the
current geopolitical structure. Over the
next few months, the U.S. government
will work with the private sector and
state and local governments 1o
determine how best to make the .us
demain more attractive to commercial
users. It may also be appropriate to
move the gTLDs traditionally reserved
for U.8. government use (i.e, .gov and
.mil), into a reformulated .us ccTLD,

The U.S, government will further
expiore and seek public input on these
issues through a separate Request for
Comment on the evolution of the .us
name space. However, we welcome any
preliminary comments at this time.

E. The Process

The U.S. government recognizes Lhal
its unique role in the Internet domain
name system should end as soon as is
practical. We alsc recognize an
obligation to end this involvement in a
responsible manner that preserves the
stability of the Internet. We cannol cede
authority 1o any particular commercial
interest or any specific coalition of
interest groups. We also have a
responsibility to oppose any efforts to
fragment the Internet, as this would
destroy one of the key factors—
interoperability—that has made the
Internet so successful,

Our poal is to seek as strong a
consensus as possible so that a new,
open, and accountable system can
emerge that is legitimate in the eyes of
all Internet stakeholders. It is in this
spirit that we present this paper for
discussion.

VIHI. Other Information
Executive Order 12866

This proposal has been determined
not to be significant under section 3D
of Executive Order 12866.

Executive Order 12612

This rule does not cantain policies
with Federalism implications sufficient
to warran! preparation of a Federaiism
assessment under Executive Order
12612,

Regulatory Flexibility Act

The Assistant Generzal Counsel for
Legislation and Regulation of the
Department of Commerce certified to
the Chief Counsel for Advocacy, the
Small Business Administration that this
propased rule, if adopted. would not
have a significant economic impact on
a substantial number of small entitles as
follows:

We believe that the overall effect of
the proposat will be highly beneficial,
No negative effects are envisioned at
this time. In fact, businesses will enjoy
a reduction in the cost of registering
domain names as a result of this
proposal. In 1993, the Natlonal Science
Foundation authorized a registration fee
of $50 per year for the {irst two years,
30 percent of which was to be depaosited
in a fund for the preservation and
enhancement of the intellectual
infrastructure of the Internet (the
“Intellectual Infrastructure Fund™}. The
proposal seeks to terminate the
agrecment to earmark a portion of the
registration fee to the Intellectual
Infrastructure Fund, We also believe
that a competitive registration system
will lead 1o reduced {ees in registering
domain names.

The proposal is pro-competitive
because it transfers the current system
of domain name registration to a markei-
driven registry systemn. Moreover, as the
Internet becomes more important Lo
commerce, particularly small
businesses, it is crucial that a more
formal and robust management structure
be implemented. As the commercial
value of Internet names increases,
decisions regarding the addition ol new
1op-tevel domains should be formal,
certain, and accountable to the internet
community. For example, presenily,
mechanisms for resolving disputes
between trademark holders and domain
name holders are expensive and
cumbersome. The proposal requires
each name registry to establish an
inexpensive and efficient dispute
resolution system as well as other
pracedures related to trademark
consideration.

The U.S. government would gradually
transfer existing Internet Assigned
Numbers Authority {ANA) functions,
the root system and the appropriate
diatabases to a new not-for-profi
corporation by September 30, 1998. The
U.S. government would, however.
participate in policy oversight to assure
stability until the new corporation is
established and stable, phasing out
completely no iater than September 30,
2000. Accordingly, the transition period
would afford the U.S. government an
opporturnity to determine if the structure

of the new corporation negatively
impacts small entities. Moreover, the
corporation would be headguariered in
1the U.S. and incorporated under U.5.
law. Accordingly, the corporation
would be subject to antitrust scrutiny if
dominated by economically interested
entities, or if its standards are
established by a few leading
competitors.

As a result. no initial regulatory
flexibility analysis has been prepared.

Paperwork Reduction Act

This rule does not contain
information collection requirements
subject 10 the provisions of the
Paperwork Reduction Act.

Kathy Smith,
Acting Deputy Assistant Secretary for
Communications and Information.

Appendix 1—Recommended Registry and
Repgistrar Regquirements

in order to ensure the stability of the
Internet’s domain name system, protect
consumers, and preserve the intellectual
property rights of trademark owners, all
registries of generic top-fevel domain names
must meet the set of technical, managerial.
and site requirements outlined below. Only
prospective regisiries that meel these criteria
will be allowed by IANA to reglster thelr
gTLD inthe "A" server. If. after it begins
operations, a registry no longer meels these
requirements, IJANA may transfer
management of the domain names under that
registry’s gTLD 10 another osganization.

Independent testing. reviewing. and
inspection called for in the requirements for
registries should be done by appropriate
certifying organizations or testing
laboratories rather than IANA itsell, although
IANA will defline the requirements and the
procedures for tests and audits.

These requirements apply only to generic
T1.Ds. They will apply o both existing gTLDs
fe.g., .com, .edu.. .net. .o7p} and new gTL.Ds.
Although they are not required lo, we expecl
many ccTLD registries and registrars may
wish to assure thelr customers that they meet
these requirements or skmilar ones.

Regisiries will be separate from registrars
and have only registrars as their customers.
If a registry wishes to act both as registry and
registrar for the same TLD, 1t must do so
through separate subsldiaries. Appropriate
accounting and confidentality safeguards
shall be used o ensure that the reglstry
subsidiary's business is not utilized in any
manner 10 beneflt the registrar subsidiary to
the detriment of any other registrar.

Each top-level domain (TLD) database will
be maintained by only one registry and, at
least (nitially, each new registry can host
only one TLD.

Registry Requirements

t. An independently-tested. functioning
Database and Communications System that:

a. Atlows mulitiple competing registrars 10
have secure access (with encryplion and
authentication) 1o the database on an egual
{first-come. first-served) basis.
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b. Is bath robust (24 hours per day. 3635
days per year} and scalable {i.e.. capable of
handling high volumes of entries and
inquiries).

©. Has multipie high-throughput (i.e., at
least T1} connections 1o the Interpet via at
least two separate [nternet Service Providers.

d. Includes a daily data backup and
archiving system.

e. Incorporates a record management
system that malntains copies of all
ransactipns, correspondence, and
communications with registrars for at least
the lenpth of a registration contract.

f. Features a searchable, on-llne database
meeting the requiremnents of Appendix 2.

g. Provides free access to the software and
customer interface that a registrar wouid
need 1o register new second-level domain
names,

h. An adequate nurnber (perhaps twoor
thres} of globaily-positioned zone-file servers
connected lo the Internet for each TLD.

2. Independently-reviewed Management
Palicies, Procedures, and Personnel
including:

a. Alternate {i.e., non-litigation) dispute
resolution providing a mely and
inexpensive forum for trademark-related
complaints. {These procedures should be
consistent with applicable national laws and
vompatible with any avaiiable judicial or
administrative remedies.}

b. A plan io ensure that the registry’s
obligations to i1s custorners will be fulfilled
in the event that 1he registry goes out of
husiness, This plan must indicate how the
registry would ensure that domain name
holders will continue te have use of their
domain name and that operation of the
Internet wiil not be adversely affected.

t. Procedures for assuring and maintaining
the expertise and experience of technical
staff,

d. Commonly-accepted procedures for
information systems security o prevent
malicious hackers and others from disrupting
operations of the registry.

3. Independently Inspected Physical Sites
that {eature:

a. A backup power system including a
muiti-day power source.

b. A high level of security due to twenty-
four-hour guards and approprlate physical
safeguards against intruders.

c. A remotely-located, fully redundant and
siaffed twin facility with "hot switchover”
capability in the event of a main lacility
failure caused by either a natural disaster
{e.g.. earthquake or tornado) or an accidental
{fire, burst pipe} or deliberate (arson, bomb)
man-made event. {This might be provided at,
or joinly supported with, another registry,

which would encourage compatibility of
hardware and commonality of interfaces.)

Registrar Requirements

Registries will set standards for registrars
with which they wish 10 do business, The
following are the minimai gualifications that
IANA should mandate thal each reglstry
impose and test or inspect before allowing 2
registrar 1o access its database(s). Any
additional requirements imposed by
registries on registrars must be approved by
IANA and should not affect the stability of
the Internet or substantially reduce
competition in the registrar business.
Registries may refuse to accept registrations
from registrars that fall to meet these
requirements and may remove domain names
from the regisiries if at a later time the
repistrar which registered them noe longer
meets the requirements for registrars.

1. A functioning Database and
Communlcations System that supports:

a, Secure access {with encryption and
authentication} te the registry.

b. Robust and scalable operations capable
of handilng moderate volumes.

¢. Multipie connectlons to the Interpet via
at least two Internet Service Providers.

d. A daily data backup and archival
system.

e. A record management system thal
maintains copies of al} transactions,
correspondence, and communications with
all registries for at least the length of a
registralion contract.

2. Management Policies, Procedures, and
Personnel including:

a. A plan to ensure that the registrar’s
obligations to its customers and to the
repistries whl be fulfilled in the event that
the registrar goes out of business. This plan
must indicate how the registrar would ensure
that domain name holders will continue to
have use of thelr domain name and that
operation of the Internet will not be
adversely affected.

b, Commonly-accepted procedures for
information systems security to prevent
malicious hackers and others from disrupting
aperatlons.

3. independently inspected Physical Sites
that features:

a. A hackup power system.

h. A high level of security due 1o twenty-
four-hour guards and appropriate phystcai
safeguards against intruders.

c. Remotely-stored backup Jtles 10 permit
recreation ol customer records.

Appendix 2—Minimum Dispute Resolution
and Other Procedures Related to
Trademarks

1. Minimum Application Requirements.

a. Sufficient owner and contact
infarmation (e.g.. names. mall address for
service of process, e-mall address, lelephone
and fax numbers, etc.) 1o enable an interested
party 1o contact either the owner/applicant or
its designated representative; and 2

b, Certification statement by the applicam
that:

—It is entitled to register the demain name
for which it is applying and knows of no
entity with superior rights in the domain
name; and

—1t intends to use the domaln name.

2. Searchabie Database Requirements.

a. Utilizing a simple, easy-to-use,
standardized search interface that features
multiple fleld or siring searching and the
retrieval of stmilar names, the following
information must be included in ail registry
databases, and available 1o anyone with
access o the Internet:

—Up-to-date ownership and contact
information;

—LUip-to-date and historical chain of title
information for the domaln name;

-—A mail address Jor service of process;

-The date of the domain name registration:
and

—The date an cbjection 1o registration of the
domain name was filed.

3. Updated Ownership, Contact and Use
information,

a. Al any time there is a change in
ownership, the domain name owner must
submit the foliowing information:

—Up-to-date contact and awnership
information; and

—A description of how the owner Is using
the domain name, or, if the domain name
is not in use, & statemnent to that effect.

4. Alternative Dispute Resolution of
Domaln Name Conllicts,

a. There must be a readlly available and
convenlent dispute resolusion process that
requires no Invoivement by reglsirars.

b. Registrles/Registrars will abide by the
decisions resulting from an agreed upon
dispute resolutlon process or by the decision
of a court of competent jurisdiction.

If an ohjection 1o registration is raised
within 30 days after registration of the
domain name. a brief period of suspension
during the pendency of the dispute will be
provided by the registries.

[ER Doc. 98-4200 Filed 2- 19-98; 8:45 am]
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