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Titla: GUIDANCE REGARDING THE USE OF CHOICEPOINT CAHQ& a0 ig

FOR FOREIGN INTELLIGENCE COLLECTION OR
FOREIGN COUNTERTERRORISM INVESTIGATICONS

Synopsis: (U} This responds to a request from the Training
Unit, National Security Divisieon (NSD} for advice concerning
legal restrictions on the use of ChoicePoint for foreign

intelligence collection or foreign counterintelligence
investigations. .

Administrative: (U) This communication cantains-ané'ar more N
footnotes. To read the footnotes, download and print the )
document in WordPerfect 6.1,

Details: (U) After receiving various e~mail anncuncements &
concerning the FBI‘s Public Source Information Program! -- ope of ?
which stated in pertinent part: _@
. - \uf:'
1oy See, e.g, a-mail dated 2!23!ﬁﬂ fro Specia] ?ﬁ%
Case Support Unit, Fisld & Headquarters Support Section, Informat:on Fesources 7:_‘-,,.
Division, to Public Source [Boints tact titled “New Pub Source Info
Program*; e-mail dated 1/19/00 fro SCSU, FHSS, IRD, to All W
Public Source Customers(:;! All Public Sourms ¢ titled “ChoicePoint . "
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To: National Seci ™ty From: Office of the'{;Lerel Counsel
Re:  66F-HQ-A1247%w3-/4, 09/05/2001

resources for criminal law enforcement purposes.S The resvlt of
that work was the promulgation of the DOJ On ine Pri les in
November of 1999, While these brinciples state that they are
intended to apply only to faderal law enforcement agents
enforcing criminal lawsé —- and, thus, are not controlling
authority with regard to the methods use to conduct FOI
investigations -- they nevertheless provide guidance and useful
analegies with regard to the Parameters of the Q r

Department of Justice {DOJ} concerning the use of the Internet in
the conduct of FCI inveetigetiene, our advice here is based, in
Part, on the concepts reflected in the nline Pripc s.
Additionally, as discussed below, with regard to the Training
Unit’s specific questions concerning the use of ChoicePoint in
conjunction with foreign intelligence and foreign counter-
intelligence inveetigetiens, we have obtained the opinien of

the Deputy Counsel far Intelligence Operations, Office of

3 {0} See Overview, Department of Justice (COJ) o [ ven v
in 8 I Fadar L nf o ehn {Hovembar 1999) f(hereinafter
cited as the “DOJ Online Principles”); Seg also Office of the General Counsal
{0GC) electronic communication (EC) to All Divisions, dated 5/25/99 ang titled
“FBI Principles and Policies for Online Criminal Investigations, ‘FBI
Principles* .~

) The Overview to the DOJ Online Prin &5 states on page 2 that
"[wlhile =ther agencies may find these Guidelines useful, they are Iintended to
apply only to faderal law enforcement agents enfoereing criminal lawg, ™ In. a
similar manner, the FBI Principles state that “[tlhese Principles do not apply
Lo FBI Foreign Counter Intelligence (FCI) or International Terrorism iIT)
investigations,” . '

#

7 {U] It almost goes without saying that there are many -important
legal distinctions that car be drawn between investigations conducted |
principally for national security purposes -- i.e., investigations undertzaken
to gather foreign intelligence information -- ang investigaticns conducted to
develop evidence for criminal prosecuticn. An exhavstive discussion of the
national security caselaw in this area is beyond the scope of this epinion.
Suffice it to say that the courts have long recognized that the “executjive
bBranch not only has superior expertise in the area of foreign intelligence
[coellection], it ig alzo constitutionally designated as the Pre-sminent

- authority in [the conduct] of foreign affairs.” o at ¥, T
Bung, 629 F.24 908 (4th cir. 1282). Seg also d aa n 5
izEr onr 2ithy, 407 U.s. 297 i13372) ., Consistent. with his authority to

prescribe regulations guverning intelligence eetivitiee,lthe Prasident has
promulgated Exacutive Order 12333 which vests. the Intelligence Community with
legal authority to use “all reasonable and lawful means . . . to ensure that
the United States will receive the best intelligence availablae,~ Execytive
Order 12333 is the lagal basis for the Department*s Promulgation of the FCIg,
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To:  Nationagl Segi;it From: Office of the General Counsel

Re: &G6P-HQ-A1247863 2 . 09/05; :~1

SE@E

Intelligenee-Peliey and Review (OIpR), D03, concernitn he

restrictions set forth in Section III.B of the Attorpey General
Guidelines i

authority for the FBT to conduct counterintelligence i
activities and collect foreign intelligence information within ?
the United States (and abroad) is Executive Order (EO) 12333.° %
The Order specifically pProvides that the Attorney General may f

€stablish procedures that permit the collection, retention and
dissemination of “[i)nformation that is publicly available or
collected with the consent of the person concerned. it The

t ral Gu i set forth those procedures, and g
“govern all foreign intelligence, foreign ceunterintelligence, “;
foreign intelligence Support activities and intelligence P
inveetigﬁtiene of international terrorism conducted Ly the FBI @%?

ggigp The Attorney General Guidelines Provide that i
intellig collection must be conducted using the least o
intrusive means that will provide information of the quality, s
SCope and timeliness required.? gucgh inveetigatiens, of course, ﬂ@-
MmUst also be conducted in a manner that is consistent with the :
" Constitution and laws of the United States and Executive
orders.” With respect to the use of the Internet to conduct
intelligence investigations, this Office has previously opined
that “[FBI personnell who are collecting information in support
of the FBI's FCIfeeunterintelligenee mission [are permitted] to
use the Internet and collect publicly available infprmatien

",

. ¢ u\demnrandum from Deputy Counsel for Intelligence dperations, F
Office of Intelligence Poliey and Review, Department of Justice, to Assocciate K

General Counsel, Federal Bureay of Investigation, dated 01722701 and titled L

“The FBI*s Use of “ChoicePolnt' for Foreign telligence Collection or For él wg

Ceunterintelligence Investigations Prior t ::"‘D

{Cited hereinafter as “QIPm Memorandum, «} —

* (1) Part 2, Sec, 2.3, EO 12337.

10 ot

ISR “” . {II—'::,.',., oo - T . v . . L tem
M (U} Fart 1, sec. a, FCIG. . .
2 (0} sec. IT7.a.1, FeIc,

3 (o} 14,
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Ta: National Se{f ﬁty From: Office of the',
Re:  66F-HQ-Al247v63-42,, 09/05/2001

)neral Counsel

Guidelines.”! oup opinion with regard to th
changed. To the extent that there is any potential for conflict
between the resources available to FBI Personnel to conduct
online investigations and the limitations set forth in the

ttor General Guideline » Lhe latter are controlling and
must be followed.

U} Concerning the ability of federal law enforcement
dgents to ohtain information from “unrestricted sources,” the
DOJ line Guidelines Provide that:

Law enforcement agents may obtain information
from publicly accessible online sources and
facilities under the same conditions as they
may obtain information from other sources
generally available to the public,1s

In the Commentary explaining this Principle, the pog Online
Guidelines indicate that:

Cbtaining information from online facilities
configured for public access is g minimally
intrusive law enforcement activity. For
Fourth Amendment Purposes, an individyal
does not have a reasonable expeactation of
privacy in information he or she has made
available to the general public . .
Similarly, an individusl does not have a ..
reasonable expectation of Privacy in
personal information that is made publicly
available by others (such as publicly
available Internet telephone directories),is

b7¢—

. H&% Memorandum fromp N3LU, OGC, to Division 5
‘personneY,” Hated 7/1/98 and tif e nternst Access for Foreign Counter-

intelligence (FCI) /Countarterrorism Furpcses Accesaaﬂ in {a] Hame Other
Than FBI.GOV.# 3 " .- o . .
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5 gy Principle 1,
lin in r P.B.
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To: National Secs/™ity From: Office of the (j}eral Counse),
Re: 66F-HQ-A1247\..3-42, 09/05/2001 : -

.””Mbhﬁﬁ
) . SE%: L 3
g;hgﬂqg The DOJ Online Principles, we nhote, do rlot
specifically

efine the terms “publicly availabie’ or “online
facilities configured for public access,” However, concerning
the concepts of “public information, ¢ “publicly available,” and
tavailable to the Public” ~- terms which We regard as
essentially synonymous ~- the pOJ Online Pripeciples state that:

Under this Principle, online information
available to anyone willing to pay a sub-
scription or other user fee is “availahble

to the public” in the absence of additional
ACCess restrictions,l?

This guidance is consistent with the definition of the term
“publicly available” in the Attorpev General Guidelines:

[Publicly available information is]
information that has been published
or broadcast for general public
Consumption, is available on request
Lo any member of the general public,
could lawfully be seen or heard by
any casuval observer, or ig made
avallable at g meeting open to the
general public,!®

(U} These definitions, we believe, are unamkiguous
and clearly refiect Departmental policy rermitting the use of
information gleaned from public sources, including the Internet.
Thus, we reiterate our prior conclusion that resources of the
Internet may be used to collect publicly available information
for FCI investigations “so long as (the collection of that
information] conforms to the requirements of the Privacy Act
and the Attorney General Guidelines.”!®

gf There is, however, the additional legal issue
presented here concerning the FBI‘s use of ChcicePoint: namely,
whether the use of a private (i.e., commercial) information .
resource, such as ChoicePoint, is consistent with the Att

er ui es which place specific restrictions on the use _;
7w zcammentary, Principle 1, poJ P las. :
L {0} Sec. II, ®, FCIG,

13 1%) Ainora memo, cited infra, n.i3.
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. Mitelligence gathering activities without court au

To: National Seiiiity From: Office of thekuéneral Counse}
Re:  66F-HO-A1247563 =72 09/05/2001

consistent with the language of the torney General Gui Lnes
which describes “publicly available information” as information
“published or broadcast for general public consumption,

available on Fequest to any member of the general Public,
that which) could lawfully be seen

cbserver, or (would be) available 3
general public, s

W To resolve this issue, we need look first to the
principa™source of the torpe eneral Gui ines, the Foreign
intelligence surveillance Act (FIsn).2 When Congress crafied

{oi.

interests with the Fourth Amendment’ g restrictions on law

enforcement ACLivity.* Mindfu) of past abuses, Congress placeq

mtrict limitations on the government’s ability tolconduct covert
orization,

MIst, of course, meet the requirements of both the rIsa and the
Constitution, In this regard, each application must be signed by
the head of ap intelligence gathering agency, be approved by the
Attorney General and be authorized by the FISC. Additionally,
the target of a Proposed surveillance must he a foreign power or
an agent of a foreign power, the information sought must be
intended for foreign intelligence PUrposes, and the certification
signed by the head of the Tequesting agency must state that the
information to be Jathered cannot be gained by any other, less-
intrusive means, In short, the FISA was written deliberately

Lo create multiple layers of scrutiny and to place rigorous
limitations on the government’s otherwise vast power to gain

information on 0.5. citizens anpd other legal residents of this
country .’ _ﬁu./

24®;( Sec. II, R, FCIG, _ . .
25 [

w50 ﬂfs‘g. § 1801 et seq,

“ {U) See H.R. Rep. 95-1283 an H.R. 7308, pr.’ 1 (1978).

27

v  Id,
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Stated differently,lall other intealligence gathering activities
which are not limited to the collection of information from U.S.
Government agencies, FBI records, publicly available reference
material or regord checks of one public. agency can only be
conducted if a e
the Attorney General Guide ines still limit the scope
quires to the sources of information itemized in
Section ITI.B.3 -- hamely: FBI indices apg files, and the
examination of publicly available recerds and other documentary .
sources of information, when eppigved by the SAC or other .
appropriate supervisory personne£§? Clearly, these restrictiocng ﬁ
“(% See Saction III, FCIG. - ' - A
29@21 Section III.B and C, FCIG,  + .- '
“K"'ﬁ(fj These criteria have been summarized. See Section IIY.B.3.a, b
and ¢, FCIG. . :
K
g .
4%
g
—-

To: HNational Se “Yyity . From: Office of theiulneral Counsel
Re: 66F-HQ-B1247w63-4Z, 09/05/2001

These criteria are fully reflected in the Attorney
.?*  Specific legal requirements myust be met

As a limited exception to those requlre-(ﬁ)
ments, Section IT ¢f the Attornev General Guidelines

provides, in pertinent part, as follows: . Jc}|
<)

R

4. collect information from U.S5. Government
agencies

b. examine FRI records, review publicly
svailable reference material or check
the records of gne public agency in
order to obtain identifying data-
concerning an unknown berson for
indexing purposes:

C. examine FBI records and review publicly
availakle reference material in order to
obtain identifying data concerning a
Known person for indexing purposes
(Emphasis added.}

By .
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To: National Secf~ty From: O0Office of the  Jeral Counsel
Re: 66F-HQ-A12476..~42 , 0s/c- 2001

_Cou b 1i e ations., The legal effect of OIPR’s ¥
opinion is merely to reiterate the existing requirements of the -
Attorpev General Guidelineg,® A

@I}‘Q‘ We also were asked to consider whether the FRI’g
use of icePoint is consistent with the restrictions of tne
Fajr Credjit Reporting Act (“FCRA" or “the Act”) {codified at 15
D.5.C. § 1681 et seqg). In our opinion, it is.

(U} The FCRn Protects information in consumer (credit)
reports compiled by consumer reporting agencies from discleosure
except for the permissible Purposes described in Section 1681b of _
the Act. As used ip the Act, however, the term “consumer report® !
is defined, in Pertinent part, in Section 168la(d) as:

any written, oral, or other communication

of any information by a consumer reperting
agency bearing on a consumer’s credit worthi-
ness, credit standing, credit capacity,
character, general reputation, personal
characteristics, or mode of living which

is used or expected to be used or collected
n_w or i a r e _purpgose of

vi a factor j Stablishin (=

congumer’s eligibjlitv for --

{R) redit or insuran be used

primarily for personal, family,
or _household Purposes;

(B} e ovment pur : or
{C) any other purpose guthorized undey
secti 16 Title 15].

(Emphasis added.)

In this instance, hone of the information which the FBI would
Seek to review has ‘been collected by ChoicePoint for any of the

e .
. . - e . . PO
..;,_i__f_:__.u._é_-_r. . Lo . . S e _.1:1-_ e woee N .

s - W 0GC will prepare appropriate correspondence to advice all cop-

cerned ding OIPR's opinion concerning the use of ChoicePolnt fer fnreign
intelligence collection znd foreign connterintelligence investigations. This
guidance should also be reflected in SCSU's periedic “public scurce™ e-mail
concerning ChoicePoint,

12
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To: HNationa) Seﬁjkity From: Office of the“;%neral Counse]
Re: 66F-HQ-A1247863-42, 05/05/2001

purposes highlighted above, 2 Because ChoicePoint does not
cocllect “public record information” for any of the highlighted
purposes, ChoicePoint is not acting as 3z Yconsumer reporting
agency”*® for the purposes of the ' FCRA, and the collected
information therafore does not constitute a “consumey report, 71t

% ;kgije fote that the “catch all” provision ig Subsection
1&88laid) (c +8., “any other Purpose authorized under gection 1681% of
this title*) refers to such things as evaluating a2 consumer for employment,
promotion, reasgignment, or retention, the underwriting of insurance, a
datermination of a conEumer’ s eligibility for a license or other benefit
granted by a governmental entity, evaluation of a Sonaumer as a potential
investor, and sstablishing an individual’s paternity or an indivigdual’s
capacity to pay child Support. Hone of thess limitations bPertain to the
Bureau’s use of the public record informatien for its law enforcemant
functions or restrict the government’s ability to consider public record
information for foreign counterintelligence purposes. ’

2 M A “consumer reporting agency” means any [“individual,
partnership, corporation, trust, estate, cooperative, association, government
oL governmental subdivision or agency, or other entity” (§ 1681a{b})] which,
for monetary fees, dues, or cn a cooperative bagis, regularly engages in whole
or in part in the practice of asgsembling or evaluating consumer cradit
information or other P information on consumers for the purpose of furnishing
Consumer reports to third parties, and which nses any means or facility of
interstate commarce for the porpose of preparing or furnishing consumer
reéporta.” § 168lai{f). sa r 2.09., D" el Wilm n al Center .
Inc., 515 F. Supp. 1250, 1253 {D.Dzl. 198l) (definition restricted the scope
of the statutory concept to firms which asserble or evaluate consumer credit
information, implying a function which invelved more than receipt and
retransmiszion of information identifying a particular debt. The FCRA is
directed at firms which, as a regular part of their business, aggregate credit
information on individual consumers, prepare credit evaluations, and report
those evaluations to persons or firms who rely on them in making decisiona
about extending consumer ‘¢redit or offering employment},

) See # ¥s, it Pu £ ridan <+ Bl1B F.2d £93
f10th Cir. 1280} {tholding that “a critical phrase in the definition of COnsume
rgport 1s the second requirement: the relevant information muat be ‘uzed or
expected te be used or collected in vhole or in part for the PUIpGse of
serving as a factor’ with regard te the enumerated transactiens, . , . Thus,

financizl status, but does not know the purpose for which the informatjion is
to be used, it may be reasonable to assume the agency expected the information
to be used for a proper purpcse). See alsoc Ras Re redj «r 554
P.2d 1041 {1976} {quoting a Federal Trade Commizsion staff cpinion supporting
thia interpretcation); Emerson v. J. F. Shea Co., 76 Cal. App. 3d 579 (1978
{holding that the FCRA does not apply to commerclal credit reports issued for

| purxposes other than g¢stablishing a consumer’s eligibility for credit or

insurance to be used primarily for personal, famlly, or howsehold Purposes,

or employment purposes, or other purposes authorized under the FCRA: V.
T Pa hi s Sarv « 355 P.Supp. 174 (5.D.W.Y. 1973} (holding
that for a report to constitute a “consumer report” and fall within the
i3
] b -
e "{_{{?E"‘;‘:. ] S - .
Py = b b o i kB A e = = = = e e ree s )




individua status as known or unknown restriets the Bureau's abil to use
ChoicePoint as a public source in ¢onjunction with the conduct of
MThis issve has been mooted by our Prior conclusion HrthpH

To: HNaticnal See ty From: Office of the (“™Mearal Couﬁs 1
Re: EEF—HQ-AlEd'?ﬁ-—éZ, 08/05/2001 "?J ©

g o AT -
' : ' : &ggiﬁ 2 ?- j?
Consequently, because the information being provig®d in any #

Particular case 1s not a “consumer report” as that term is used
in the Act, the other Tequirements of the Act de not apply.

. ﬁﬁq} We turn next to the request that we define the
terms “known™ and “unknown” for the Purpeses of the At

n I Gujde es. 9 Concerning this issue, the requast for our

opinion quotes portions Section I1I1I.B.5 af th o

Guidelines Pertaining to 2 and questinns@ ‘I
whether the underlined language ootnoted ow) should be
interpret

ed to mean that the FBI may check only the ecords of
one public agency to obtain public information concerning an
unknown person. If S0, the writer Posits, then the use af the
Internet exceeds the legal standard because that resource can
check the records of numerous Public entities. We disagree,

iy

UQ&F‘Concerning the definitions of the terms “known”
and “unknown,* neither of these terms is defined in the ne
Gepneral Guidelines, Executive orders, or Departmental regulations
that pertain to foreign intelligence collection, Consequently,

Coverage of the FCRA, the report must communicate information which bears ' on
the consumer’s credit status or general reputatien and which is used in a
determination of the consumer’s eligibility for credit, employment, insurance,
of other commi;ijal benefit specified in the FCRA).

1 ncerning these definitions, we alsc were asked whether ap

S5e O -E}ii: int 85 & public rescurce. -
) l
opinion.

The refevant language was misquoted in the request for cur(ﬁ)
ection ITI.B.5 provides, in pertinent part, ag folldwa: : v

= 4

b, examine FBI records, review publicly
. avaliable reference material or check
the recerds of sne Public agency in
order to cbtaip identifying data - -

.f. ~ concerning an unknown person. for N
i indexing purpogegs <.
CEelr s LR

c. éxémiHn FBI records and review publicly
avallable raference material in crder to
obtain identifying data concerning a
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To: National séchity From: Office of the E;%erai Counsel
Re: G6F-HO-A1247863~42, 09/05/2001

they are not considered to be “terms of art” or to have any
special meaning or unique legal significance, To the contrary,
we believe that for the purposes of the o G a

d €5, these terms have only common sepse meanings: an _
individual is “known” if he or she can be identified by name or
an alias, and, thus, distinguished from other individuals,4?

S ??&ETWiﬁh regard teo the Possibility that the use of
the Interne

to obtain public agency data mav be impermissible L' %
if used in conjunction with a“concerning ar(-s_) o
unknown person, this interpretation of the Attornev General P

idel would require that a reader of the Guidelipes parse

the language of the regulation and ignore that Portion of Section
ITI.B.5.b which Specifically authorizes the review of “publicly B
available reference material,” As reflected by the lang 15 g L'
quoted on page ¢ above pertaining to (sJ
personnel have the option under the orne poors ] iali
either “to review Publicly available reference material” or
“check the records of one public agency.” Checking the records
of a public agency -=i.e., a government source -- may be
pPreferable or even required when an investigator reguires a
higher degree of confidence that the information being scught
will be complete, accurate and “official.” The use of an
Internet resocurce Simply may not afford FBI personnel the level
9f confidence required in s particular instance, This, however,
is an operational decision, not a legal one. The Attorney

ra idelines de not preclude the use of ap Internet
resgurce to obtain publicly available identifying data concerning
either known or unknown persons.

onclysi

In summary, it is our opinion that, as stated in
the Opnli i ines, “obtaining information from online
facilities configured for public access is a minimally intrusive
law enforcement activity.” 1In this regard, individuals “do not
have a reasonable expectation of privacy in personal information
that has been made publicly available , . ."*  FBI personnel
who are tasked to collect information in Support of FBI's foreign
C oL e, . - . L . . . i _._ . .--._ _:_:._ . :; '-.:_,'==:'r' -
P N I . - S L T i
R ‘3“'wgh§té:'é II defines “unknown" 2s not d;scloseq Prz%dent;fied.-
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" online Principles, p.§.




To: National Seci%ﬂt From: Office of the ?ﬁheral Counsel
Re: 66F-HQ-A1247 ﬂ§£%5 08/05/2001 "

intelligence or foreign counterintel
permitted to use the Internet to col
information, Provided the cellection of that i

) nformation conforms
to the requirements of the Online Pri les and Attorpey
n elines. In collecting foreign intelligence and

conducting foreign counterintellige

noe investigations, FEI
Jar Sonnel may not review the Choipe

Point daty Prior to the

= L = =3 I -,

Intefnet resocurce, éﬁch as CholcePoint
avallable identifyi

persons.

No manual changes are required as a consequence of this
opinion,
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