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Title: (U) INTELLIGENCE OVERSIGHT BOARD

(IOB) MATTER 2004-79 & /b\
Synopsis: KXZ”(U)It is the opinion of the Of General ‘

Counsel (OGC) that the above referenced matter must be reported
to the Intelligence Oversight Board (IOB) and to the FBI's Office
of Professional Responsibility (OPR). Our analysis follows.
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(U) Title 18, United States Code, Section 2511,

b2 ibi i ception of electronic communications
bIE except as provided by law. The act includes an
ronic surveillance that is conducted in

accordance with the terms of the Foreign Intelligence
Surveillance Act, 18 U.S.C, 2511(2)(e), In this case., however.
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bl

(U)] ) A “United States person” is defined in section II.W of
the wuidelines as “an individual who is . . . [a] United States citizen .
or . . . a permanent resident alien . . . .” This regulatory definition is

based on the definition of a “United States person” as that term is used
section 101(i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.cC.
§ 1801 et seg. The latter states, in pertinent part, that a “‘'United States
person’ means a citizen of the United States [or] an alien lawfully admitted
for permanent residence (as defined in section 101(a) (20) of the Immigration
and Naturalization Act) . . . .”
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To: From: General Counsel
Re: ( -HQ-C1229736-VIO, 02/08/2005 b7E
{n-

Thus, the interception of these communications was not
authorized.

(U) Section 2.4 of Executive Order 12863 of September
13, 1993, requires General Counsel of the intelligence community
to report intelligence activities that they have reason to '
believe may be unlawful or contrary to executive orders or

presidential directives to the Intelligence Oversight Board. The
circumstances i

[EITHOUgh a narrow reading of E.O.

12863 might not require the FBI to report this mistake to the
Intelligence Oversight Board, the Office of the General Counsel

has traditionally done so in these kinds of cases. OGC has ot
therefore prepared an appropriate communication to the b2
Intelligence Oversight Board and to the Inspection Division,

Internal Investigations Section. b7E
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(U) For appropriate action.
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(U) For appropria;e action.
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AT WASHINGTON, DC
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory

enclosure- entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-79.," (U) :

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

DATE: 12-04-2005

CLASSIFIED BY 65179DMH/BAW 05-cv-0845 . ALL INFORMATION CONTAINED
REASON: 1.4 (¢ HEREIN IS UNCLASSIFIED EXCEPT
DECLASSIEY ON: 1z-04-2030 WHERE SHOWN OTHERWISE

1 - Ms. Thomas 1 - IOB Library
1 - 1 - 278-HQ-C1229736-VIO
1 -

b6

b7C

Deri om: -3
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Case ID : 278-HQ-C1229736-VIO Serial : 734
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-79 (U) '

§? The FBI received authorization from the Foreign Intelligence
Sg&EET .
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Internal Investigations

Section for any action that is deemed appropriate. (U)
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DATE: 12-03-2005

CLASBIFIED BY 65179DMH/BAW 05-cv-0845
REASON: 1.4 (C)

DECLASSIFY ON: 12-03-2030

ALTL, THNFORMATION CONTATNED
HEREIN IS5 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

January 4, 2005

General Brent Scowcroft (USAF Retired)
Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004-96." (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)
Enclosure b2
1 - Mr. _Szad , b7E
1 - SAC| |

6
1 - b
1 b7¢C
1 - OPR
1 - 278-HQ-C1229736-VIO
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Case ID : 278-HQ-C1229736-VIO Serial : 653
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Should you or any member of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U)

1 - The Honorable John
Attorney General
U.S. Department of
Room 5111

2 - Mr. James A. Baker
Counsel, Office of
U.S. Department of
Room 6150

INTELLIGENCE OVERSIGHT
| DIVISION
IOB MATTER 2004-96 (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

D. Ashcroft

Justice

Intelligence Policy and Review
Justice b
2

b7E
BOARD (IOB) MATTER b7a
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To: General Counsel Attn: National Security Law Branch
Counterintelligence Attn: CD-3B, Room 4094
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Approved By: Mershon Mark J
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L Divisgion CLASSIFIED BY 65179DMH/BAW 05-cv~0845
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DECLABSIFY OM: 12~03-2030

SynopsisMU)Di} Notification to the Office of General Counsel
of potential Intelligence Oversight Board (IOB) violation(s).

R () i From : —€= .
| 0 o |
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DetailMU)>Xé) As directed per EC dated 03/08/2004 from the
National Security Law Branch, this communication is provided
as notification to the Office of General Counsel of potential

IOB violation(s) .
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Set Lead 1: (Discretionary)
GENERAL COUNSEL
AT WASHINGTON, DC
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As directed per EC dated 03/08/2004 from the
National Security Law Branch, this communication is provided

as notification to the Office of General Counsel of potential
IOB violation(s).
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COUNTERINTELLIGENCE
"AT WASHINGTON, DC

(U) 9&2 Read and clear.
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Precedence: ROUTINE ) Date: 11/24/2004"
To: Division Attn: ASAC FCI/Administrative .
. ' CDC
Counterintelligence Attn: CD-3B, Room 40954
, ssa|
Director’'s Office Attn: Office of Professional
Responsibility
bl
* From: General Counsel b2
National Securitv Law Branch/CILU/Room 79875
Contact: | b7E
Approved By: Thaomas qulie F ' ) bé
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Drafted By: ‘ : b7a
Case ID #: ?§; 2728-10-01229736 -0 Y (pending
(S) ALL INFORMATION CONTAINED
gERE{N “IS ‘UNCEA%SIE%EED EXCEPT
Title: (?éinIntelligence Oversight Board WHERE SHOUN OTHERWLSE
(IOB) Matter 2004-75
Synopsis: }E&WUHt is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR). OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.
DATE: 12-03-2005
CLASSIFIED BY 65179DM?- 05-cv-0 b m_: =
REASON: 1.4 (C) Al - M
DECLASSIFY ON: 12-03-2030 ’
Reference: (§)()278-HQ-C1229736-VIO Serial 556
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the j
document in Corel WordPerfect.
Details: (S)/
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il~: (U) 8See EC from the |pDivision to the General
Counsel,

dated July 16, 2004, Case ID# 2#8—HQ—C1229736—VIO Serial

" RA b7E
[ |SAL |Division,

IOB" hereinafter

b2

b6

cited as

| EC. p7C

127 . LIT)

e~

>

i4°: (U) I IEC. b1

18]

is”: (U) 1I1d. b2 b2
isg”: (U[ Id. b7E b7a
i7°: (U) 1Id. This notification was made via FBI e-mail.
ig”: (up I EC. The FBI technical collection personnel so
informe DY reply e-mail.
. bl
ig”: (V) EC.
b2
i10”: (U) 14. —
i117; 1 3
(3)
i13°: (U) | IEC. AGC gave the unopened envelope
containing this information to SSA | CD-3B who then
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submitted the unopened envelope to the| |
L
' b6
i1a”: (u) L _l=c.
b7C
1157 (U) Id. b2
LEAD(s) : b7E
Set Lead 1: (Info)
‘b2
af ] o7
(U) L, 1is reguegted to identifv and for b2
all material acquired| |
I ito CD-3B. - ' b7E
Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U)__CD-3B is requested to epsure that all material b2
provided by]| be submitted| |
b7E

Set Lead 3: (Discretionary)
DIRECTOR’'S OFFICE
AT OPR FO, DC

(U) For review and action deemed appropriate.
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ALL TNFORMATION CONTATNED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

BY COURIER

DATE: 12-03-2005

CLASSIFIED BY 65179DMH/BAN 05-cv~0845
REASON: 1.4 (C)

DECLASSIFY ON: 12-03-2030

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
Thig letter forwards for your information a self-

explanatory e entitled Intelligence Oversight Board b2
(I0B) Matter, Division, IOB Matter 2004-75." (U) bTE

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)
Enclosure
bé
1 - Mr. Szady
1 - T Curran. b7C
1 - |'M | SIFIED
1 - 278-HQ-C1229736~VIO-

Casge ID : 278-HQ-C1229736-VIO

OPR UC INITIALS:
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGETCE.Q!ERSIGHI_BQARD_lIQBﬁ MATTER . b2

IOB MATTER 2004-75 (U) bR
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(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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