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From: 
To : 



Sent: Monday, January 10,2005 3:55 PX - 
Attach: MOCK POE Test Findings.ppt 
Subject: Mock POE Test Overview 
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I apologize for the first "blank" note you received. Intended to have the 
attached presentation fiom the Mock Port of fintry Test that was held the 
week of 29 NOV 04 included with that transmission. 

Attached is an overview of the tests at Baltimore-Washington International 
airport. For those of you that participated or provided sample readers 
and/or e-passportdtravel document samples, THANK YOU. We really appreciate 
your participation and/or contribution! 

<<MOCK POE Test Findings.ppt>> 
Hope you're all having a wonderful start to 2005! 

Thanks, 

0 
Phone: 
Email: 
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Mock POE Purpose 

The primary goal of this Mock Porf of Entry (POE) test was to 
determine the operational impact of using new equipment 
capable of reading e-passports on the primary inspection 
process. 
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Participating Nations 
Unitedstates Belgium 

Finland Sweden 

Essen Group (Germany, Netherlands, U.K.) 

Italy France 

Japan 

Australia 

Canada 

Singapore 

New Zealand 

Brunei 

Austria (provided sample passports only) 
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Test Documents 

Sample Passports provided by manufacturers 
using consistent data for 13 test subjects (from nation of 'Utopia'). 

= National representatives with sample passports with their own data 

= United States Sweden Germany 

Australia France Belgium 

New Zealand Italy Japan 

Legacy travel documents used by test volunteers 

Passports (multiple Nations) 

Other US-issued Travel documents 
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Technology Alternatives - Imaging 

Fixed camera triggered by inspector with facial matching 
algorithms comparing against data retrieved from chip 
Continuous video with facial matching algorithms comparing 
against data retrieved from chip 
Facial capture device operated by traveler to capture full frontal 
image 
Continuous video capturing 4 best images, performing facial 
image comparison against them 

Note: The Mock POE test was not conceived as a formal biometric test. Accordingly the face 
camera providers were not asked to supply a face recognition capability. Although one 
elected to do so, the relevant goal of the session was to determine if images could be 
effectively collected that would lew-good matching. - 
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Insight 

If technology does not enhance or improve the 
existing process flow, new reader technology 
solutions will not be well received by the POE 
officerlinspector community. 

Any solution implemented needs to be better 
than or equal to the current process, with 
minimal impact on the inspector. 
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Major Findings 

Full page readers have problems reading MRZs of worn or 
bent passports requiring inspector to press the passport firmly 
against the unit. 

Some full page readers required the inspector to read the MRZ 
and perform the chip read in separate movements. 

Correction of MRZ for Basic Access Control is subject to 
human error particularly when dealing with characters like zero 
and "0". 

= Readers do not have consistency in handling type A and Type 
B chips. 

I-- 1 

International 
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Facial Capture - Findings 

Placement of camera critical 
Recommend placement behind inspector. 

= System should be self-contained; no optical parts adjustable by officers. 

Depth of field should extend from 8 inches on inspector's side to 2 feet 
beyond counter. 

I Special accommodations may be necessary for people in'wheelchairs 
(standard fixed location cameras could not capture their faces with full- 
frontal pose). 

Illumination 
Infra-red lighting should be built into the camera box. 

Visible lighting must be examined on a location-by-location basis. 

, ;%:- , Homeland bU& :245p. ... Security 

International 
Organization for 
Standardization 
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From: 
To: 

Sent: 
Attach: 

Subjecl 

Page 1 o f 2  

VWP WG ~ e e t i n i  (6 JAN 04).xls; Inc 2 VWP WG Minutes (6 JAN 04).d0~; Inc 2A CONOPS (5 
JAN 04).doc; Increment 2 PMP (7 JAN 04) 98.mpp 

t: VWP WG Meeting 6 JAN 04 

All : 

The attached files represent the VWP WG meeting held on 6 JAN 04 here at the 
US-VISIT office. The files include an MS Excel list of attendees, an MS 
Word file with the minute meetings, and a copy of the DRAFT Increment 2A 
Concept of Operatoins (CGNOPS) for those of you that did not receive the 
initial DRAFT distributed with the meeting reminderlagenda. Also attached 
is an updated MS Project schedule file. 

Please review and let me know if you have any questions or comments. 

Thanks, and hope everyone can make it to the next meeting schedule for 27 
JAN (Tuesday) at 1400 here at US-VISIT. 
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CWWP WG Meeting (6 JAN 0 4 ) . x l ~ >  <<Inc 2 VWP WG Minutes (6 JAN 
04).doc>> <<hc  2A CONOPS (5 JAN 04).do*> <<Increment 2 PMP 
(7 JAN 04) 98.mpp>> 



US-VISIT Visa Waiver Working Group 
Attendees 6 JAN 04 

[NET (west) I I 
I 

DHS US-VISIT 
I 

I 
DHS US-VISIT 

DHS US-VISIT 

DHS US-VISIT 

DHS US-VISIT 1 
DHS US-VISIT I 

WVP WG Meeting (6 JAN 04) 
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Sent: Friday, ~ovember05,2004 6:12 PM ' 

Subject: Re: 2A: Brief Notes on NlST Test Scope 

0, thanks for writing this up. A couple of amendments / thoughts: (bxb ) 
I don't yet have cameras, nor do I have their dimensions. These will 
be forthcoming. 

Also I DO think some footprint / space issues may occur and that I 
suggest we accept them on the grounds that this is a mock test. I 
indicated that I think ultimately a formal requirements' document 
would include spatial constraints of the final operational environment 
and these would be based on the findings of the BWI test. 

Timestarnping of ALL captured data will be sufficient to do post-test 
alignment of data recovered from passports and cameras. 

Quoting 

> Hi everyone, 
> 
> I spoke with m yesterday about the scope of NlST camera/picture 
> quality and automated facial recognition (AI;R) tests in parallel to o w  
> mock test. First of all these tests are outside our direct scope (they 
> are MST's), but they interact with our test, 
> 
> 
> 
> So basically NIST will be testing: 
> 
> - Five (5) cameras, one with the Essen Group (UK, 
> Netherlands) including AFR. The other four (4) cameras 
> to set up in each of our four (4) lanes/booths connected 
> laptop which he will bring for each lane. We will need to identify on 
> set up (1 1/29) w y'd encroach on the Officer's space, but we do 
> not anticipate so has camera dimensions as well as the 
> cameras') 
> 1. 

> - There will be no integration between NIST's tests and ours. 
> 
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> > which can be "feeded" with two pictures and returns an match score? 
> 
> No. I have commercial face recognition engines only - I 
> cannot distribute them because 
> of a license agreement. But I could send an API (.dll) which 
> 
,> 1. has the proposed interface 
> 2. reads two JPEG files - but just returns a random 
> number! We would integrate the 
> real face-rec system later. 
> We have wrapped three different face systems in a 
> single API and have been 
> testing *th it since Janu7ary 2004. So it works. I 
> can send the C* 
> wrapper to you. 

That would be gieat! The best way to do this would be providing a DLL 
with dummy functionality which can be exchanged in Baltimore by a dl1 
with the real functionality. 

> An alternative, of course, is can you send a golden reader 
> to me at NIST? 

The reader is no problem, the sources may be a little bit more 
complicated and I have to coordinate this with our customer. 

what to do in this case. Meanwhile we &I& ) 
rocess as  described above. 

Regards 
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From: 
To: 
Sent: 
Subject: Re: Summary of BWI Visit and Decisions 

> I was under the assumption (fiom 
> that you 

. g t o m  6 0 X ~  ) 
> would come to the US to do some integration. 

Yes, we do, but not before the Baltimore testing in the week November 
29th (that's my understanding so far ...) 

> I'm not sure which option you prefer here: 
> 1. Passport reader then camera. 
> 2. Camera then passport reader. 

I think first camera than passport reader. And taking the picture also 
starts the passport reading process. 

> How about this sequence. 
> 1. Visitor hands passport to operator. 
> 2. Operator places passport on reader. 
> 3. Operator instructs visitor to look at camera. 
> 4. Operator clicks a GUI button. This initiates two 
> independent actions: 
> 1. Reader accesses chip. 
> 2. Camera takes photograph., 

The design of the Reader Tool at the moment only allows sequential 
actions. So the sequence would be: 
4a Request photograph from camera-api 
4b. Camera returns handle to P E G  
4c. Access chip data 
4c. Reader returns handle to P E G  

> 7. Recognition engine is called, returns match score. 

> I agree. Some face rec system produce match scores on 
> different ranges (not [0, 1 1). 
> This implies a need for interpretation based on the 
> impostor distribution. 
> Small detail to be handled later. 

That's ok. Range adaption is no problem. I'lI be very happy when we are 
at this point :-) 

> > - Can you provide us  with the recognition engine and a CIC* api, 
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> > which can be "feeded" with two pictures and returns an match score? 
> 
> No. I have commercial face recognition engines only - I 
> cannot distribute them because 
> of a license agreement. But I could send an API (.dll) which 
> 
> 1. has the proposed interface 
> 2. reads two JPEG files - but just returns a random 
> number! We would integrate the 
> real face-rec system later. 
> We have wrapped three different face systems in a 
> single API and have been 
> testing with it since January 2004. So it works. I 
> can send the C++ 
> wrapper to you. 

That would be great! The best way to do this would be providing a DLL 
with dummy functionality which can be exchanged in Baltimore by a dl1 
with the real functionality. 

> An alternative, of course, is can you send a golden reader 
> to me at NIST? 

The reader is no problem, the sources may be a little bit more 
complicated and I have to coordinate this with our customer. 

or-, what to do in this case. Meanwhile we ( N b  1 
reader for the process as described above. 

Regards 

Projektbereichsleiter 
Security Networks AG 
Irn Teelbruch 1 16 Fax 
452 19 Essen E-Mail: 
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Sent: Saturday, October 02,2004 10:59 PM 
Attach:  ask Force 0ne.doc 
Subject: ICAONVG3 Task Force One 

Greetings 
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At the ICAO New Technologies Work Group (NTWG) meeting in Tokyo last month, the =ecision was made to 
allow the three ad hoc task forces, created at last =ulyls London meeting, to dissolve. Related to that, the NTWG 
directed =SOISCl7MIG3 to create the organizational framework and process to carry out the work =ssociated 
with advising and serving the needs of the NTWG in all matters including =he development and maintenance of 
the full suite of 9303. These matters =ere addressed at the WG3 meetings immediately following NTWG and were 
held =n Kyoto. In brief summary, Task Force One was designated as the entity through which these = W G  
responsibilities would be carried out. The attachment outlinesthe terns =f reference as approved at Kyoto. 

In =/span>Kyoto, we decided that Task Force One would have a meeting in the =/span>United States on 
November 30 and =/span>December 1, =004. This message constitutes the calling notice for that meeting. Note 
that those =ates coincide with the Mock POE activities to be conducted at =altimore-Washington International 
Airport (BWI). The Task Force meeting will be held at or =ear the BWI airport. 

At this point I intend to cover a wide range of issues, =ncluding: 

Organization and procedure =f TF1 

Pending matters from TAG =nd related 

Contactless chip =nteroperability/Annex Wother Biometrlc Deployment TR issues 

. LDS -, project =ditor) 

project editor) PKI= 

Biometries -, - - lead) 

Country-specific initlativeslupdateslplans 

Outlook and =ision 

System integrity =nhancements 

This distribution list is a compendium that I =ave constructed based on related sessions over the past year or so. 
If you =ee an omission, please pass the message on and let me know you have done so. I welcome any 
additional agenda items you care to submit for =onsideration. Lodging and logistical details will be available 
shortly. Please let me know =u>no later than October 17 if you would like to attend. As always, =ttendance may 
be limited due to capacity of facilities. I will request that this announcement be posted to the NTWG and WG3 
web sites. I look forward to =ery productive meetings. Best wishes. 

- 

Fall =ill Associates, LLC 



Task Force One/Interoperabilitv-Responsibilities and Issues 

1. What is the definition of the terms of reference? 
Short Term 
Long Term 
Continuing 

2. What are the deliverables? 
Draft technical reports and revisions of current documents 
FAQ statements, e.g., clarifications, amplifications, interpretations 
Updates, e.g., CanMorSyd 
All of the above to constitute "Supplement-9303" 

3. Mechanisms and procedures 
Reviewing documents extant 
Modifying/updatinglidentifying areas for rewrite and revision 
Drafting documents 
Sanctioning recommendations to NTWG to publishJdistribute our products 
Managed distribution lists to communicate and activate various activities 
- Drafting 
- Reviewing 
- Approval 

4. Specific work items at this time 
Defined information gathering and exchange framework 
PKI version 2lcoordinated by TF5 
LDS version 2 
- Update capability 
Biometric Deployment TR 
hannonizationIoversight/revision~cornmunicating 
- Monitoring and review of SC37lincorporation into 9303 as appropriate 
e-Visas 
Vision 
Simplify! 
Simplify!! 
Simplify!!! 
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From: 
To : 



US - VISIT PROGRAM 
OFFICE OF THE CHIEF STRATEGIST 

FREEDOM OF INFORMATION ACT/PRIVACY ACT DELETED PAGE INFORMATION SHEET 
2 page(s) withheld entirely at this location in the file. One or more of the following 

statements, where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

pages have not been provided to you at this time because a final release 
determination has not been made. You will be advised as to the disposition at a later date. 

For your informa.l.ion 

Title 5, U.S.C. Section 552a(PA) 

(d ) (5)  
(j) (2) 
(k)(l) 
(kl(2) 
(kI(31 
(k) (4) 
[k) (5) 
(k) (6) 
(k) (7) 

Title 5, United States Code, (U.S.C.) Section 
552 (FOIA) 

Page(s) 2-3 of a 5 page email is being withheld in its entirety under FOlA exemptioqb(6)~ 

Documents originated with (an) other Government agency(ies). These documents 
were referred to that agency for review and direct response to you. 

pages contain information furnished by (an) other Government agency (ies). You will be 
=vised by the FOlA Office to the releasability of this information. 

X 

(b) (1 1 
(b) (2) 
(b) (3) 
(b) (4) 
(b) (5) 
(b) ( 6 )  
(b) (7) (A) 
Ib) (71(B) 
(bI(7) (C) 

(b) (71 (Dl 
(b) (71 [El 
(b) (7) (F) 
(bI(8) 
(b) (9) 

& 
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Sent: Friday, 0ctober 01,2004 1 1 : 3 3 ~ ~  
Attach: READERQS.DOC 
Subject: ICAO Mock POE Clarification Note 

-Hello, all. 

The purpose of this e-mail is to clarify a few issues that have been raised 
following the initial ICAO Mock Port of Entry (POE) Test notice that went 
out two weeks ago. 

This test will be different than the one that was hosted by DHS US-VISIT in 
Morgantown, West Virginia, the last week of July. The ICAO Mock POE Test 
will be an operational and process exercise (versus the interoperability 
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focus that was exercised in West Virginia's test). The one like feature of 
this event and the one in July is that there will be no results publicize9 
and no decisional *mpacts ~ l l  come of this exercise. We want to reiterate 
the focus will be on opeability and processes, not on the technology. 

We are very pleased to have received so many responses from those of you 
that will be providing sample passports, readers and Application Program 
Intedaces (APIs). As a fiiendly reminder, we request those be sent by 15 
OCT 04. Please send to: 

" . . i  : .  - 
[,b)(d) 

DHS US-VISIT Program Office . . . .  

16 16 North- Fort Myer Drive, 1 8th Floor 
Arlington, Virginia 22209 
USA .. . . . . .  . : . . .  . . . . .  .* : .  : , .  . '. . . . . \ . >  ,.:::?:. . i ..::.::. . .  : :. . ": ....' . : .  . ..- , . _ _ . , ::: 

. . .  . . .  
 lease use my jhoiieziymb=?fci'i &$ping reference: +I (202) . C b ] a )  ' 

- .- 

'IS8ugh it was not, spelled . . . . . . .  out in the initial xicike, fdr.this tesf actual. .:. , ' 
. . . . . . . . . . .  

" gaiticipants .. ,;;:.? ':' ....  - A  will be,limited- - ddy to; , kovenune'nG,' I.>(. ,..: L.:.;,,,r~ 2 . ;7 .> .  :;.>. .wd';i:k .; ;.,. re.e*&@e5 ... ,.;,.:. . 
.bf 

. t . . .. , . .  . . . .  
-. ,; ,::$ ; ;:-:; ! i  . .  .. ..:... . .. 

their authorized staff;: &..not a; ($~:JJ, p ~ ~ ~ c i ' Y Y ~ n ~ ~ r ~ ~ a r ~ ~ ~ ~ ~ a ~ ~ o n  , .... .I:: . . . . . .  .. ,. . . . .  
Though we d o  ask that those af you s&&;g fg~&$&:an~.:AP1s 

: ..... : ......... 
apoint.of contact (PQC) nameand contact i166i$~~~n:~~~lId':thk~e be. any:: . . .  

. . 
. . . .  . . .  , , : ' . . . 

. . .  . . . . .  dficultiesintegrathg'yb&;-t G t h  6& wbtk's'tatiijb.. . , : .  . . . . . . . . . . . . . . .  ~i . fo<thbse  *o . .  . . .  . 

are p&viding sample ,e -~ass~qr t s ; .~ l~ase  id.&& the sIiekificsof four. . . 

samples (ig. chiptype,'passive/~ctive,:~~~,'~e&&~ize itc;)... . . .  . . .  
: . .  . . . . . . .  :.. ... . .  . . . . .  . ' .  . . . . .  ....,. :'.I .,. ; . . I  : :. . . . '  .,:., . . .  

Also, please be advised that whatever products youship to us by 15 OCT 04 
, . . . .  . . .  . . . .  will be the actual items used during the . , . .  test the:.week'of : % 29 NOV. .The . . 

. . . .  . . 
Governments may .or may . not ,... use, all . . products 'sent. . . . . . . . .  . . . . . .  

. . .  . . . . . .  . . . .  . . . . . . . . . . . .  . . 

In addition, for your review, the attached file below answers some of the ' 

. 

. . . .  questions received to date.,. . . . . . . . . .  . . . . . . . . .  
. . . .  

Thank you again and again for such an overwhelming response and willingness . 

to participate. We look forward to receiving your products by October 15th. 

Thank you, and have a great weekend! - . 



\ System Configuration 
DHS workstation 
DHS application to read & 
display data . .. ..... ..... . . . . . . , .. .. . . , . . . . . , , . . . , . . . . . , . . . , , . . . . . . . . . . . . , . . . . . , . . . . . . . ... . . . . . . . . .. .. , . , , . ., . . . . , , , , , . . . . 

$ DG1 &DG2 
E-Passport Reader +PI 

Communication channel 

We are open to your design (USB ,serial, etc.) 

Data transfer and processing 

We would need your DLL (API) for the workstation. 

You don't need to actually emulate an MRZ reader -- just let us know the how your MI 
is constituted so we can read the MRZ data and the picture from the chip. We don't need 
you to do anything specific with the picture display as long as we can receive the picture 

, data through the API. 

e-Passport 
We are interested in having some samples that meet the ICAO LDS so that we 

can test the operations (not the performance of any particular reader). A solution with an 
inlay attached to a regular passport is acceptable. 

We will be able to provide the digital pictures of the volunteers, if you can 
produce any samples. We have about 15 volunteers, but we don't expect any one vendor 
to be able to provide that number of samples. Please let us know what you feel is 
realistic (anything is appreciated!) 

What we expect of the e-passport is simply something where we can test the 
process of reading it. The printed page will be important to compare the MRZ data in the 
chip with the printed data page. The e-passport should be encoded according to ICAO 
specification so that we can retrieve the information and (hopefblly) perform facial 
recognition. 

Extra PC 

We don't need you to provide a PC -- just the reader & API. 



bmharris
Text Box
               See previous slides under message 01/10/05 (pages 4-22_



e-Passports Interoperability Test session 
July 27-29 

Morgantown, West Virginia, USA 

Hosted by the 
United States Department of Homeland Security (DHS), US-VISIT Program 

At the Facilities of the 
National Biometric Security Project (NBSP) 

Summary: 

This session provided an opportunity for organizations involved in the production of e- 
Passports and in the development of equipment to access the information fiom e- 
Passports to come together in a non-competitive environment in order to work towards 
establishing interoperability of their products. Approximately 130 persons fiom 18 
nations, representing over 50 organizations were present. Chip and passport integrators 
provided 128 prototype samples for use in testing chip and passport readers. By the end 
of the session, the technical staff of the participating organizations was able to establish 
basic interoperability for a broad set of prototype e-Passports and readers. 

Background: 

The International Civil Aviation Organization (ICAO) approved a set of technical 
documents that define e-Passports at its Technical Advisory Group (TAG) meeting in 
May 2004. An e-Passport consists of a standard passport that conforms to the existing 
passport guidelines set by ICAO, such as inclusion of a machine-readable zone (MRZ) 
and a photograph on the data page, but also includes a contactless integrated circuit (IC) 
chip that is encoded with biometric and biographic information. ICAO adopted standards 
for the contact-less chip and for biometric data that were established by the International 
Standards Organization (ISO). The IS0 standards were written to establish a certain 
level of conformity in the marketplace, but also allow for multiple types of applications. 
ICAO had the task of selecting the various options in the IS0 standards that were 
applicable to its needs and specifying specific approaches to areas not covered in the IS0 
standards. After a series of joint ICAO/ISO meetings, culminating in a meeting held June 
17, 2004 in London, most of the apparent technical issues and specifications were 
resolved. At that meeting, the DHS representative offered to host a testing session in July 
for manufacturers and integrators to come together and test whether their interpretations 
of the standards were, indeed, similar and would allow for interoperability (the ability to 
have an e-Passport produced for one nation read by readers produced by other companies 
and placed at various locations around the world, and for the readers to read all of the e- 
Passports presented to it). Australia also offered to host a session in late August 2004. 

DHS utilized the mail lists from the ICAO e-Passports task force and from the IS0 
Working Group that co-chaired the London meeting to invite participants to the testing 

Summary e-Passports Test 27-29 JUL 04 



session. The e-mail received broad circulation and resulted in several groups expressing 
a desire to participate. 

Session Format: 

Chip and e-Passport manufacturers brought samples of their products that were encoded 
with the 'Silver Data Set.' This data set contained information conforming to the 
'Logical Data Structure' (LDS) as defined by ICAO. In this manner, a similar set of 
encoded samples could be tested. The Silver Data Set was developed by the 'Essen 
Group' which is formed by representatives fiom the Netherlands, Germany and the 
United Kingdom. Participants were also encouraged to provide variants fiom the Silver 
Data Set that included different (authorized) methods of storing the photograph (JPEG 
2000) and also that represented Basic Access Control and Active Authentication, as well 
as samples encoded as 'non-passports' to test the effects of multiple chips in the read 
range. 

The US-VISITMBSP team logged-in all of the chip and passport samples brought to the 
session. They maintained strict control of the samples at all times, enforcing a check- 
idcheck-out procedure. Passport reader manufacturers could request samples for testing 
their units . Ifthe vendor had problems reading or using the sample, the reader vendor 
and the chiplpassport manufacturer could get together to resolve issues uncovered during 
the test. E-Passport manufacturers could also bring their samples around to the reader 
manufacturers to ensure that their samples were tested on all of the units. Each passport 
reader manufacturer had a separate work area in the NBSP laboratory. The layout 
allowed representatives from the participating companies to work together and discuss 
issues fieely and openly. 

Independent test teams chaired by professors fiom West Virginia University were made 
available to the participating groups to record results. This process made it possible to 
discern any common pattern to the testing or detect unresolved interoperability issues. 
The chair of the testing session assured all of the participants that the summaries would 
be presented in a manner that did not 'rank' the results. Companies would not be 
specifically identified in the published results -- only the technical and procedural issues 
would be covered. This agreement, established at the beginning, greatly increased the 
spirit of cooperation, and this report will maintain that approach to anonymity in the test 
analyses. 

US-VISIT requested that the National Institute of Standards (NIST) bring equipment to 
the test sessions such that they could demonstrate eavesdropping and jamming with the 
prototype readers brought to the session. This is not an interoperability issue, but is a 
usability issue. This capability served to familiarize the manufacturing community with 
the problems that will be faced by users of their equipment in certain environments. 

While testing was occurring, the organizers held four discussion periods to allow the 
exchange of ideas: 

Summary e-Passports Test 27-29 JUL 04 
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• Durability 
• Ergonomics 
• Skimming and Eavesdropping 
• System ~allbkbk*~rocedures I' 

A 'Discussion of Interim Results' of the testing and a final wrap-up session ensured that 
the principal issues raised by the testing were discussed in a broad forum. 

Results: ' . 8 

. , I ' 

The Host of the Session stressed in his opening remarks that the purpose of the event was 
NOT to re-write or revise ICAO documents. If issues arose during the testing, they 
would be addressed by stating a 'recommended interpretation' of the ICAO documents in 
order to ensure maximum interoperability: That is the approach that is followed here. 
The following four issues were raised by participants: 

Issue 01: File Select Command (7816-4 read short) 

Description: Two valid alternative read sequences are supported within reader 
applications: select by file identifier (SID) andfrcad short."7816-4 is a tool box of 
available commands, there is a need for an instruction sequences be defined". Note: 
There is a limited address space (five bits, 3 1) for file identifiers in the LDS. 
Select command supports three options (AID, pl, p2). 

Reference: LDS, v. 1.7, table A1 (section 1 1. 1)' Annex K (K. 1 5 )  
I 

Recommended clarification to LDS table Al, section 1 1.1 for interoperable 
implementation: ,. I L 

Select Application: 
The first 7816 instruction is "select applicationy', with the code 00A4 04 OC 07 A0 00 00 
02 47 10 01. Every machine-readable travel document (MRTD) application supports the 
select command. Reference IS0 7816-4 (table 5, section 5.1.3) for complete return codes. 

Select File: 
The MRTD supports both methods (select file and read short). Readers support at least 
one of the two methods. The file identifier and short file is mandatory for the [card] 
operating system, but optional for reader. 

Read binary: , 
Le must be one byte, and must be encoded per 7816-4. 

Other: The clause "by the reader" is understood as implied in the LDS anywhere that 
'select file' is stated as optional. 

, , * 
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1.5 Aim has been observed to be too low for some chips. Manufacturing variances must 
be accounted for, yet balanced against the desire to operate at low field strength (for 
efficiency reasons and to reduce the risk of skimming). Also, reader manufacturers 
require clarification of how the field strength is measured and calibrated (loaded versus 
unloaded). 

Recommended interpretation for interoperable implementation: 
To ensure maximum interoperability, a card is recommended to operate between 3 to 7.5 
A/m. However, 1.5 Alm is within the standard. The lower target level of 3 is to account 
for card variances that may result in lower actual values. The measurement of the field 
shall be according to IS0 10373. Ideally, the IS0  10373 field measurement card must be 
adapted to include ID-1 size (passport document). Until such time, the field strength shall 
be measured according to IS0 10373. 

A related issue for consideration is to provide a mechanism for the reader to dynamically 
vary field strength, for example when there are multiple cards in the field. 

Issue 03: PCBC & device application programming interface (API) 

Description and Background: There are no normative specifications for APIs between 
reader and host. PCISC recommended, but is acknowledged to be incomplete. Issue is 
being addressed within ICAO (Annex K). 

Reference: Annex K (K. 19) 
Recommended interpretation for interoperable implementation: As mentioned in Annex 
K, a new PCISC standard for contactless cards is forthcoming. Until such time the 
existing standard, PC/SC 2.0, shall be used as an interface between chip reader and host. 

Issue 04: 5ms delay afierpeld reset 

Description and Background: Per IS0  standard, the reader request must wait 5ms prior to 
read after a field reset; however, Type A cards may require (and request) an extended 
initialization period. 

Recommended interpretation for interoperable implementation: The card reply shall be 
within 20 ms. 

Note: The above statement reflects the recommendations of those preAent, however, 
conflicts with existing standards. IS0  allowance for cards to request additional time is 
pending. 
Related note: Common exceptions in IS0 standards are desired to provide readers the 
opportunity to provide more optimal reads as well as more robust recovery and retry 
behavior. 
The following observations were made: 
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In accordance with ISOIIEC 14443-3:2001 and latest clarifications in pending 
amendments, an e-Passport shall answer a Request command from a reader (either REQA 
or REQB, depending on e-Passport type) in each of the following test cases: 

Test case 1 : the passport reader continuously idles for a passport by alternating REQA 
and REQB commands, the start of one being 5 ms after the end of the other and vice 
versa. 

Test case 2: with the e-Passport placed in the operating volume, the passport reader 
activates the RF field, then sends a single REQA 5 ms after this activation and then sends 
a single REQB 5 ms after the end of the REQA. 

Test case 3: with the e-Passport placed in the operating volume, the passport reader 
activates the RF field, then sends a single REQB 5 ms after this activation and then sends 
a single REQA 5 ms after the end of the REQB. 

Clarifications issued prior to the meeting: 

1. Regarding the contents of the SOD as presented in the Silver 
sample : 

l%e last 128 bytes represents a digital signature . 
Please clarzJL the content of the data to be signed. 

Answer 1 : 

The PKI report describes the syntax of the SOD-File. 
The hashes of the present DGs are encoded in an ASN.1-Syntax which is again 

encoded in a "Signed Data" structure. The hash of these Signed Attributes is signed 
using RSADSAECDSA. See "TECHNICAL REPORT PKI for Machine Readable 
Travel Documents offering ICC Read-Only Access Version - 1.0 Date - April 21,2004" 

The signature in the EF.SOD conforms with PKCSl SignatureFomat. It has the format 
01 1 1  PS 1) 00 11 T where T is a DigestInfo structure. The length of this format is exactly the 
modulus length and PS is used to fill it with FF to that length. The DigestInfo contains 
the used hash algorithm (SHA-1) and the calculated hash value. 

The hash value is calculated to conform to the RFC3369 Cryptographic Message Syntax. 
This means that the signature is calculated over the DER encoding of the signedAttrs of 
the SignerInfo structure. In the case of EF.SOD, the signedAttrs contain only the 
minimum required attributes, content type and message digest. The content type is the 
eContentType of the encapContentInfo of the SignedData structure (i.e. 
1.2.528.1.1006.1.20.1). The message-digest contains the calculated hash value (SHA- 1 ) 
of the value of the eContent of the encapContentInfo of the SignedData structure (i.e. the 
DER encoding of the LDSSecurityObject as defined in the ICAO TR PKI). The 
LDSSecurityObject contains the hash values (SHA-I) of all available DataGroups, in 
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case of the Silver Data set, DG1 and DG2. These hash-values are calculated over the 
complete contents of the DataGroup. 

2. Referring to ver 1.7 Appendix 2 to Annex A pg 65 
Subheading: Examples for IS0 781 6 usage with LDS: 
Thejirst row in the table after the heading has "OA 00 00 02 47 10 01" for the data 
column and "Select Issuer Application" in the remarh column. 
This evidently suggests that the Issuer Application AID (Application ID) is 
"OA 00 00 02 47 10 01" 

However, in other sections in the documentation (ver 1.7), the Issuer Application AID is 
stated as "A0 00 00 02 47 10 01". Refer to Figure A. 1 (page 52), Figure A. 13 (page 46). 

Answer 2: This is a typo that should be corrected. A0 00 00 02 47 10 01 is the correct 
AID. 

3. The ICAO website has LDS vl. 7published. However the 'silver' reference data 
that you sent is based on LDS vl. 6 (as designated in the EF. COM) Should we then 
assume that LDS v1.6 or vl. 7 testing will be pe formed? 

The main impact will be the Selection of Master File command. There is a difference 
between LDS v1.6 (page 61) and LDS v1.7 @age 63). 

Also, with regard to DG1 data elements 03 (Name of holder) and 12 (optional data), LDS 
v1.7 has varying sizes for ID-1, ID-2 or ID-3 sized documents. LDS v 1.6 specified it as 
static sizing. If we are only testing passports with inlays, then it should not be a problem 
(same size); however, I am assuming there will be others bringing prototypes in card (ID- 
1) format. 

Answer 3 : 

The editorial syntax for V 1.7, page 63 is misleading. 

The correct syntax is either 
'00' 'A4' '00' 'OC' Empty Empty Empty 

Or 
'00' 'A4' '00' 'OC' Empty Empty MaxRet 

The difference between the commands is: The first one just returns 0x9000 in 
case of success, the second one returns the File Control Parameters of the selected file 
(see LDS l .x, x<5) 

IS0 Compliant cards have to support both commands and reading software should be 
written in a way that additional return information does not kick it out.. 

Summary e-Passports Test 27-29 JUL 04 



IS0 Compliant cards should work with both commands, but it has to be a valid 
command, not the one described in V1.7 (see above). By the way: for reading EF.COM 
to detect the LDS Version, you already may have used the select command. Iit does not 
make sense to change the behavior of the software depending on the LDS -Version. 

For the second part of question 3: For now LDS only considers passports @art 1 ICAO 
Doc 9303). Of course, visa and other documents have different length in the MRZ fields 
and lines, which is standardized by Doc 9303. In any case, the length of the MRZ should 
be FIXED as in LDS 1.7. Which FIXED LENGTH to be used should be governed by 
Doc 9303 corresponding to document type. In all cases, LDS and optical personalization 
should correspond. This has to be amended in the LDS TR (eventually). 
Version 1.6 is the reference, used in the silver data set (there was no version 1.7 at that 
time of its preparation). 

Fixednot fixed: DGl contains exactly the complete MRZ as it is printed 
(visible) on the document. 

General: 

While enormous amounts of time and effort have been expended going over the 
documents carefilly to correct typos, there may well be other typos that will become 
apparent as we begin to implement. These will be corrected at some point in the future 
when sufficient time has passed that we can be certain all necessary changes have been 
caught. We should make every effort to move to LDS 1.7 as now published on the ICAO 
web site, recognizing the 'anomalies' in it such as have been pointed out here. 
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Panel Discussion Summaries: 

Forum 1 : Durability 

How confident are we that the inlay will be finctional for the full I0 year life expectancy 
of the e-Passport? Will physical aging of the polymeric inlays cause a problem several 
yearsfiom now? 

Many IS0 tests are derived from tests on smart cardlcredit card type products that 
typically last three-five years. Are the tests that we are considering really going to be able 
to predict successful behavior over the 10 year life span? Accelerated aging tests may be 
performed, but only a real ten-year test will adequately address this issue. 

What are the likely mechanisms of document failure, and do the proposed I S 0  standards 
adequately address these mechanisms? 

The authors of the proposed IS0 standard posted that document on the LAN available to 
all participants at the testing session and asked for direct feedback. This document 
addresses broad topic areas, including environment and wear. 

Forum 2: Ergonomics 

The principal purpose of this session was to highlight that not all technical solutions to 
reading e-Passports may be practical. Several potential uses of e-Passport readers were 
discussed: 

Port-of-entry 
o Direct inspection of the e-Passport by the inspector and placement 

inlon the reader by the inspector 
o Facilitated inspection systems with the traveler placing the e-Passport 

on a reader incorporated into a biometric-based inspection kiosk 
o Staged inspection with the travelers placing the e-Passport on a reader 

located prior to the inspection booth 
e-Passport issuance 
o Quality control during production at the production facility 
o 'Self-service' units available to persons picking up their e-Passport 

and wishing to verify the contents of the IC chip 
Government service 
o - Verification of identity based on biometrics in the e-Passport when the 

holder requests certain services, such as welfare payments 
Private industry 
o Banking facilities using kiosks equipped with e-Passport readers 

Each of these situations has a slightly different set of requirements relating to ergonomics. 
However, some common threads emerged: 

Units should have a status indicator (onloff) 
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For units requiring placement of the e-Passport onlin the reader by the 
holder, the instructions must be clear, either printed in the local language(s) 
or symbolic 
The unit should be accessible by a wide range of people (short I tall / in 
wheelchair, etc.) 
The size of the unit is more important in certain applications than others 
o Limited space is available on inspection counters in ports-of-entry 
o The view of the inspector must remain unobstructed 

• Inspection applications should not require substantial interaction from the 
inspector in order to retrieve the relevant information from the e-Passport 
The physical motions associated with the use of the e-Passport reader must 
be intuitive and easy to perform (no contortions or awkward positioning of 
the arm, hand or body) 
For systems integrated with biometric capture devices, they must be 
designed to ensure usability by a wide range of persons (physical 
characteristics) 

Forum 3: Skimming and Eavesdropping 

The National Institute of Standards and Technology provided a test capability that 
illustrated the susceptibility of many chip readers to detection of their electronic signals. 
NIST personnel examined several units, with the result that signals could for some units 
be picked up by a coil antenna about 20 meters away. The initial results indicated that 
the signals could have been picked up even an order of magnitude further away. 
However, the tests also indicated that the housing of the readers dramatically affected 
results -- reducing the range where the signal could be detected to less than a meter. For 
these tests, NIST was able to detect the actual bit transfer rate and capture the signal itself. 
It should be noted that it was very difficult to detect the signal from some readers. 

This is not an interoperability problem, and may not be a problem for all applications. 
For certain uses, if protection against eavesdropping is required, the area of use can be 
shielded. Other applications may require a reader unit with a housing that substantially 
diminishes the possibility of electronic eavesdropping. 

Readers were also tested to see if there was interference when two readers were located 
in close proximity to each other. NIST found that some readers had unrecoverable errors 
when located as close as 30 cm to another reader. Other readers performed without errors 
when a second reader was only 5 cm away. 

NIST did not demonstrate actual 'skimming' of data fiom a passport sample atrhis 
session. That would involve activating the chip, and retrieving data from it that then 
could be fed to an analysis program. This is an area for future testing. 

NIST conducted tests on selected units to determine susceptibility to jamming. Namely, 
whether an outside electronic signal can interfere with the reading process from the chip, 
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or could it stop the read / chip access process of the reader. Current indications are that it 
is possible to jam or disrupt the signal. 

Forum 4: System Fallback Procedures/Processes 

Points of Failure 
1) Passport chip failure - 

a. Chip- 
b. Antenna connection 
c. Antenna itself - 

Discussion - 
It is immaterial how the passport fails (either it works or not) 
It may be possible to reconnect the antenna (secondary inspection or forensic lab). 
What type of equipment in the field is required in secondary inspection? 
Probably not practical in secondary inspection to correct. 
The passport is the property of the issuing State. The State should be aware of the 
instances of the problems with passport failure. .The State's lab will be 
responsible for disseminating the information about the failures. 
The receiving States should maintain logs of the failures and relay that 
information to the issuing States 

o Record possible sources of error 
o Report to issuing States 
o There are practical considerations regarding how much information States 

can collect about the failure rates 

2) Interference 
a Items in passport (e.g. visas) 
b. Individual interference (shielding) - metal insert 

Discussion - 
Inspection process is affected by the presence of shields, pouches, covers, pockets, 
etc.. 
Individuals can intentionally interfere with the passport RF signal by putting 
metal etc into the cover. 
Does the presence of metallic threads in the passport affect the reading of the 
passport? 
Some technologies exist that have randomly distributed W activated dipoles into 
the paper which could react with the reading of the passport 
Holograms can also interfere with the read (ones with electronic capabilities). 
Ones that were submitted for testing had no effect on the read 
Metallic stamps of the seal of the nation? 
Staples from the visas? 

3) Misread of MRZ causing basic authentication error - 5% failure has been noted 
under certain circumstances 

a Aging 
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b. Ink blots 
c. Dirt 

Discussion - 
Need to have an override capability to open the chip with access control. 
Correction mechanism is required 
The inspectors must know what to correct to open the chip. 
The passport reader needs to have some kind of data entry to correct the MRZ. 
Swipe readers must somehow transmit information to RF device to open up the 
chip. 

4) Reader failures 
a. Malfunction of device 
b. Logic problem 
c. Jamming 
d. Accidental Unplugging 
e. Electrical spikes 
f. Short circuits 
g. Transmission out fails 

Discussion - 
Device malfunction - Does there need to be a self-check mechanism on the device? 

a. This may not be practical. 
b. The inspector may use a test document to check the system. 

Logical problem -how do we make sure we have upgrades that the logic still 
works. Who checks the logic? We need a conformance document or regression 
testing capability. National testing a function of acceptance testing and the 
procurement process. 
Accidental unplugging - This is covered under SOP and standard device feedback, 
LEDs, and status indicators. The status indicator needs to be separate fiom the 
power and connectivity indicators. 
Electrical spikes - Do we need surge protector insideloutside device? 
Recommend surge protection outside the device. The units should be FCC and C- 
compliant and international regulatory requirements should withstand most 
common electrical conditions 
Transmission out fails -information out to external databases, etc. Cables must 
be checked. 

Human Error - we must ensure ease of use and have clear procedures. 
Insider Attacks - How do we be sure the reader hasn't been tampered to provide a set 
output. The diversity of passport reader manufacturers limits the possibility that all 
readers would be attacked in the same manner. How do countries without an independent 
testing authority ensure the integrity of the unit? 

An e-Passport is an aid to the inspection process not a replacement for human inspection. 
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Media attacks or other critics of the system may ultimately cause States to stop trusting 
the e-Passport solution. 

Recommendations for Follow-up Work: 

This was the first opportunity for such a diverse group of players in the e-Passport arena 
to come together and test their equipment and products. Almost universally, the 
participants requested more test sessions, thus underscoring the importance of this event. 
Comments stated during the summary session included: 

• The ad-hoc and anonymous nature of the forum was desirable 
• Reader manufacturers may not want to work with PKI issues 
• More specific and detailed tests and test procedures would be helpful in 

future sessions (including explanation of reason for each test) 
• Availability of a large number and variety of chipslpassports was essential 

for the success of the tests 
• Next tests should stress basic access control and active authentication. 

Some vendors felt that there needed to be more explanation of these 
mechanisms and development of a 'standard reference' prior to the next 
testing session 

• The momentum gained by this session should not be lost. A regular series 
of tests should be scheduled 

• Lack of U.S. and Australian data samples was regrettable (Sponsor's note: 
This was deliberate, as explained in earlier correspondence which stated 
'6 since there are active tenders for passports in Australia 
and the U.S., no representatives from groups associated 
with those contract actions will be at the testing 
seseions. I am hosting this session and will not be part 
of the U.S. Department of State passport contract selection 
panel (nor for any other nation)." 

• Establishment of an independent group to test chips I passports I readers as 
they are developed or modified would be beneficial to both the industry 
and to potential customers. 

The timing of the sessions was raised as important. The next session is scheduled to be 
held by Australia Customs in Sydney, Australia on August 25-26 2004. While many felt 
that this was too soon to prepare, the statement was also made that if a Government calls 
such a session, the manufacturers would come and participate. Several persons expressed 
the hope that another session would occur around October. It was noted that the 
Australian test was scheduled to occur just before the ICAO New Technologies Working 
Group meeting so that results could be presented there. 

The testing format used in this session was relatively free form, but still provided some 
structure by using the Silver Data Set. Some participants expressed the desire for a 
modified data set to be used for future testing. The comments focused primarily on the 
data signing procedures. The collaborative testing environment employed at this session 
to verify product operability and interoperability was universally praised, and such a 
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format was recommended for future sessions. Some participants requested that groups 
that have been working on specific problems or encountered 'difficult' issues be 
encouraged to make presentations -- rather than having a 'round table' format. However, 
others expressed that the 'round table' was probably the best approach. 

Some participants felt that if the e-Passports had been marked with the location of the 
antenna, it would have made testing much more meaningful, since reader manufacturers 
would know what layouts that they were having problems with. The tests conducted at 
this session did move the e-Passport into varying positions relative to the reader (e.g. 2,5, 
10 cm above, or off-center); however, the passport reader manufacturers had to then find 
out the antenna details from the e-Passport manufacturer. 

Many participants were interested in the NIST findings concerning eavesdropping and 
jamming. Their reaction indicated the strong desire to expand the tests fiom pure 
interoperability to 'usability' issues. This would also encompass ergonomic aspects of 
passport readers. Several speakers pointed out that these readers would not only be used 
in port-of-entry inspections but also potentially in the provision of other government 
services and in banks, also with other organizations with a need to establish the identity 
of an individual. The technical and operational requirements of readers in those 
situations may very well be diffaent h m  those encountered at ports-of-entry. 

US-VISIT will be hosting a multi-national mock port-of-entry test session in November 
2004. That session is planned for gavemental representatives in order to determine the 
optimum ways to integrate the e-Passport capability into inspection environments. That 
will be followed by an international 'live' test of reading e-Passports at selected ports-of- 
entry, planned to start in February 2005. 
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US - VISIT PROGRAM 
OFFICE OF THE CHIEF STRATEGIST 

FREEDOM OF INFORMATION ACT/PRIVACY ACT DELETED PAGE INFORMATION SHEET 
1 page(s) withheld entirely at this location in the file. One or more of the following statements, 
7 

I 
where indicated, explain this deletion. 

Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

) I were referred to that agency for review and direct response to you. 

Tifle 5, U.S.C. Section 552a(PA) 

(dl (5) 
(j) (2) 
(k ) ( l )  
(k) (2) 

Title 5, United States Code, (U.S.C.) Section 
552 (FOIA) 

1 Ibll71lC) 

- pages contain information furnished by (an) other Government agency (ies). You will be 
advised by the FOlA Office to the releasability of this information. 

(b) ( 1 1 
(b) (2) 
Ib) (3) 
(b) (41 

I (kI(7) 

pages have not been provided to you at this time because a final release 
determination has not been made. You will be advised as to the disposition at a later date. 

(b) (7) (Dl 
(b) (7 )  ( E l  
(b) (7) (F) 
(bl(8) 

1 Documents originated with (an] other Government agency(ies). These documents 

1 For your information 

I Page 2 of a 6 page email is being withheld in its entirety under FOlA exemption b(6). 
I 
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  ate: Fri, 23 Jul 2004 1 1 i l l  :03 -0400 . 
X-Mailer: Internet Mail Service (5.5.2657.72) 
X-Mailscanner: 
X-Mail Scanner-From: @ d h s . g o v  

To all: 

I have received a few questions that I would like to answer for you (as best 
I can) before next week. I forwarded these questions to some experts in the 
Netherlands, U.S. and Germany who provided me with the following: 

1. Regarding the contents of the SOD as presented in the Silver 
sample : 

The last 128 bytes represents a digital signature . 
Please clarify the content of the data to be signed. 

Answer 1 : 

The PKI-report describes the syntax of the SOD-File. 
The hashes of the present DGs are encoded in an ASN. 1-Syntax 

which is again encoded in a "Signed Data" structure. The hash of these 
Signed Attributes is signed using RSAIDSA.ECDSA .... See 
"TECHNICAL REPORT PKI for Machine Readable Travel Documents offering ICC 
Read-Only Access Version - 1.0 Date - April 21,2004" 

The signature in the EF.SOD conforms wiih PKCSl SignatureFormat. It has the 
format 01 11 PS 1 1  00 11 T where T is a DigestInfo structure. The length of 
this format is exactly the modulus length and PS is used to fill it with FF 
to that length. The DigestInfo contains the used hash algorithm (SHA-1) and 
the calculated hash value. 

The hash value is calculated to conform to the RFC3369 Cryptographic Message 
Syntax. 
a s  means that the signature is calculated over the DER-encoding of the 
signedAttrs of the SignerInfo structure. In the case of EF.SOD, the 
signedAttrs contain only the minimum required attributes, content-type and 
messagedigest. The content-type is the eContentType of the encapContentInfo 
of the SignedData structure (i.e. 1.2.528.1.1006.1.20.1). The message-digest 
contains the calculated hash-value (SHA- 1) of the value 8f the eContent of 
the encapcontentlnfo of the SignedData structure (i.e. the DER-encoding of 
the LDSSecurityObject as defined in the ICAO TR PKI). 
The LDSSecurityObject contains the hash-values (SHA-1) of all available 
DataGroups, in case of the Silver Data set, DG1 and DG2. These 
hash-values are calculated over the complete contents of the DataGroup. 
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2. Refemng to ver 1.7 Appendix 2 to Annex A pg 65 
Subheading: Examples for IS0 78 16 usage with LDS: 
The first row in the table after the heading has 
"OA 00 00 02 47 10 01 " for the data column and "Select Issuer Application" 
in the remarks column. 
f i s  evidently suggests that the Issuer Application AID (Application ID) is 
"OA 00 00 02 47 10 01" 

However in other sections in the documentation (ver 1.7), the Issuer 
Application AID is stated as "A0 00 00 02 47 10 01". Rifer to pg 52 Fig 
A.1, pg 46 A.13. 

Answer 2: This is a typo that should be corrected. 
A0 00 00 02 47 10 01 is the correct AID. 

3. The ICAO website has LDS v1.7 published. However the 'silver' reference 
data that you sent is based on LDS v1.6 (as designated in the EF.COM) Should 
we then assume that LDS v1.6 or v1.7 testing will be performed? 

The main impact will be the Selection of Master File command. There is a 
difference between LDS v1.6 @. 61) and v1.7 @age 63). 

Also, with regard to DG1 data elements 03 (Name of holder) and 12 (optional 
data), LDS v1.7 has varying sizes for ID-1, ID-2 or ID-3 sized documents. v 
1.6 specified it as static sizing. If we are only testing passports with 
days ,  then it should not be a problem (same size) however I am assuming 
there will be others bringing prototypes in card (ID-1) format. 

Answer 3 : 

The editorial syntax for V 1.7, page 63 is misleading. 

The correct syntax is either 
'00' 'A4' '00' 'OC' Empty Empty Empty 

'00' 'A4' '00' 'OC' Empty Empty MaxRet 

The difference between the commands is: The first one just 
returns 0x9000 in case of success, the second one returns the File 
Control Parameters of the selected file (see LDS 1 .x, xC5) 

ISO-Compliant cards even have to support both 
commands and reading s o h a r e  should be written in a way that additional 
return information does not kick it out .... 

ISO-Compliant cards should work with both commands (but it has to be a 
valid command, not that one described in V1.7 (qee above)). By the way: 
for reading EF.COM to detect the LDS-Version, ,you already may have used 

I 
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the select command So it does not make sense to change the behavior 
of the software depending on the LDS-Version .... 

For the second part of question 3: For now LDS only considers passports 
@art 1 ICAO Doc 9303). Of course, visa and other documents have 
different length in the MRZ fields and lines, which is standardized by 
Doc 9303. In any case, as in LDS 1.611.7, the length of the MRZ should 
be FIXED as in LDS 1.7, BUT which FEED LENGTH to be used should be 
governed by Doc 9303 corresponding to document type. In all cases, LDS 
and optical personalization should correspond. This has to be amended in 
the LDS TR (eventually). 
Version 1.6 is the reference, used in the silver data set (there was 
no version 1.7 at that time of its preparation). 

Fixedhot fixed: DG1 contains exactly the complete MRZ as it is printed 
(visible) on the document. 

General : 

While enormous amounts of time and effort have been expended going over the 
documents carefully to correct typos, there may well be other typos that 
will 
become apparent as we begin to implement. These will be corrected at some 
point in 
the future when sufficient time has passed that we can be certain all 
necessary changes have been caught. We should make every 
effort to move to LDS 1.7 as now published on the ICAO web site, recognizing 
the 'anomalies' in it such as have been pointed out here. 

4 ,  

On another point, since there are active tenders for passports in Australia 
and the U .S ., no representatives fiom groups associated with those'contract 
actions will be at the testing sessions. I am hosting this session and will 
not be part of the U.S. Department of State passport contract selection 
panel (nor for any other nation). 

We want these sessions to be an opportunity for groups to openly exchange 
mformation on interoperability issues. This-will not be a marketing event 
or a competition in any sense. 
We will summarize the findings in ways that will be focused on technical 
issues and their resolutions, not the 'relative performance' of any 
participating group. 

Thanks, 
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To.  
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e-passports ~ a b  Test 27-29 JUL 04 Regime-Schedule (15 JUL 04).doc 
e-Passport Test Regime and Schedule 

'e the attached file that includes the updated test regime and 
for the upcoming e-Passports interoperability test in Morgantown, 
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West Virginia, 27-29 July 2004. 

Please forward to those folks attending the testing for whom I did not have 
an e-mail address. 

Thanks. See you on the 27th! 

J 
<<e-Passports Lab Test 27-29 JUL 04 Regime-Schedule (1 5 JLJL 04).doc>> 

F'Ir Email: (b)(6) 



Testing Regime 

Each passport reader company will be provided with a list of e-passport types available for 
test. The conference room in the laboratory will be where each vendor can pick up the 
passports for testing. Each vendor is encouraged to test all of the 'Silver Standard' samples 
first. These will be of both types A and B. 

Space will be available in the laboratory for those companies wishing to use it. Vendors may 
also perform their own tests privately. 

Once a company has had time to verify their systems with the passport samples, they can 
schedule a conference room and test team who will oversee the testing and log the results. 
The test teams are comprised of persons not aMiliated with any vendor of passports or 
readers. 

There will also be an area set aside in a separate computer room where equipment and staff 
will be present to perform eavesdropping, skimming, and jamming tests. To schedule a 
conference room or the computer room please contact the NBSPDHS test coordinators. 

For groups bringing IC chips, please provide a binary representation of the LDS encoding on 
another storage medium as generated by your software. This will allow examination of the 
LDS iriterpretation by different groups to ensure the same information is encoded by all 
vendors, given identical input. 

Part 1 - Functional Testing 

The first day will be focused on basic hctionality. Each chip will be tested with the 
following information collected: 

Detect whether chip is readable 
o Read chip at 1 - 10 cm fiom reader 

Direct contact (standard passport) 
In Passport Folder 
In Traveler Neck Wallet 

o Read chip at >10 cm (should not be able to read chip) 
o Display chip header information (ATS/ATRIUID) 
o Indicate orientation (1-8) of chip and MRZ in passport (if applicable) 
o If required, how many repositioning attempts were made before the chip 

was read? 
Read Silver Data Set (Common, Data Group 1 and Data Group 2). Note: 
DG1 and DG2 infonnation should be displayed even if the digital signature 
does not match. 
o How long did it take from placement of passport on reader to display of 

information? 
How long did it take to display Silver Data Set DGl 
How long did it take to display Silver Data Set DG2 

e-Passports Lab Test 27-29 JUL 04 Regime-Schedule (1 5 JUL 04) Page 1 



o Did the Data Group 1 data match the Silver data? 
o Did the photograph (Data Group 2) get retrieved and displayed properly 

(compared against the input Silver photo)? 
o Did the Digital Signature verify properly? 

Data Group 1 
DataGroup2 

• What is the claimed transmission speed (KBPS) for the data retrieval and what 
is the speed claim based on? 

• What is the power level for data retrieval? 
• How long does it take to reset the system for the next read? 

Part 2 - Additional Testing 

The second and third days will be devoted to fiuther testing. Vendors may proceed at their 
own pace. THIS IS NOT A COMPETITION. 

Optional Test - Eavesdropping/Skimming/Jamming 

The vendors will be encouraged to have their units tested for eavesdropping, skimming, and 
jamming. A special test area will be provided where a loop antenna, and measuring devices 
will be placed to detect transmissions between the chip and the reader. 

The effect of placing the readers near other equipment typical of an inspection area will also 
be tested. 

• Will readers near each other interfere with each other? 
• What is the minimum separation required for the systems to work properly? 
• What happens when the read is interrupted before completion? 

Optional Test Stored Image Test (DG2) 

Additional e-passports with images that deviate from the 'Silver' Data Group 2 will be 
provided to include: 

• A variant of JPEG storage (Note: although digital signature will not verify for 
DG2, photo must be displayed) 

• Multiple variants of JPEG 2000 storage options 
• Variant with extra Data Groups 
• SHA-25 6 hashing with different digital signature than Silver Data Set 

Optional Test - Multiple ChipICode Tests 

In order to detect whether the reader can decipher a passport fi-om other chips, the readers 
will be tested with chips that have codes other than 'P' in the E/IRZ for document type. For 
Part 2, they will be tested individually. (A reader may be presented with a 'normal' passport' 
that contains an e-visa). 

e-Passports Lab Test 27-29 JUL 04 Regime-Schedule (1 5 JWL 04) 
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As in Part 1, timing, power levels, and accuracy of data retrieval will be recorded for the 
following: 

e-Passports including active authentication 
o Test with correct MRZ 
o Test with incorrect MRZ (not matching chip data) 
e-passports including Basic Access Control 
o Test the Basic Access Control with a 'correct' MRZ 
o Test the Basic Access Control with an 'incorrect' MRZ 
o Test the capability to make manual correction of the MRZ (in case it is 

misread) 
e-passports without either active authentication or Basic Access Control, but 
with a photo larger than 32K in DG2 (pending availability ofttest chips) 

Inlays that are encoded as visas will be available for insertion into e-passports. These will be 
of both types A and B. For testing purposes, it is assumed that the only difference between e- 
visa and e-passport chips will be the "V" vs. "P" indication in the MRZ. In order to 
standardize these tests, there will be two stages 

1) e-passport with 1 e-visa 
a. e-passport type A, e-visa type A 
b. e-passport type B, e-visa type A 
c. e-passport type A, e-visa type B 
d. e-passport type B, e-visa type B 

2) e-passport with 2 e-visas 
a. (a) Above with 2nd e-visa type A 
b. (a) Above with Znd e-visa type B 
c. @) Above with Znd e-visa type A 
d. (b) Above with Znd e-visa type B 
e. (c) Above with 2nd e-visa type A 
f. (c) Above with 2nd e-visa type B 
g. (d) Above with 2nd e-visa type A 
h. (d) Above with 2nd e-visa type B 

Vendors can test their units using different power levels and various combinations of e- 
passport / e-vis,as available at the test center. 
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SCHEDULE 

July 27 
8:30 Registration All 
9:00 Welcome and Description of Tests 
9: 30 Description of Passport Samples 

iE?Ek HOTEL cb,6J 
Description of chip orientation in passports 

10:OO Setup of Equipment and Begin Testing Vendors NBSP 
12:OO Lunch All 
13:OO Testing - Part 1 (Continued) All NBSP 
14:30 Summary of Part 1 Interim Results All NBSP 
15:OO Testing - Part 1 (Continued) All NBSP 

July 28 
8:00 Testing (Continued) All NBSP 

1 1:00 Discussion of Interim Test Results All NBSP 
12:OO Lunch All 
1 3 :00 Testing (Continued) Vendors NBSP 

Special Sessions (Discussion) GovernmentNendors HOTEL 
13:OO Forum A: Durability Tests and Results 
14:45 Break 
15: 15 Forum B: Ergonomics of Inspection Systems 

July 29 
8:00 Testing (Continued) Vendors NBSP 

Special Sessions (Continued) GovernrnentNendors HOTEL 
8: 00 Forum A: Skimming and Eavesdropping 
9:45 Break 

10: 15 Forum B: System Fallback Procedures 1 Processes 
12:OO Lunch ALL 
13:OO Presentation of Results of Testing ALL HOTEL 
14:00 Discussion of next steps ALL HOTEL 
15:OO Adjourn 

NOTE: Special Sessions are available to government and vendors. Vendors can continue 
laboratory testing at NBSP during these sessions. 
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From: 
To: 
Sent: 
Attach: e - ~ a s s ~ o r t  ~ e s t . ~ b t ;  Directions to The, Radisson.doc 
Subject: Fwd: e-passport Testing 

Are you going to this? Will you be setting up, tne . . *  f~e,~ei$fication .,.,, .. ,. aemo? 
thanks 

! 

>X-Sieve: CMU Sieve 2.2 
>Subject: e-passport Testing 
>Date: Tue, 29 Jun 2004 09:49:42 -04Q0, . . 

>X-MS-Has-Attach: yes 
>X-MS-TNEF-Correlator: 

, . . .  ' , I  

>X-Mailscanner: . .  , 
, . .. 

>X-Mailscanner-From: .I . . , ,  o v . :  . ..,.  . , .  
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> 
>As was announced at the special ICAO e-passports Task Force and IS0 WG8 
>session in London (June 17), we will be sponsoring a test in July. The 
>attached file (e-passport Test.ppt)describes the general goals of the 
>tests 
>as presented on the 17th. 
> 
>The sessions will be hosted by the U.S. Department of Homeland Security 
>on 
>July 27-29 at the National Biometrics Security Project laboratory in 
>Morgantown, West Virginia. This is 1 hour south of Pittsburgh, 
>Pennsylvania, USA. A map and directions is included as an attachment to 
>this message (Directions to the Radisson.doc). A block of rooms has 
>been 
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>held at the Radisson Hotel for the nights of July 26,27 and 28. Please 
>refer to "NBSP" when making your reservations. 
> 
>We actively encourage technicians to take part in these tests. This is 
>NOT 
>a competition, but rather an exercise to exchange information &-id to 
>ensure 
>interoperability. At the London meeting, 4 passport reader 
>manufacturers 
>stated that they will participate, and some others indicated that they 
>also 
>might be ready by that date. In addition, we expect passport samples 
>from 
>passport manufacturers and from some nations. The German, Dutch and 
>British 
>Governments have been working closely together on the issues of 
>~nteroperability. They will provide a 'reference' set of readers, 
>reading 
lapplicahons and sample documents, giving the participants the 
>opportunity 
>to test against it. AWARE, Inc. will have a software system at the 
>sessions 
>that can display and present the information in the Logical Data 
>Structure 
>(LDS). 
> 
>There will be separate areas provided for each passport reader 
>manufacturer 
>to set up and work with 1 modify (if necessary) their product during the 
>testing. 
> 
>Chip reader manufacturers and passport manufacturers who will not be 
>able to 
>attend the session are nonetheless encouraged to ship prototype units to 
>NBSP with instructions on how to set up the units and operate them. The 
>units should anive at NBSP by 22 July. The shipping address is: 
> 
> 
> 
> Morgantown, WV 26501 USA 
> 
>Note: Although not the prime focus of the tests, a team from the 
>National 
>Inst~tute of Standards (NIST) will bring a PC-based application that 
>(without addressing proper systems integration) will accept whatever 
>image 
>is recovered from a passport, and an image from a live camera, and will 
>render a verification decision. This is not a 'facial verification 
>testo 
>but will be performed to demonstrate what will be involved in inspection 
>systems once the data is retrieved from the passport. 
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> 
>Another team from NIST will be available to perform tests on 
>eavesdropping. 
>They will set up a loop antenna, amplifier, and oscilloscope , - " .  . to detect 
>information being exchanged between the reader's the passport. They 
>will 
>attempt this at varying distances. An attempt will also be made to 
>determine if the exchange can be 'jammed' (intentionally or 
anintentionally). This is important in order for inspection agencies to 
>take 
>corrective measures in the design of their inspection &eas, should it 
>be 
'necessary. 
> 
>Although not specifically mentioned in the test outline presented in 
>London, 
>Part 1 testing will also include passive authentication. For 
>participants 
>wishing to create chips 1 passports with standard reference DG1, DG2 and 
>signature data sets, please let me know (via e-mail) and I will forward 
>those data files to you. 
> 
>A rough schedule for the tests is as follows: 
> 
>July 27 - 
> 9:00 Welcome and Description of Tests 
>DHS w 
> 9:30 Setup of Equipment Passport 
>Reader Companies 
> 10:OO Description of Passport Samples 
>Participating Nations and 
> 
>Passport Manufacturers 
> 1 1 :00 Testing - Part 1 All 
> 12:30 Lunch All 
> 1 :30 Testing - Part 1 Continued All 
> 2:30 Summary of Part 1 Interim Results All 
> 3:00 Testing - Part 1 Continued All 
> Analysis of Data retrieved from chips 
> (Comparison to supplied DGl and DG2) 
> 
> 
>July 28 
> 
> 9:00 Continuation of Tests (Parts 2 & 3 if possible) All 
> 1 1 :00 Discussion of Interim Test Results 
>All 
> 12:OO Lunch 
> 1 :00 Continuation of Testing 
>Nan-Government 
> Special Sessions - 
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>Government 
> Forum A: Durability Tests and Results 
> Forum B: Ergonomics of Inspection Systems with new 
>Equipment 
> 
>July 29 
> 9:00 Continuation of Tests (Parts 2 & 3 if possible) 
>Nan-Government 
> Special Sessions 
>Government 
> Forum A: Skimming and Eavesdropping 
> Forum B: System Fallback Procedures / Processes 
> 1 2 : 00 Lunch 
> 1 :00 Presentation of Final Results of Testing 
> 2:30 Discussion of Sydney Tests (Week of August 23) and next 
>steps 
> 3:30 Adjourn 
> 
> 
>1 look forward very much to seeing you at the test session. If you 

>that you kt participating, (and the number of people coming), I would 
>greatly appreciate it. 

>US-VISIT, U.S. Department of ~omeland~ecuri ty  

Information Access Division 
(bfb) 

Information Technology Laboratory 
National Institute of Standards & Technology 
Bldg 225, - 
100 Bureau Drive, STOP 8940 ~b%kl 
Gai thersburg, MD 20899-8940 

Fax: 
E m a i l  Cb?Ibl - hnp:Nwww.itl.nist.~ov/iaB 







Test Objectives (continued) 

- 1) Detect how many chips are in range 
- 2) Detect how many are A and B and how 

many are passport, visa andlor other 
- 3) Determine (test) impact of different power 

levels and chip(s) 

- Note: testing assumption: 1 passport chip, with 
2 visa chips 



Passport Reader "Style" 

Closed Passport (if coupled with a 'swipe' 
MRZ reader 

Full page reader: Two Styles 
- Flat (read chip on either page) 

- 90 degrees, with data page read on top (chip 
may be on either page) 



Call for Participation 

Governments 
- Samples of e-passport prototypes 

Chip Vendors 
- Worlung samples encoded with DG 1, DG2 to 

be supplied by testers 

Reader Manufacturers 
- Prototype working readers 
- Technicians should attend testing sessions 





Process 

e-Mailo-;cb)& June 30 
- Company name 
- Point of contact name 1 e-mail 1 phone number 

- Describe what will be provided by your group' 
to test and number of people to attend and 
whether it will be for one or both sessions 



Directions to The Radisson Hotel at Waterfront Place 
Two Waterfront Place - Morgantown, WV 304-296-1 700 

Map Available on line at www.radisson.comlmor~townwv 

From the Pittsburgh Airport 
- Take 60 East towards Pittsburgh 
- Take 1-79 South 
- Merge onto 1-68 East toward CUMBERLAND 
- Take the US-1 19 exit- EXlT NUMBER 1- toward UNIVERSITY AVE.1 

DOWNTOWN 
- Turn LEFT off of the exit ramp 
- Travel towards downtown Morgantown going through 3 stop lights 
- The Radisson is on the LEFT at the 4'h stop light 

Coming North on 1-79: 
- Merge onto 1-68 East toward CUMBERLAND 
- Take the US-1 19 exit- EXlT NUMBER 1- toward UNIVERSITY AVE.1 

DOWNTOWN 
- Turn LEFT off of the exit ramp 
- Travel towards downtown Morgantown going through 3 stop lights 
- The Radisson is on the LEFT at the 4' stop light 

Coming West on 1-68: 
- Take the US-1 19 exit- EXlT NUMBER 1- toward UNIVERSITY AVE.1 

DOWNTOWN 
- Turn LEFT off the exit ramp 
- Travel towards downtown Morgantown going through 3 stop lights 
- The Radisson is on the LEFT at the 4" stop light 

From Washington DC 
- Take 1-270 and merge onto 1-70. 
- Merge onto 1-68 W via Exit I A  on the left toward Curnberland, MD 
- Take Exit 1 on 1-68 
- Turn left onto 1 19 
- Continue for 3.3 miles 
- Radisson at Waterfront is located on Left 
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Sent: 
-- !Sac k.--e:Pa_s=EE%~pt~~~~ ---- ---- . - - 

Subject: RE: Dates for-July testiig __ , _ ___ - -- - - = jA----zL--.-L--------"--;-A-T-- - ---------- ^ - - - ---"I- - ---+- - 

U$ in Montreal, I mentioned e to move the large test to =he 
27th, and that it was being coordinatedlfinalized at the 5-nation confere=ce 

- .  . being held in Williamsburg the following Monday. I'm sony if I didn't ma=e 
it crystal clear and left you with Id sti=l 
be around the 16th. Mea Culpa. 

1 just talked with e o n  the phone. I told him that we can work togethe= 
(2 nations) prior to the 27th and go through tests jointly. In fact, I 
would welcome that wh~ lehea r t~d l~ .  W; can d i i t  at date that is 

.- - -  . . .con_venient with you-: such as  the 16th. _.(Selfishly, it might help the U.=. 
prepare more efficiently for the tests on the 27th-29th). I'm planning t= 
start the detailed test schedule, etc. I don't have a formal test plan 
worked up yet. I wanted to see how the meeting in London went before 

- .  - 
developing it  (and even if - -. the - tests would be possible). 

.. 

The test for passport or visa will be important, especially since the EU =s 
actively considering chip visas. The important thing is to be able to re=d 
the passport chip if the field contains 'other type' chpslantennas. The 

- - -- -. . ?. - - effect of antennas and their orientations could be a major factor. Howev=r, - -- -- -- --. ---.-.-- > ? -  

thFmultipleichip-in-range tests are a later stage: after retrieval of t=e 
data. A standard DG1 and DG2 will be provided to the vendors (by Terry i= 
an e-mail in the next couple of days) so that we can retrieve 'standard' 
information. We will have test equipment in place to ensure that the dat= 
being read is correct (even if the reader may not decipher it properly) 
(oscilliscopes, etc.) Given that the data is retrievabale, NIST is bring=ng 
facial recognition setups to work with the information. Unfortunately w= 

.. - -  - will have to repeat a lot of the Canberra tests, since the manufacturers 

- - 
indicated that they still were not able to fully deal with the probalems 
that we have highlighted.' Hopefully after the London meeting, their 
questions were fully resolved. 

- . - --  - - . . - - - - 

We wouldalso likejo be-able-to detect RF emissions during transmission -- .- - - - - 
(eavesdropping). These items were not outlined in the presentation in 
London, since the focus there was to get the developers to have chips / 



readers that will work interoperably and be able to handle the LDS. 

We will have a team of testers from NBSP, NIST, and representatives from 
participating governments. The manufacturers technicians will be able to 
work on their units during the session to improve performance / resolve 
issues. 

We will have samples from several nations at the test and will run them a=l 
through the various configurations. I'm a little confused by the 'diffemt 
technical solutions' reference that you have (do you mean Basic Access 
Control?) We definitely have to test that -- but we can only get there 
once we're assured that the architecture works without that feature being 
implemented. We have to do in in steps. BAC is part of the testing 
procedure. 

The "Golden Solution" is imperative. I'd like to work with you on this. 
I've been looking at a product 
htrp://~~~.awa~e.com~products/com~ressiodicaopack.html See what you thi=k 
about using it as part of the tests. 

Now that I'm back and can focus a bit, we need to get caught up. One thi=g 
I want to stress, is that we can do tests together at any time that is 
convlenient. Unfortunately the 27-29 dates work out for several nations =nd 
the passport reader vendors didn't believe that they would have anyhng 
ready sooner. 

The "reference implementation" that you talk about is IMPERATIVE. I age= 
w ~ t h  you 1 10%. I hope that I can focus on at I'm back in town a=d 
can 'p~ck  your brain' on what we need for it brain will also nee= 
to be 'picked') 

QYb 1 

seemed to like to the idea of a bi-lateral test still occurring aroun= 
Do you concur? 

-----Original Message----- 
From: 
Sent: Friday. June 25.2004 9:00 AM 



I am a little conhsed from your e-mail and the attached presentation. 

1 When was the schedule revised by whom? In Montreal we agreed on anothe= 
date and we do not even talked about the Sydney meeting. Did I missed 
something? 

2 .  In my understanding the detection if a chip is for passport, vis %...=is 
not covered by the last ICAO Plenary resolutions, ICAO TR on LDS and PKI.=We 
(UK, NL and D) provided Terry with some comments. (Slide 2) 

3. Testing readerslchipsl ... without having a technical spec/mutual agree= 
implementation (Reference Implemantation) is worthless. Because against w=at 
do you want to test? (Slide 2 , 3  and 4) 

4 Will the same testing in be done West Virginia and in Sydney? To be 
honest, I miss a little a structure/roadmap, because the presented testpl=n 
is  simillar to one for the 'Canberra Testing'. I am expecting similar 
results - See 3. And in my personal view, in this case it is doubtful tha= 
Gerrnany will take part, because we will not achieve any progress. 

5.  Who will be the testers? (Slide 5) 

6 In my understanding the major goal of the 'July Testing' in West Virgi-ia 
should be, to achieve a mutual agreed technical solution for reading the 
d~fferent national LDS and PKI solutions. This technical solution could Fen 
be used as a 'Golden Solution' to test different readerdchip d... in 
Sydney. 

7.  I wonder a little what is more important, to be able to read the 
different national technical solutions or to test readdchipd  ... ? 

Looking forward to your reply. 

; 06.25.04 

Betreff: RE: Dates for July testing 
Wichtigkeit: Hoch 

The schedule was revised a while ago to be July 27-29 in West Virginia =t 
the London ICAO e-passports task force / IS0  WG3 meeting last Thursday, 

-1so announced the test in the week of August 23 in Sydney. The 
attached file is what was presented at the meeting. Four reader 
manufacturers committed to coming, and we will have sample passports from=a 



few nations ready. Chip vendors will also likely provide samples, I thi-k 
that most of the technical questions ofmanufacturers were answered at th= 
London meeting. (I don't remember seeing you or Axel at it, however). . . 

- .- - - - ~ ,"*". - - ,  --A- - &aw-- .  
- A - -  -- --..> - > - -  ---. . %. - -  

- . . : -  - - - - . .  . - . .  

In order to plan our travel schedule we need for the upcoming 
consultations with the DHS side a reliable time schedule. 

Follwing the talks between secretaries Ridge (US) and Schily (D), a high 
ranking German delegation from our ministry of the interior plans to 
visit the DHS in Washington on July 15/16 in order to discuss and 

. - 
...................... .::.I _ -1: present the-German advances in the field of biometric MRTDs (passports - - - 

and visa). 

Ideally, we would start our technical consultations in West Virginia 
(with technicians, programmers) Monday 12 or Tuesday 13 in order to 
refer to those results on July 15/16 in the official meeting in 
Washington. 

. - 

%e secondbest po&.ibiliti would be to-start with the official meeting 
in Washington July 1511 6 md let the technical consultations in West 

.- Virginia follow, starting Monday, July 19. 
"__ .__ ___"- ^ ------- -- --- - - ---- -- -we---- - ---- -- -- ----- - --- -- - . 
-* - A.-J-----4,----.-A-- - . - . . _. _ --._ i- - -- - /- - - - -- - 

---- - - - * - ---- - - - 
-'- W e  havexa lot of pressure~~tho-se dates;- G-could-yTi please get back 

- - -- to me today by phone (best mobile) to confirm those dates? 1'11 try to 
ca!l y - 

- Mit fi-eundlichen ~ r i i ~ e n ,  







Test Obj ectives (continued) 

Part 3 
- 1) Detect how many chips are in range 
- 2) Detect how many are A and B and how 

many are passport, visa andlor other 
- 3) Determine (test) impact of different power . 

levels and chip(s) 

- Note: testing assumption: 1 passport chip, with 
2 visa chips 





Call for Participation 

Governments 
- Samples of e-passport prototypes 

Chip Vendors 
- Working samples encoded with DGl, DG2 to 

be supplied by testers 

Reader Manufacturers 
- Prototype working readers 
- Technicians may attend testing sessions 





Process 

e-Mailo& June 30 
- Company name 

- Point of contact name I e-mail I phone number 

- Describe what will be provided by your group 
to test and number of people to attend and 
whether it will be for one or both sessions 



few natlons ready. Chip vendors will also likely provide samples. I thi=k 
that most of the technical questions of manufacturers were answered at th- 
London meeting. (I don't remember seeing you or Axel at it, however). 

- 
as- already wrote: 

In order to plan our travel schedule we need for the upcoming 
consultations with the DHS side a reliable time schedule. 

Follwing the talks between secretaries Ridge (US) and Schily @), a high 
ranking German delegation from our ministry of the interior plans to 
visit the DHS in Washington on July 15116 in order to discuss and 
present the German advances in the field of biometric MRTDs (passports 
and visa). 

Ideally, we would start our technical consultations in West Virginia 
(wlth technicians, programmers) Monday 12 or Tuesday 13 in order to 
refer to those results on July 1511 6 in the official meeting in 
Washington. 

The second best possibility would be to start with the official meeting 
in Washington July 1511 6 and let the technical consultations in West 
V~rginia follow, starting Monday, July 19. 

We have a lot of pressure on those dates, so could you please get back 
LO me today by phone (best mobile) to confirm those dates? I'll try to 
call you as well. 

Mi t freundlichen GriiBen, 



Subject: RE: ~ p w m i n g  e-passports tests 

Great ! 

To: 

For the first POE tests I can easily bring a PC-based application to the 
party that (without addressing proper systems integration) will accept 
whatever image is recovered from a passport, and an image fiom whatever live 
camera is used, and will render a verification decision. I'd use one or 
more vendors' SDKs inside this application. 

> Well -- I'm finally back! 
> 
> As you (hopefilly) know, ICAO approved the Logical Data Structure (LDS) 
and 
> the PKI schema for e-passports at its meeting in Montreal during May. 
Thls 
> was followed by a joint meeting of the e-passports task force from ICAO 
and 
> WG8 h m  the International Standards Organization (ISO). That meeting 
> occurred in London last Thursday. The purpose was to bring together 
> national government representatives, chip manufacturers, passport 
> manufacturers and passport reader manufacturers and resolve any final 
> questions that they have on the technical aspects of implementing 
> e-passports and developing the readers to work with them. I believe that 
> the meeting was successful in that reghd. I should have a copy of the 
> questions and answers raised at that meeting in the next day or so. I 
wi 11 
> forward them to you immediately. 



> One important outcome of the meeting was that we publicized the plans for 
> the Morgantown, West Virginia (at the National Biometrics Security project 
> laboratories) and Sydney tests. I wrote the attachment to this e-mail 
> during the meeting there. (ofAustralia - who c w e d  the 
> London meeting) and I b the representatives. We have 
> commitments from at least 4 passport reader vendors to participate, and 
> possibly other will come as well. We will have a few chip venders 
bringing 
> their samples, as well as prototype passports from the US, Germany, 
> Austraha, NZ, and Belgium. The focus of this test will be to get the 
chips 
> read and the data properly retrieved. I would like to see the details on 
> what tests that NIST-WEST has worked up. We need to order whatever 
> equipment is needed to perform those tests and have it ready in time. 
Also 
> -- during the tests, we will want to have enough space for the 
techclans 
> h r n  the various groups to work if they discover problems with their 
> implementations. We will want to be able to test the readers separately, 
> wthout having one vendor see the work going on with his competitors. 
Also 
> - we will need to ensure an adequate number of rooms at the hotel for 
> people and get a good rate for them. I will work on an agenda, with some 
> tune for nations to brief about their testing work done to date and the 
> status of their passport development~production. The West Virginia tests 
> w-111 allow manufacturers to 'iron out' their problems with interaction 
from 
> us. This will be followed a month later by a test during the week of 
August 
> 23 in Sydney, Australia. ~ollowing that session, the vendors should be 
able 
> to finalize their products and the nations should be able to proceed with 
> their plans for passport production and reader specifications. 
> 
> We will conduct a 'mock port of entry' test during November. For this 
test, 
> we will set up an inspection booth and m several people through. We 
w1ll 
> also include imposters in the tests. We want to find the best 
'ergonomics' 
> for the layout and develop processes and procedures that will work. It is 
> important to remember that the e-passport system, at this point, will be a 
> stand-alone unit. We will not be integrating it with IBIS or anythmg 
else 
> during these tests. 
> 
> Following the November tests, we will prepare for the live tests. These 
> will be conducted at LAX (Terminal 4 for Qantas; other terminals (?) such 
as 
> Terminal 2 for Air NZ), IAD, Sydney (Australia), and possibly Brisbane 



> (Australia) and FrankfUrt (Germany). These tests will run until about 
May. 
> We should have passports issued to citizens of the US, Australia, NZ, and 
> Belgium by the time of the tests. ~ermany and the Netherlands may also be 
> able to issue a limited number of passports by that time. The first test , 

> participants from the US will be official passport holders, and probably 
> airline crew. The US DOS may issue passports h e  of charge (for limited 
> duration) to air crew who would be willing to participate in the test. 
> Australia will start issuing their passports to QANTAS crew. I have not 
> c o n h e d  yet whether Denmark and Finland will have their passports 
issued 
> by that time. In order to meet the likely October 26,2005 deadline for 
> having the capability to deal with e-passports at ALL ports of entry, we 
> will need to start installing reader units in June at about the rate of 25 
> POEs a week! We need to pull together a team to plan for the tests 
> (US-VISIT Increment Management?) - which lanes to use (i.e. can we use 
the 
> INSPASS referral lane as a 'carrot' for the test participants?); how to 
> tram the staff for the tests; how to collect and analyze the data from 
the 
> test, etc. 
> 
> For all of the upcoming tests, it is important that our team involve 
people 
> who have 'real life' experience on the h n t  line with Inspections, as 
well 
> as people involved in Standard Operating Procedures, technical testing, 
etc. 
> (US-VISIT Mission Ops, CBP-OFO, ...) 
> 
> I t  will be an exciting next few months, and I look forward to the it all. 
I 
> hope that you do, too! 
> 
> Thanks, 



From: 
To : 

Sent: 
Attach: e - ~ a s s ~ o ~ ~ e s t . p p t  
Subject; Upcomlng e-passports tests 

Li'cll - -  I'm finally back! 

As you (hopefully) know, ICAO approved the Logical Data Structure (LDS) and 
the  P K l  schema for e-passports at its meeting in Montreal during May. This 
was followed by a joint meeting of the e-passports task force from ICAO and 
\\'C S from the International Standards Organization (ISO). That meeting 
occurred in London last Thursday. The purpose was to bring together 
nntlnnal government representatives, chip manufacturers, passport 
manufacturers and passport reader manufacturersand resolve any final 
questions that they have on the technical aspects of implementing 
t.-passports and developing the readers to work with them. I believe that 
the meetlng was successful in that regard. I should have a copy of the 
;...::\:i~)i:s a11d L I L ( I S W ~ ~ S  raised at that meeting in the next day or so. I will 
forward them to you immediately. 

One  Imponant outcome of the meeting was that we publicized the plans for 
the Morgantown, West Virginia (at the National Biometries Security project 
i.ihorntnnes) and Sydney tests. I wrote the attachment to this e-mail 
d u r i n y  the meeting there (of Australia - who chaired the 
1 : i ~ i o n  n lce~lng)  and 1 the representatives. We have cbyb) 
cornrn~trnents from at least 4'passport reader vendors to participate, and 
possibly other w~ll  come as well. We will have a few chip venders bringing 
thelr samples, as well as prototype passports from the US, Germany, 
4ustralia, NZ, and Belgium. The focus of this test will be to get the chips 
read and the data properly retrieved. I would like to see the details on 
what tests that NIST-WEST has worked up. We need to order whatever 
:.;.i:prnenr I S  needed to perform those tests and have it ready in time. Also 
--  dunng the tests, we will want to have enough space for the technicians 
f r o m  the vanous groups to work i f  they discover problems with their 
~mplementat~ons We w ~ l l  want to be able to test the readers separately, 



without having one vendor see the work going on with his competitors. Also 
- we will need to ensure an adequate number of rooms at the hotel for 
people and get a good rate for them. I will work on an agenda, with some 
time for nations to brief about their testing work done to date and the 
status of their passport development~production. The West Virginia tests 
will allow manufacturers to 'iron out' their problems with interaction from 
us. This will be followed a month later by a test during the week of August 
23 in Sydney, Australia. Following that session, the vendors should be able 
to finalize their products and the nations should be able to proceed with 
their plans for passport production and reader specifications. 

We will conduct a 'mock port of entry' test during November. For this test, 
we will set up an inspection booth and run several people through. We will 
also include imposters in the tests. We want to find the best 'ergonomics' 
for the layout and develop processes and procedures that will work. It is 
important to remember that the e-passport system, at this point, will be a 
stand-alone unit. We will not be integrating it with IBIS or anything else 
during these tests. 

Following the November tests, we will prepare for the live tests. These 
will be conducted at LAX (Terminal4 for Qantas; other terminals (?) such as 
Terminal 2 for Air NZ), IAD, Sydney (Australia), and possibly Brisbane 
(Australia) and Frankfurt (Germany). These tests will run until about May. 
We should have passports issued to citizens of the US, Australia, NZ, and 
Belgium by the time of the tests. Germany and the Netherlands may also be 
able to issue a limited number of passports by that time. The fxst test 
participants fkom the US will be official passport holders, and probably 
airline crew. The US DOS may issue passports free of charge (for limited 
duration) to air crew who would be willing to participate in the test. 
Australia will start issuing their passports to QANTAS crew. I have not 
confirmed yet whether Denmark and Finland will have their passports issued 
by that time. In order to meet the likely October 26,2005 deadline for 
having the capability to deal with e-passports at ALL ports of entry, we 
will need to start installing reader units in June at about the rate of 25 
POEs a week! We need to pull together a team to plan for the tests 
(US-VISIT Increment Management?) -- which lanes to use (i.e. can we use the 
INSPASS referral lane as a 'carrot' for the test participants?); how to 
train the staff for the tests; how to collect and analyze the data from the 
test, etc. 

For all of the upcoming tests, it is important that our team involve people 
who have 'real life' experience on the front line with Inspections, as well 
as people involved in Standard Operating Procedures, technical testing, etc. 
(US-VISIT Mission Ops, CBP-OFO, ...) 

It will be an exciting next few months, and I look forward to the it all. I 
hope that you do, too! 

Thanks, 
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X-Spam-Flag: NO 
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All: 

Attached is the zipped file consisting of the final standards to 
date. Am 
going ahead and sending this separate from anything else as it is 
HUGE ! 
Hope I don't clog anybody's pipes getting this to you! 

More to follow in other notes. Thanks for participating today! 

Hope you all have a great weekend! 

-<TAG 15. zip>> 1 .  , / /  \ 

- 0 am 
Phone : 
Email : 

Printed for - 1 



From: 
To : 

Sent: 

rage I or 3 

Attach: ~x~ectations for contactless reader.doc 
Subject: FW: e-Passports - Expectations for Contactless Readers 

This is the set of guidelines for the Australia test on Feb. 5,6.  I will 
be amending along with from the DOS. I think we will gain 
a lot of information proceed with our work here. 

cwQ> 
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rage 3 or 5 

--t 
Subject: e-Passports - Expectations for Contactless Readers 

Hello All, 

h a s  asked me to send this attachment to everyone on the 
mailing list 
from the ICAO/NTWG e-Passports Task Force meeting he chaired in Glasgow 
last September, 

The document is self-explanatory, but please reply by return email with any 
questions. 

Regards 

(See attached file: Expectations for contactless reader,doc) 



Passports Branch, DFAT Biometries R&D Project 

BACKGROUND 

th th On 5 -6 February 2004, the Australian Department of Foreign 
Affairs & Trade - Passports Branch will be conducting a series of 
tests of different contactless chips, readers and writers. 

The aim is to identify the readerslwriters in the marketplace and 
their effectiveness at reading contactless chips on which data has 
been written in accordance with the ICAO blueprints for 
deployment of biornetrics in passports - in particular IS0 14443 
Type AIB and the Logical Data Structure specified by ICAO for 
formatting of passport electronic data. 

You are invited to provide any of the following: 

Contactless chip(s) of capacity >= 32 Kilobytes in either 
credit card format or embedded within sample passports 

Chip writers and Chip readers (which can be combo devices) 
on their own and/or combined with passport MRZ readers 

The testing will be informal and on a "good faith" basis. The 
objective is simply to see how well contactless chips and 
readerlwriters "plug and play". 

We will pay for return of any equipment sent. 

It is likely representatives of other Governments besides Australia 
will participate in this informal testing exercise. 

Delivery address for equipmentlpackages is to 

The RG Casey Building 
BARTON ACT 2600 AUSTRALIA 

For all shipments please advise by email the courier, date sent 

bYii ) 
Shipments should be sent as soon as possible to avoid any 
possible hold-ups in C~~stoms. 

10 January 2004 
/ 



Passports Branch, DF AT Biometxics R&D Project 

EXPECTATIONS FOR CONTACTLESS READERNVRITERS 

Hardware and Interface 

Must conform to IS0 14443. Must read both Type A and Type B. Must 
write either Type A or Type B or preferably either Type. 
Must read at a distance of up to 2cm 
Device drivers for Microsoft Windows 2000 or XP. 
Conformance to Windows PClSC standard - Highly Desirable. 
Connection - USB 1.1 or 2.0 preferable. Serial or parallel will be 
accepted. 
Able to handle extended length in the IS0 781 6-4 READ BINARY 
command 
Reader must be capable of accepting ID3 size cardslpassport books 
Form Factor - Flat Bed Scanner is preferable to Slot 

Software 

Application that will show presencelabsence of chip 
Display results from ATR (Serial number etc) 
Data rate of 106kbps\ 
Read cards with 32 Kilobytes (or more) of data 
Supply of demonstration software to write and read (in a format 
of your choice) 
Supply of at least one demonstration contactless card 
(preferably >= 32K but lower will be accepted) 
Must support commands SELECT FILE, READ BINARY 
Should support commands GET CHALLENGE, EXTERNAL 
AUTHENTICATE, PSO-MSE, PSO-CDS 

Desirable 

Supply of demonstration software to read data from a card 
structured in ICAO LDS version 1.0 format or later. 
Display the data on Screen by LDS Data Group 
Display reading speed for each DG and for overall data 
Data rate of 21 2kbps, 424kbps or greater 

Documentatlon 
Any special instructions, observations or questions you may have 
For Readers manufacturers - list of cards/manufacturers you believe 
your reader works with - and those you believe it does not work with 
For chip manufacturers - list of readers (make and model) you believe 
your reader works with - and those you believe it does not work with 

10 January 2004 



Sent:  ~ o n d a ~ ,  ~ e c e m b e r  22,2003 4:19 PM 
Attach: InrernenQA-Team Mtg (22 DEC 03).ppt 
Subject: lnc 2A Overvlew 

.-Irtached 1s the Increment 2A Overview briefing updated after last week's 
rncetlngs. reviews and comments. 

P!c:ist. let me know ~f you have any questions or comments. 

.-lnrement2,4 Team Mtg (22  DEC 03).ppt>> 







US-VISIT Program (Continued) 

Enhance the security of our citizens and visitors 

Expedite legitimate travel and trade 

Ensure the integrity of the immigration system 

Safeguard the personal privacy of our visitors 

Protect the environment 

The United States Visitor and Immigrant 
Status Indicator Technology 3 



US-VISIT Implementation Requirements 

lncrement 1 - 12/31/03 
Air & Sea 

lncrement 2A - 1 0126104 
Air, Sea & Land (Read biometricallv enabled documents) 

lncrement 2B - 12/31/04 
Land 

lncrement 3 - 12/31/05 

lncrement 2B extended capability to remaining land POEs 

lncrement 4 - End Vision 

Single Interface and System Modernization 

The United States Visitor and Immigrant 
Status Indicator Technology 4 



US-VISIT Increment 2A 
Mission: 

To acquire and deploy document readers with the capability to 
read Integrated Circuit (IC) chips on biometrically enabled 
travel documents that are compliant with International Civil 
Aviation Organization (ICAO) standards and use biometric 
verification techniques as part of the identity checking process. 

The United States Visitor and Immigrant 
Status Indicator Technology 5 







Preparation Responsibilities 
Biornetrics Evaluation Team 

Finalize International Standards for IC Passports 
Determine VWP nation eligibility criteria 
Establish national and international working arrangements 

= Determine test and evaluation methodology 
= Acquire test samples (chips, passports, readers) and facial recognition systems 

Perfonn laboratory tests 
= Perform mock POE tests 
= Develop specifications for workstations and hardware / somare acquisitions / 

modifications / upgrades 

= Joint Biometrics Evaluation 1 Implementation Teams 

Acquire and install units for live tests 
= Perform live test and provide feedback for final design 

= Implementation Team 
= Acquire and install full operational capability at all POEs (OCTOBER 26, 2004) 

@ Homelaiid 
L,,, It& Security 

The United States Visitor and Immigrant 
Status Indicator Technology 8 



Increment 2A Activity Areas 

Quality Standards Equip. Specifications 

Functional Reqmts 

SDLC Documentation 

Capacity Planning 
I Implementation Planning I I 
i .., . : 

The United States Visitor and Immigrant 
Status Indicator Technology 9 



Increment 2A Timeframes 

Germany 
Australia 
Passports 

Avail 
Germany 

1 
Issue 

DoS Australia DoS US-VISIT 
Chips Chips Passports Reader Inc 2A Inc 2B 
Avail A ~ i l  Avlil RFP Testing, DONE 

Training & 
DONE 

1 Deployment 

2004 4 F 1 1 
Jan I Feb I Mar I Apr I May I Jun I Jul I Aug I Sep 1 Oct I Nov I Dec 

System Engineering and 
Legacy System Modifications 

r x 

Production 
Ready 
Target 

Deployed 
capability 
at ALL 
POEs 

The United States Visitor and Immigrant 
Status Indicator Technology 10 





Stand-Alone Alternative 

Kiosk - VW traveler places passport on kiosk reader and has photo taken with 
facial recognition performed in kiosk. Results from the kiosk forwarded to 
. inspector in booth. Place in queue or before one designated lane 

System placed at inspection booth (not a kiosk) - Inspector directs VW traveler 
on usage and can view results 

Level 0 - Feasible 

Level 1 - Feasible; Requires periodic updates of digital signature tables 

Level 2 - Feasible; Requires periodic updates of digital signature tables; 
Requires full page reader 

Level 3 - Feasible; Requires periodic updates of digital signature tables and 
fixed facial watch list data 

Level 4 - Infeasible 

The United States Visitor and Immigrant 
Status Indicator Technology 12 



Integrated Upgrade Alternative 

Link results of passportlchip reader to inspector's workstation and IBIS 

Design could be either kiosk or countertop units 

Level 0 - Feasible 
Level 1 - Feasible; Requires periodic updates of digital signature 
tables 
Level 2 - Feasible; Requires periodic updates of digital signature 
tables; Requires full page reader 
Level 3 - Feasible; Requires periodic updates of digital signature 
tables and fixed facial watch list data 
Level 4 - Feasible; Allows possibility of linkage to TTlC data 

Hornel and 
Sect~ri lv 

The United States Visitor and Immigrant 
Status Indicator Technology 13 
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Technology Implic-ations for Increment 2A 

Facial Recognition Technology 
Technology and vendors are still emerging 
Numerous issues with performing analysis based upon photo capture in "real world" situations 
(e.g., poorly lit POE lanes) 

Passport Readers 
14443 Chip Reader for ICAO LDS will be slow (estimates at 7 seconds) 
Format factor and inspector processing necessitate integrated device for both full page 
scanning and chip reading 

Systems Engineering 
Numerous stakeholders and organizations supporting this effort 
Many technical decisions have operational considerations 
Standards and standard operating procedures are in flux (e.g., ICAO Digital Certificate 
processing) 

Interfaces with Inspector 
Screen modification to reflect results of biometric verification and checks of MRZ and 
printed photo against data stored on chip 

The United States Visitor and Immigrant 
Status Indicator Technology 17 



Technology - Facial Recognition 
Tests were performed by NIST & DARPA (FRVT 2002). 

Top vendors: Cognitec (Germany) & ldentix (US) 
Tests by NIST: Improved accuracy by combining results of the two vendor algorithms 

One-to-one comparisons for VERlFlCA TlON is what is required by law. 
False Rejection and False Acce tance rates very low 4% based on good quality comparison pictures like hose in passports and with 
good lighting on h e  subject f o r k  l i e  image 
One-to-one comparison used for identity verification and document fraud detection 

For a one-to-many (-1 0,000) comparison with a 1 % false hit rate test 
results are approximately 52% accurate. 

For a one-to-few comparison (-1 00) with a 1 % false hit rate test results 
are approximately 75% (Watch list). 

In order to achieve rejection rates <I % must limit candidate gallery to about 100 images 
If watch list implemented, must have a dynamic generation of the watch list suited to h e  traveler type (RESEARCH AREA not expected for 
October 2004 ~mplementation) 

The statistics improve with multiple systems or multiple images (or both). 

The United States Visitor and Immigrant 
Status Indicator Technology .18 



Preparation - Facial Recognition 

Examine enrollment photos from IDENT: IMAGE QUALITY TEST 
(already funded) 

= Photos from IDENT cross-matched with IBIS data to provide an input tape to NlST 
with images tagged by POE, lane, date & time 

= Determine if photos can be successfully processed in a test environment at NlST 
using the facial recognition algorithms validated by FRVL?002 (Cognitec & IDENTIX) 
Examine problems by location of photo image 

Determine changes in lighting, background, and/or positioning to get images 
usable in facial recognition 

= Determine if current cameras need replacement for lncrement 2a 
= Document changes as input to lncrement 2a implementation / facility modifications 

Laboratory Preparation (already funded) 
= NlST to specify parameters for 1-1 verification settings in facial algorithms based on 

policy input from US-VISIT (target rejection levels) 
NlST to develop process to merge recognition algorithms with the highest scores from 
FRVT 2002 

The United States Visitor and Immigrant 
Status Indicator Technology 19 



Technology - Passport Readers 
Existing Technology 

Swipe readers at POEs to get MRZ data 
= Full page readers incorporated in exit kiosk design extracts MRZ data and performs some fraud 

analysis 
Chip readers are commercially available for 14443 chips 

= Requirement: For certain VWP nations the MRZ is the key used to open 
'the chip so that biometric data can be extracted from the chip and used 
for a live comparison against the biometric sample collected from the 
traveler 

Need: Integrate capability to perform a full-page read and access 
the chip using proximity readers 

Full page readers offer capability to do more extensive fraud detection 
= Compare printed photo to photo stored on the chip to detect photo substitution 
= Examine holograms and security features of passports (magnetic threads, etc.) that should be 

present on authentic passports 

Current Status: At least 2 passport reader manufacturers have 
developed ,prototype full page I chip readers for the new passport 
formats 

The United States Visitor and Immigrant 
Status Indicator Technology 20 





Fro 
To : 

Attach: VWP WG Meeting (16 DEC 03).xls; Inc 2 VWP WG Minutes (I6 DEC).doc; Increment 2 PMP (19 
DEC 03) P98 mpp 

Subject: VWP WG Meeting 16 DEC 03 

.. - - [ ~ f  gte =so 9]><![endlf]--> 
\!I 

Attached are the =esults of last week's Visa Waiver Program (VWP) Working Group (WG) meeting (16 DEC =3).  
The files include the meeting attendees list, notes, and an =pdated project schedule. 

Please let me know if =ou have any questions. 

 HOD^ you a n d  yours =ave a safe, happy holiday season! 



VWP WG Meeting (1 6 DEC 03) 1 8/24/2005 
, . .  
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Fron  
To: 

Cc :  

Sent 
Attach: VWP ~ ~ ' ~ e e t i n ~  2 DEC 03.xls; Inc 2 VWP Meeting (2 DEC) Mod 10 DEC 03.doc; Increment 2 

VWP PMP (1  0 DEC 03).mpp; Diplomatic Note VWP.doc 
Subject: FW: VWP WG Meeting 2 DEC 03 

- T - ,  

' .  . ... j A! 2 fric.tidi> reminder of the Visa Waiver Program meeting next 
Tiicsilny. 16 DEC. We have the US-VISIT conference room, #5910, here in 
; : l i xb l~ .n  resened from 1400- 1600 for this meeting. 

I nad rnlstaklngly stated in the last paragraph of the meeting notes from 2 
DEC that this would be held on 17  DEC, it  will NOT, this meeting is separate 
from the 17th meeting with DOS. The red-linedlupdated meeting notes are 
..::.:,i,i.C dung ~ i t h  an updated schedule file dated 10 DEC 03 (whlch reflects 
the updates received from State milestone slide and a few additional 
r,i>ht; srlirus updates). 

Plt.,ist. reply to this note i f  you do not w ~ s h  to be included on these 
disrn butions/list(s). 

: .:;A>, ~ n d  sce ~ U U  on the IOth! 



Attendees List 

- DHS US-VISIT - , 
DHS US-VISIT 

VWP WG Meeting 2 DEC 03 
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Sent: VVednesaay,-December 10,2003 12:13 PM 
Subject: FW: ICAO-NTWG Glasgow 17-1 8 September 2003 - Presentation Material - Amendment 

Gentlemen: 

/asked that I forward you the following ernail and URL with posted 
results andlor presentations from the SEP 03 Glasgow meeting. 

Hope this information is useful. 
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- Amendment 

All, My apologies, in the original email I omitted to give you the Userid 
for ICAO-NTWG. It is include below. 

All, 

q-*f ICAO-NTWG e-passports  ask ~ o r c e  is pleased to (b fb ) 
announce that presentation material from Glasgow is now available. 

We apologise for the delay with distribution but commitments since the 
conference have been extremely heavy. In addition we wanted to 
ensure the material was presented in a professional way. 

To access the information go to: 

Every effort has been made to ensure the presentations are displayed as 
they were supplied. If that is not the case please advise the originator of 
this email. All documents are presented in pdf format and it was necessary 
to convert some from mpp, this was to enhance the security of the document 
from manipulation. 

I f  you no longer wish to be on the distribution list for NTWG ePassport 
material or have received this email in error please advise the originator 
then delete the email. 

If on the other hand you are aware of others that are not on the 
distribution list and would wish to contribute to the NTWG e-Passport 
project please ask them to email the originator. 

Passports Australia 




