STATE OF TEXAS

REPORT OF EXAMINATION OF HART INFORMATION SERVICES’ ¢SLATE
VOTING SYSTEM

PRELIMINARY STATEMENT

On May 16, 20600, Hart Information Services, Inc. (the “Vendor”) presented its eSlate voting
system for examination and certification. The examination was conducted in Austin, Texas.
Pursuant to Sections 1213.035(a) and (b) of the Texas Election Code, the Secretary of State
appointed the following ¢xaminers:

Mr. Nick Osborn, an expert in electronic data communication systems;
Mr. Tom Watson, an expert in electronic data communication systems;
Mr. Barncy Knight, an expert in election law and procedure; and

Ms. Terry Vickers, an expert in electronic data communication systems.
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Pursuant to Section 1.2.035(a), the Texas Attorney General appointed Dr. Michael
Shamos, an expert in electronic data communication systems.

After the Vendor presented its system, the examiners examined it and cast ballots. Examiner
reports on the system are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF THE ¢SLATE VOTING SYSTEM

The eSLATE voting system is a DRE (“Direct Recording Electronic”) for elections
consisting of three subyystems: the Ballot Origination Software System (“BOSS”), the
Precinct Veoting System (“PVS”), and the Tally System (“T'S”).

The BOSS version 2.0 is used to set up the ballot and produce flash cards called Mobile
Ballot Boxes (“MBB”) version 1.08 to initialize each precinct. The MBBs are then loaded
into Judges Booth Controllers (“JBC”) version 1.08 at the precinct level by the presiding
judge. BOSS was presented at the examination.

The PVS consists of a JBC, a standalone device powered by an uninterruptible power
supply and connected {o a printer for producing precinct total reports. The JBC is
networked by cable to up to 12 Electronic Voting Units (“EVU”) version 1.08, which are
touch screen DRE machines designed for voting at the precinct level. Once the voter has
cast his or her ballot, the votes are recorded onto both the JBC and the MBB. The EVU is
disabled until re-activated for the next voter. After the polls close, the JBC can either print
out tetals or transfer rcsults by modem to the central counting station. If the modem
option is uscd, the vote totals must be printed from the JBC before the modem transfer is
initiated for verification purposes.

The TS version 2.1 is a ’C into which precinct results are compiled for an election, either
directly by loading the MBB from the various precincts or by recciving results by modem
from JBC at the precinct level. The TS accumulates the totals and prints reports.

FINDINGS

The following are my independent findings, based on oral evidence presented at the
cxamination, written evidence submitted by the Vendor in support of its application for
certification, and the findings of our voting system examiners as set out in their written
reports. '




The ¢eSLATE system mects the standards for certification as prescribed by Section 122.001 of
the Texas Election Code. Specifically, the system:
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Preserves the secrecy of the ballot;

Is suitable for the purpose for which it is intended;

Operates safely, efficiently, and accurately;

Is safe fromn fraudulent or unauthorized manipulation;

Permits veting on all offices and measures to be voted on at the election;
Prevents counting votes on offices and measurcs on which the voter is not
entitled to vote;

Prevents counting votes by the same voter for more than one candidate for the
same office or, in elections in which a voter is entitled to vote for more than one
candidate for the same office, prevent counting votes for more than the

.- number of candidates for whom the voter is entitled to vote;

Prevents counting a vote on the same office or measure more than once;
Permits write-in voting;

Is capable of permitting straight-party voting; and

Is capable of providing records from which the opceration of the system may be
audited.

INDEPENDENT TESTING AGENCY APPROVAL

The Sccretary of State has received confirmation of the approval of the eSLATE Voting
System (firmware versicn 1.08, BOSS version 2.0,.and Tally System version 2.1) by Wyle
Laboratorics, an independent testing authority, reference no. Wyle J/N 42062, purchase
order no. 0098-0083.

CONCLUSION

The examiners recommended certification, subject to the Secretary’s determination that the
Vendor address the issucs raised in their reports. The Vendor presented modifications to its
system for review in Austin on August 21, 2000. The changes adequately addressed the zero
total report, private (protective) counter, and audit log content concerns set out in the
examiners’ reports. Accordingly, I hereby certify the eSlate voting system for use in elections

in Texas.

-

Certified under my hand and seal of office, this /z‘- day of », 2000.

ELTON BOMER
SECRETARY OF STATE




Information Services Divisicn
P.O. Box 12887
Austin, Texas 78711-2887

Elton Bomer
Secretary of State

Office of the Secretary of State

TO: Ann McGeehan
Elections Division Director
FROM: Terry Vickers
Voting System Examiner, Elections ASM
DATE: June 13, 2000
RE: Hart Election Services, Inc. d/b/a/ Worldwide Election Systems submitted

a new DRE voting system (yet to be named) for certification

A voting system certification examination was held at the Office of the Secretary of State
Elections Division on Wednesday, May 16, 2000. Hart Election Services, Inc. d/b/a/ Worldwide
Election Systems submitted their new DRE voting system Ballot Origination Software System
(BOSS), TALLY v1.1 software for the Precinct Voting System (PVS) for certification in Texas.

All comments and reconamendations made in my capacity as an examiner of voting systems are
based on documentation and demonstrations provided by the voting system vendor. These
comments are not intencled for use as specific recommendations on product development,

The Precinct Voting System (PVS) is a Direct Recording Electronic (DRE) voting system
designed to manage, conduct, and report on elections. The Precinct Voting System is used for
the precinct polling places and early voting sites. '

The Precinct Voting System is distributed from a central location to geographical precincts or
early voting sites. The central location, or headquarters, corresponds to the main offices of the
jurisdiction. The precincits are election districts divided geographically according to population
and jurisdictional boundaries. Early voting sites are selected geographical locations within a

jurisdiction that support the complete election and allow voters from any precinct to cast their
vote.

The networked Precinct Voting System is made up of a controller, called the Judges Booth
Controller, and multiple voter input devices, called the EPC.

The four major components of the Precinct Voting System include:

1. Judges Booth Controller (JBC) v1.04.03 - The JBC is a stand-alone device located at each
precinct-polling place that controls from one to twelve EPC’s. ‘

Come visit us on the Internet (@ httn://www.sos.state. tx.us/




2. EPC - The EPC is usecl for voting, presenting the ballot to the voting public and accepting
their selections. The EPC has the following additional feature in a recessed cavity in the back for
installation of an optional Disabled Access Unit (DAU).

3. Disabled Access Unit (DAU) - The DAU is an optional device that can be included in the
EPC and uses a slot to insert a FLASH memory card containing audio data.

4. Mobile Ballot Box (Mobile Ballot Box) - A reusable, portable FLASH memory device, the
Mobile Ballot Box is used for storing and transporting election information to and from the
polling places. FLASH memory does not require batteries to maintain the data written to it.
The Electronic Ballot Data contains; All possible ballot styles for the jurisdiction, A list of
polling places and allowable ballot styles for each, Ballot format information for display on the

EPC, A list of serial numrbers, both public and private for allowable EPCs and JBCs, and
Passwords

The Ballot Origination Software System (BOSS) v1.21 product is for the county-level election

office that defines and produces its own ballots. BOSS is expected to be used in conjunction

with other products in the Worldwide Election Systems product line, such as the Judge's Booth

Controller (JBC), Electrenic Punch Card (EPC), and Tally software. The primary function will
" be to generate ballot definition information that can be used in these other products.

The following describes the minimum hardware and software needed for BOSS CLIENT AND
SERVER MACHINE:

- Single processor, Pentium (300 MHz clock speed or better)

- 64 MB RAM, with at least 256MB/512MB swap files

- (1) 10 GB Hard disk

- CDROM and Floppy Drive

- Parallel interface

- 12/24 GB DAT Tape Drive or CD/RW drive

- Monitor - Screcn Resolution set to 1024 x 768 pixels.

- Microsoft NT 4.0 Server ( Service Pack §)

- (1) Uninterruptible power supply (UPS) sufficient to power the BOSS machine for five
minutes

- Sybase SQL Anywhere 5.5.04 - included in the BOSS install program

The Tally System v1.1 is used to tabulate votes from ballot images gathered from various ballot
formats supported by Worldwide Election Systems (WES) products. The Tally system will read

in the ballot images, verify their authenticity, tabulate the results of each contest, and report on
those results.

Recommendation: The PVS/EPC has a public counter only and does not track all votes cast on
that particular unit for an election. Only the JBC maintains a private counter to track all votes
for an election. If an EPC becomes defective during an election, a reconciliation process with
the JBC private count with public counter on the EPC should be implemented.

A side note, the JBC had no way to audit the number of Spanish ballots used, which could be an
issue for challenge.

I recommend certification.




HART — Worldwide Election Systems

Worldwide Elections Systems demonstrated their voting system in Austin on
May 16, 2000. This was the first time the system had been examined.

The system is comprised of 3 main subsystems.

BOSS

The Ballot Origination Software System, BOSS, is used to define an election. It
runs on a standard PiC using the NT operation system and the Sybase
SQLAnywhere database. It is used to setup the candidates, races, propositions,
precincts, etc. and then produce an election setup that is used to control the
voting machines and the central-count tabulation.

The BOSS system is easy to use. When the setup has been proofed, the election
setup is downloaded to PCMCIA cards know as EBB’s, Electronic Ballot Box.
The setup is stored on the EBB in a proprietary format and cannot be easily
altered. All EBB’s contain the entire election setup and therefore can be used in
any precinct, including Early-Voting locations. After all the EBB’s are created
the database is locked using the “Lock Election for Tally” command. This
prevents modification of the database for any reason.

A database error occurred when the demonstrated try to assign an alias to a
write-in candidate. The vendor acknowledged that this was a bug.

PVS

The Precinct Voting System, PVS is a DRE voting system comprised of a Judges
Booth Controller, JBC, and 1 to 12 Electronic Voting Units, EVU’s. The JBC
(Version 1.0.4.03) has an integrated thermal printer and modem. The EVU’s are
daisy-chained together and connected to the JBC via a 485 scrial cable.

An EBB card controls the JBC. It does not have any stored medium other than
the EBB and its flash memory. Once the EBB has been inserted into the JBC and
a password is entered to begin initializing the PVS, the EBB is stamped with a
unique identifier that prevents it from being used elsewhere. A checksum
stamped into the EBB when the election setup was downloaded from BOSS is
used to validate that setup has not been modified.

The voting process is as follows:
1) A voter signs the signature roster and is validated to vote in the precinct.
2) The election worker enters the precinct id into the JBC to assign the




correct ballot style for the user. A 4-digit voter code is printed and given
to the voter.

3) The voter goes to any of the EVU’s and enters the code. Once the code
is accepted it can no longer be used. If the voter chooses not to vote the
JBC operator can make the code invalid. Also the voter code is
automatically invalidated after a set period of time.

4) The voter selects their preferred language, makes their sclections and
casts the ballot. The EVU presents the ballot clearly and is easy to use.

Once a voter has. cast their ballot the machine is disabled until another valid
voter code is entered. The voter’s ballot image is stored in random locations
on the EVU, and the JBC’s flash memory and the EBB. The ballot images
cannot be erased from the JBC or the EVU without a utility program that is
not available to the precinct workers. The ballot images can be recalled
from the EVU or JBC in the event an audit is required.

There are public and private counters on the JBC’s but not a protective
counter on the EVU as required by the Election Code.

Another prdblem with the EVS is that the polls can be opened without a
“zero totals” report being printed. This should be a requirement.

After the polls are closed, a precinct results report is printed on the JBC
printer. The resuits can also be transferred from the JBC via modem. The
results can be transferred to a public and press viewing station in the
central-count facility, not the central-count tally PC.

TALLY

The Tally system is used to perform the central-count accumulation and generate
reports. It runs on standard PC running the NT operation system. It receives the
current election ballot setup from the BOSS subsystem. The precinct results are
entered into the system via the EBB (PCMCIA cards). Only valid EBB’s will be
accepted by Tally and once a card is read into the system it can not be entered
again. This was tested during the examination and a log entry is printed
indicating the second attempt.

The Tally system accumulated the test results correctly. It has a real-time log but
it lacks the necessary detail to perform an audit. For example when each of the
precinct results are accumulated the log should indicate the precinct # tallied and
the total number of ballots cast. All activity that is performed by Tally and its
operator during the tabulation should be logged in detail.

When the log printer goes off-line the Tally is exited. When the operator restarts




Tally the log does not indicate why the program stopped. It would be better to
log the problem into buffer that gets printed once the printer is back on-line. The
program should be suspended not closed down.

The database used by the Tally system is SQLAnywhere. The database is locked
by the Tally system when it is running so another process or user cannot gain
access to the data. The database is password protected. A tampered or corrupted
database cannot be installed in its place because of the checksum validation.

The operator of Tally is allowed to manually alter the results. This is logged
however.

Conclusion

The Worldwide system is a nicely integrated system. It is easy to use and
accurately recorded and accumulated the test ballots cast. It is good system with
a few significant deficiencies. I recommend certification it the problems noted
are corrected.

Tom Watson
Examiner
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Ann McGeehan
Deputy Assistant
Secretary of State
1019 Braxos Street
Austin, TX 78701

_ RE: Certification of Worldwide Election Systems voting system (yet to be
named) May 16, 2000 ‘

Dear Ms. MciGeehan:

I attended a scheduled examination at 9:30 a.m. Tuesday, May 16, 2000 for the
purpose of examining a Direct Recording Electronic Device (DRE) voting system
produced by Worldwide Election Systems. The report below summarizes my
findings from the examination.

o System description

The as-yet-unnamed system is composed of 3 parts that were examined (see diagram
below). .

¢ The Ballot Origination Software System (BOSS) with jurisdictions, precincts,
races, and ballots defined;

¢ The Precinct Voting System (PVS) consists of a Judge’s Booth Controller (JBC)

that is atiached and controls the Electronic Voting Units (EVU) in which voters .

cast their ballots; ,

¢ The Tally System (Tally) which tallies votes collected by the JBCs at precinct
polling locations. .

The BOSS is used to enter information about precincts, races, candidates and other
information specific to an election. This information is recorded in an election
database. When the election definition is complete, the database is locked and BOSS
creates ballots specific to each polling place within each precinct.

A polling place may have one or more JBCs. Each JBC may control up to twelve
EVUs that are connected to it through daisy-chained serial cables. The BOSS creates
a separate biallot for each polling place and writes it to a flash memory card, called
a Mobile Ballot Box (MBB). The MBB is inserted into a JBC at the polling place,
and-defines what races and issues the voters can vote on.




Ms. Ann McCeehan
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When the polls are opened at a polling place. the election officials initialize the IBC,
all vote totals in the JBC and EVUs are set to zero, and an initialization report is
created. As voters cast their ballots, each ballot is recorded in flash memory in the
EVU and sent to the JBC as well. All ballots. including challenges, are recorded on
the flash memory card (MBB) in the JBC. Each MBB can store at least 10.000

ballots.

When the pollis close, the JBC writes a closing report. The flash memory cards are
removed from the JBCs and taken to the election headquarters. They are read by the

Tally System that counts votes and creates various reports.

Diagram 1: {5chematic of the WES Voting System

1. BOSS is used to
define the election

2. BOSS creates a
ballot on a flash
memory card
(MBB) for each
precinct

BOSS

3. MBB is inserted into
JBC which provides
electronic ballots for up
to 12 EVUs

PVS

4. Voter ballots are kept in
flash memory in the
EVUs and in the JBC
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5. When the polls close,
the MBB is removed from
the JBC and read by the
Tally System

< -

6. Tally System
produces election
reports
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o Controls, logs, and security

BOSS is password protected with standard password procedures. The database is also
password protected. Once the election has been delined the database cannot be
changed. It can be copied, however, so that definitions do not have to be re-entered
for new elections.

The flash memory cards that carry the election definition for each precinct and
polling place have internal serial numbers so they can be tracked. When the flash
memory card is inserted into the JBC, the serial number from the JBC is recorded in
the flash memory card. The card cannot be used in any other JBC until it is cleared
by special utility software in the election computer and reprogrammed. If a JBC goes
down during an election, a new one must be brought to the polling location, and the

totals must be reconstructed from the ballots stored in the flash memory on the
EVUs.

The JBCs require little power, and are backed up by batteries in case of a power
outage. Ballots in the EVUs are protected because they are stored in flash memory.
However, any votes that are not cast and written to flash memory would be lost in
case of a power outage. This would affect only those voters who are in the process
of voting at the time, a maximum of 12 voters per JBC.

Voters register with polling officials at the JBC and receive a four-digit password
that allows thim to vote only once. The password expires if not used within a specific
period. This period can be adjusted as needed by election officials. Tally software
tracks passwords that expire without being used, indicating that some voters did not
finish casting, their votes, or perhaps signaling voting irregularities.

When the Tally System reads a flash memory card, it compares the serial number on
the card with the list of cards that were created to ensure that it is valid. The files on
the card are in a proprietary format that reduces the likelihood of tampering. There
is no way to send vote tallies via modem or other remote connection. All ballots must
be counted by processing the memory cards through the Tally System.

o Evaluation

All three components were designed to be an integrated system. Thus there are no
awkward transitions or procedures required between components. All hardware is
manufactured in ISO 9000 certified facilities.

The user dpcumentation is thorough and detailed. The manuals for all three
components are all on CD in Adobe Acrobat (PDF) format. This allows users to
search them online or print them as needed.
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Each manual has procedure checklists for ecach function that are clear and well
itlustrated and frequent screen shots to help users navigate the BOSS and Tally
System. Numerous graphics help users understand the layout of the Precinct Voting
System and how to set it up for an election.

The systems use currently accepted practices to password protect the programs and
databases. Hawever, as with all other election systems reviewed to this point, there
are no checksums or other security procedure for the databases and programs that
would indicate whether they have been compromised by some program outside the
control of BOSS.

The Tally System did not write to the log printer when write-in candidates were
added. In addition, a printer error caused the Tally System to shut down. During the
examination (hese issues were brought to the attention of the WES personnel.

a Recommiendation

Aside from the log printer issues, the systems appear to meet the requirements for
certification as set by the Texas Secretary of State. It is recommended that all three
components be certified when the issues with the log printer are resolved.

Respectfully:submitted,

Wb

Nick Osborn
Systems Analyst
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Ann McGeehan

Deputy Assistant
Secretary of State

P.O. Box 12060

Austin, Texas 78711-2060

Re:  Worldwide Election Systems ("Worldwide")

Dear Ms. McGeehan:

Pursuant to my appointment as an examiner under §122.035 of the Texas Election Code, I
attended a scheduled examination on Tuesday, May 16, 2000, for the purpose of examining the
above referenced Worldwide Election Systems Voting System ("WWYVS"). The major
components of the WWVS consisted of the Ballot Origination Software System ("BOSS"), the
Precinct Voting Systerh and the Tally System. At that time, Worldwide made a presentation and
the examiners were abile to ask questions and examine the use and function of WWVS.

In that examination, I relied upon representations of Worldwide concerning operation of the
software and electronic components. Those representations were made during an extended
examination and were iconsidered together with those contained in the BOSS Operations Manual,
the Tatly System Operations Manual and the Precinct Voting System Election Day Manual and
miscellaneous materials for WWYVS as distributed by Worldwide. Other than examining the
materials provided, observing the demonstration, presenting questions and observing the response
of Worldwide to my questions and those presented by the other examiners, I did not conduct an
independent examination of the software or the electronic components. The software version
number of each of tlie separate components of the WWVS was stated by Worldwide to be
Version 1.04.03, and that version is the subject of this report.

This report is concerned solely with the ability of the WWVS, and the separate components, to
operate and comply with Texas Election Law and procedure. No opinion is expressed regarding
the suitability of the either system for the purposes of or use by any jurisdiction. The WWVS,

as a whole. is a voting system and an electronic voting system as those terms are defined in §
121.003, Tex. Elec. Code.

Precinct Election System.

The Precinct Election System [Version 1.04.03) consists of a Judges Booth Controller 1000 (the
“JBC"), Electronic Vioting Units ("EVU"), and a Mobile Ballot Box ("MBB") that is installed
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in the JBC, with attendant subparts. A modem election reporting feature is also included with
the JBC at the precinct level, however it is not intended for reporting official results.

Judges Booth Controller. The JBC is a potentially stand alone computer with a custom circuit
board designed for the sole purpose of providing for precinct level voting. The JBC has no hard
drive and all data is stored on a flash drive. The JBC has a thermal printer that is used to print
tapes showing the pollsi were cleared and the election precinct report at the close of voting. The
printer also is used to print random numbers that are given to voters to use to enable an EVU
for voting. Up to twelve (12) EVUs can be attached to one JBC. The JBC is included within
the definition of votipg system, electronic voting system, voting system equipment, and
automatic tabulating equipment, as defined in § 121.003, Tex. Elec. Code.

The morning of the election, the JBC is set-up and connected to the EVUs, the JBC and EVUs
are then connected to a power source and the election judge confirms the pre-recorded precinct
location on the JBC (ot changes the location if incorrect), assigns station numbers to the EVUs,
and enters a required, |preassigned password to enable the election. The JBC will print a zero
vote totals. However, if the JBC memory is not clear the JBC will not clear the memory and
provide the zero totalsireport. If prior ballots are on the JBC a utility program must be run to
clear the JBC. It should be specifically noted, however, that an election judge can open the
polls without running a zero totals report. Further, although the JBC reportedly contains internal
electronic log records iof all steps and actions from election set-up at the precinct to the close
of polls, no real time, paper log printer is provided.

The JBC appeared to function with the EVUs in a manner sufficient to record, tabulate and
report the votes cast. However, the polls can be opened and an election conducted with the JBC
without first establishing votes are not pre-recorded on the JBC, i.e. without printing a zero vote

report. In addition, th{: JBC is clearly within the definition of "automatic tabulating equipment"
and does not include 2 real time log printer.

Election Voting Units. The EVUs are connected serially to the JBC. Each EVU has a
permanent serial numter, and is assigned a separate booth number by the election judge. If one
EVU is down the EVUs connected down line from that EVU will not function. When the voter
casts a vote on the EVU, the vote is automatically transported to the JBC. When the vote is
received at the JBC a small light appears briefly to indicate a vote is cast. If power is lost, the
design is stated to give time to store all ballots on the EVU and JBC that have been cast. Cast
ballots are reported td be immediately stored in the EVU, and reported to the JBC where it is
stored in flash memoty and on a flash card. The EVU is reported to be able to retain up to
5,000 large bailot imgges, and the JBC up to 10,000 large ballot images. The EVU is voting
system equipment as defined in § 121.003, Tex. Elec. Code. The EVU is used as a voting
machine, and reportedly has all the images of the ballots cast on the EVU stored on the EVU.
However the EVU does not constitute a voting machine, as defined in § 121.003, because it is
not designed to "furnih a total of the number of votes cast for the candidates and for and against
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the measures.” The EVU does not have a "protective counter” or a "registering counter” as

§122.033 requires fpr voting machines. As a result, the Secretary may wish to consider
addressing this issue by administrative rule.

Mobile Ballot Box. The MBB is a flash card that is used to set up the JBC for precinct level
voting. initialize the: election, store and report the votes and ballot images, and be taken to
election central for precinct reporting. Worldwide maintains that the official election results are
the MBB cards and |the information thereon. The MBB is included within the definition of
voting system equipnent as defined in § 121.003, Tex. Elec. Code. The MBB appeared to
function adequately and in compliance with the requirements of the Texas Election Code.

Recommendiition. I recommend Worldwide's Precinct Election System not be
certified by the Secretary at this time. The EVUs and the JBC essentially
function as one system, i.e. both, acting as a system, are required to conduct
voting at the precinct level. It should not be possible to begin voting without
producing a Zero tape report. While this correction may, or may not, be readily
made withou! other material changes, it appears the JBC and EVUs are not
presently desjigned to function with a real time log printer. The absence of an
audit log compliant with the requirements of Tex. Adm. Code, Title 1, Part 4,
Chapt. 81, Slbchapt. D, Rule § 81.62, appears to preclude certification. And,
absent the audit log, it appears the Election Precinct System cannot meet the
requirements’ of § 122.001, Tex. Elec. Code. In this examiners opinion, the
satisfaction of these requirements and verification on re-examination is
particularly ifnportant, given the need to modify the JBC so that voting may not
be started without first printing a zero vote report; the absence of "protective
counters" and "registering counters” on the EVUs; and the potential for a
disruption beitween one of the downstream EVUs and the JBC.

The modem transfer of vote totals from the JBC appeared to function accurately.
However, this part of the Election Precinct System was represented as not being
intended for l1se as a report to election central and the “Tally System". Rather,
the modem transfer function is intended only for reporting unofficial results to the
media. Th¢refore, if and when Worldwide's Election Precinct System is
certified, I further recommend that: (1) the certification providing that the modem
not be connécted to the JBC until after the close of polls; (2) the log printer
record the connection of the modem to the JBC; and (3) the modem not be
certified for the transfer of election precinct results to the "Tally System".

Tally System

The "Tally System' essentially consists of a personal computer operating on Windows NT
Platform software, reading MBBs and tabulating votes from the MBBs, and providing election
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results. The real time audit log is functional and must be operational for the Worldwide Tally
System to function. For example, when the audit long printer was turned off the Tally System
exited the operating program. However. the real time audit log was not demonstrated as logging
many of the more important events and clearly did not log every single material event. As
examples, the audit log printer did not log the following events: (1) going into the election
program to add a list of write-in candidates for whom votes would be counted; (2) inserting
MBB into the election|central computer; (3) the operator exiting the Tally System program to
other operating prograins; or (4) that log printer was turned off during Tally System operation.

It was also possible for the operator to enter into other operating programs while the Tally
Systemn was operating. This raises a material security issue and was not logged. In this respect,
the Tally System also pllows the operator, without the audit log noting the event, to take such
actions as, during operjition of the tabulation process, adding names for which write-in votes will
be recorded, and to add additional name spellings that will be read and credited to candidates.
The Tally System doej not meet the requirements of Tex. Adm. Code, Title I, Part 4, Chapt.
81, Subchapt. D, Ruie § 81.62. And, absent material improvements to the audit log and
modification to limit the use and operation of other operating programs during the vote count,
it appears the Tally System does not meet the requirements of § 122.001, Tex. Elec. Code.

The Tally System appears to efficiently and correctly tabulate votes and provide election results.
However, despite the [ime expended reviewing the Tally System, I was unable to satisfactorily
resolve questions regarding the safety, security and auditability of the Tally System.

Recommendation. I recommend the Tally System not be certified by the Secretary at this time.
It was not demonstrated to satisfy the audit record requirements of § 122.001(11) and Rule
§81.62, and was not shown to satisfy the security requirements of § 122.001(4), Tex. Elec.
Code. The real:time; audit log function falls far short of satisfying the Code requirements.
Given the apparent sig\niﬁcant modifications to provide a compliant audit log, and the importance
of at least logging events such as adding write-in vote candidates, etc., and entering into other
operating programs, during tabulation, re-examination is recommended.

Ballot Origination Software System

Given the unexpected |and extended period of time required for the examination of the Election
Precinct System and tje Tally System, I was unable to participate in the examination of BOSS.
I attended almost 3 1/2 hours of the presentation prior to leaving for a mandatory appearance.
For this, I extend my: apology to both Worldwide and the Secretary.

Very truly yours,

Barney L. ngg—'




STATE OF TEXAS

REPORT OF EXAMINATION OF MODIFICATIONS TO HART INTERCIVIC’S eSLATE
VOTING SYSTEM

PRELIMINARY STATEMENT

On May 30, 2001, Hart InterCivic (the “Vendor”) presented modifications to its eSlate voting
system for examination dnd certification. The examination was conducted in Austin, Texas.
Pursuant to Sections 122,035(a) and (b) of the Texas Election Code, the Secretary of State
appointed the following exminers:

Mr. Nick Osborn, an expert in electronic data communication systems;
Mr. Tom W atson, an expert in electronic data communication systems;
Mr. Barney Knight, an expert in election law and procedure; and

Mr. Glenn ¢ J:lover, an expert in electronic data communication systems.

Pl e

Pursuant to Section 122.035(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic-data cd»mmunication'systems.

After the Vendor presented its system, the examiners examined it and cast ballots. Examiner reports
on the system are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF MODIFICATIONS TO eSLATE VOTING SYSTEM

The eSLATE voting systen is a DRE (“Direct Recording Electronic”) for elections consisting of
three subsystems: the Ballht Origination Software System (“BOSS”), the Precinct Votmg System
(“PVS”), and the Tally Syistem (“TS”).

BOSS was modified to in¢rease the amount of text that could be added to the body of the ballot,
allow the insertion of new columns in the ballot, improve audio recording for disabled voters,
and add support for Ballot Now. Version 2.5 was presented for examination.

PVS was modified to add ja summary screen for voters to review their selections, add a warning
for a blank ballot, 1mprove nav1gat10nal aids to assist voters in paging through the ballot, and
modify the election Judj ¢’s early voting report format. PVS v. 1.13 was presented for
examination.

The TS was modified to provide an improved report format and add support for Ballot Now.
Version 2.6 was presented for examination.

FINDINGS

The following are my indépendent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certlﬁcatlon and the
findings of our voting systém examiners as set out in their written reports.

The modifications to the eflate voting system meet the standards for certification as prescribed by
Section 122.001 of the Texas Election Code. Specifically, the modifications, subject to the
condition below:

Preserve the: secrecy of the ballot;

Are suitable for the purpose for which it is intended;

Operate saftly, efficiently, and accurately;

Are safe from fraudulent or unauthorized manipulation;

Permit voting on all offices and measures to be voted on at the election;

O




6. Prevent counting votes on offices and measures on which the voter is not entitled to
vote;

7. Prevent cpunting votes by the same voter for more than one candidate for the same
office or, |in elections in which a voter is entitled to vote for more than one candidate
for the saine office, prevent counting votes for more than the number of candidates
for whom/the voter is entitled to vote;

8. Prevent cqunting a vote on the same office or measurc more than once;

9. Permit wrjite-in voting;

10.  Are capable of permitting straight-party voting; and

11.  Are capaﬂ»le of providing records from which the operation. of the system may be
audited.

CONDITION
This certification expires|December 31, 2001, unless the vendor submits to the Secretary of State a

report from an independent testing laboratory demonstrating compliance with the Voluntary Voting
System Testing Standards issued by the Federal Election Commission.

CONCLUSION

The examiners recommended certification for the modifications to BOSS and PVS, but expressed
concern with the securitj of the Tally system. In response to the issues raised in the examiners’
reports, the Vendor mod‘ﬁed its Tally system to prevent the user from exiting to Windows NT
while Tally is in operatioi and gaining access to the files underlying the system. The changes were
reviewed on July 10, 200| and found to address the panel’s concerns. Accordingly, I hereby certify
BOSS v.2.5,PVSv. 1.13}. and TS v. 2.6 for use in elections in Texas.

Certified under my hand dnd seal of office, this /3+hiay of Tu ly] 2001.

HENRJ CUELLAR, Ph.D.
SECRETARY OF STATE
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f Hart InterCivic Electronic Voting System, May 30, 2001

yeehan:

view of the Hart InterCivic electronic voting system at 1:30 p.m. on
lay 30, 2001. The purpose of the review was to examine revisions of
and software of their existing voting systems. The modules were
1st 21, 2000 and May 21, 2000. A new component, Ballot Now, was
at this examination.

ow summarizes my findings.
5

2 election definition and ballot creation software. Changes to this
include various enhancements for ballot design. None of the changes

ffect voting systems behavior over which the examinations have any
1 ’

report formats are offered with this revision. In addition, the product

shanced to handle overvotes and other anomalies that may occur when

per ballots with the Ballot Now product. The sofiware appears to tally

sctly and handle errors on paper ballots in accordance with Texas
law.

serious shortcoming is that a user of the software can exit to the
system (Windows NT) while Tally is still running. This may allow
»pen files and processes by unauthorized users. Preventing this is a
imple process and should be addressed before the software is certified
[exas.

oting System 2.6

in the individual voting devices has been tweaked slightly. The major
ent is a summary screen with which a voter can review all selections
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Ms. Ann McGisehan

without havinj:

to scroll through the entire ballot. There appear to be no critical

errors or malfunctions of the hardware or software.

¢ Ballot Now

1.3

The Ballot Now product allows a jurisdiction to create paper ballots on demand.

The ballots

can also be counted by scanning them with common, off-the-shelf

scanners. [t is anticipated that this system will be utilized in early voting in
which paper ballots must be sent to voters such as members of the armed forces,

or in small|jurisdictions that need a simple automated solution to counting or
recounting ballots.

Each ballot

can be individually coded with a serial number. This is done to

prevent fraud such as duplicating ballots. It is also anticipated that serial
numbers will be used to identify precincts from which the ballots came, or for
other control purposes. However, a serial number can be easily abused,
particularly if it assigned according to a predictable sequence. It is suggested that
further revisions to the software include generation of a random or pseudo-
random serial number to reduce the opportunities for fraud or abuse of the

ballots. ‘
At this time DIR cannot recommend certification of the system because of the flaw
in the Tally program.
Respectfully, ‘

. ]

{ o
Nick Osborn
Systems Analyst

Texas Departm{nt of Information Resources.

CP:EE:MM:N(:sk




The State of Texas

Information Technology Division
P.O. Box 12887

~ Phone: 512-463-5609

Qe s Fax: 512-463-5678
Austin, Texas 78711-2887 W 2wy, TTY (800) 735-2989
D S WWW.s0s.state.tx.us
Henry Cuellar, Ph.D.
Secretary of State
TO: Ann McGeehan
Elections Division Director

FROM: Glenn Gloyer
Voting Syjtem Examiner

DATE: 07/10/2001

A voting systems certiﬁc&tion examination was held at the Office of the Secretary of State
Elections Division on We{inesday afternoon, May 30 2001.

Hart Intercivic submitted [he following election products for certification: Ballot Origination

Software System (BOSS)}version 2.5, TALLY ver 2.6.06, eSlate Precinct Voting System and
Ballot Now. :

Hart Intercivic’s May 30" presentation successfully demonstrated their election systems
compliance with Texas elpctions standards except for one security lapse which gave the user the
ability to access the files 2nd registry of the NT operating system that supports the TALLY
product. The scenario for|a security problem was as follows: an unscrupulous and exceptionally
computer savvy user coull have conceivably manipulated the underlying TALLY system files

and registry information i a manner that would violate the security requirement set forth in the
Texas Voting System Standards.

However, in a follow up visit by Hart Intercivic on Tuesday morning July 10 2001, Hart
demonstrated that this seclurity lapse was corrected and included into their Tally product. The
revised Tally system elim|nated access to the NT taskbar’s Tasklist where a user could shell out
to a command prompt or Windows Explorer allowing access to the file structure of the Tally and
NT system. This ensures the integrity and security of the underlying Tally system and

eliminated the one issue of the Voting examination that would have prevented certification of the
Hart system. : '

As a result of Hart’s subs¢quent visit and correction of the security lapse noted above, I find that
their voting system is in lell compliance with Texas Voting System Standards as found in
Chapter 122 of the Texas [Election Code. I recommend that the BOSS ver 2.5, TALLY ver
2.6.06, eSlate Precinct Vq‘ting System and Ballot Now be certified for use in the State of Texas.

All comments and recomﬁnendations made in my capacity as an examiner of voting systems are
based on documentation and demonstrations provided by Hart Intercivic.
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Barney L. Knight
& Associates
Attorneys at Law

Executive Office Terrace
223 West Anderson Lane, Suite A-105
Austin, Texas 78752

June 20, 2001

Allorneys
Sheila 1. Jalutka

3. Greg Hudson
Of Counsel

Austin, Texas 78711-2060

Re:

Dear Ms. McGeehan:

Hart Inter¢ivic, Inc. ("Hart") Voting System

Pursuant to my appoinjnent as an examiner under §122.035 of the Texas Election Code, 1

attended a scheduled ex

the above referenced Ha
consisted of the Ballot O1
("eSlate), the Tally Sy
time, Hart made a prese
use and function of Harl

mination on Wednesday, May 30, 2001, for the purpose of examining
it Voting System ("Hart VS"). The major components of the Hart VS
igination Software System ("BOSS"), the eSlate Precinct Voting System
stem ("Talley") and the Ballot Now product ("Ballot Now"). At that
ntation and the examiners were able to ask questions and examine the
' VS.

In that examination, I relied upon representations of Hart concerning operation of the software
and electronic componefts. Those representations were made during an extended examination

and were considered to

Operations Manual, and

VS as distributed by

demonstration, presenti

those presented by the

iether with those contained in the BOSS Operations Manual, the Tally
the eSlate and Ballot Now manuals and miscellancous materials for Hart
Jart. Other than examining the materials provided, observing the
ng questions and observing the response of Hart to my questions and
other examiners, I did not conduct an independent examination of the

software or the electrofiic components. The software version number of each of the separate

components of the Hai

Version 2.6, eSlate Ve

This report is concemd
to operate and comply

regarding the suitability
Hart VS, as a whole.

t VS was stated by Hart to be as follows: BOSS Version 2.5, Tally
'sion 1.13 and Ballot Now Version 1.3.

d solely with the ability of the Hart VS, and the separate components,
with Texas Election Law and procedure. No opinion is expressed
' of the either system for the purposes of or use by any jurisdiction. The
is a voting system and an electronic voting system as those terms are
Tex. Elec. Code.

defined in § 121.003,




Ann McGeehan 2 June 20, 2001
Deputy Assistant Secretary of Stjie
Hart Intercivic, Inc. .

eSlate Precinct Voting System.

The eSlate Precinct Voting System [Version 1.13] has been modified to provide several user
friendly enhancements tow the version previously certified by the Secretary. These consisted
primarily of a summary screen, features applicable to undervotes, a warning screen before a
voter casts a totally blank Dallot, beneficial navigational aides and a report format for the Judges
Booth Controller. eSlatqj is configured and functions in substantively the same manner as
previously certified and the: modifications and improvements were primarily to software. eSlate,

V. 1.13, improves the prejriously certified version and is therefore appropriate for certification,

Ballot Now

The same "Boss" card used with the Mobile Ballot Box for early voting can be used for Ballot
Now. Ballot Now, Version 1.3, allows ballots to be printed on a standard laser printer. When
such ballot is returned by |the voter, it is imaged into Ballot Now. The ballots have codes that
are printed on them to identify the appropriate precinct, election, etc. This on demand system
allows ballots to be printeq in the office and can add up to fourteen (14) days to the time actually
available for early voting.| The use of bar codes on the ballots allows the voting system to track
whether or not a ballot has been scanned/tabulated previously. Ballot Now, V. 1.3, prepares and
images ballots and is use(l with previously certified voting systems. It appears to meet the
requirements of the Texas Election Code, and I recommend certification.

Tally System

The Tally System, Versioa 2.6, is an upgrade of the Tally System previously certified by the
Secretary. Version 2.6 prpvides an improved report format and support for the new Ballot Now
product, in addition to other minor modifications. Tally Version 2.6 enhances the version
previously certified by the Secretary and, as a result, may be determined appropriate for
certification. However, i{ is noted that the operator continues to have the ability to enter into
the operating system whil{: Tally is operating. This raises a security and audit issue.

Bailot Origination Software System

BOSS, Version 2.5, addeq or improved the ability to add text to the body of the ballot, to insert
new columns in the ballot, and to provide ballot rotation. Version 2.5 also improved the audio
interface for improvemen‘t of recordings, and added support for Ballot Now. Version 2.5

appears to enhance the previously certified version and to satisfy the requirements of the Texas
Election Code, and is applropriate for certification. :

Very truly yo
Barney L. ih&




HART Intercivic

Worldwide Elections ﬁystems demonstrated their voting system in Austin on
May 30, 2001. There were changes to the previous examined BOSS, Tally, and
PVS (Precinct Voting ‘System) systems. A new product, BallotNow was also
examined.

The changes to 3 certiffied systems are as follows:
BOSS (version 2.5)

1) added capability t&» add text to the body of a ballot

2) added capability t¢ force a new page or column on a ballot
3) add ballot rotation| ( not used in Texas)

4) improved audio reording for ADA voting

5) added support for [he BallotNow product.

TALLY (version 2.,6)

1) improved report formats
2) added support for |BallotNow

PVS (version 1.13)

1) added summary sqreen for the voter to review his selectlons
2) added a warning fjr a blank ballot

3) added navigation aids ,

4) modified election jjudge’s early voting report format

The changes to these subsystems are largely cosmetic and they did not impact
the ability of each sysiem to perform accurately. I see no reason to revoke
certification.

BallotNow

The BallotNow systern is a unique offering from Hart. It allows a jurisdiction to
generate paper ballots to be used for mail-in voting and then be counted by the
Tally central accumulation system. It runs on a PC and requires a laser printer
and Hart certified flat-bed scanner for reading the voted ballots.

Printing can be done Dy the election administration on laser printer as needed
once the ballot has been certified. This provides low cost printing and prmtmy
closer to the voting period than is possible by an outside printer.




Each ballot is printed

with a unique barcoded serial number that prevents a

ballot from being reaq, twice. The ballots are printed with registration marks
which enables the BallotNow image reading software to accurately detect a
voter’s selections regdrdiess of skewing of the ballot on the paper.

A ballot is scanned in

o BallotNow and if a overvote or undervole is found the

review board can look at an exact image of the ballot on screen, with all the
voter’s markings, to determine the voter’s intent and resolve the ballot

accordingly.

Ballots that are accepted into BallotNow are then converted to same ballot

format used by the precinct voting system (PVS) so they can be read by the
Tally accumulation ard reporting system.

The BallotNow systeﬂ‘l was able to accurately record the examiner’s ballots.

Conclusion

I recommend »certiﬁca{tion for the BallotNow system.

There is still an issue ith the Tally system. A election worker is able to escape
the operation system While accumulation is occurring without his actions being

recorded on the real-time log. This should be prevented.

Tom Watson
Examiner




5014 Lakeview Dr
Austin, TX 78732

June 3, 2001

Phone: 512-266-2770
Fax: 512-266-2771
E-mail: Jin@Sneeringer.com

Honorable Henry Cut:llar
Secretary of State

Attention: Elections ‘Division
P.0.Box 12060

Austin, Texas 78711

Dear Secretary Cuellar:

Enclosed are my repdxts on the election-systems examinations which took place on May
29 and 30.

Please contact me if I can be of further assistance.

Sincerely, ‘

James Sneeringer, Ph D.
Software Consultant




Voﬂjing System Examination
Hart Intercivic

Prepared for the
Secretary of State of Texas

James Sneeringer, Ph.D.
Designee of the Attorney General
: June 2, 2001

This report comprises the [findings of the Attorney General's designee from an examination of the
cquipment listed on May }0, 2001, pursuant to Title 9, Chapter 122 of the Texas Election Code,
section 122.036(b). :

All Components: Questio}ns, Risks and Problems

1.

Notes

Since no independent [test report has yet been submitted for any of these components, and
since they may be mollified to fix problems found during the examination and by the
independent testing authority, the version presented at the examination may be different from
the version approved by the independent testing authority. If these modifications should be
unsatisfactory or have unintended consequences, the examiners will have no opportunity to
detect this. ‘

The Form 100 submiq:ed by Hart incorrectly shows that the system was previously certified
on September 13, 2000. My records show that they withdrew their request for the
examination schedule|] for that date. It must have been certified carlier.

Hart is ISO 9000 certified, so their design process is certified by an external agency.

DRE System: Preci\lct Voting System (PVS), Version 1.13 (E-Slate and booth

controller)

Election Setup | PCMCJA card (Mobile Ballot Box, or MBB) created with BOSS election

setup software

Zero-total On thermal printer

report

Authorization | A fourldigit authorization code is issued to each voter on a tape printed at the
to vote / Ballot | election judge's controller '

selection

View / Vote LCD display / selection wheel and keys

Vote Storage Flash memory (MBB)




Precinct

Not applicable. Precinct results are all accumulated together in the judge's

Consolidation | controllir.
Transfer Flash memory (MBB) used to send to Tally software. Protected by a CRC on
Results cach vole record.

Print precinct
results

On therinal printer

Straight party /
crossover

Yes. A fvarning is given if a straight party votes cancels a crossover votes that
has alreqdy been selected. This prevents straight-party voting from having an
effect the voter did not intend.

1

New Features in 1.1.3

Summary screen to re
Warning screen if you try to cast a totally-blank ballot
Navigational aids (e.g

Jjudge's booth that the
¢ Provides a new optional report so the early-voting judge can get a total of ballots cast when

view ballot, partly to address concerns about undervotes

.if you press cast ballot twice, it will signal the poll worker back at the
voter needs help) : '

the polls are suspende‘i at the end of the day
Tabulation Software, Tally Version 2.6
Results Storage | Sybase |SQL Anywhere
OS access Not perinitted during tally. You can restart the system, but it is logged.
Real-Time Yes. Meets Texas requirement.
Audit Log
Data Integrity | Sybase SQL Anywhere implements transaction protection (using a log file),
so that gither all the data in a transaction is posted, or none of it is.

Tally: Questions, Risks 4‘1nd Problems

3. Tally can operate on a local area network. Networking allows multiple people to work
simultaneously and can provide the redundancy that is required in election systems. -

However, it also creat

35 a security risk by potentially allowing anyone on the network access

to the clection data. In short, physical security of the entire network is the only satisfactory
answer. Certification
all the computers on t

network, even if no co

Jor any other purpose

should carry the condition that physical security must be provided for
Ye election system network and for all connection points to that
mputer is connected. The use of the computers on the election network
should be forbidden when election data is present.

Ballot Printing Software: Ballot Now Version 1.3

[ Election Setup | PCMCI

A card (MBB) created with BOSS election setup software




Notes ¢ Ballots produced on demand

Each ballot has a serial number and a bar code, which prevents ballots from
being counted twice by the Tally software.
o _Especially good for absentee ballots

New Features in 1.3

» Improved the report fd»rmats
* Support for Ballot No{av

Ballot Now: Questions, ilisks and Problems

* None




STATE OF TEXAS

REPORT OF EXWMATION OF HART INTERCIVIC’S BALLOT NOW BALLOT
‘ PRINTING SYSTEM

PRELIMINARY STATEMENT
On May 30, 2001, Hart wterCivic (the “Vendor”) presented its Ballot Now ballot printing system
for examination and certification. The examination was conducted in Austin, Texas. Pursuant to
Sections 122.035(a) and |(b) of the Texas Election Code, the Secretary of State appointed the
following examiners:

Mr. Nick ()sborn, an expert in electronic data communication systems;

Mr. Tom Watson, an expert in electronic data communication systems;

Mr. Barney Knight, an expert in election law and procedure; and

Mr. Glenn |Glover, an expert in electronic data communication systems.

B o

Pursuant to Section 122.)35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data communication systems.

After the Vendor presentel its system, the examiners examined it and cast ballots. Examiner reports
on the system are attached hereto and incorporated herein by this reference.

BRdEF DESCRIPTION OF BALLOT NOW SYSTEM

Ballot Now is software d{:signcd to generate paper ballots for early voting by mail that may then
be counted by the Tally cintral accumulation system. It runs on a PC and requires a laser printer
- and a Hart-certified flat Hed scanner for reading the voted ballots. The ballots are printed with
registration marks which jenables the Ballot Now image-reading software to accurately detect a
voter’s selections regardlj:ss of the skewing of the ballot on the paper. A ballot is scanned into
Ballot Now and if a overyote or undervote is found, the review board can look at an exact image
of the ballot on screen, with all the voter’s markings, to determine the voter’s intent and resolve
the ballot accordingly. Ballots that are accepted into Ballot Now are converted to the same ballot
format used by the precinct voting system (PVS) so they can be read by the Vendor’s Tally
accumulation and reportirl g system. Version 1.3 was presented at examination.

FINDINGS

The following are my ind(:pendent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting syst¢m examiners as set out in their written reports.

The Ballot Now system mx:ets the standards for certification as prescribed by Section 122.001 of the
Texas Election Code. Spegifically, the system:

Preserves the secrecy of the ballot;

Is suitable for the purpose for which it is intended;

Operates safely, efficiently, and accurately;

Is safe from fraudulent or unauthorized manipulation;

Permits voting on all offices and measures to be voted on at the election;

Prevents ¢ ‘unting votes on offices and measures on which the voter is not entitled to
vote;

kL




7. - Prevents dounting votes by the same voter for more than one candidate for the same
office or, in elections in which a voter is entitled to vote for more than one candidate
for the safne office, prevent counting votes for more than the number of candidates
for whoml|the voter is entitled to vote;

8. Prevents counting a vote on the same office or measurc more than once;
9. Permits wlite-in voting;
10. Is capable|of permitting straight-party voting; and

11. Is capable
audited.

of providing records from which the operation of the system may be

CONCLUSION

The examiners recommehded certification. Accordingly, I hereby certify the Ballot Now voting
system, version 1.3, for uie in elections in Texas.

Certified under my hand dnd seal of office, this ﬂday of _&_, 2001.
1

GEOFFREY S. CONNOR
ASSISTANT SECRETARY OF STATE




Barney L. Knight

& Associates
Attorneys at Law
Tel: (512) 3235778 i ’ Executive Office Terrace Attorneys
FAX: (512) 323-5773 i 223 West Anderson Lane, Suite A-105 . Sheila L. Jalufka

BarneyKn@aol.com Austin, Texas 78752
J. Greg Hudson

J une 20 N 2001 Of Counsel

Ann McGeehan

Deputy Assistant
Secretary of State :
P.O. Box 12060 |
Austin, Texas 78711-2060

Re: Hart Interi:ivic, Inc. ("Hart") Voting System
Dear Ms. McGeeban: |

Pursuant to my appointﬂnent as an examiner under §122.035 of the Texas Election Code, I
attended a scheduled exalmination on Wednesday, May 30, 2001, for the purpose of examining
the above referenced Hait Voting System ("Hart VS"). The major components of the Hart VS
consisted of the Ballot Orjgination Software System ("BOSS"), the eSlate Precinct Voting System
("eSlate"), the Tally System ("Talley") and the Ballot Now product ("Ballot Now"). At that
time, Hart made a presefitation and the examiners were able to ask questions and examine the
use and function of Hart| VS,

In that examination, I rey‘icd upon representations of Hart concerning operation of the software
and electronic componen/s. Those representations were made during an extended examination
and were considered together with those contained in the BOSS Operations Manual, the Tally
Operations Manual, and the eSlate and Ballot Now manuals and miscellaneous materials for Hart
VS-as distributed by Hart. Other than examining the materials provided, observing the
demonstration, presentinj; questions and observing the response of Hart to my questions and
those presented by the ofher examiners, I did not conduct an independent examination of the
software or the electroni¢ components. The software version number of each of the separate
components of the Hart VS was stated by Hart to be as follows: BOSS Version 2.5, Tally
Version 2.6, eSlate Versjon 1.13 and Ballot Now Version 1.3.

This report is concerned [solely with the ébility of the Hart VS, and the separate components,
to operate and comply with Texas Election Law and procedure. No opinion is expressed
regarding the suitability of the either system for the purposes of or use by any jurisdiction. The

Hart VS, as a whole. is

a voting system and an electronic voting system as those terms are

defined in § 121.003, Tel:. Elec. Code.




Ann McGeehan :
Deputy Assistant Secretary o
Hart Intercivic, Inc.
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friendly enhancements
primarily of a summary
voter casts a totally blan
Booth Controller. ¢Sl
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V. 1.13, improves the p
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Now. Ballot Now, Vers
such ballot is returned b
are printed on them to i
allows ballots to be print
available for early votin;
whether or not a ballot h|
images ballots and is u
requirements of the Tex

The Tally System, Vers
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"State

eSlate Precinct Voting System,

ling System [Version 1.13] has been modified to provide several user
‘0 the version previously certified by the Secretary. These consisted
' screen, features applicable to undervotes, a warning screen before a
k ballot, beneficial navigational aides and a report format for the Judges
ite is configured and functions in substantively the same manner as
the modifications and improvements were primarily to software. eSlate,
reviously certified version and is therefore appropriate for certification.

Ballot Now

sed with the Mobile Ballot Box for early voting can be used for Ballot
ion 1.3, allows ballots to be printed on a standard laser printer. When
y the voter, it is imaged into Ballot Now. The ballots have codes that
lentify the appropriate precinct, election, etc. This on demand system
ed in the office and can add up to fourteen (14) days to the time actually
3. The use of bar codes on the ballots allows the voting system to track
1s been scanned/tabulated previously. Ballot Now, V. 1.3, prepares and
ied with previously certified voting systems. It appears to meet the
1s Election Code, and I recommend certification.

Tally System

on 2.6, is an upgrade of the Tally System previously certified by the

Secretary. Version 2.6 provides an improved report format and support for the new Ballot Now

product, in addition to
previously certified by
certification. However,

other minor modifications. Tally Version 2.6 enhances the version
the Secretary and, as a result, may be determined appropriate for

it is noted that the operator continues to have the ability to enter into

the operating system while Tally is operating. This raises a security and audit issue.

Ballot Origination Software System

BOSS, Version 2.5, added or improved the ability to add text to the body of the ballot, to insert
new columns in the balldt, and to provide ballot rotation. Version 2.5 also improved the audio

interface for improvem

nt of recordings, and added support for Ballot Now. Version 2.5

appears to enhance the pireviously certified version and to satisfy the requirements of the Texas
Election Code, and is appropriate for certification.

Very truly youg .
Barney L. iht .
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TO: Ann McGeehan
Elections |Division Director

FROM: Glenn Glgver
Voting Sylstem Examiner

DATE: 07/10/2001

A voting systems certifichtion examination was held at the Office of the Secretary of State
Elections Division on Wednesday afternoon, May 30 2001.

Hart Intercivic submitted|the following election products for certification: Ballot Origination
Software System (BOSS) version 2.5, TALLY ver 2.6.06, eSlate Precinct Voting System and
Ballot Now. ‘

Hart Intercivic’s May 30" presentation successfully demonstrated their election systems
compliance with Texas elections standards except for one security lapse which gave the user the
ability to access the files and registry of the NT operating system that supports the TALLY
product. The scenario fo1 a security problem was as follows: an unscrupulous and exceptionally
computer savvy user could have conceivably manipulated the underlying TALLY system files
and registry information ia a manner that would violate the security requirement set forth in the
Texas Voting System Standards.

However, in a follow up visit by Hart Intercivic on Tuesday morning July 10 2001, Hart -
demonstrated that this security lapse was corrected and included into their Tally product. The

iR

revised Tally system elim
to a command prompt or
NT system. This ensures

nated access to the NT taskbar’s Tasklist where a user could shell out
Vindows Explorer allowing access to the file structure of the Tally and
the integrity and security of the underlying Tally system and

climinated the one issue of the Voting examination that would have prevented certification of the
Hart system. |
\

As a result of Hart’s subsdquent visit and correction of the security lapse noted above, I find that
their voting system is in full compliance with Texas Voting System Standards as found in
Chapter 122 of the Texas Jlection Code. Irecommend that the BOSS ver 2.5, TALLY ver
2.6.06, eSlate Precinct Voling System and Ballot Now be certified for use in the State of Texas.
All comments and recomthendations made in my capacity as an examiner of voting systems are
based on documentation ajnd demonstrations provided by Hart Intercivic.




STATE OF TEXAS

REPORT OF REVIEW OF MODIFICATIONS TO HART INTERCIVIC’S eSLATE
VOTING SYSTEM

PRELIMINARY STATEMENT

On October 23, 200‘1, Hart Intercivic (the “Vendor™) presented modifications to its eSlate
Voting System for |examination and certification. The examination was conducted in
Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election Code, the
Secretary of State appointed the following examiners:

1. Mr. Nick Osborn, an expert in electronic data communication systems;
2. Mr. Tom Watson, an expert in electronic data communication systems; and
3. Mr. (ilenn Glover, an expett in electronic data communication systems.

|
Pursuant to Sectidn 122.035(a), the Texas Attorney General appointed Dr. Jim
Sneeringer, an expett in electronic data communication systems.

security features. Examiner reports on the systems are attached hereto and incorporated

The Vendor first demonstrated the systems; the examiners then examined their accuracy and
herein by this referer/ce.

BRIEF DESCRIPTION OF eSLATE VOTING SYSTEM

|
The eSLATE votijg system is a DRE (“Direct Recording Electronic™) for elections

consisting of three subsystems: the Ballot Origination Software System (“BOSS”™), the
Precinct Voting System (“PVS”), and the Tally System (“TS”). The Judges Booth
Controller (JBC) is 4 subset of the PVS.

BOSS version 2.8 w}as submitted for review.

JBC versibn 1.15 wis submitted for review.

PVS version 1.15 wis presented for examination.

The TS version 2.8 yvas presented for review.

FINDINGS
The following are iny independent findings, based on oral evidence presented at the
examination, written evidence submitted by the Vendor in support of its application for
certification, and thr; findings of our voting system examiners as set out in their written
reports. ‘
The modifications jo the eSlate voting system meet the standards for certification as
prescribed by Section 122.001 of the Texas Election Code. Specifically, the modifications:

Preserve the secrecy of the ballot;

Are s|zitable for the purpose for which it is intended,

Operite safely, efficiently, and accurately;

Are SLIfC from fraudulent or unauthorized manipulation;

Permit voting on all offices and measures to be voted on at the election;

el




6. Prev

:nt counting votes on offices and measures on which the voter is not

entitled to vote;

7. Prev

:nt counting votes by the same voter for more than one candidate for the

same office or, in elections in which a voter is entitled to vote for more than
one ¢andidate for the same office, prevent counting votes for more than the
number of candidates for whom the voter is entitled to vote;

mowe

Are
may

The voting systems

BOSS v.2.8,JBC v,

Prevent counting a vote on the same office or measure more than once;
Permjit write-in voting;
Are ¢apable of permitting straight-party voting; and

sapable of providing records from which the operation of the system
se audited.

CONCLUSION

examiners recommended certification. Accordingly, I hereby certify
11.15, and TS v. 2.8 for use in elections in Texas.

Certified under my Hand and seal of office, this\id day o%\f]_m_, 2009

S

GEOFFREY S. CONNOR
ASSISTANT SECRETARY OF STATE




‘ The State of Texas

Information Technology Division
P.0. Box'12887

Phone: 512-463-5609
Fax: 512-463-5678

Austin, Texas 78711-2887

TTY (800) 735-2989
www.sos.state.tx.us

Henry Cuellar, Ph.D.
‘ Secretary of State
TO: Ann Mcdeehan
Elections [Division Director
FROM: Glenn Glover
Voting System Examiner
DATE: December 11, 2001

A voting systems certifi¢ation examination was held at the Office of the Secretary of State -
Elections Division on Tuesday moming, Oct. 23, 2001.

Software System (BOSY) version 2.8, TALLY ver 2.8, eSlate Precinct Voting System v1.15,
Ballot Now v1.4, and

The BOSS, TALLY anq E-SLATE product lines were previously certified in May of this year.
The new versions of th]se products appear to continue to comply with Texas Election Standards.

Hart Intercivic submit;e{ the following election products for certification: Ballot Origination

12B3 Multi memory card reader.

The software changes efthance the functlonahty of the system such as providing addmonal error
checking for undervote

functionality to Hart’s election system product line. No problems were found during the

The two new products: 4Ballot Now v1.4 and the M2B3 multi memory card reader add additional
presentation of these new _products that would prevent certification..

After reviewing the d umentatxon and attending the examination, I recommend that the BOSS
ver 2.8, TALLY ver 2.8, eSlate Precinct Voting System v1.15, Ballot Now v1.4, and the M2B3,
be certified for use in the State of Texas.

All comments and recommendations made in my capacity as an examiner of voting systems are
based on documentation and demonstrations provided by Hart Intercivic.




HART Intercivic

Hart InterCivic demons|rated their voting system in Austin on October 22, 2001. There were
changes to the previous|examined BOSS, Tally, and BallotNow and Eslate systems.

The current releases of (he systems are as follows:

BOSS - version 2.8 i
TALLY - version 2.8 |
BallotNow - version ll.jL
Eslate (firmware) - ve! ‘ion 1.1.5

A summary of the changes is as follows:

® Modified ballot gerleration code to improve formatting capabilities, font handling, and text
placement. :

¢ Added capability td create and save templates.
¢ Cosmetic or insignificant changes to BOSS user interface.
e Added the capabilily to have a multiple flash card reader/writer (M2B3). The M2B3 is used
. by BOSS to “burn'| the mobile ballot boxes (flash cards). The M2B3 is also used by TALLY
to queue up multiple mobile ballot boxes from the precincts when the polls are closed. '

Reading of the ballots is still serial, that is, one flash card is read a time by TALLY.

e Added flashing icons to the Eslate summary screen to help a voter see if there is more
screens to the suminary and/or how to cast the ballot.

¢ The security of the TALLY system has been enhanced so that an election worker is no longer
able to escape the {)peratio'n system while accumulation is occurring.

Conclusion

The systems performe{:l flawlessly. I recommend certification of each system.
‘ . ,

Tom Watson
Examiner
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This report comprises

oting System Examination
- Hart Intercivic

Prepared for the
Secretary of State of Texas

James Sneerinvger, Ph.D.

Designee of the Attorney General
f November 10, 2001

thz findings of the Attorney General's designee from an examination of the

equipment listed on October 23, 2001, pursuant to Title 9, Chapter 122 of the Texas Election

Code, section 122.036

(b)-

All Components: Questions, Risks and Problems

1. Since no independert test report has yet been provided for these components, and since they
may be modified to jix problems found by the independent testing authority, the version
presented at the exajnination may be different from the version approved by the independent

testing authority. If

consequences, the

hese modifications should be unsatisfactory or have unintended
examiners will have no opportunity to detect this.

DRE Systém: Precinct Voting System (PVS), Version 1.15 (E-Slate and booth
controller), Previously Certified

New Features in 1.15 |

o On the summary screen at the end of the ballot, they added flashing icons to indicate
which button to press to move to the next page of the summary or to cast your vote’

PVS: Questions, Risks and Problems

¢ None

Multiple Card Re

There is still a

ader, M2B3

Reads and writj:s flash memory cards (Mobile Batlot Box, MBB)

esident card reader in the PC

This allows reafling of 4 cards simultaneously, and reads them faster
Used by BOSS|and Tally




M2B3: Questions, Risk@s and Problems
s None ‘
Ballot Printing Sofﬁ;ware: Ballot Now Version 1.4
New Featurés in 1.4 | ‘
Improved formaiting of printed ballots
New templates cjan become part of the customer’s default database

Slight user-interface changes
128 MB cards are addressable

Ballot Now: Questionsi. Risks and Problems

e None
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November 30J‘ 2001

Ms. Ann McGeehan -
Deputy Assistant
Secretary of State

P.0. Box 12050

Austin, TX 78711-2060

. |
RE: Review ¢f Hart Intercivic

Dear Ms. McfSeehan:

I attended an [zxamination of the systems produced by Hart Intercivic on October 23,
2001. The following report below summarizes my findings.

Voting system versions

Hardware/software to be certified Date previo'usly certified

Ballot Origiration Software System (BOSS) v2.8 | July 13, 2001

Tally v2.8 July 13, 2001
eSlate Precinct Voting System v1.15 July 13,2001
Ballot Now v1.4 Not certified
M2B3 — Multi memory card reader New

Hart Intercivic made minor changes to BOSS to produce more “professionai”
formatting. It also allows the user to create default templates, a sort of default
database for elections. This reduces the amount of time and effort required to setup a
new election.

An upgraded PCMCIA reader/writer was added as well. This enables BOSS to read
or write up to four election definition cards at a time, reducing the load on the
operator considerably. The enhancement required small modifications to the user
interface in/both BOSS and Tally. '

Flashing icpns were added to the summary screen at the end of the eSlate ballot to

indicate problem areas such as undervotes.

The Ballot Now product has become a mature offering with significantly improved
user interfice. There are some small procedural issues that might be improved. For




Ann McGeehan
Page 2
November 30, 2001

instance, a user can’ suspend processing of ballot resolution and go to another task. The
entire application must be stopped and the user must log off.

It might also be advisable to have a timeout function to prevent possible tampering with
ballot resolution. If {he system doesn’t see any user activity for a period of time, it should
lock out all activity and require the user to log in again.

All of the modificati ins appeared to functxon as advertised without observable negative side

effects. The minor i

\provements suggested for Ballot Now have no ‘impact on accuracy and

completeness of the system.

The Department of Information Resources (DIR) finds no technical objections to certifying
all of the above systems at this time.

Sincerely,

(q<
Nick Osborn
Systems Analyst

CP:MM:NO:sk




STATE OF TEXAS

REPORT OF E){IAMINATION OF MODIFICATIONS TO HART INTERCIVIC’S
 BALLOT NOW BALLOT PRINTING SYSTEM

PRELIMINARY STATEMENT

Now ballot printing system for examination and certification. The examination was
conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election
Code, the Secretary pf State appointed the following examiners:

| .
On October 23, 20(11, Hart InterCivic (the “Vendor”) presented modifications to its Ballot

1. Mr. INick Osborn, an expert in electronic data communication systems;
2. Mr. Tom Watson, an expert in electronic data communication systems; and
3. Mr. Glenn Glover, an expert in electronic data communication systems.

Pursuant to Secticn 122.035(a), the Texas Attorney General appointed Dr. Jim
Sneeringer, an expejt in electronic data communication systems.
After the Vendor 4)resented its system, the examiners examined it and cast ballots.

Examiner reports on the system are attached hereto and incorporated herein by this
reference. !

BRIEF DESCRIPTION OF BALLOT NOW SYSTEM

Ballot Now is software designed to generate paper ballots for early voting by mail that
may be counted by the Tally central accumulation system. It runs on a PC and requires a
laser printer and a Hart-certified flat bed scanner for reading the voted ballots. The
system has been mpdified to allow the user to create templates and to improve the
formatting of the prifited ballots. Version 1.4 was presented at examination.

FINDINGS

|
The following are tny independent findings, based on oral evidence presented at the
examination, written| evidence submitted by the Vendor in support of its application for
certification, and the findings of our voting system examiners as set out in their written
reports.

The modifications t the Ballot Now system meets the standards for certification as
prescribed by Section 122.001 of the Texas Election Code. Specifically, the system:

Presetves the secrecy of the ballot;

Is suitable for the purpose for which it is intended,;

Operates safely, efficiently, and accurately;

Is safe from fraudulent or unauthorized manipulation;

Permil's voting on all offices and measures to be voted on at the election;
Prevents counting votes on offices and measures on which the voter is not
entitled to vote;

7. Prevents counting votes by the same voter for more than one candidate for
the same office or, in elections in which a voter is entitled to vote for more
than one candidate for the same office, prevents counting votes for more than
the number of candidates for whom the voter is entitled to vote;

Prevents counting a vote on the same office or measure more than once;

9. Permijs write-in voting;

R o
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10. Is cjxpable of permitting straight-party voting; and
11.  Is capable of providing records from which the operation of the system may
be Judited.

CONCLUSION

The examiners rec¢mmended certification. Accordingly, I hereby certify the Ballot Now
voting system, version 1.4, for use in elections in Texas,

Certified under my ljland and seal of office, this é&c{iay of éLn_, 2009~

GEOFFREY S. CONNOR
ASSISTANT SECRETARY OF STATE




