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Computer Science Department, Carnegie-Mellon University, Pittsburgh, PA 9/1968-7/1977

¢ Ph.D dissertation: Segmentation and Labeling of Speech, a Comparative Performance Evaluation

@ Developed the signal-to-symbol level components of CMU’s Hearsay II speech understanding
system, supported by DARPA’s SUS program in the 1970’s.
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Jonathan Herr Software Engineer

Napnary of 'f“);r.-r:".-'}‘,-' o

# Has 10 years experience working on all aspects of the full software development life cycle across
a variety of communities.

@ Has 7 years of experience with Java programming language including work on SOA architectures,
J2EL solutions, and a variety of client and server libraries.

® Developed the common evaluation framework used by the DARPA Machine Reading program

Fidmation

¢ MS, Computer Science, The Johns Hopkins University, 2007

¢ BBA, Computer Information Systems, James Madison University, 1999

toaramer: TS /SCI with I'ull Scope Polygraph—Active

Work in Related Research Areas and Previous Accomplishments

Science Applications International Corporation, Senior Software Uingineer 5/2008—Present

@ Leads software development efforts which support evaluation of intelligent systems.

@ Supports experimentation by building test harnesses which measure system performance.

@ Supports classified projects with Java development and secure communications protocols such as
mutually authenticated SSL transactions.

Lockheed Martin Corporation, Software Engineer 5/1999-5/2008

@ Led design and development of a layer for communication between .Net and Java applications
using Windows Communications Foundation and C# in Microsoft .Net 3.0.

@ Designed and developed a reporting tool for a 24 hour operations center which displayed live
views of incoming data over the web using AJAX and a SOA architecture.

¢ Developed ETL component of a large data warehousing project involving terabytes of data being
loaded into a MS SQL Server farm.

Personnel, Qualifications, and Commitments 297

Sourca Selection Information — See FAR 2101 and 3.104 \se or disclosure of information containad on this sheet is subject to the restrictions on the title page of this proposal or quotation.
epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000080



Science _..pplications

International

Cuiporation

2.10 Project Management and Interaction
Plan

2.10.1 Team Composition

The composition of the SAIC team addresses
both the scientific design of evaluations that
provide meaningful results, and the engineering
needed to build the supporting tools and
processes. Prior experience has shown that
SAIC, as the evaluator, is the natural facilitator
for and has successfully created a common
understanding among and between the algo-
rithm teams, as well as with the data collection
effort. Our organization reflects this by identi-
fying leads for the critical infrastructure pot-
tions of the overall program task, as described
in figure 2.10-1. SAIC’s Principle Investigator
(PI) Rich LaValley, supported by an experienced
team, will provide the leadership and technical
skills needed to execute all parts of the pro-
posed evaluation task. Matt Reardon, Program
Manager (PM), will support the program execu-
tion and collaboration across Technical Area 1
and 2 performers. SAIC has also arranged to
place Dr. Paul Cohen under a consulting
agreement to provide expert technical guidance
on the conduct of the evaluation.

The Data Preparation activity is called out to
address the need for communication and coor-
dination with the team selected to perform the
Data Collection task, ensuting the right distri-

bution and composition of the sEeech samples
2 “ Matl Reardon | |
_- ]

provided for training and evaluation by the
algorithm development teams. This actvity will
be heaviest in the initial 6 months of the
program.

Under the Experimentation activity, analysts
experienced in the real-world applications for
large collections of speech dara will design expe-
riment-based evaluations that produce useful
results. Experiment design will guide data set
design, evaluation scenario planning, and analy-
sis and presentation of results to the govern-
ment for both the unclassified and classified
evaluations. The focus on scientific, statistically
valid, measurable metrics and experimentation
supported by automated tools and processes for
analysis, feedback, and recommendations will
provide the government with the best value
from our evaluation team.

The Framework Development resources pro-
posed for this effort will define the require-
ments and implement the systems to execute
evaluations over the large set of audio data col-
lected, over several different speech processing
systems, and operating within both an unclassi-
fied and classified environment. Engineers
experienced with the DARPA Machine Reading
evaluation software framework are proposed for
this effort, to leverage the existing software
assets as extended to meet the anticipated needs
of the algorithm development systems. These

| Rich Lavalley || . Technical Leatierstip Councll
n———————d
Ted Senator | Stephanie Strassel (LDC)
Ron Keesing | Paul Cohen (Consultant)
] ] T |
Data Characterization Evaluation Design Framework Classified Data
and Partitioning and Execution Development Annotation
Rich LaValley Rich inaui
William Hardy Mﬁiarlnawm Jonathan Herr SAIC Linguists
Henry Goldberg Matt Reardon P

Paul Cohen (Consuitant)

Figure 2.10-1. SAIC’s Evaluation Team Collaborate to Bring Science and Engineering to the Evaluation Plan

Project Management and Interaction Plan
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resources are expected to be utilized in a phased
approach to development - heavier in the first 6
months of each yearly phase, preparing the
evaluation system to interact with the newest
technological advances of the speech processing
systems under development, then active at each
interim evaluation point to provide feedback
and revise code.

The Classified Data Annotation activity will
be lcad by SAIC linguists, applying common
annotation data annotation tools and processes
utilized by the Technical Area 2 performer.
Level of effort is estimated based on the size of
the anticipated data set.

Further, the PM and PI will be supported by a
Technical Leadership Council (TLC) consisting
of Ted Senator and Ron Keesing from SAIC,
and Dr. Paul Cohen from the University of
Arizona and Stephanie Strassel from the
University of Pennsylvania’s Linguistic Data
Center. Fach TLC member will be a regular
contributor to the program and will review all
major technical issues and consult on the design
of the evaluation plan at no additional cost to
the government.

2.10.2 Comnmunication Plan

Coordination with the algorithm development
teams will occur throughout the program as an
integral activity. This coordination will be
accomplished through a collaborative process to
specify interface specifications and supported
system configurations between the evaluation
platform and speech processing systems. Doc-
uments describing the current understanding
and specifications will be distributed electroni-
cally, reviewed and revised collaboratively, and
maintained in the evaluation program repository
available to all RATS program teams. This repo-
sitory, described in detail below, will be popu-
lated during the initial 6 months of the program
to contain the latest released version of the
evaluation platform software and training data
for use in testing by the algorithm teams. Farly
validation of compliance with the agreed-upon
specifications will be ensured by the require-
ment on the speech processing systems to use

the code repository to maintain the latest code
release for integration testing by the evaluation
team. This process will result in a set of interim
evaluations providing fecdback to the algorithm

teams and progress reports to the government.

Communication through electronic and tele-
phonic means is anticipated to provide the
appropriate opportunities to discuss progress
and challenges between the evaluation and algo-
trithm development teams without the necessity
for travel outside of the D.C. Metro area. Colla-
boration with the Data Collection team selected
by the government, on the other hand, is antic-
ipated to require monthly in-person meetings
during the initial 6-month collection period.
These meetings would be used to review the
type and mix of training and cvaluation data in
the context of the scenarios under development,
to ensure coordinated data sets and test
planning,

SAIC recognizes that there will be significant
intetest from the scientific community in the
RATS program. To this end, SAIC intends to
submit summaries of our evaluation design
techniques and key learnings for publication in
targeted research journals.

2.10.2.1 Evaluation Repository

An Evaluation Repository will be deployed
eatly in the program for communication among
the Evaluaton Team as a place to track
progress on evaluation tasks, post documenta-
tion, and share evaluation framework code
among members. Once built and tested by the
evaluation team, access will be provided to
other program participants, including research-
ers, data team members, and DARPA.

The repository will take the form of a
MediaWiki server to which all program partici-
pants will be granted read/write access. It will
provide several key functions SAIC has found
to lead to improved communication between
the evaluation team, researchers and DARPA. A
document repository allows participants to
retrieve evaluation documentation, such as pro-
gram plans, testing protocols and evaluation
framework software documentation, while also

Project Management and Interaction Plan 2.10-2
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providing a mechanism for sharing feedback on
them. A subversion code repository provides
access to the RATS Evaluation Framework and
a bug tracking databasc allows researchers to
create bug tickets and track the progress of fixes
as issues are discovered and fixed throughout
the program. In addition to providing feedback
on software and documentation all participants
can use the wiki itself to create articles of inter-
est to members of the program. The wiki for-
mat’s ease of editing and creating new articles
fosters community within the program and
turns the wiki into a hub around which all pro-
gram activity can be tracked.

At the request of the government, SAIC will
offer this program-wide collaboration site based
on a similar wiki approach at little or no addi-
tonal cost. SAIC is also willing to support pro-
gram-wide mailing lists. These services have
been provided on the Machine Reading Pro-
gram, forrning the basis for cross-program and
cross-perfiormer interactions and collaboration.

2303 Classifed Data Management

Evaluations using classified data will be con-
ducted at the SAIC facility within the appro-
priately protected environment, with informa-
tion security oversight and security procedures.
SAIC will provide the cleated personnel and
resources to manage and execute the evalua-
tons. Analysis, planning, and presentation of
the results to the government will occur within
the same SAIC facilities. Algorithm teams that
include cleared personnel can be invited to out-
briefs on evaluation results at the government’s
discretion,

2.16.4 Program Management Progress
Metrics

Our program management team will use
SAIC’s in-place project management methodol-
ogy to ensure that we complete all tasks on time
and on budget and that deliverables meet or
exceed program requirements. We will monitor
each task ‘weekly on an integrated project sche-
dule, allowing early idendficaton of potential
problems. We will track project resources by
task and update them biweckly. Project

Project Management and Interaction Plan

management and the TLC will review all delive-
tables to ensure quality and compliance with
requirements.

SAIC has defined intetim measures of
progress on the evaluation methodology, data
preparation, and evaluation framework tasks as
shown in figure 2.10-2.

Evaluation Task and Metric Description

e __ - M LiE .
Percent completion of the evalua- | #actual scena- |

| tion specification (phase 1) | riosf#planned !
Number of Development Team #unclassified, #classi-
systems evaluated, by phase fied evaluations

evaluation '

* Percent completion of testing by | #data sets results
| number of partitioned data sets, by = returned/#data sets

| phase evaluation | total

| Percent completion of testing by #minules in data sets
total data set audio time in minutes, = results

| by phase evaluation returned/#minutes in

data sets total

Ratio of elapsed processing time to : (results returned time-
audio data set length, averaged stamp — test initiation
over all tests within phase timestamp)/#minutes
evaluation in data set

e e

Anunt of audio data examine

minutes anno-
and annotated, compared to the tatedf##minutes in data
amount of audio data available set
(phase 2 classified data annotation
task)

| Number and type of annotations by | [#keywords, #speech
type, classification per ime unit, by = events, # speakers,
| phase #languages)/minute of
- audio In collection
% completion of data sets parfitions ~ #partitioned data sets
available for testing, by type, size, - completef#planned
annotation density, by phase

Percent completion of planned | #revisions com-
framework revisions (phase 1task)  plete/#planned
Number, type, and length of data #partitioned data sets
sels ready and accessible to be availablef#created

| used by a system under test

| through the framework, by phase |
fi Number of systems that have been  #teams passed testing
 installed and successfully under-  ~ with framework/#teams

| gone integration testing with the - total
.~ framework, by phase |

Figure 2,10-2. Progress Metrics for Evaluation Tasks

2.10-3
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For the evaluation methodology, the percent
completion of the evaluation specification will
indicate the extent to which the team is on
schedule to initiate the data preparation and
development team evaluation activities. During
execution of the end of phase evaluations,
metrics will be maintained that show progress
toward completing testing across all develop-
ment teams, and amount of time required to
complete cach set of test protocols, in first the
unclassified and then the classified environ-
ment. These include the number of Technical
Area 1 Team systems evaluated, percent com-
pletion of testing by number of partitioned data
sets, and by total data sct audio time in minutes,
for both the unclassified and classified envi-
ronments. Time required to complete resting
will be reported as the ratio of elapsed
processing time to audio data set length meas-
ured from test initiation to processing result
report completion. As the processing Iis
expected to approach “real-time”, this rato
should be close to one, and the overhead for
test initiation and closeout will be low as a result
of using our automated cvaluation framework.

Progress on the data preparation rask will be
measured for both the annotation and the par-
titioning activities. Progress on the classified
annotation task will be measured as the amount
of audio data examined and annotated in
minutes, compared to the amount of audio data
available. The number and type of annotations
by tme unit (minutes of audio data) will be
tracked to show progress in developing the
sample size needed (the number and density of
keywords for KWS, for example), for both the
unclassified data received from the Technical
Area 2 performer as well as the classified data.
Partitioning of the audio data into sets with the
correct sample size and distribution will be
tracked as a percent completion of data sets
partitions available for testing, by type, size, and
annotation density.

Metrics for the evaluation framework will

include both measures of progress in extending
the underlying source code and availability of

data sets and Technical Area 1 Team systems
for use in performing an evaluation at any time.
Progress on the framework development to
support the RATS program will be tracked as
petcent completion of planned framework revi-
sions. Availability of partitioned data sets will be
tracked by the number, type, and length of data
sets ready and accessible to be used by a system
under test through the framework. Availability
of the T'echnical Area 1 Team systems for eval-
uation will be reported as the number of sys-
tems that have been installed and successfully
undergone integration testing with the frame-
work, and are therefore ready for performing an
evaluation in either the unclassified or classified
environment.
2.10.5 Potential Schedule Risk and Risk
Mitigation Strategics

For programs such as RATS, which push
technology boundaries and pose potential inte-
gration challenges, SAIC uses a proactive risk
management process. Figure 2.10-3 identifies
potential program risks and SAIC’s mitigating
strategies.

We will conduct monthly risk assessments to
determine when we need to enlist other
resources, which may include team-wide, off-
bench, in-house expertise. We will create an
advisory group that includes senior scientists to
conduct regular reviews of progress, future
plans, and existing obstacles. We will promptly
advisc the Defense Advanced Research Projects
Agency  (DARPA)/Information  Processing
Technology Office (IPTO) program manager
about any risks that potentially affect on-time
performance.

2.10.6 Plans and Capability to Accompiish
l'echnology Transition

SAIC recognizes that there 1s a strong demand
within the operational community for the capa-
bilities to be developed in RATS and that one
of the goals of the program is to identify and
foster transition opportunities. SAIC’s technical
approach to RATS evaluation will provide a
solid foundation, emphasizing the relevance of

2.10-4
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Mitigation

Inability to intexgrate research | Medium 'Medium | Develop test framework that can be used by developers for continuous

algorithms with data and test testing during development, incentivizing continuous integration
framework in time to conduct Provide evaluation framework to performers for on-going integration
end of phase evaluations testing with evaluation system and a representative set of test data
Inability to exexcute research Low | High Leverage proven pracess for shift from unclassified -> classified evalua-
algorithms on classified systems l tion established over the course of 40+ previous experiences

? Test on unclessified, mirrored configuration of classified system prior to. |
[ moving testing in classified environment |
Serious degradation of research | Medium | Medium | Test critical aspects of performance - such as trainability on new speak-
algorithms performance in clas- ers, keywords, and languages — prior to fransition to classified

sified environments environments
| Difficulty constructing the evalu- | Low Medium | Leverage existing MR Evaluation Framework
AR | Use full team's proven evaluation infrastructure expertise and SAIC's
_. ‘ extensive system engineering experience to meet initial and evolving
i | | requirements

Figure 2.10-3. Risk Analysis Table

RATS technology trough scenario-based  supporting previous technology transitions —
evaluations and the calculations of MOLs based  including speech analysis technology — into the
on MOPs. 1C. We believe that this experience, which can-
In addition, SAIC’s broad and deep reach 7O be discussed \x.rzthln an anlasslﬂed Pl
posal, makes us uniquely qualified to support
RATS transition. We can provide references to
the appropriate contacts within the government
upon request.

across the intelligence community gives us many
opportunities to expose potential customers to
RATS technologies for demonstratons and
experimentation. Our recommended approach
to transition is based on extensive experience

Project Management and Interaction Plan 2.10-5
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2.11 Cost Summary

2111 Introductien
SAIC recognizes that the costs associated

with each phase of our proposed approach are

significantly higher than those described in

DARPA BAA 10-34  Amendment 3/

RATS_FAQs_23Mar10.pdf posted on FED-

BIZOPS.gov. Our proposed costs are based on

our extensive experience on evaluation tasks of

similar size, scope, and complexity and are tai-
lored to accomplish key RATS objectives. We
believe our higher costs are justified by the fol-
lowing factors, which we view as essential to
achieving thorough, effective evaluaton of

RATS technologies while providing crucial

information that will be needed by possible

transition partners:

# Evaluation framework that is shared with
algorithm developers and supports conti-
nuous testing during development, max-
imizing program resources by developing
shared resource across multiple teams while
minimizing risk of integration problems.

¢ Experirnental design and analysis that breaks
down performance actoss multiple dimen-
sions, identifying strengths, weaknesses,

SAIC Proposal No:

challenges, and opportunities for different
RATS technologies.

® Scenario-based data collection and evalua-
tion, emphasizing operationally relevant
technology development.

# Streamlined process for moving from
unclassified to classified envitonments during
Phases 2 and 3.

@ Method for annotating classified data that is
consistent with unclassified data.

¢ Estdmation of Measures of Effectuveness
(MOLs) from Measures of Performance
(MOPs) and limited end-to-end testing,
allowing potental transition partners to
assess the impacts of RA'TS technologies
within the framework needed to justify their
investment.

In the case that DARPA feels one or more of
these areas are less important, we are prepared
to work with the government to sclect and sep-
arate individual tasks where possible, revising
our pro-posed approach and costs.

2.11.2 Total Cost Saummary by Phase

Figure 2.11-1 presents the Total Cost Sum-
mary by Task in Phase 1 and Option Phases 2
and 3.

FDO455.A.2311.010.000

Proposal Title: Robust Automatic Transcription of Speech (RATS) Technical Area 3 - Evaluation
Task Title: 2.11 Cost Summary - Task & Phase
Offeror: SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
Period of Perfiormance: 15 August 2010 - 14 February 2013
2.11 Cost Summary - Task & Phase
Base Period Option Period 1 Option Period 2
Phase 1 Phase 2 Phasel
Program Tasks Cost % Cost % Cost %
WB51L1 Develop Evaluation Specification Document $137,759 15%
WAS1.2 Develop Evalustion Tes: Framework $136,112 19%
WBS1.3 Evnluation Test Design 5164,721 23%
WHs1.4  Conduct Fhase 1 Evaluations 5175,463 24%
WB51.5 Management Task 6103,132 14%
WBS2.1 Refine Evaluation Specification Document 655,409 11%
WBS2.2 Refine fvaluation Framework £54,881 11%
WB523 FEvaluation Test Design $101,093 %
WB52.4 Conduct Phaze 2 Evaluztions $212,049 L25
WB52.5 Management Task SE3,815 13%
Wwa53.1 Aefine Fvaluation Specification Document £50,654 13%
WABS31.2 Fvaluation Test Design 569,200 18%
WB53.3 Aefine Evaluation Test Framework 535,983 g4
was3.4 Conduct Phase 3 Fvalugtions S111,141 44%
WB53.5 Management Task 565,467 17%
Total wmr 100% m?izs: 100% _s;_g_zuuz_
Figure 2.11-1. Total Cost Summary by Task
Cost Summary 2.1141
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2112 Major Tasks and Subtasks by Month
Figure 2.11-2 presents thc major tasks and

sub-tasks by month.

cach task and sub-task.

Note: Second level WBS task and sub-task
elements provided only. Greater level of WBS

SAIC Proposs| No:

Proposal Title:

Task Tida:

Doferor:

Period of Perdormance:

211 Cost Summwry - Task & Month

FOO455.A.2311.010,000

Robust Automate Trenscription of Speech (RATS) Technical Ares 3 - Evalustion
211 Cost Sumimary - Task & Moath

SOENCE APPLICATIONS INTERNATIONAL CORPORATION

15 Auygmest Z0H - 18 Fubruary 2013

cost detail can be provided upon request. See
Section 2.8 for the activities included under

Fiseal Year 2010 FY-10]

Program Tasks Oct00  Mow09  Dec09  len10  Feb-10  Mar-10  Apri0 M Jun-310 Jul-10 10 Toual

WBS1.1 Develop Evaluation Speciication D S37491 535448) ST

WBS1.2 Develop Evaluation Test Framework £19923 519,923 339,846

WEBSL3  Evalution Test Design 48505  Sss.e05|  $a7,210|

WRS14 Conduct Phase 1 Evaluztions

WES15  Managmment Tak $9.04%  S7.543| $16,692

WEBSZ1 Refine Bvalustion Specification Dooument 1

WBS2.2  Refine Bualuation Framework

WBS23  Ewaluation Test Design

WBS24 Conduct Phase ] Bwaluations

WESZS Nanaperrent Tak

WES3I Refine Evohstion Specic umen:

WRS3IZ Evalualion lest Design

WES3.3  Refine Evaluation Test Framework

WRS3d4  Conduct Phase 3 Evaluations

WB53.5  Management Task

Towl 50 $0 50 50 0w $0 50 5 50575067 S7L618| 5146606
Figesl Your 2011 F¥-1

Mm‘hﬁl ——— Oct-10 _ Now-10 Dec-10  Jsn-11 Feb-11  Mar-il 11 Jun-11 11 1 Totsl

WES11 Develop Bwluaton Spediicsiion SIASEE 512097 512082 Si2082 1

WBS1.2 Develop Evaluation Test Framework $19823 S17.741 S1LA7R 11308 £93,119 S14TE S1478  S147 S147%  S14TR S147  S1478]  554,73R

WEE13  Evaluation Test Design $15506 51508 S1S806 SSRGS SI07ST SMTST 516455 S80S SS605  SRB0S  S860S $147,511)

WES14 Conduct Phase 1 Fualuations

WES1.5 Managemens Task 45335 SS11 5336 5511 45741 S5118 45336 S511B 3533 SS1M S6T41 58| 565,533

WBS2,1  Refine Bualisatian 5 T

WB52.2  Refine Pusluation Framewark

WBS2.3  Evaluathon Test Desgn

WBE2A4 Conduct Phase 2 Bvalustions

WBS25  Manegement Task

WES3I1  Refine Evaluation Specification Documen!

WEBS32 Ewnlurtion Test Desien

WES33  Refine Evaluation Test Framework

WBS34 Condect Phase 3 Bvaluations

WEBS3S5 Manogemem Task

Totl $69.311 550457 ﬁ!ﬂ‘. m,w 550,617  527.353 &lﬁ! 515,201 515413 515201 ﬂl&s 56,556/ MBSI
Flscal Vaur 2012

Program Tasks De-11 MWardd  Aprdd  May-12  lun-12  Jul-2

WBS11 Develop Eval 5 3

WBS1.2 Develop Eveluation Test Framework $1478 $1,478)

WEBS13  Ewaluation Test Desn

WEBS14 Conduct Phase 1 Evalustions $11.129 557167 S67157

WES1S Management Task

WEBS21 Re'ine Eval Specificath
WBSZZ Refine Evahution Framework
WBS23  Evaluation Test Design

WBS24 Conduer Phase 2 Evaluations
WBS25 Managemen: Task

WEBS3.1  Refine Eval Specifi b
WDS3.2  Eveluation Test Design

WBS32  Reflne Evahumtion Test Framework
WEBS34 Conducl Phase 3 Evaluations
WES35  Management Task

Tow!

Cost Summary

$5336 S5MR 3% SR
425934 516990 $12485
SI4465 S14465 $12213 56106 S45%1 518517
S3BRE 515786 S157R6 516528 521432 $133%  SA88S
$13242 $14973 514973 S7.487

S4834  S48M  S4mEs S48M

$1.527)

Figure 2.11-2. Major Tasks and Sub-Tasks by Month
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SAIC Proposal No:
Proposs! Title:

Task Tide:

Diiwror:
Period of Performence:

m Tases

FOO455 42311 010.000
Robust Autamatic Transeription of Speach [RATS] Technicel Ares 3 - Evalustion
211 Cost Summary -Task & Month
SOENCE APPLICATI ONS INTERNATIONAL CORPORATION
15 August 2020 - 14 Februsry 2013
Fscal Vear 2013
How-11 Dec-ll  Jan13 Feb-13  Mar-l3 13

FV-13

Oc-12 Jun-13  juk13 Total

WES11l Develop Fualuaton Speckication Documen
WES12 Develop Fvalustion Test

WB51.3  Fvaluatian Test Design

WES 14 Conduct Phase 1 Evaluations

WES1S  Managennent Task

WESZ1  Refine Fv alisation Specification Documsnt
WRS2?  Refine bvalustion Framework

WES23 Eweluelion Test Design

WES2Z4 Conduct Phase 2 Bushiztions

WEELS Menagernont Task

WEBS3.1  Refine Dval Specification

WES32 [wluation Test Design

WE5S3.3 Refine Evaluation Test Framework
WE53.4 Conduct Phase 3 Evaluatcns

WES35 Managernent Task

Total

S40.EE8
$4834  54BEM

$80,35%
$a3n

$60,353
$8312
525337
54563

S10978
S11464
58.584

5157232
56,271

03 54589
$a763 5124 $1254)
§7.689
$4,955]

$12.822
56271
54,965

4865 56371

46371 54965
566,685 536,170 g

Rscsl Veur 2014
Mar-14  Apr1d  MWay-14

Jun-14  Feb-14 Jun-14 Jul-14  Aup-14  Sep-14

Deveicp Cvalustion Tes: Framework
Evaluation Test Design

Conguct Phase 1 Evelustions
Manageenent Task

Pefine Evalustion Specification Document
Pefine Evaluation Framewark

Funluaticin Tes! Design
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Figure 2.11-2. Major Tasks and Sub-Tasks by Month (continued)

Cost Summary

2.11-3
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2.12 Organizational Conflict of Interest
Affirrnations and Disclosure

In accordance with the instructions in BAA
10-34, Section IIL.A.1 and Section IVB 2.12,
“Organizational Conflict of Interest Affirma-
tions and Disclosure,” SAIC affirms that SAIC
and our proposed consultant are not currently
providing SETA support.

Organizational Conflict of Interest Affirmations and Disclosures 2,121
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2.13 Human Use

None. Human use is not a factor in this pro-
posal. Should the need arise in the future, SAIC
will comply with the federal regulations for
human subject protection, DoD 32 CFR 219,
Protection of Human Subjects and DoD Directive
3216.02, Protection of Human Subjects and Adherence
to Ethical S'tandards in DoD-Supported Research. As
required, SAIC will provide documentation of a
current Assurance of Compliance with Federal
regulations for human subject protection and
evidence of or a plan for review by an
Institutional Review Board (IRB).

Human Use 2.13-1
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2.14 Animal Use
None. Animal use is not a factor in this
proposal.
Animal Use 2.14-1
Source Selection Information — See FAR 2.101 ang 3.104 Use or disclosure of information contained on this sheat is subject to the restrictions on the tille page of this proposal ar quotation,
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2.15 Statement of Unique Capability
Provided by Government or
Government funded Team Member

The SAIC Team does not propose to include
any government team member as part of this
effort. However, SAIC is willing to work with
any government agency or entity designated by

DARPA to participate in the RATS program.

Statement of Unique Capability Provided by Government or Government funded Team Member 2.15-1

Source Selection Information — See FAR 2.101 and 3,104 Use or disclosure of information contained on this sheat is subject to the restrictions on the title page of this proposal or quotation,
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2.16 Government or Government-Funded
Team Member Eligibility

Not eligible.
Government or Government-Funded Team Member Eligibility 2.16-1
Source Selection Informaltion - See FAR 2.101 and 3.104 Use or disclosure of information contained on this sheet is subject to the restrictions on the title page of this proposal or quotation.
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APPENDIX A. GLOSSARY

ronym Definition

BAA  Broad Agency Announcement ‘
COTS - Commercial off-the-shelf
DARPA | Defense Advanced Research Projects Agency
| DoD Department of Defense
' DSRS Domain-Specific Reasoning System
EARS Effective, Affordable, Reusable Speech-to-Text
English Text | Text (including automatically transcribed speech) that was originally in English or that was translated
into English
GUI | Graphical User Interface
HVI | High Value Individual
IC | Intelligence Community |
f IPTO ; Information Processing Techniques Office ,
Knowledge Base Structured information extracted from text
| KWS * Key Word Spotting
| LCD Linguistics Data Consortium
| LCTL | Less Commonly Taught Languages
| LID | Language Identification
‘ LbC ' Linguistic Data Consortium
Metric | A numerical measure of performance
MOE Measure of Effectiveness
MOP Measure of Performance
| NIST | National Institute of Standards and Technology
| NLP Natural Language Processing
PE Performance Evaluation
Pfa ' Probability of a false alarm
PI . Principal Investigator
Pmiss Probability of a missed detection |
SAD Speech Activity Detection |
SID - Speaker Identification
Source Language ‘ Language in which the speech or text originated
Speech Audio signal (digital waveform)
Team | Prime contractor plus 0 or more subcontractors
| Text | Ordinary text (in machine readable form) or automatically transcribed speech
T-FIMS | Technical-Financial Information Management System
Total Error (TE) | TE = 2 (PmissPfa )/( Pmiss + Pfa)
TRL Technical Readiness Level
| TSISCI | Top Secret/secret compartmented information [
| Userinterface | Software by which users and agorithms interact |
Glossary

A-1
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APPENDIX B. SECURITY PLAN

This Security Plan presents our approach to
supporting the security organization, personnel
sccurity, physical security, information security,
and operations sccurity requirements of the
RATS Program. Our approach will establish a
balance between the risk of losing information
resources and the inconvenience and cost of
security measures. Our goal is to fulfill the over-
all security objectives of federal statutes and
RATS policies and directives, while tailoring
specific procedures to meet the needs of the
RATS Program to prevent the impeding of
scientific and administrative research.

SAIC is cleared by the Department of
Defense (DoD) for access to classified infor-
mation through Top Secret and we have more
than 142 SAIC facilities cleared under the
National Industrial Security Program (NISP)
located in important regional centers through-
out the United States. SAIC facilities have been
recipients of 28 James S. Cogswell Awards from
DoD in recognition of our “Outstanding
Industrial Security Program.” The DoD has
approved SAIC for access to Sensitive Com-
partmented Information (SCI), Communica-
tions Security (COMSEC), Critical Nuclear
Weapons Design  Information (CNWDI),
Restricted Data (RD), North Atlantic Treaty
Organization (NATO), and other special access
authorizations.

B.1 Approach to Performing Evaluation on

Classified Data For RATS Phase 2

and 3

licidity. For this effort, SAIC has selected the

building Quincy Street Station, located at 4001
North Fairfax Drive, Arlington, Va. (CAGE
Code: OPSGO). The Air Force Research Labor-
atory (AFRL) has accredited this facility at the
Top Secret: level, with areas ranging from Secret
to Top Secret for the establishment of our
RATS PMO. This building offers SAIC and
RA'TS the best combination of cost, location,
and amenities. SAIC selected this building for
the RATS contract because it is secured through
physical and administrative security mechanisms

and a 24/7 guard force onsite to protect the
contents and people in the facility. The AFRL is
the certifying authority for the Sensidve Com-
partmented Information Facility (SCIF) located
at the Quincy Street Station. In order for SAIC
to receive authorization to use this facility, a Co-
Utilization Agreement (CUA) must be in effect
between the sponsor of the RATS Program (ie.
DARPA) and AFRL.

Col Hinative Agresmzent. The introduction of
the evaluatlon platform into the classified labor-
atory facility at the 4001 North Fairfax Drive,
Arlington VA location requires the strict adhe-
rence to a set number of processes. The Air
Force Research Laboratory (AFRL) is the certi-
tying authority of the classified laboratory and a
Co-Utilization Agreement (CUA) is required
ptior to the initiation of the classified evaluation
process. SAIC will facilitate the establishment of
this agreement between the AFRL and DARPA.

f)‘:-’.a‘."{'.f,"'z’ Secony / 3t Since
the evaluation platform wﬂl involve Automated
Information Systems (AIS), the apptropriate
Designated Accreditation Authority (DAA)
must accredit these systems prior to introducing
them into the classified laboratory. A System
Security Authorization Agreement (SSAA) will
facilitate the certification and accreditation
process of the evaluation platform. Once the
Evaluation Team has identified the required
systems, they will add them to the SSAA and
provide them to the certifying authority (ie.
AFRL). The SSAA will document the required
security information to support systems certifi-
cation and accreditation by describing the AIS
and providing details surrounding its operation
in a secure environment. The scope of the
SSAA is to provide a detailed understanding of
the AIS concerning security configuration,
and external connectivity, security
countermeasures, threats and vulnerabilities,
security administration, and physical layout of
the secure environment.

ﬂ.r:l.l' ,f! f‘.: T

internal

Linszzatron Platforz. While 1t is preferred that
the Technical Teams furnish their evaluation

Security Plan B-1

Source Selection Information — See FAR 2.101 and 3.104
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systems 1n software format (Le. removable
media) only, the teams may also furnish equip-
ment as long as the introduced hardware is cer-
tified and accredited according to the instruc-
tions detailed by the DAA. Furthermore, SAIC
will facilitate prior coordinatdon with AFRL to
ensure that the Technical Teams introduce this
equipment at the earliest stage possible for
inclusion into the CUA and SSAA.

Storage of Cinssfied Materisi The removable
hard-drives and all removable media (e.g. CD-
ROMs) provided by the Technical Teams will
be permanently stored in the classified labora-
tory facility at the 4001 North Fairfax Drive,
Arlington VA location. SAIC will arrange for
additonal classified storage containers prior to
the initiation of Phase 2 of the DARPA RATS
project as needed.

Remowal af 1ralnaton Sysien. At the conclusion
of the evaluation, the classified material may be
removed from the classified facility as specified
by the DAA and the Information System Secu-
rity Manager.

B.2 Security Organization and
Management

For the RATS Program we have designated a
facility security officer (FSO) who will also act
as the facility manager. ‘T'he FSO is responsible
for directly supporting the security program,
including processing security clearances, sub-
mitting comprehensive standard operating pro-
cedures (SOPs), and implementing the Infor-
mation Technology Security Plan to control all
classified data, equipment, and security training.
The FSO has unlimited and complete support
and access throughout the life of the RATS
Program to two key SAIC business unit indi-
viduals: our principal investigator Rich LaValley
and our director of security Mr. Bill Tremble, as
shown in figure B.2-1.

Personnel Svenrity Practices and Procedmres, Incfuding
Flmployee Sereening Procedmves. The SAIC Team
meets the RATS Program requirements for
processing employees, subcontractors, and con-
sultants for personnel clearances. The SAIC
Team will send all completed personnel secu

Figure B.2-1 Security Organization Chart

tity-background investigation package to the
SAIC security office for tracking and transmis-
sion to the DSS. The SAIC Team includes
cleared personnel who are currently working on
programs that require clearances at the Secret
level or higher, and who are available to begin
work on Day One of contract award. SAIC
policy includes the requirement for each
employee with access to attend a series of secu-
tity awareness briefings to provide them with an
understanding of the RATS Program, the role
of security on the program, their role relative to
security, and our methods and techniques for
safeguarding classified information.

B.3 Physical Security Procedures to Protect
Classified Data

SAIC will provide physical security for the
RATS facility and its subcontractors in accor-
dance with the NISPOM requirements for safe-
guarding classificd material. The safeguards
include construction features, access control
systems, badging systems, alarms, telephones,
and storage facilitics. SAIC corporate security,
as well as the approptiate government authori-
ties, will inspect each facility on a regular basis
to ensure regulatory compliance. Although any
of the safeguards alone can only delay attempts
to gain unauthorized access to classified infor-
mation, our combination of safeguards presents
a layered, formidable barrier against physical

Security Plan B-2
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penetration or inadvertent disclosure of con-
trolled areas. Our physical sccurity safeguard
requirements for the Restricted Areas and
Closed Areas in which the RATS Program con-
tract activities will take place meet or exceed the
physical security construction and administra-
tive requirements established in NISPOM for
all Closed Area facilities. To deter and detect
unauthorized introduction or removal of classi-
fied or sensitive information from the facility,
the SAIC Team maintains a formal system that
includes random inspection of the personal
effects of all persons who enter or exit the facil-
ity. The SAIC security office will conduct these
inspections at irregular intervals and schedule
them so as not to interfere with facility opera-
tions, The SAIC security office will prominently
display a sign notifying all employees and visi-
tots of this procedure at the primary point of
entry.

Jl;'..

cdues for Captroiing ond Plandiige ©lawé
5 NOFORN Miterizts. Our cxtcna!vc expe-
rience with other government agencies will
serve as the base for all procedures related to
controlling, handling, or accessing government
data or other classified resources for the RATS
Program. The SAIC Team understands that all
classified and sensitive RATS work products,
including documentation, materials, media, and
manuals, become the property of RATS. The
SAIC Team will ensure that all matetials
created, maintained, stored, and transported will
do so in a manner that affords protection from
unauthorized disclosute. The SAIC Team will
handle all data in accordance with established
security policies and procedures.

Our security procedures begin with receipt of
classified or sensitive data and continue through
final turnover of the data. The SAIC Team will
track all classified material entering or leaving
our facility using our security information man-
agement system Access Commander. SAIC cur-
rently use this system on other federal contracts
and will provide it at no direct cost to the RATS
program.

In addition, the SAIC Team ensures that all
sensitive material (including data printouts and

Security Plan

other hard copy materials, software documenta-
tion, operating manuals, and handbooks) is
stored in a secure location when not in use.

All deliverables that contain classified mate-
rials that the SAIC T'eam will send out of the
facility will be prepared for transmission using
secute communications, hand-catry, or the fol-
lowing procedure: enclose the inner envelope of
classification level and ensure sufficient durabil-
ity and strength to protect the material during
transit and mark the outer envelope with the
official address provided.

All material released, originated, or repro-
duced in performing contractual obligations
remains the propetty of the RATS sponsor
organization. On completion of each RATS
task, the FSO seeks disposition guidance from
the contracting officer and the security repre-
sentative. As required, the FSO prepares a
request to tetain materials required to fulfill
contractual obligatons, or, if needed, to per-
form another RATS task. To prevent unautho-
tized access or compromise of classified infor-
mation entrusted to the SAIC facility, the SAIC
Team will establish controls for material that is
in use and provide approved GSA Class 6 Secu-
rity Containers or Class 5 Sccurity Containers.
SAIC reminds all employces to ensure that non-
cleared individuals cannot overhear their classi-
fied and sensitive conversations. The SAIC
Team will ensure the protection and security of
employees operating within open or closed
areas via the layout of office furniture and the
proper use of screens for computer systems.

Raprodution,

) 5 Tnsary . The SAIC
Tf:arn wﬂl keep the reproducuon of classified
deliverable or non-deliverable documents to an
absolute minimum, consistent with contractual
and opetational requirements. The FSO is also
responsible for ensuring that only authorzed
employees carry out reproduction of classified
material. Before these employees reproduce any
documents, the FSO or security staff will review
the documents and determine whether repro-
ducing them is in the best interest of RATS; if
not, reproduction of any kind is not authorized.

LR I/ i !‘fe{{“

coaf Date

B-3
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The FSO also ensures proper recording and
accountability of the material after reproduc-
tion. We strictly control production and disse-
mination of these materials. After-hours repro-
duction is discouraged and must be coordinated
with the security staff. If operational require-
ments dictate such activity, the FSO - in con-
junction with the SAIC Team - will establish
specific arrangements and procedures on a case-
by-case basis.

Pracedsres for the Destenction of Chussdited Inforsa-
ioi. The FSO and security staff member are the
only individuals authorized to destroy classified
material. The sccurity team will only destroy
material with the consent of the program man-
ager and only when the SAIC Team no longer
need the material.

B.4 Information Security

Information security addresses the control
and monitoring of data used by computer appli-
cations and systems. SAIC has developed a
DSS-approved System Security Plan (SSP) that
defines the procedures for controlling, handling,
and accessing government data and other
information system resources. This plan follows
NISPOM Chapter 8 and other best practce
processes. The SSP describes the system and
provides details surrounding its operation in a
secure environment., The SSP includes detailed
descriptions of the system with regard to secu-

rity configuration, internal and external connec-
tivity, security countermeasures, threats and
vulnerabilities, security administration, and
physical layout. Figure B.4-1 depicts how the
RATS Program and other governing documents
correlate with our SAIC management SOP and
SSP. This correlation coincides with our
approach to tailoring our processes and proce-
dures to accommodate RATS policies and reg-
ulations.

The SAIC Team adheres to all information
security procedures while processing informa-
tion in the facility. SAIC enforces security stan-
dards that prohibit the use of non-contract—
related software on computers used to support
this contract. If any non-contract—related soft-
ware is found on computers supporting this
contract, we will investigate the reasons for
using the software and bring all computer sys-
tems into compliance. Before permitting access
to any computing system, SAIC conducts user
training and warns system users about restric-
tions with sign-on warning banners. The SAIC
Team gives clear and unequivocal notice to
computer users that, by signing on to the sys-
tem they are expressly consenting to such mon-
itoring. In addition, system administrators

monitor computer users in the course of routine
system maintenance,

materials

briefings

Facility SOP and SSP

| Facility Requirements

@ Safeguard sensitive and classified
information

- # Physical security and storage

@ Reproductionftransmission of

@ Destruction procedures
@ Security clearances, training, and

@ Operation security plans
- & Emergency actions plans
- # Information system security plans

Figure B.4-1. Correlation of SAIC Management SOP and SSP

Security Plan
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In addition to the data, the SAIC will secure
the operating systems and software used in sup-
port of the RATS Program. The SAIC Team
applies controls to protect assets from unautho-
rized or fraudulent use, manipulation, or
destruction as required in the areas of auditing,
recording, investigating, and archiving. The
SAIC Team will also implement security con-
trols for fraudulent or inadvertent occasions;
features that guarantee system integrity and pre-
vent unauthorized use of system interfaces;
controlled access to the software programs
stored in the system; safeguards to protect
operational status and subsequent restart inte-
grity during and after a system shutdown. In
addition to these security controls, the SAIC
will also ensure complete and current docu-
mentation that enables us to construct audit
trails and implement software features that lock
out a terminal not used for a specified period.
The SAIC Team will also develop procedural
safeguards, such as periodic evaluation of sys-
temn vulnerabilitics, separation of duties, and
complete rules for operation; and maintenance
processes to validate operating systems before
implementation.

In addition to these security measures, SAIC
will also implement 256-bit Advanced Encryp-
tion Standard (AES) hardware-based encryption
on all removable hard drives used during the
evaluation: process.

As an integral part of our information security
process, SAIC automatically backs up data in
case of a disaster, SAIC’s approach provides
integrity and availability through a comprehen-
sive set of requirements and standards for day-
to-day protection of data, systems, and soft-
ware.

. The SAIC Team uses
full and incremental backups to meet a variety

Dita Berkuh Provedies:

of requirements. The SATC Team will combine
full and incremental backups in several ways as
solutions to meet specific recovery and business
continuity challenges. In a full backup, data is
stored on tape or another transportable media
in a secure, protected environment. In an
incremental backup, all data that has changed
since the last full, differential, or incremental
backup are stored. The SAIC team will keep
incremental backups close to the data center to
facilitate restoration in the event of a cata-
strophic failure.

The SAIC team will back up data every night
during non-peak hours. The SAIC Team will
maintain incremental backup tapes for four
wecks and monthly full backup archive tapes for
six months. In addition, as per curtent operating
procedures, SAIC will maintain the last monthly
full backup archive for six years or the life of
the contract. This scheme provides chronologi-
cal restoration capability in the event of a dis-
aster or for investigative purposes. Note that
SAIC can only restore individual files if they
were present on the system during previous a
backup operation.

B.5 Operations Security

Operations security (OPSEC) applies to all
members of the RATS Program who generate
or handle critical program information (CPI) as
well as all other sensitive information. We will
protect mission-sensitive information, including
core mission components such as operational
information; maintain classification levels from
Unclassified, For Official Use Only (FOUO),
and Classified Confidental and Secret; and
protect CPI as well as all other sensitive infor-
mation by analyzing friendly actions attendant
to military operations. By developing counter-
measures, we not only protect information but
also eliminate and minimize indicators.

Security Plan B-5
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ATTACHMENT 1. SECURE FACILITY DOCUMENTATION

May 11, 1999

CACE: OPSGO
Science Applications Intemational Corporation
Teohnology Research Group
Attn:  Facility Security Officer
4001 N Fairfax Dr_, Suite 410
Ariington, VA 22203

Desnr Sir or Madam:

Reﬂhmcchmndemwmimmmommmeehﬁbdimofmﬁmmyfma
Department of Defense security clearance. | am pleased to advise that the pecessary processing

" hag been completed and a security clearance at the TOP SECRET level is hereby granted your

facility.

The: fact that your organization has qualified for and has been granted a facility clearance may

mhmwﬂmmmwmmmﬁism:bomdmmm
form except for the necessary records of your organization.

Th:DefmnSenmtyScmcenvmllyhmdm-ummmdmdwdom of & sound
security posture. We will conduct periodic reviews of your security program to &id you in
maintaining proper security safeguards and are availeble at any time for guidance or assistance.

Sincerely,

YOR 3 s o
JOMHN W. FAULKNER om— copy: ODCKS
Director

D38 FL 381-R

Security Plan

B-6
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Form Apr-oved

MAPPENDAGE TO DEPARTMENT OF DEFENSE SECURITY AGREEMENT OMB No. 0704-0194
Expires Sep 30, 2007

55’

“wwmmduum mmw reducing the burdan, 1o Department of Defense, Weshingion

OMB control number.
PLEASE DO NOT RETURN YOUR FORM TOD THE ABOVE ORGAMNIZATION. RETURN COMPLETED FORM TO YOUR RESBPECTIVE COGMIZANT SECURITY OFFICE.

mmnumamuwhmwmnmmutmhm pearching
mmmmum pleling and the collection of information. Send commenta regarding this burden

Servicas,
Direclorsto for Information Operations and Reports (07040184), 1215 Jefierson DEV16 Highway. Sulte 1204, Arington, VA 222024302 mm“m”m
notwithstanding) sny other provision of law, no person shell be subject to any panalty for failing 10 comply with a collection of information If it does not dispiay a currentty valld

It Is further agreed, on this 10th day of December 2007, by and between the United States of America through the Defense
Security Service, acting for the Depariment of Defense, heroinafter called the Govemment, and
Sclence Applications International Corporation which has entered into the Security Agreement to which this appendix is made
a part that the branches and/or facililies listed below, owned and/or operated by said contractor are included In and covered by
the provisions of the said Security Agreement, and Certificate Pertaining to Forelgn Interests, Standard Form 328

NAME OF PLANT OR FACILITY NUMBER AND STREET ADDRESS CITY AND STATE
Science Applications International 4001 North Fairfax Drive, Arlington, VA 22203
Corporation Sulte 475
(CAGE: OP$G0)
THE UNITED STATES OF AMERICA CONTRACTOR (Typed Name)
BY (Signature of Govemment Representative) Sclence Applications Intemational Corporation
BY (Signature of Authorized Contractor Representative,
"@dh} [ .k»-futlu}g_. ( )

N s FHe

AUTHORIZED REPRESENTATIVE OF THE GOVERNMENT TITLE (of Autharized Contraclor Representative)

(Type Name of Govemment Agency) George S. Hall, Corporate Security

Dafense Sacurity Servics (S41SD) Corporate Industrial Security Maneger

11770 Bemardo Plaza Court, Suite 450 ADDRESS

San Diego, CA 82128-2420 10260 Campus Point Drive

San Diego, CA 82121
DD FORM 441-1, OCT 2004 PREVIOUS EDITION IS OBSOLETE.
Security Plan - i
Source Selection Informailion - See FAR 2,101 and 3.104 [Use or disclosure of information contained on this sheet is subject to the restrictions on the title page of this propasal or quotation.
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SEPARTHMENT QF BEFEMNSE

oo asswgy
oma uo, lru-u'lﬂ

1

| SECURITY- AGREEMENT L A L -
TRES OEFAATMANT OF DEFEALS SECURTY ACREEENT (Aoesader calloy Ubs AGITament), cOloTed lnto iy ST
. duy of January 1987 . byaad betwosn e Ukrrsn Seares oF AMERICA, Uwvug Us Defoms (nvessgssive
Ssrvicw ecting for the Departmsst of Defemse and other User Agencies (berminafier cafled tbe Governsest), snd
SCIENCE APPLICATIONS INTERNATIONAL CORPURATION
(1} o« corpemuon crgsased end exmting unoer vhe lrwy of the site of” De | aware
(B 2 B2 ESTRER A, A AR RTE
(4 o ARy i rumlley
wiE s prompal offler and pines of busies o1 10260 Campus Point Orive in ths city of
San Diega awof California (heresmafier called the Cansracior)
VATHRSSETN THAT
Wuzazas the Government has @ the pasé prchmed o other matiers o Do Auninbed by the Coaractor to the Govem-
may s te future purchas (rom e Coutmcioe suppiies of meut, of by e Governmens o tbe Costustos, and the
wrnem. shicl uv fequiied tAd ACCEERSY \ov (be REUoRD) seTH- Govemmens soall give wrtten notce of sugh desarty ciaem (e-
niy of the Ubited States: or mmy |oveee bids or request dea e Conteetor sod of Aoy mturoueDd chaagm Lhereo!
quotaiiions on propessd contset [or the purchoss of cupp provided. B mt AT reeuFIng secunty csmficanon
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PENALTY NOTICE

Fallure to tnawer all questions or any misrepressntation (by omiasion sentation 10 any Department or Agency of tha United Gtates, ag to

or concesiment, or by misleading, feles or pertial anawers) may gerve mattar within wrisdietion srtment o Ageney
#3 0 besis for denisl of clearance for access to classified informatan. i . hgiibhace = o

In addition. Tide 18, United Ststes Code 1001, makee It a crimina [ e UnRed Stetas. This lncludas any statament made hersin
offense, punisheble by @ mexdmum of five {B) years imptisonmant, | Which is gly Incerrect, ingomplate or misieading In any
#18,000 fine ar both, knowingly o make o false atetement or reprs- important pardcular.

PROVISIONS

1. This report s suthorizad by the Secretery of Dafanse, as Executiva | 2, When this report ls submitted In confidence. end e so marked,
Agent for the Natonsl Industriel Securlty Program, pureusnt fo | epplicable sxemptions to the Fresdom of Information Act will be
Exocutive Order 12829. While you bro not remquired to raspend, your | Inveked 1o withhold It from publie disclasure.

aligibllity for & facllity security clearance cerinat be determined if you

do not complete tils form. The retention of s facility security | 3. Complers all queetions on this form. Maerk "Yes® or “No® fer
clesrance la comingent upon your compliance with the requirements | sach guestion. If your snawer is "Yes® fumnish in Tull the complate
of DoD 5:320.22-M far submission of 8 revised form ag apprepriate. informuetion under "Remorks,”

QUESTIONS AND ANSWERS

1. (Anawwer Ta. or 1b.)
8. (For entities which izsue stock): Dp eny foreign personisl, directly or indirectly, own or have benaficial ownership
of 5§ parcant or more of the outstanding shares of any cless of your organization’s equity securities? X

b. fFor entities which ds not issve atock): Hes any foreign person dirsctly or indirectly subscribed 5 percent or more
of your crgenization's total capital commitment? X

2. Doss yfour organization directy, or indirectly through your subaldiaries snd/or effliimtes, own 10 percant or mara of X
any forsign intarest?

3. Do afy nan-U.8. citizens sarve se membera of your arganizetion‘a board of directora (or simiiar governing body), b 4
officers, axecutive perscnnel, genersl partners, regens, trustaes or sanlor menagement officlals?

4. Doea nny loreign peraonis) have the power, direct er indirect, to control the slection, appolmment, or tenure of
membars of your orgenigation’s boerd of directors {or simllsr governing body) ar other menagement positions of your
orgenization, or have the power To control of csuse the direction of ether decisions or pctivities of your orgenizetion? X

§. Doas your orpanization heve any contracts, agresmants, understandings, of srrangamants with a forsign parsonis)?

6. Doos your organtzation, whather a8 borrawar, surety, gustantor ar otherwica hove any indebtednens, lisbilities or
obiligationi to & foreign parsania)?

7. During your last fiscal yesr, did your organization darive: X
a. B percent or mara of its total revenues or net income from any single foreign person?

b. In the sggregete 30 parcent of mone of its revenues or net income fram foreign persona?

8. Is 10 pmresnt or moce of eny clane of your orgenization's voting sscurities held In "nomines” sharea, in "strest nemes"
o In soma: other method which deas not identify the baneficlal owner?

8, Do eny of the mombers of your organization’s board of directors lor sumilar governing bedy). officers, execuiive
persanngl, genersl parmars, regents, trustess or sanlor menagament officiala hold eny positions with, or sarva a3 X
mm.ml-ﬂmmm

10. Is thera sny other factos(s) that indicates or demonstrates a capabilily on the part of foralgn persons 1o contral or X
influence the oparations of menegement of your arganizgtion?
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