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Computer Sarna Department, Camegie-Mellon University, PiltsbJlfXh, PA 9/ 1968- 7/ 1977 
• Ph.D dissertation: Segmentation and Labeling of Speech, a Comparative Perfonnancc Evaluation 
• Developed the signal-to-symbol level components of e MU's r Icarsay II spcech undcrstanding 

system, supported by DARPA's SUS program in thc 1970's . 

Personnel, Qualifi cations, and Commitments 2.9-6 
SouraI SIIIdion 1itIonTI300n - SM FAR 2.1 011W11 3.104 Use gr diIdoso.n cf II"III!nr.aI01 ~ an !his sheet is Sl.qad ~!he ~ on !he title PasIII 01 !lis proposal gr QWI31Ion. 

epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000079



Science .pplicatiollS International l""rpOral i on 

JonathaJl1 Herr Software Engineer 
· ~ Ifll/lhtll )' '!I"(l.JlfJ!;/i.<llioll.r 

• Has 10 years experience working on all aspects of the full software development life cycle across 
a variety of communities. 

• Has 7 years of experience with Java programming language including work on SOA architecrnres, 
J2EE solutions, and a variety of client and secver libraries. 

• Developed the common {."valuation framework Llsed by (he DARPA Machine Reading program 

I :ti'h'IJI;1JIi 

• MS, Computer Science, The Johns Ilopkins University, 2007 
• BBA, Computer In formation Systems, James Madison University, 1999 

! . ./('(J/i /I/(f.' TS/SCI with Full Scope Polygraph-Active 
5Vork i~lelatcd Rescar:,.eh Areas and Previous Accomplishments 
Scima Applications ]IItemauollal Corporation, Senior Sriftware F,'Jg;/Iur 5/2008-Pmtllt 
• Leads software development efforts which support evaluation of intelligent systems. 
• Supports experimentation by building test harnesses which measure system performance. 
• Supports classified projects with Java development and secure communications protocols such as 

murnally authenticated SSL transactions. 

u ckbud Marlin Corporation, Software Engineer 5/ 1999~5/2008 
• Led design and development of a layer for communication between .Net and Java applications 

using Windows Communications Foundation and C# in f!.{icrosoft .Net 3.0. 
• Designed and developed a reporting tool for a 24 hour operations center which displayed live 

views o f incoming data over the web using AJAX and a SOA architecture. 
• Developed E'1L component of a large data \varehousing project involving terabytes of data being 

loaded .into a MS SQL Secver fann. 

Personnel, Qualifications, and Commitments 2.9·7 
SOlIta! SeIectm InIormaIiDn - Sell FAR 2.101 anl3.104 IJSIII or !Ii$dosWII 01 infonnation oootarIed an Ihis lllaet I; $lOject ID Ihe It$~ an Ihe IitIe page at this pro~ or QUOtation. 

epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000080



S c ience . . pplications I nternational Cu l por at ion 

2.10 Project Management and Intcrac tion 
Plan 

2.10.1 Team Composition 
The composition of the SAIC team addresses 

both the scientific design of evaluations that 
provide meaningful results, and the engineering 
needed to build the supporting tools and 
processes. Prior experience has shown that 
SAIC, as the evaluator, is (he natural facilitator 
for and has success fully created a common 
understanding among and between the algo­
rithm tcams, as well as with the data collection 
effort. Our organization reflects this by identi­
fying leads for the critical infrastructure por­
tions of the overall program task, as described 
in figure 2.10-1. SAlC's Principle Tnvestigator 
(P I) Rich LaValley, supported by an experienced 
team, will provide the leadership and technical 
skiUs needed to execute all parts o f [he pro­
posed eva luation task. Matt Reardon, Program 
Manager (PM). will support the program execu­
tion and collaboration across Technical Area 1 
and 2 performers. SAlC has also arranged to 
place Dr. Paul Cohen under a consulting 
agreement to provide expert technical guidance 
on the conduct of the evaluation. 

The Data Preparation activity is called out to 
address the need for communication and coor­
dination with the team selected to perform the 
Data Collection task, ensuring the right distri­
bution and composition of the s eech 

Rich LaVaI!ey 

provided for tta.lOmg and evaluation by the 
algorithm development teams. This activity will 
be heaviest in the initial 6 months of the 
program. 

Under the Experimentation activity, analysts 
experienced in the real-world applications for 
large collections of speech data will design expe­
riment-based evaluations that produce useful 
results. Experiment design will guide data set 
design, evaluation scenario planning, and analy­
sis and presentation o f results to the govcrn­
ment for both thc unclassified and classified 
evaluations. The focus on scientific, statistically 
valid, measurable metrics and experimentation 
supported by automated tools and processes for 
analysis, feedback, and recommendations will 
provide the government with the best value 
from our evaluation team. 

The Framework Development resources pro­
posed for this effort will define the require­
ments and implement the systems to execute 
evaluations over the large set o f audio data col­
lected, over several differen t speech processing 
systems, and operating within both an unclassi­
fied and classified environment. Engineers 
experienced wirh rhe DARPA Machine Reading 
evaluation software framework are proposed for 
[his effort, to leverage the existing software 
assets as extended to meet the anticipated needs 
of the algorithm development systems. These 

Ted Senator Stephanie Slrassel (lOC) 

Dati Chllfaderization 
and Partitioning 

Rich laValley 
William Hardy 

Henry Goldberg 

Ron Keesiog Paul Collen (Consultant) 

Evaluation Design 
and Execution 

Rich laValley 
William Hardy 
Matt Reardon 

Paul Cohen (Consultant) 

Framewortt 
Development 

Jonathan Herr 

Classified Data 
Annotation 

SAIC linguists 

Figum 2.10-1. SAle', Evaluation Team Collaborate to Bring Science and Engineering to the Evaluation Plan 

Project Managem!~nt and Interaction Plan 
Soorce SeIecIbn I~ion - See FAR 2.101 ana 3,104 

2.10-1 
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resources a.re expected to be utilized in a phased 
approach to development - heavier in the first 6 
momhs of each yearly phase, preparing the 
evaluation system to interact with the newest 
technological advances of the speech processing 
systems un.der development, then active at each 
interim evaluation point to provide feedback 
and revise code. 

The Classified Data Annotation activity will 
be lead by SAle linguists, applying common 
annotalion data annotation tools and processes 
utilized by the Technical Area 2 performer. 
Level of cffort is estimated based on the size of 
the anticipated data set. 

Further, the PM and PI will be supported by a 
Technical Leadership Council ( ILq consisting 
of Ted Senator and Ron Keesing from SAIC, 
and Dr. Paul Cohen from the University of 
Arizona and Stephanie Strassel from the 
University of Pennsylvania's linguistic Data 
Center. Each TLC member will be a rcgular 
comribulor to the program and will review aU 
major technical issues and consult on the design 
of the eva luation plan at no additional COSt to 
the government. 

2 .10.2 Communication Plan 
Coordina tion with the algorithm development 

teams will occur throughout the program as an 
integral activity. 1b.is coordination will be 
accomplished through a collaborative process to 
specify imerface specifications and supported 
system configurations between the evaluation 
platform and speech processing systems. Ooc­
uments describing the current understanding 
and speci fications will be distributed electroni­
cally, reviewed and revised coUaboratively, and 
maintained in the evaluation program repository 
available te) all RATS program teams. This repo­
sitory, described in detail below, will be popu­
lated during the initial 6 months o f the program 
to contain the lates t released version o f the 
evaluation platfonn software and training data 
for use in testing by the algorithm teams. Early 
validation o f compliance with the agreed-upon 
specifications will be ensured by the reCJuire­
mem on t:he speech processing systems to use 

Project Manageml3nt and Interaction Plan 

the code repository to main rain the latest code 
release for integration testing by the evaluauon 
team. This process will result in a set of interim 
evaluations providing feedback to the algorithm 
teams and progress reports to the government. 

Communication through electronic and tele­
phonic means is anticipated to provide the 
appropriate opponunities to discuss progress 
and challenges between the evaluation and algo­
rithm development teams without the necessity 
for travel outside of the D .C. Metro area. Colla­
boration with the Data Collection ream selected 
by the government, on {he other hand, is antic­
ipated to require monthly in-person meetings 
during the initial 6-month collection period. 
These meetings would be used to review the 
type and mi."'( of training and evaluation data in 
the context o f the scenarios under development, 
to ensure coordinated data sets and test 
planning. 

SAlC recognizes that there will be significan t 
interest from the scientific community in the 
RATS program. To this cnd, SAlC intends [ 0 

submit summaries of our evaluation design 
techniques and key leanungs for publication in 
targeted research journals. 

2. 10.2. 1 E va/tmtioll Rqwsilt!1)' 
An Evaluation Rcpository will be deploycd 

early in the program for communication among 
the Evaluation Team as a place to track 
progress on evaluation tasks, post documenra­
tion, and share evaluation framcwork code 
among members. Once built and tested by the 
e\'aluation [earn, access will be provided to 
other program participants, including rcscarch~ 
crs, data team members, and DARPA. 

The repository will take the form of a 
Media Wiki server to which aU program partici­
pants will be granted read/ write access. It will 
provide several h, functions SA Ie has found 
to lead to improved communication between 
the evaluation team, researchers and DARPA. A 
document repository allows participants to 
retrieve evaluation documentation, such as pro­
gram plans, resting protocols and evaluation 
framework sofrware documentation, while also 

2.10-2 

epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000082



Science A pp li cat i o n s In t ernati o nal .... vrporal i on 

providing a mechanism for sharing feedback on 
them. A subversion code repository provides 
access to the RATS Evaluation Framework and 
a bug tracking database allows researchers to 
create bug tickets and track the progress of fixes 
as issues :a.re discovered and fixed throughom 
the program. In addition to providing feedback 
on software and documentation all participants 
can use the wiki itself to create articles of inter­
est to members of the program. The wiki for­
mat's ease of editing and creating new articles 
fosters community within the program and 
rums the 'Mki into a hub around which all pro­
gram activity can be tracked. 

At the request of the government, SAle: will 
offer this program-'wide collaboration site based 
on a similar wiki approach at little or no addi­
tional cost:. SAIC is also willing to support pro­
gram-wide mailing lists. These services have 
been provided on the Machine Reading Pro­
gram, fanning the basis for cross-program and 
cross-performer interactions and collaboration. 

2.103 C htss ilieu D ata "i\-:fanagcmcnt 
Evaluations using classified data will be con­

ducted at the SAle facility within the appro­
priately protected environment, with infonna­
tion security oversight and security procedures. 
SA I C will provide the cleared personnel and 
resources to manage and execute the evalua­
tions. Analysis, planning, and presentation of 
the results to the government will occur within 
the same SAIC facilities. Algorithm teams thal 
include cleared personnel can be invited to out­
briefs on evaluation results at the government's 
discretion. 

2.10.4 PrOhYfam M anagement Progress 
Metrics 

Our program management team will use 
SAIC's in-place project management methodol­
ogy to ensure that we complete all tasks on time 
and on budget and that deliverables meet or 
exceed program requirements. We will monitor 
each task weekly on an integrated project sche­
dule, allmving early identification of potential 
problems. \Ve will track p roject resources by 
task and update them biweekly. P roject 

Project Management and Interaction Plan 

management and the TLC will review all delive­
rabIes to ensure quality and compliance with 
requJIements. 

SAle has defined IIltcrtm measures of 
progress on the evaluation methodology, data 
preparation, and evaluation framework tasks as 
shown in figure 2.10-2. 

Percent completion of the evalua­
tion specifICation (phase 1) 
Number of Development Team 
systems evaluated, by phase 
evaluation 
Percent completion of testing by 
number of partitioned data sets, by 
phase evaluation 
Percent completion of testing by 
total data set audio time in minutes, 
by phase evaluatlon 

Ratio of elapsed processing time to 
audio data set length, averaged 
over all tests within phase 
evaluation 

Amount of audio data examined 
and annotated, compared to the 
amount of audio data available 
(phase 2 classified data annotation 
task) 
Number and type of annotations by 
type, classification per lime unit, by 
phase 

% completion of data sets partitions 
1 available 
j . 

i i 
Number, type, and length of data 
sets ready and accessible to be 
used by a system under test 
through the framewOO, by phase 
Number of systems that have been 

i installed and successfully under­! . i the 

#unclassified, #classi­
fied evaluations 

I #data sets results 
relurnedJ#data sets 
tolal 
#minutes in data sels 
results 
returnedl#minutes in 
data sets total 
(results returned time­
stamp - test initiation 
tirnestamp)l#minutes 
in data set 

#minules anno­
tatedl#minutes in data 
"I 

[#keywords. #speech 
events. # speakers. 
#Ianguagesyminute of 
audio In collection 
#partilioned data sets 
completeJ#planned 

tke;';;~", com­
pleteJ#planned 
#partilioned data sets 
availableJ#created 

#teams passed testing 
with frameworkl#teams 
total 

Figure 2.10-2 . Progress Metrics for Evaluation Tasks 

2.10-3 
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For the evaluation methodology, the percent 
completion of the evaluation specification will 
indicate the extent to which the ream is on 
schedule to initiate the data preparation and 
developmt:nr team evaluation activities. During 
cxt!cution of the end of phase L ..... aluations. 
memcs wiJl be maintained that show progress 
toward completing testing across all dL'Vdop­
ment teams, and amount of time required (Q 

complete each set of test protocols, in fIrst the 
unclassified and then the classified environ­
ment. The~se includc the number of Technical 
Area 1 Team sys tems evaluated, percent com­
pletion of testing by number of partitioned data 
sets, and by toral data set audio time in minutes, 
for both the unclassified and classified envi­
ronments. Time required to complete testing 
will be reportcd as the rano of elapsed 
processing time to audio data set length meas­
ured from test initia tion to processing result 
report completion. As the. processing lS 

expected to approach "real-time", this ratio 
should be dose to one., and the overhead for 
test initiation and closeout will be low as a result 
of using our automated evaluation framework. 

Progress on the data preparation task ... vill be 
measured for both the annotation and the par­
titioning acti\rities. Progress on the classified 
annOlation task will be measured as the amount 
of audio data examined and annotated in 
minutes, compared to the amount of audio data 
available. The number and type of annotations 
by time unit (minutes of audio data) will be 
tracked to show progress in developing the 
sample size needed (the number and density of 
keywo rds for K\V'S, for example), for both the 
unclassified data received from the Technical 
Area 2 performer as well as [he classified data. 
Partitioning of the audio data into sets with the 
correct sa.mple size and distribuuon will be 
tracked as a percent completion of data sets 
partitions available for testing, by type, size, and 
annotation density. 

Metrics for the evaluation framt.'""\\'ork will 
include bo th measures of progress in extending 
the underlying source code and availability of 

data sets and Technical Area 1 Team systems 
for usc in performing an evaluation at any time. 
Progress on the framework development to 
support the RA"l'S program will be tracked as 
pereenr complet..io n of planned framework revi­
sions. Availability o f partitioned data sets will be 
rrncked by the number, type, and length of data 
selS ready and accessible to be used by a sy~tcm 
under rest through the framework. Availability 
of the Technical Atea 1 Team systems for eval­
uation will be reported as the number of sys­
tems tha t have been installed and successfully 
undergone infegtation testing with [he frame­
work, and arc therefore ready for performing an 
evaluation in either the unclassified or classified 
environment. 

2.10.5 Potential Schedule rusk and Ri sk 
Miligation Str-.f.tcgics 

For programs such as RATS, which push 
technology boundaries and pose potential inte­
gration challenges, SATe uses a proactive risk 
management process. Figure 2.10-3 identifies 
potential program risks and SAle's mitigating 
strategies. 

\Vc will conduct monthly risk assessments to 

detc.tmine when we need to enlist other 
resources , which may include team-wide, off­
bench, in-house expertise. \Ve \vill create an 
advisory group that includes senior scientists to 

conduct regular reviews of progress, future 
plans, and existing obstacles. We will promptly 
advise the Defense Advanced Research Projects 
Agency (DAJU1A) / lnformation ]Jroeessing 
Technology Office (IPTO) program manager 
about any risks that potentially affect on-time 
perfonnance. 

210.6 Plans a.I\d Capability to Accomplish 
Technology Transition 

SAle recognizes that there is a strong demand 
wit.h.i.n the operational community for the capa­
bilities to be dt. ..... cloped in RATS and [har onc 
of the goals of the program is [0 identify and 
foster {[ansicion oppo rtunities. SAIC's technical 
approach to RATS evaluation will provide a 
solid founda tio n, emphasizing the relevance of 
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Inability to integrate research 
algorithms with data and test 
framework in lime to conduct 
end of phase evaluations 

Inability to execute research 
algorithms on classified systems 

Serious degradation of research 
algorithms performance in cIas· 
sified environments 
Difficulty constructing the evalu· 
ation framework 

Medium Medium 

Low (~h 

Medium Medium 

low Medium 

Develop test framework thai can be used by developers for continuous 
testing during development, incentivizing continuous integration 
Prov«1e evaklation framework to perfonners fO( oo-going integration 
testing with evaluation system and a representative set of test data 
leverage proven process for shift from unclassified ·:o classi fied evalua­
tion established over the course of 40. previous experiences 
Test on unclassified, mirrored configuration of classifted system prior to 
moving testing in classified environment 

critical aspects of performance - such as train ability on new speak· 
keywords, and languages - prior to transition to classified 

leverage existing MR Evaluation Framework 
Use full team's proven evaluation infrastructure expertise and SAIC's 
extensive system engineering experience to meet initial and evolving 

___ ._~ ___ -,-~_~ __ -"requirements 

Figure 2,10·3. Risk Analysis Table 

RATS technology trough scenario-based 
evaluations and the calculations of MOEs based 
on MOPs. 

In addition, SAlC's broad and deep reach 
across the intelligence community gives us many 
opportunities [0 expose potential customers to 
RATS technologies for demonstrations and 
experimentation. Our recommended approach 
to transition is based on extensive experience 

supporting previous technology transitions 
including speech analysis technology - into the 
Ie. We believe that this experience, which can­
not be discussed within an unclassified pro­
posal, makes us uniquely qualified to support 
RATS transition. We can provide references to 

the appropriate contacts within the government 
upon request. 
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2.11 Cost Summary 
2.11.1 Imt<)l1uction 

SAl e recognizes that the costs associated 
with each phase of Ollr proposed approach are 
significantly higher than those. described in 
DARPA BAA 10-34 Amendment 3/ 
RATS_FAQs_23Marl 0.pdf posted on FED­
BIZOPS.gov. Our proposed costs arc based on 
our extensive experience on ev aluation tasks of 
similar size, scope, and complexity and are tai­
lored to accomplish key RATS objectives. We 
believe our higher costs are justified by the fol ­
lowing fae.lors, which we view as essential to 
achieving thorough, effective evaluation of 
RATS technologies while providing crucial 
information that will be needed by possible 
transition partners: 
• Evaluation framework that is shared with 

algorithm developers and supports conti­
nuous testing during development, max­
imizing program resources by developing 
shared resource across multiple tcams while 
minimizing risk of integration problems. 

• Experimental design and analysis that breaks 
down performance across multiple dimen­
Sions, identifying strengths, weaknesses, 

challenges, and oppocmnities for different 
RATS tecbnologies. 

• Scenario-based data collection and evalua­
tion, emphasizing operationally relevant 
technology development. 

• Streamlined process for movlOg from 
unclassified to classified environments during 
Phases 2 and 3. 

• Method for annotating dassified data that is 
consistent with unclassified data. 

• Estimation of Measures of Effectiveness 
(MOEs) from Measures of Perfonnance 
(MOPs) and limited cnd-to-end testing, 
allowing potemial translUon partners to 
assess the impactS of RATS technologies 
within the framework needed to justify their 
investment. 

In the case that DARPA feels one or more of 
these areas arc less important, we are prepared 
to work with the government to select and sep­
arate individual tasks where possible, rC\"ISlOg 
our pro-posed approach and costs. 

2.11.2 'fotal Cost Summat)' by Phase 
Figure 2.11-1 presents the Total Cost Sum­

mary by Task in Phase 1 and Option Phases 2 
and 3. 

SAIt'ropoMl ..... : 
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Off,.,o" 
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Figure 2.11·1. Total Cost Summary by Task 

Cost Summary 
Saurte s.:mn ~ - See FAR 2.1 01 ¥II 3,,1)1 

'" '" ] 1': 

"" 
"" S5-0.6!>'1 Il" 

SM,ntl "" $~,<J8J '" ~ 1 1I, ' 4 1 «% 
$65 • .\67 ,,. 

""" 5J91,u6 , ... 

2.11 ·1 

epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000086



S cience . . i> p lic al i ons Interna tional C Vlporat i on 

2.11.2 Ma jor T~ISk.<; ~U1d Subtasks hy Month 
Figure 2.11~2 presents the major tasks and 

sub-tasks by month. 

cost derail can be provided upon request. See 
Section 2.8 for the activities included under 
each task and sub-task. 

N ore: Second level was task and sub~[ask 

elements provided only. Greater level of \V!3S 
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2.12 Organizational Conflict oflntcrcst 
Affi moations and Disclosure 

In accordance with the instructions in BAA 
10-34, Section IILA.1 and Section !VB 2. 12, 
"Organizational Conflict o f Interest Affirma­
tions and D isclosure," SAle affirms that SAle 
and out p,roposed consultant are not currently 
providing SETA support. 

2.12-1 
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2.13 Human Use 
None. Human use is not a factor in this pro· 

posal. Should the need arise in the fuwrc, SAle 
will comply with the federal rcgulations fo r 
human subjcct prQ[ecrion, DoD 32 CFR 219, 
Protection rif Human Silo/eels and DoD Directive 
3216.02, Proteclion qf Hlllllall SlIo/ects alld Adberence 
10 Etbical Standards ;n DoD-Sl(pporled fUsearcb. As 
[(:-quired, SATC will provide documemation of a 
current Assurance of Compliance with Federal 
regulations for human subject protection and 
evidence of or a plan for review by an 
Institutional Review Board (lRB). 

Human Use 
Souroe Selectioo IrQmation - See FAR 2.1011R1 3.1~ 

2.13-1 

epic.org 14-10-09-DARPA-FOIA-20150527-Production-SAIC 000090



Scie n ce •• ~plical i ons I nternational C ..... pora l i on 

2.14 Animal Usc 
None. Animal use IS nor a facto r In rhis 

proposal. 

Animal Use 2.14-1 
Swroe SeiacIDn klIomlaIioI1 - See FAR 2.101 an:l3,10l 
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2.15 Statement of Un ique Capability 
Provided by Government or 
Government funded T eam Member 

The SAl e Team does not propose Lo include 
any governmenl team member as part o f lhis 
effort. Howe,'er, SAle is willing to work with 
any government agency or entity designated by 
DARPA to participate in the RATS program. 
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2.16 Govcmnlcnt or Government-Funded 
Team Member Eligibili ty 

Not eligible. 

Government or Government-Funded Team Member Eligibility 2.16-1 
Soun::e s.Iee6oo1ln1onnalion - See FAR 2.101 I11III J.l~ Use or disclosure of in!ormatm ccntatned on I!IIs ~I • $LOIIcI tl!he restricrions on !he rille page 0/ 1I1is proposal or quotation. 
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APPENDIX A. GLOSSARY 

ronym Defmition 

BAA 
COTS 
DARPA 
DoD 
DSRS 
EARS 
English Text 

GUI 

"VI 
IC 
IPTO 
Knowledge 'Base 
KWS 
LCD 
lCTl 
LID 
LOC 
Metric 
MOE 
MOP 

1 Broad Ageocy Announcement 
Commercial off-the-shelf I Defense Advanced Researdl Projects Ageocy 
Departmeot of Defense 
Domain-Specific Reasoning System 
Effective, Affordable, Reusable Speedl-to-Text 
T ext ~nduding automatically transcribed speech) thai was originally in English or that was translated 
into English 

I 
Graphical User Interface 
High Value Individual 
Intelligence Community 

! Infonnation Processing Techniques Office 
Structured information extracted from text J Key Word Spotting 
Unguistics Data Consortium 

j less Commonly Taught languages 
language Ideotification I Unguislic Dala Consortium 
A numerical measure of perfonnance 
Measure 01 Effectiveness 
Measure of Performance 

NIST Nalionallnstitute of standards and Technology 
NlP Natural language Processing 
PE I PerfOOllance Evaluation 
Pfa Probab~jty of a false alann 
PI 1 Principal lnvestigaiOf 
Pmiss , Probability of a missed detection 
SAD Speech Activity Detection 
SID Speaker Identification 
Source lan!~uage ! language in which the speech or text originated 
Speech Audio signal (digital wavefonn) 
Team I Prime contractor plus 0 or more subcontractors 
Text Ordinary text (in machine readable fonn) or automatically transcribed speech 
T-FIMS I Technical-Financial lnfoonation Management System 
Total Error (TE) 1 TE = 2 (PmissPfa)/( Pmiss + Pta) 
TRl Technical Readiness level 
TSiSCI Top Secret/secret compartmented information 

L.U" se= r l::.:nt:-e'"rta"'ce"'-_--'[-'so=ftw'"a"re=b'c:wh=i~ ~~~~~~~I~Orithms interact --- ....... -

Glossary 
$o.rce SaIecIion Intormalion - See FAR 2.101 iIrId 1104 

A·1 
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APPENDIX B. SECURITY PLAN 

This Security Plan presents our approach to 
supporting the security organization, personnel 
sccurity, physical security, infonnation security, 
and operations security requirements of the 
RATS Program. Our approach will establish a 
balance between the risk of losing information 
resources and the inconvenience and cost of 
security measures. Our goal is to fulfill the over­
all securitr objectives of federal statutes and 
RATS policies and directives, while tailoring 
specific pmcedures to meet the needs of the 
RATS "Program to prevent the impeding of 
scientific and administrative research. 

SATe is cleared by the Deparnnem of 
Defense (DoD) for access to classified infor­
mation through Top Secret and we have more 
than 142 SATC facilities cleared under the 
National Industrial Security Program (NJSP) 
located in important regional centers through­
out the United States. SAIC facilities have been 
recipients of 28 James S. Cogswell Awards from 
DoD in recognition of our "Outstanding 
Industrial Security Program." The DoD has 
approved SAIC for access [0 Sensitive Com­
parnnented Information (SCI), Conununiea­
tions Security (COMSEC), Critical Nuclear 
\"X/eapons Design Tnfottnation (CNWDI), 
Restricted Dam (RD), North Atlantic Treaty 
Organization (NATO), and other special access 
authorizations. 

B."1 Approach to Performing Evaluation on 
Class ified D ata For RATS Phase 2 
and 3· 

P;,ciiily. For this effort, SATC has selected the 
building Quincy Street Station, located at 4001 
North Fairfax Drive, Arlington, Va. (CAGE 
Code: OPSC..rt). 111e Air Force Research Labor­
atory (AFRL) has accredited this facility at the 
Top Secret level, with areas ranging from Secret 
to Top Secret for the establishment of our 
RATS PMO. This building offers SAle and 
RATS the best combination of cost, location, 
and amenities. SAle selected this building for 
the RATS contract because it is secured through 
physical ar.ld adminisuative security mechanisms 

Security Plan 

and a 24/7 guard force onsitc to protect the 
contents and people in the facility. The AFRL is 
the certifying authority for the Sensitive Com­
partmented Information Facility (SCIF) located 
at the. Quincy Street Smtion. Tn order for SATe 
to receive authorization [0 use this facility, a Co­
Utili7.ation Agreement (CUA) must be in effect 
between the sponsor of the RATS Program (i.e. 
DARPA) and AFRL. 

The introduction of 
the evaluation platform into the classified labor­
atory facility at the 4001 North Fairfax Drive, 
Arlington V A location requires the strict adhe.­
renee to a set number of processes. The Air 
Force Research Laboratory (AFRL) is the cerri­
fr ing authority of the classified laboratory and a 
Co-Utilization Agreement (CUA) is required 
prior to the initiation of the classified evaluation 
process. SAlC will facilitate. the establishment of 
[his agreement between the AFRL and DARPA. 

.'I)'.'/Nl1 Ji!.'·,'mD' IlfIhll/7?Jlliltli (1,'1l,, ·I1'<"I!I. Since 
the evaluation platform will involve Automated 
Information Systems (AIS), the appropriate 
Designated Accreditation Authority (DAA) 
must accredit these systems prior to introducing 
them into the classified laboratory. A System 
Security Authorization Agreement (SSAA) will 
facilitate the certification and accreditation 
process of the evaluatio n platform. Once the 
Evaluation Team has identified the required 
systems, they will add them to the SSAA and 
provide them to the certifying authority (i.e. 
AFRL). The SSAA will document the required 
security information to support systems certifi­
cation and accreditation by describing the AIS 
and providing details surrounding its operation 
in a secure environment. The scope of the 
SSAA is to provide a detailed understanding of 
the AIS concerning security configuration, 
internal and external connectivity, security 
countermeasures, threats and vulnerabilities, 
security administration, and physical layout of 
the secure environment. 

F'U/lrfllif)!! P/'''(un/J. While it is preferred that 
the Technical Teams furnish their evaluation 

8-1 
US!! Of (flSdosure (:I inftlrmalioll contained 0" this shoot is subjecllo Iha 185lrictiortS ooltle title paga of this proposal or qoo!llIDrl. 
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systems In software format (i.e. removable 
media) amy, the teams may also furnish equip­
ment as long as the introduced hardware is cer­
tified and accredited according to the instruc­
tions detailed by the DAA. Furthermore, SATe 
will facilitate prior coordination with AFRL to 
ensure tha t the Technical Teams introduce this 
equipment at the earliest stage possible for 
inclusion into the CUA and SSAA. 

\"!or,({,· ( J.. I.fJi.fit'd The removable 
hard-drives and all removable media (e.g. CD­
ROMs) provided by the Tcchnical Teams will 
be permanently stored in the classified labora­
tory facility at the 4001 North Fairfax Drive, 
Arlington VA location. SAle will arrange for 
additional classified storage containers prior to 
the initiation of Phase 2 of the DARPA RATS 
project as needed. 

RrIllI!IJ."1/ ,~/ I ! I'dli!d/f/J!I Sys! (?jj. At the conclusion 
of the evaluation, the classified material may be 
removed from the classified facility as specified 
by the DA A and the Information System Secu­
rity Manager. 

B.2 Security Organization and 
Management 

For the RATS Program we have designated a 
facility security officer (FSO) who will also act 
as the facility manager. The FSO is responsible 
for directly supporting the security program, 
including processing security clearances, sub­
mitting comprehensive standard operating pro­
cedures ('sOPs), and implementing the Infor­
mation Technology Security Plan to control all 
classified data, equipment, and security training. 
The FSO has unlimited and complete support 
and access throughout the life of the RATS 
Program to two key SAle business unit indi­
viduals: Olllr principal investigator Rich LaValley 
and our director of security Me. Bill Tremble, as 
shown in figure B.2-1. 

P2r.\mJ/ld Jr.m?l)' Pradi,,','.r ami Pmrrr/m<'.f, fl1d!fdiHg 
l im/,/u),v( Srr.:m;llf, /1m"·(<1::I"('.). The SAle Team 
meets the RATS Program requirements for 
processing employees, subcontractors, and con­
sulrants for personnel clearances. The SAIC 
Team will send all completed personnel secu 

Figure 8.2·1 Security Organization Chart 

rity-background investigation pacluge to the 
SAlC security office for tracking and transmis­
sion to the DSS. The SATC Team includes 
cleared personnel who are currendy working on 
programs that require clearances at the Secret 
lcvd or higher, and who are available to begin 
work on Day One of contract award. SAIC 
policy includes the requirement for each 
employee with access to attend a series of secu­
rity awareness briefings to provide them with an 
understanding of the RATS Program, the role 
of security on the program, their role relative to 
security, and our methods and techniques for 
safeguarding classified information. 

B.3 P hysical Security Proced ures to P rotect 
Classified Data 

SAl C will provide physical security for the 
RATS facility and its subcontractors in accor­
dance with the NISPOM requirements for safe­
guarding classified materi.a1. The safeguards 
include construction features, access control 
systems, badging systems, alarms, telephones, 
and storage facilities. SAle corporate security, 
as well as the appropriate government authori­
ties, will inspect each facility on a regular basis 
to ensure regulatory compliance. Alrhough any 
of the safeguards alone can only delay attempts 
to gain unauthorized access to classified infor­
mation, our combination of safeguards presents 
a layered, formidable barrier against physical 
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penetration or inadvertent disclosure of con­
trolled areas. Our physical sccurity safeguard 
requirements for the Restricted Areas and 
Closed Areas in which thc RATS Program con­
tract activities will take place meet or exceed the 
physical security construction and administra­
tive requirements established in N lSPOM for 
aU Closed Area facilities. To deter and detect 
unauthoru:ed introduction or removal of classi­
fied or sCI'lsicive information from the facility, 
the SAle 'Team maintains a formal system thal 
includes random inspection of the personal 
effects of all persons who entet or exit the facil­
ity. The SAlC security office will conduct these 
inspections at irregular intervals and schedule 
them so a,s not to interfere with facility opera­
tions. The SAlC security office will prominently 
display a sign notifying all employees and visi­
tors of this procedure at rhe primary point of 
entry. 

PI,,;I'fi!!re; ~ fir flI!d flt/lldii,!(; C(,,,~,; 

,,\'()f'70R,"\ : :\oIoitniai,. Our extensive expe­
rience with other government agencies will 
serve as the base for all procedures related (0 

controlling, handling, or accessing government 
data or other classified resourccs for the RATS 
Program. The SAl C Team understands that all 
classified :and sensitive RATS work products, 
including documentation, materials, mcdia, and 
manuals, become the property of RATS. The 
SAIC Team will ensure that all materials 
created, maintained, stored, and transporttd will 
do so in a manner that affords protection from 
unauthorized disclosure. The SAIC Team will 
handle all data in accordance with established 
security policies and procedures. 

Our security procedures begin with receipt of 
classified or sensitive data and continue through 
final turnover of the data. The SAIC Team will 
track all classified material entering or leaving 
our facility using our security information man­
agement system Access Commander. SAle cur­
rently use this system on other federal contracts 
and will provide it at no direct cost to the RATS 
program. 

In addition, the SAle Team ensures thar all 
sensitive .material (including data printoms and 

Security Plan 
Source SeI!IWIn InIormalJoo -See FAR 2.1 01 and 3,1 001 

other hard copy materials, software documenta­
tion, operating manuals, and handbooks) is 
stored in a secure location when not in use. 

All deliverables that contain classified mate­
rials rhat the SATe Team will send out of the 
facility will be prepared for transmission using 
secure communications, hand-carry, or the fol­
lowing procedure: enclose the inner envelope of 
classification level and ensure sufficient durabil­
ity and strength to protect the material during 
transit and mark the outer envelope 'with the 
official address provided. 

All material released, originated, or repro­
duced in performing contractual obligations 
remains the property of the RATS sponsor 
organization. On completion of each RATS 
task, the FSO seeks disposition guidance from 
the contracting officer and the security repre­
sentative. As required, the FSO prepares a 
request to rctain materials required to fulfill 
contractual obligations, or, if needed, to per­
form another RATS task. To p revcnt unautho­
rized access or compromise of classified infor­
mation entrusted to the SAle facility, the SATC 
Team will establish controls for material that is 
io usc and provide approved GSA Class 6 Secu­
rity Containers or Class 5 Security Containers. 
SAle reminds all employees to ensure that noo­
cleared individuals cannot overhear their classi­
tied and sensitive conversations. 1be SAlC 
'feam will ensure the protection and security of 
employees operating wirhin open or closed 
areas via the layout of office furniture and the 
proper use of screens for computer systems. 

L/Mi!J!/uJjY f)!! f~Ji)jJio)W.f (iJTh! l'iilii,: 

TIiIlf.'!jJi,U!iiff, i)i" Df.,<'bmllr oj' /)(fi<7. The SAIC 
T earn will keep the reproduction of classified 
deliverable or non-deliverable documents to an 
absolute minimum, consistent ",rith contractual. 
and operational requirements. The FSO is also 
responsible for ensuring that only authorized 
employees carry out reproduction of classified 
material. Before these employees reproduce any 
documents, the FSO or security staffwill. review 
the documents and determine whether repro­
ducing them is in the best interest of RATS; if 
not, reproduction of any kind is not authorized. 

B-3 
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The FSO also ensures proper recording and 
accountability o f the material after reproduc~ 

cion. We strictly control production and disse~ 

mination of these materials. After~hours repro­
duction is discouraged and must be coordinated 
with the security stll fr. If operational require­
ments dictate such activity, the FSO - in con­
junction with the SA IC Team - will establish 
specific arrangements and procedures on a ca:;;e­
by-case basis. 

Pro,?dfln.r lor /b" P r.r/mdifHl '.Ii C/ I/.,!j ;at f:!/lm'!.J· 
liv/!. The FSO and securi ty staff member are the 
ooly individuals authorized to destroy classified 
material. Tbe security team will only destroy 
material with the consent of the program man~ 

ager and o nly when the SAle Team no longer 
need the material. 

8.4 Information Security 
Infonnation security addresses the control 

and monitoring of data used by computer appli­
cations and systems. SAl e has developed a 
DSS-approved System Security Plan (SSP) that 
defines the procedures for controlling, handling, 
and accessing government data and other 
in fonnation system resources. This plan follows 
N ISPOM Chapter 8 and other best practice 
processes. The SSP describes the system and 
provides details surrounding its operation in a 
secure environment. The SSP includes detailed 
descriptions of the system with regard to secu-

city confibruration, internal and external connec­
tivity, security countermeasures, threats and 
vulnerabilities, securi ty administration, and 
physical layout. Figure B.4-1 depicts how the 
R..A TS Program and other governing documents 
correlate with our SAIC management SOP and 
SSP. lbis correlation coi.ncides with our 
approach to tailoring our processes and proce­
dures to accommodate RATS policies and reg­
ulations. 

The SATC Team adheres to all information 
security procedures while processing informa­
tion in the facility. SAle enforces security stan­
dards that prohibit the use of non~contract­
related sofrnrare on computers used to support 
this contract. If any non-contract-related soft­
ware is found on computers supporting this 
contract, we will investigate thc reasons for 
using the software and bring all computer sys­
tems into compliance. Before permitting access 
to any computing system, SA fe conducts user 
training and warns system users about restric­
tions with sign-on warning banners. 1be SAle 
T eam gives clear and uncljwvocal norice to 
computer users that, by signing on to the sys­
tem they are cxpressly conscnting to such mon­
itoring. In addition, system administrators 
monitor computer users in the course of routine 
system maintenance. 

+ Security' Plan 

+Faci~1y 

seos~ive and c1assifled - Personnel SOOJrity 
; 

+Physical security and storage 
+ Reprodoctionllransmissioo 01 

materials 
+ Destruction procedures 
+ Security clearances, training, and 

briefings 
+ Operation security plans 
+ Emergency actions plans 
+ Information system security plans 
+ Continuous evaluation of personnel 

and systems 

Figure 8.4-1. Correlation of SAle Management SOP and SSP 

- Physical security 
- Information security 
-OPSEC 
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In addition to the dat.a, the SArC will secure 
the operating sys tems and software used in sup­
port of tbe RATS Program. The s.Ale Team 
applies controls to protect assets from unautho­
rized or fraudulent use, manipulation, or 
destruction as required in the areas of auditing, 
recording, investigating, and archiving. '[ne 
SA le Team will also implemen t security cou­
trois for fraudulent or inadvertent occasions; 
features that guarantee system integrity and pre­
vent unauthorized usc of sys tem interfaces; 
controlled access to the software programs 
stored in the sys tem; safeguards to protect 
operational status and subse'lucnt restart inte­
grity during and after a system shutdown. In 
addition to these security controls, the SAIC 
will also ensure complete and current docu­
mentation that enables us to construct audit 
trails and .implement software features that lock 
out a tenrnnal not used for a specified period. 
The SAle Team will also dcvdop procedural 
sa feguard8, such as periodic evaluation of sys­
tem vulnerabilities, separation of duties, and 
complete rules for operation; and maintenance 
processes to validate operating systems before 
implementation. 

Tn addition 10 these security measures, SAIC 
will also implement 256-bit Advanced Encryp­
tion Standard (AES) hardware-based encryption 
on all removable hard drives used during the 
evaluation process . 

As an integral part of OUI infonnation security 
process, SAIC automatically backs up data in 
case of a disaster. SATC's approach provides 
integrity and availability through a comprehen­
sive set of re'luirements and standards for day­
to-day protection of data, systems, and soft­
ware. 

1)"1,,, [;<1{h~/J J1,r;. i.'JiflTt.f The SAle Team uses 
full and i:ncremental backups to meet a variety 

of requirements. The SATe Team will combine 
full and incremental backups in several ways as 
solutions to meet specific recovery and business 
continuity challenges. Tn a full backup, data is 
stored on tape or another transportable media 
in a secure, protected environment. In an 
incremental backup, all data that has changed 
since the last full, differential , or incremental 
backup are stored. The SA le team will keep 
incremental backups close to the data center to 
facilitate restoration in the event of a cata­
strophic failure. 

The SAle team will back up data every nigbt 
during non-peak hours, The SAle Team will 
maintain incremental backup tapes for four 
weeks and monthly full backup archive tapes for 
six months. In addition, as per current operating 
procedures, SAle will maintain the last monthly 
full backup archive for six years or the life of 
the contract. This scheme provides chronologi­
cal restoration capability in the event of a dis­
aSler or for investigative purposes. Note that 
SAle can only restore individual mes if they 
were present on lhe system during previous a 
backup operation. 

B-S Operations Security 
Operations security (OPSEC) applies to all 

members of the RATS Program who generate 
or handle critical program information (epr) as 
well as all other sensitive information. \"e will 
protect mission-sensitive information, including 
core mission components such as operational 
informacion; maintain clas~ification levels from 
Unclassified, For Official Use O nly (FOUO), 
and Classified Confidential and Secret; and 
protect CPI as well as all other sensitive infor­
mation by analY7.ing friendly actions attendant 
to military operations. By developing counter­
measures, we not only protect information but 
also eliminate. and minimize indicators. 
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Scienc e .• ppli ca lion s I nter nat ional l,,,rpora t ion 

ATTACHMENT 1. SECURE FACILITY DOCUMENTATION 

Seicacc AppUcMiocs Int.nwionaJ Cotporati01l 
r .. !hoology Raoaroll On>up 
Alta; Facility Security Officer 
4001 N FairfuDr ... SUite410 
ArtinaUm. VA 22203 

Del .. Sir OI'~: 
, 

CAOI!: OPSOO 

M.y 11. 1999 

RotfcreDc:c it m;do 10 our earlier ~ q,uding!be elialbilit;X of your facility for & 

l)qpctmcnt O(J)cfCDK security dearancc. 1 am pleased to Jd..u.: that the lK\Oe$iai)' ,protcasiba 
. has booo coouploted and • ,courity clearance .. !be TOP SECRET level io boroby pntcd your 

&emt)'. 

Security Plan 

Tlw,"" """ your......- ... qualified (0< aod bu boeo """"",. focitity clcu .... may 
DOt be used. tor advcti'iDa not promotionaJ purpotes, DOl may tbisleuer be rr;:s-oduccd in..my 
fonn except tor the DCOC!s.)' records of yow oraamzation. 

The Defense Secwity Service is vi.tally incerested m assistina: you in the drvd.opmeot of. JO\Iftd 
aoc;mity pMblre. We wjJJ coadud periodic reviews olyow a.:ur11y proaram to aid)lOu in 
:mai.nwmna JK"OP« ~,. A1Cpards and ore available at any time fOr auidlnCC' or assistanee. 

Sin.c:«ely. 

) __ EI<:. f .... ~ 

JOHN W. FAULKNER 
DilllICtoT 

copy: ODCKS 

SwI:e SeIedion lriormaioo -See FAR 2.101 InIll~ 
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Scie n ce ,.pplicalions In ternational I.,,,rporat i on 

APPENDAGE TO DEPARTMENT OF DEFENSE SECURITY AGREEMeNT 
FomI AA':"OWd 
OMS No. 0704-0f94 
ExpitU s.p 30. 2007 

,.,.,,-..-.. a.-fDt .... ~ fA _ .. -....10 -... 10 __ ........... 1ndr.dnO ...... fDr-.. ~ .... -. __ --""'_'__*''' ..... -. _~_~CIOIIdoIIeI~ __ ........ """ _ _ ._ ........... ..,'*.-......,~-. ___ Iaf~1JW .. ~..,~~ ........ --. 
~1af~O'--_~(070401"').1~10_DtY'.~ . ..... '* ........... v,., m0:z..+a02."--tIIouIO. __ , __ ... 4I..,_~..,_.""'*-'_O'~ .. _,....."Iaf-... .. ~_.~..,_"l_"""'cIII*J.~....., 0I0e_ .. _ . 

I'UAII DO t«/TIIV\.IIII ~ ~ TO TIC AllOW 0ItCJANIlI\'JJOIIL ~ ~lID I"OIUI TO ~ gpec_ CCOII:to\IIT IIIlCUII1Y CfIIIef. 

It I, hint .... '9'fMId. on 1t11I1J2IIl day of [)epambtr 2007 by and ~n tho United S~ .. of AmericIIltlrough !he ~ 

...,,"" -. ...... '" the "--' of --. .........., ~ ... ... - . .... SIiiIIoI:iI. "1l1'lI!r;e!!M, 101M0Itipnt1 Corporl1loo whleh h .. eflIeIlId Int1l tho ~ Ag~ to whk:h th il; appendix Is medii 

_ part th.tI tha branchh ~or hlcNitla, listed below. owned andfor openIIled by laid contractor are Included In n covered by 

th_ provision, of \tI_ uld s.cuttty AgrMmenl, and Cllftiflcate Pertaining 10 Foreign Incat. .... Standard Fonn 328 

NAMe OF PlANT OR FACILITY NUMBER AND STREET ADDRESS CITY AND STATE 

Sc:Ience ~ Inlem.tlonal 4001 NQrth feirfu DOve, Arlington. VA 22203 
Co!pO!'atlon SuIte 475 

(CAGE: OPSGO) 

THe: UNITED STATES OF AMERICA CONT'RACTOR (Typed ~meJ 

BY (Signan.n oIGowmment ~aentafiW) Selene. App8eltionllntamational Corporation 

-1(:-; A..kiJ-..-
BY (S/gMture 01 A~~ ConlNetorRepre~J 

".#'~ --?rII~ Nancy eta II. G_ 
FI-'d 0fIce Chief 

AUTHORI2lEO REPRESENTATIVE OF floIE GOVERNMENT T1Tl.E (01 AIII1IOi'InJd ~~aliveJ 
(Type Nemu 01 GovenllMllt A(JencyJ Georg_ S ... , Cotporote SeaJrlty 
00f0nM $eeuiII'J seMel (&4160) CofporIIe Indultrial 60CU'1ty Manlgaf 

11770 Bomatdo Ptw. Court, Sutta 450 ADDRESS 

san 0ie00. CA 92128-2420 102e0 Carnpuo, Pol," Drive 

Son Diego. CA 82121 

DO FORM 44101, OCT 2004 PREvtOUS EDITION 18 0880lETE. 
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, ..... Of 0.0.. ...... ,.. ............. ~_ 
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......... ___ ., ....... ~u ........ aay 
.... _ ........ Ie *--, ............ 11M=; 

Mt_. 1'ItUuo ... i.I" . , .......... ,...... ... ... 
~ n ..... .-- ..... " ....... SIll .......... ..... 
• tot'=-

Suft-. , . ,"",un c:GIftllc:M.a 

I.AI'nuC 1 ....... ""* ......... ~ 
., ....................... S .1 I .. 
........ _."' .. Ds S .. ~ .. ~ -..-., ........ " ',~ .... "( .... 
fIIaA. ~ ... __ ~ ......... __ ...... ,...., tMJ_ ............. (Q .. ., ...... ., .. ........... .,. --.---.-,.~ ... III-.r_CW ................... __ • 
"" ... I , .. (I)....... • p ........ .,. 
... 1 ................ -. ... 0 ... 
_ ... ~j Jar •• ' ..... .... 
• ~ ........ ....,_W'I .. 0 .... .... ....................... " .. ' ........... .... ,... ......... , I' ,_ ............... _ 
..,1 ..... , .............................. c-. 
................. 'n.L ...... ... -, .... 
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_____ .. ~ ~ ~eo. ___ .... eo._, 
...... "'.,.,.*e •• .- ,w..a. C _ -. ... u.u o.u, ............. __ .,, ____ -....0.. 
... • taote.. __ .... M.., •• __ ......." 
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___ ••• I ... d · s ., .......... ,.,.. 

..... .. IUII.fa» DATA.-nu"'Dipoc .,.,""-c:a.eaa........,..-.. a ........... "(OO ... aHliti 

...... --.ar .......................... ... • .................... .....,...Ut .. 0 __ 

( Q n. Qcl _''-' _ .. _ ............. ta ... ~ __ ,~ ...... ,,_.01 ..C ....... _ .. 1.,...... ...... 1'0' 
gcaln', ,cur .• COIf~ 

(DJn.C _ • ...-UIIII..., ..... 
, , $" ,,'Jduc_ - .....-.tor 
... list 1 $ 1.,-... .. _ ................ _ ....... ,., L"" ............ _ .. ... 
D, p ....... '-'~~ ......... _ ......... -...._._ ...... 1. = 
..... •. ,-=,. 

n " • 5 , ....... Goi. ...... ... 
.. , ; I ,...., ............ .-, ... ... 
........... 1. 1' ........... 1 ••• --. ........... .., _ CIa."."",,,,, 
.::'.:...£M .. Gc:'''''' ,-:.:'_ ~",= .-:.:: 
--. J ....... ca ',__. ___ 
i .... ..:.::==.:. .. "' ... -::..:-... ,-,: o • : 

.... "': _..cane. 
...' , ., 1M! 4;_ • ..,. ........ , br __ .Ii. i' ut UI4 __ ..... 1'- ___ .. v .. 

....... 1111 __ I" ....... "'~ 
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... n ' Ia _ sf' ,a; F liIM, ..;:_ '* .. ~ !lUI ... ____ Iii _ .. '"-

1.". .... _ .... .., •• =_ 

. ..- ~ .... -'"'""--" ................ 
_ . .-"' ...... iiR'. • •• _ Ia 
__ 4tf1t'\I" ~ol_."""I6W Ccou •• -. . __ , ...... __ _ 
eu __ ... u.oGwt •• L 

1\11 ..... I • __ ...... G_= ......... 
_Geec: I I ..... _ ... ~lw..,. ...... ~ot&b 
c .. __ ....... .,._" .1_ IIS.~ 
... I It Ie •• ; I .. '-. UIeC eM .... .., .--11$ ...... ______ ,,--. ... .. 
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1'IrI LIfnat -"'AT-. 0,. _UK ... 

...IRU'L4,.( 
I "" _ •• ; .6_.,UleG .. , 

J. R •• ,st.1" 

SClnct APPl..lCATtOKS HntRMTtOlW. CODaRATtOlt .-. Chit,..." of tM SOAr'"CI. P~idtnt and 
Chief EA~utiv. Off1c~" 

L J. 'D. Httpt • ...-,_1_ .. (orpo .... tl *reury 
..... _, ., ___ CIIIi a...ieI.; .... J ••• ~ 
........... _ •• _."..., .... C. • 4_" ~ !fJft1lr6ff1m'1*"t .1Id 

_ ....... e 1 _ .. ,. .......... "' .......... _. .,.....,.ot .............. ,._ -
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ATTACHMENT 2. FOCI 

CERTlFlCATE PeRTAINING TO FOREIGN INTERESTS 

~ALTY NOTICE 

'lin 01 P«tfII--.j ....... 1_ 
for _ u dIIIIIIIN Int_llIon. 

!taw, Cod, 1001, mak .. It , e,lmlnW 
• mllClmutn of fl~ III ...... Imprleonm ..... 

....... taIM __ 1 01 ,apr. 

.",. INti*' wIItW. ttla ~ at ."., o.d __ 01 AaMIev 0 1 

h UnJrtd StIo_ llIl. Irw:iudu .ny ~ ...... IIwIIn 
wlllefl • kIIowlftgly irIGOIrK1. ~_ 0' ~ h ...., 

rn-m'"P~" 

1. TNoI IWpWI Ie ~ by "-1IIIIII"ItIrV., D.hnN, .. r-_ 
AOMt lor the ,..,.... 1ndumI.. .....mv I"Io .. m, PUIIUtIIt to 
h-.w. 0rcIIr 12121. WIIIt yOU _ 1101 ,.....,.. fMfIOI'IcI. YOU' 
llIgIbIIIty lor , faclltv -'t'1 ~ _ b. cI.....,,..., /I you 

cltI """ ,~ !HI Iorm. ThI ~ tit • fRIftV ~ 

1. wr. "'Ie ~ Ie iIOAM'rIfnIId In eonfIdInIoI ..... II .. --..r. 
"' ..... ~ 10' the FrHCfom of hlfo,"wtion Ac:t will 1M 
1<MIQt1 tel wlthhald It "0l'I:l ~ dlKlcoMtr1I. 

~,,~"'*' WV\I' ____ ~ "-~ 

of DoO lalO.22 .... tar ~ of' ....... limn ... ~. 

3. CompMa.' ~ .... 1:l1li 101m. Ill,", ~ .. ' 01' "No" 'er 
IIIIOh QIMeIIoft. If ~.,_,. ·V .. ' fIwnIIII Ito ... "-~ 
",,,,,,,.-on \ONI .. ""-b,' 

QUUTIONS AND ANswrRS 

1. {A",,, ... , .. ., IIt.1 
•• {Fe. MIa. """"*" IFRM RIIdtI: ()p..., #o{wIgn J*'IOI'IIIl . cindy <itlftdlrll:lly ...... " 01 ""'" """,flei" 0 ... ___ 

of 1Ii,...co'" or _ till"-~ m- 01"'" cI_ of .,....~ •• equfty-'tIM? 

b. /Fe ..... 0IdIIt:It H _ ... anx:.tJ: .. ..., t~ ~ dhetIy Of ~ 1UbIcrlbed. ~ or IlION 
of you, or~·. fOtIII ~ _,~l 

2. Do. VOW O!II"Iruian cllrac;tly. 01' indllWlCn!y 1tvaugtI ytINI( ~fI" an4Ior atflIiot-. OWfl 10 ~ /If I!ICII'II" 
lIlY fonItill tntaoWIl 

1. 0. _ -U.!l. ~ _ .. fMIIObwI of.,.. " .. _dan', bowel 01 cllrlC'Ull'S lor IIInIIIr ~ bOody), 
otfI_ •• -..w.~,""'~.I'IIII_,_"""'~_DffIcI.l 

4. o-.ony lor. ,... .... lfl r..w. tn. ,ctlW .... en ow ......... til tIOrItrCII· •• 1eI:don,. 1III'POImmtnt. 01 __ 01 
InIII'Ibeno of.,-- cqtnlntlcltl'l ba-n IIIf cI~ (or""""...-nIng bocI,1 or ottw 0'tI~11I0IIt1flna Of your 
fIf8"Izado~", or '-~tht 110 .•• 10:0 G«ICr'IIoI or _.,. dI...nIorI of.w... cI~ \lI'..uvttIeI Of your 0I11i1n11:.tt0ll? 

•. 008,_ Of'\IMIntIon. ~ • ......--. MINtY • ...,.. or ~ 11_ InV ~~_I. ll1bo'ltlu ... 
abl!gadonl1lO' lortIIIlI fWIGII{ln 

? DurIng ,-1 ... ,,...,.., dId'.,.... orpnlnrign Wrfw: 

.. I p_« __ of D 1il0l_ 01' l1li: Nomo".,......, *'Gil ' .... _,,' 

b. In tho ... egmo 30 I*CIIII 01_ of 1lI..--- tit rIM""""" ,,_ tOtWlIIIfItII'iI' 

•. II 10 perW!tl or m_ af....., coil" af ......... atIDn·1 vat11'1Q MCMftIw MId In -nomln"' IhIt ... IrI 'at'"' n_" 
01111_, orhIr n'41tIod which",,,, iII.ntI1V 1ho knIof\d" 0WMr1 

•. 00 '"' til till mtO'tIbIrIlilf 'fWJ tfI~'1 boerd vt cllroctott Ior.....a.r II~ 1IocIV1, .. ftIcorI. ,1IICI.IIi¥9 
".....".. ...,....-.. tOOIMI. _ or ..... rn.,.._ offlcllll hoIcI..., ~ wfII'I. Itt _ .. 
-.oIt.tM, for. _ ,......., __ dt 

10. I, tho'I...,.nMr fKtOlfl' tht11nd1c«o1 or dornOI.1l1tIN I tllllltility 0" till MI1 arflll'lign penLtI" ' to _01 or 
II!1luonce t hl op.r~. 04' ~'"" of '1'1»' 0'V .... ttUarI' 
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