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U.S. Department of Justice
. Drug Enforcement Administration

. X
ﬁ )‘a FOl/Records Management Section
2\ O,«“’ 8701 Morrissette Drive
Springfield, Virginia 22152

e e,
1(‘ <,

TNergurest

Jur 212014

Case Number: 14-00009-F

Subject: INFORMATION PERTAINING TO THE HEMISPHERE PROGRAM

Bruce FFriedrich

Electronic Privacy Information Center
1718 Connecticut Ave NW

Suite 200

Washington, DC 20009

Dear Mr. Friedrich:

This letter responds to your Freedom of Information/Privacy Act (FOI/PA} request dated
September 25, 2013, addressed to the Drug Enforcement Administration (DEA), Freedom of
Information/Privacy Act Unit (SARF), secking access to information regarding the above subject.

The processing of your request identified certain materials that will be released to you.
Portions not released are being withheld pursuant to the Frecdom of Information Act, 5 U.S.C. §
552, and/or the Privacy Act, 5 U.S.C. § 552a. Please refer to the list enclosed with this letter that
identifies the authority for withholding the deleted material, which is indicated by a mark appearing
in the block next to the exemption. An additional enclosure with this letter explains these
exemptions in more detail. The documents are being forwarded to you with this letter.

The rules and regulations of the Drug Enforcement Administration applicable to Freedom of
Information Act requests are contained in the Code of Federal Regulations. Title 28, Part 16, as
amended. They are published in the Federal Register and are available for inspection by members
of the public.

For your information, Congress excluded three discrete categories of law enforcement and
national security rccords from the requirements of the FOIA. See 5 U.S.C. § 552(¢) (2006 & Supp.
[V 2010). This response is limited to those records that are subject to the requirements of the
FOIA. This is a standard notification that is given to all our requesters and should not be taken as
an indication that excluded records do, or do not. exist.
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If you are not satisfied with the response to this request. you may administratively appeal by
writing 1o the Director, Office of Information Policy. United States Department of Justice, Suite
11050. 1425 New York Avenue. NW, Washington, DC 20530-0001. or you may submit an appeal
through O1P’s eFOIA portal at hitp://u ww justice.oovoip/eloia-portal himl. Your appeal must be
received within sixty (60) days from the date of this letter. If you submit your appeal by mail, both
the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”

If you have any questions regarding this letter. you may contacl Government Information
Specialist J. Delo on 202-307-7748.

Sincerely.

[ et e

Katherine L. Myrick. Chief
Freedom of Information/Privacy Act Unit
FOI/Records Management Section

Fnclosures

Number of pages withheld: 103

Number of pages released: 216

APPLICABLE SECTIONS OF THE FREEDOM OF INFORMATION AND/OR PRIVACY ACT:

Freedom of Information Act Privacy Act

5 U.S.C. 552 5 U.S.C.552a
[ 1)1 (X1 (b)(S)  [X](bUTNC) [ 1@d)X5) [ 1002
[ 1(b)(2) [X](b)6)  [X](b)TND) L 1(%2) [ kS
[ 1(0)3) [X] (b)XTX(A) [X] (BYTHE) [ )y L} (k)6)

[ 1)) [ 1O)THB) [X] (X))
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FREEDOM OF INFORMATION ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE. SECTION 552

(b)(1) Information which is currently and properly classified pursuant to Executive Order in the
interest of the national defense or foreign policy.

(b)(2) Materials related solely to the internal rules and practices of DEA.
(b)(3) Information specifically exempted from disclosure by another federal statute.

(b)(4) Privileged or confidential information obtained trom a person. usually involving commercial
or financial matters.

{b)(5) Inter-agency or intra-agency documents which are subject to a privilege, such as documents
the disclosure of which would have an inhibitive effect upon tﬁc development of policy and
administrative direction, or which represent the work product of an attorney. or which reflect
confidential communications between a client and an attorney.

(b)(6) Materials contained in sensitive records such as personnel or medical files, the disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.

(b}(7) Records or information compiled for law enforcement purposes. but only to the extent that
the production of such law enforcement records or information (A) could reasonably be
expected to interfere with enforcement proceedmﬁs: (B) would deprive a person of a right
to a fair trial or an impartial adjudication; (C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy; (D) could reasonably be expected to disclose the
identity of a confidential source. including a State, local or foréign agency or authority or
any private institution which furnished information on a confidential basis; and, in the case
of a record or information compiled by a criminal law enforcement authority in the coursc of
a criminal investigation, or by an aﬁcncy conducting a lawtul national security intelligence
investigation, information furnished by a confidential source; (E) would disclose techniques
and procedures for law enforcement investigations or prosecutions or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or (F) could reasonably be
expected {o endanger the life or physical safety of any individual.

PRIVACY ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

(d)}(5) Materials compiled in reasonable anticipation of a civil action or proceeding.

()(2) Material reporting investigative efforts pertaining to the enforcement of criminal law
including cfforts to prevent, control, or reduce crime or apprehend criminals.

(k)(1) Information which is currently and properly classified pursuant to Executive Order in the
interest of the national defense or foreign policy.

(k)(2) Material compiled during civil investigations for law entorcement purposes.

(k)(5) Investigatory material c.on1F|lgd solely for the purpose of determining suitability, eligibility,
or quahtications tor Federal civilian employment or for access to classified information. the
disclosure of which would reveal the identity of the person who furnished information
pursuant to an express promise that his identity would be held in confidence, or pursuant to
an implied promise of confidentiality if such information was furnished prior to
September 27, 1975.

(k)(6) The substance of tests used to determine individual qualifications for appointment or
promotion in Federal Government Service.
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Requested in:

7E-2
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L || |

| ]
L | |
| I |
| | |
| I ]
L I |
| || |
l || ]
| | ]
L || |
L | |
| 1L ]
| ] ]
| | |
| || |

| L |
| ] L ]
| || |
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HE

Wi ¥

HIGH INTENSITY DRUG TRAFFICKING ARFA
Office of Nutional {yrug Control Nulicy

59 Hemisphere Project

Request Form
NEW YORK/NEW JERSEY HIDTA

Please Fax When Complete

7E-1

HRC Fax {P)7)A).(B)X7)E)

Master Case L
Number:

| Priority: L

‘ Current Date: | 2014-05-29 10:55:20

HIDTA Point of Contac Name:

Email Results To:

| |

I |

Email Notification Of Completion To:

l l

POC Phone Number:
Regquestor Name: Email Results To:
Requestor Phone Number: Emaif Notificatlon Of Completion To:

| |

DTO Name (if applicable):

Case Name (If applicable):

1L

HIDTA Initiative: HIDTA initiative OR Law
Enforceament Agency:
Yos [7 Mo [ Squad Name: ’
(bXTAN(DB)THE) Time Zone Resuits l
: Requested In:

7E-2
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Phone Number Priority Date Range

I I (S Y O [ A

—

—

AN O O R A
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HE

)

Hemlsphere Pro] QCt Please Fax When Complete

7E-1

Request Form HRC Fax {617 BXNEY
HIGH INTENSITY DRUG TRAFFICKING AREA
Oifice of National Drug Control Palicy NORTH FLO RIDA HIDTA
Mastor Case . . IPTSE——
Nimbor: ‘ ‘ Priority: L j Current Date: | 2014-05-29 10:55:32 |
HIDTA Point of Contac Name: Email Résults To:
POC Phone Number: Emall Notification Of Completion To:
Requestor Name: Emall Results To:
Requestor Phone Number: Emaif Notification Of Completion To:
DTO Name {if applicable): Case Name (If applicable):
HIDTA initiative: HIDTA initiative QR Law
Enforcement Agency: i
Yes [ No [ Squad Name: L 4]
A)(bYTIE Time Zone Results
(BXTNAN )( 1E) Requested In: L ]
7E-2
Y Ay T
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Phone Number Priority Date Range
[ | ]
[ I |
| | ]
| || |
[ 1 | ]
|| ]
I |
I ]
| | |
[ || |
[ | |
| ] |
[ ]| ]
| I |
[ | ]
| || |
| | |
C _ |
| || ]
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FIGH INTENSITY DRUG TRAFHCKING AREA
Othice af National Drug Control Policy

Hemisphere Project

Request Form
OHIO HIDTA

Please Fax When Complete

7E-1

HRC Fax {(b)(7)A),(0)7)E)

2

Master Case r
Number:

—l Priority: l

HIDTA Point of Contac Name:

Email Results To:

J Current Date: [_

2014-05-29 10:55:44 |

]

]

POC Phone Number:

Email Notification OF Completion To:

1

| |

|

Requestor Name:

Email Results To:

-

N

Requestor Phone Number:

Emall Notification Of Completion To:

[

] L

DTO Name (If applicable):

Case Name (if appilcable):

|

] L

HIDTA inltiative: HIDTA Initiative OR Law
Enforcement Agency: i I
Yes " Mo [ Squad Name: ‘ J
(LU THANDB)TIE) Time Zone Resuits I

Requested In:

7E-2
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[ ] ]
| | |
i | ]
[ | |
|| ]
| | |
| L |
. | ]
| 1 L |
( || |
[ . N
| | |
[ | ]
| ] |
|
| | |
| ]| |
| | |
| | 7
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HE RE . .
(%&) Hemlsp here Pro]eCt Please Fax When Complete 7E-1
R Request Form HRC Fax [OX7A),0X7IE
ot bos i - PHILADELPHIA/CEMDEN HIDTA
Nambe casel ]P”°’”Y" L ,CurrentDafe: | 2014-05-29 10:55:55 |

Number:

HIDTA Point of Contac Name: Emall Resuits To:

| 11

Emall Notification Of Completion To:

(BXTXA)

POC Phane Number:
Requestor Name: Emall Results To:
Requestor Phione Number: Email Notification Of Completion To:

L i

DTO Name (if applicable):

Case Name (if applicable):

1L

HIDTA initiative:

Yes [ No [

(0)(7)E)

HIDTA initiative OR Law
Enforcement Agency: |

Squad Name: l

Time Zone Results I

Requested in:

7E-2
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L I ]

L | |

| I ]

L | L |

| | ]

I . |

i I |

| L ]

L |

L L |

| | |

| 1 ]

L || ]

| || | i
L || ]

L . |

L ] |
| [ |

L I |
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HE RE L] ®
(ﬁ%) Hemlsphere PrOJ ect Please Fax When Complete [/E-1

_ Request Form HRC Fax {OEONES
e B PRTO RICO/VIRGIN IS. HIDTA

Master Case . . -
Number: L }PﬂorltyAL J CurrentDate: | 2014-05-29 10:56:07 |

HIDTA Point of Contac Name: Email Resuits To:

l 11 ]

POC Phone Number: Email Notification Of Completion To:

Raquestor Name: Email Results To:

Requestor Phone Number: Email Notification Of Completion To:
DTO Name (If applicable): Caso Name {If applicable):

| | Il

HIDTA Initiative:  HIDTA Inftiative OR Law ' l

Enforcement Agency:
ves [ 4o [ Squad Name: ( }
ONDENENTE et | |
TE-2
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|| |

l I |
L i ] {

| | |

| L ]

] |

4 ?

| || |

l L |

| I ]

)

| | )

I J

| I |

| il J

L ] L 1

I | ]

L I }

L | ]
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HIGH INTENSOIY DRUG TRAFFICKING AREA

Othice of National Drug Contrul Policy

(&%E) Hemisphere Project

Request Form
SOUTH FLORIDA HIDTA

Please Fax When Com
South Florida ISC Fa

lete

7EL

OY7)A),BXNE) A

Mastor Case lj
Number:

—] Priority: 1

2014-05-29 10:56:18 |

J Current Date: (

HIDTA Point of Contac Name:

Email Results To:

-

1L

POC Phone Number:

Email Notification Of Completion To:

[

1

Regquestor Name:

Email Results To:

L

L

Requestor Phone Number:

Email Notification Of Completion To:

[

] L

DTO Name (if applicable):

Case Name (If applicable}:

|

11

MIDTA Initiative: HIDTA initiative OR Law
Enforcement Agency: 4]
Yes [7 No [ Squad Name: L l
(b)(7)(A) (b)(7)(E) Time Zone Results ‘

T Requested in:

7E-2
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Phone Number  Priority  DsteRange
L | |
| | |
| ]
L ] |
L | ]
L ]
L | |
| | [ |
| I |
| ]
L il
L L Il
| | |
L | l
1L |
| || ]
L 1L |
| ] L 1
| 1| J
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-

Request Form

HIGH INTENSITY DRUG TRAFFICKENG AREA

Hemlsphere Pro] eCt Please Fax When Complete

7E-1

HRC Fax {L)TIA).O)TE

oticcorNaionat gl vty YAFR SHINGTON/BALTIMORE HIDTA
msmt;;:::ase] Jpﬂorny;4 }CurrentDafe: [ 2014-05-29 10:56:31 |

HIDTA Point of Contac Name: Email Resuits To:

I 1

POC Phone Number: Email Notification Of Completion To:

l | | |
J

Requestor Name: Emalf Resuits To:

Ragquestor Phone Number: Email Notification Of Completion To:

[ | L

DTO Name (if applicable): Case Nams (If applicable):

l

] L

HIDTA initiative:
Yes [ No [
(P)(7)(E)

HIDTA initiative OR Law

Enforcement Agency: [

Squad Name:

Time Zone Resuits [
Requested in:

7E-2
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| ] |
[ 1 L |
| L i
| ] il
l ] L |
| I ]
| || ]
J | |
| N ]
| I |
| 1L ]
L L B
L I )
L || l
i ] L |
L | ]
L o |

L

1
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[ Hemisphere and Privacy

| 9
e Hemisphore s subpoenarcourt order driv $s 10 7E_3
business rezords icourt order required !ci
(BYTXA), () M ' 1 ==
S— e @ Records at { by the telecommunications provides

Tus-their 1oy usiness records and are not directly
availabie (6 nvEStigators and supporling case analysty
axcepl hose subject o legal process

7E-2

Law Enforcement Sensitive

« Federal courts have consistently held to the Third Party rule
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[

Hemisphere and Privacy
L b

(b)(7)(A).(b) 7E-3

7E-2

Law Enforcement Sensitive
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. @%} Hemisphere Project ... . when compiete [7E-1

Request Form HRC Fax {DXNA.0NE Y
HIGH INTENSITY DRUG TRAFFICKING AREA
O i g Conri i HOUSTON HIDTA |
:::1':: f’“ ! Priorty: l ] Current Date: | 2013-12:0209:32:52 ]
' HIDTA Point of Contact Name: Email Resuits To:
L ] |
POC Phone Number: Emall Notification Of Completion To:
I 1L ]
Requestor Name: Email Resuits To:
I 1 l
Requestor Phone Number: Emall Notffication Of Completion To:
[ ]
DTO Name (if appilcable): Casoe Nama (If applicable):
HIDTA inttiative: HIDTA Inltiative OR Law
Enforcement Agency: [ l
ves[ No [ Squed Neme: L '
(b)(7)(A) (YT XE)
T Time Zone Results
N Requested in:

7E-2
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[ ]

C ]
[ | |
r I ]
| — ]
| | ]
B || [
sl ]
L | C |
] ]
| 7 5
. | [
¢ ]
1 C ]
I C )
) ]
1 C |
1 C ]
1 C | —
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7E-2

7D-1, 7TE-6

Page 151

***ONO3S SSIIPPE/ uﬂom&mov.ﬂ,wmp ut SUIMO[[0F
oys aaey pnoys seusodqns 230ydsrudH IV

Case 1:14-cv-00317-EGS Document 15-3 Filed 09/29/14 Page 194 of 366

K 4. | ummsmwﬁﬁ TeIIO
> J “VNHOJINS TIIHISINGH

(D@ @@ (@G D



Case 1:14-cv-00317-EGS Document 15-3 Filed 09/29/14 Page 195 of 366

RE

/ \ 7E-2

HE

| HEMISPHERE SUBPOENA-

L
:
o,
I
=
& et
©
&
O
g
S0
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@%) Hemisphere Project 7E-1

Please Fax When Complete

R, Request Form HISC Fax {BIALENE

HIGH INTENSITY DRUG TRAFFICKING AREA
Office of Nationa! Drug Control Policy

" Master Case Number: { “|3ub-Caso Number: [ ] Data/Time: [:

DTO Name {if appiicable): Case Name (if applicable):

L o |

HIDTA Inftiative: HIDTA initiative OR Law (

W—

Enforcement Agency:
Yo" Mo T Squad Name: [ _]
From: Swcure Phone Number: . Priority:
[ J|C ] ] ]
To: Deliver Results To:
{ | L |
(b)(T)A).(b) Email Address:
NE ™~ | ]

7E-2
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Date Range

Previous Tasking Info Priority

Phone Number

wl ||
- |

L

] ﬁrlll..lll.ﬁlllll,
] S O (O O O
o = = —
—J II»I_rI.7II||.
L L L L L L

| L

] L

.

)L

=

l

|
Page 154
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(0)(6), (BYT)A),(BYTHC).(R)(T)D), ()T XE). ()T )F)

kN

PAGE @1/84

7D-1, 7TE-6

', U.5. DEPARTMENT OF JUSTICE / DRUG ENFORCEWENT ADMINISTRATION _

SUBPOENA

N

. In the mstter of iha Investigation of

7E-2

6-1, 7C-1, 7E-8, 7F-1
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bY(7)(C). ()(7)(D).(b)(7)(E). (b)(7)(F)

(0)(6).(b)(7)(A).(
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7E-3

7E-2
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(b)(5),(b)(7)(A),(b)(T)(D).(bXTXE). ()7 )F)

5-1
I 1 j—\_
| ——7F 4
I N|
1
| E-3
/
| /
|
7E-2
1
L] A
l |
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(b)(5),(b)(7)(A).(b

m%??bme B

7E-1

[ ——{7E4

Page 158
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(0)(5),B)(6). (B)T)A), (B)T)(C),(L)(T)D), (b)T)E) (LT XF)

TE-7

7E-3

5-1

7E-4

Page 159

7E-2

6-1, 7C-1, 7E-8, 7F-1




(b)(5),(b)(7)(A).(b)(

1

t15-3 Filed 09/29/14 Page 203 of 366

5-1

7E-3

—— |7E2

7E-1

Page 160




Case 1:14-cv-00317-EGS Document 15-3 Filed 09/29/14 Page 204 of 366

7E-1

0)(5),LYT)A).(BYT)C).(B)TID). (b)THE), (BXT)F)

Page 161

5-1
7E-5
—
7E-2
TE-7
7E-3
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C
BYE). B A). BN T, b

N )E)

5-1

7E-2

Z\
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(0)(5),(BXUT)(A),(B)TXD),(b)T)E)

5-1
l \l\
l
TE-2 |\ _ | . 2E-3
B
|
| s
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Cas cV
BYG) BT )A) DY) BITIE)

5-1

7E-3
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(0)(5),(B)(7T)(A), (D)7 )(C),(b)(7)(D).(b)(7)(E). (L)T)F)

= |7E-2

5-1

7E-3

Page 165
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Case 1
(b)(5),(b)(7)(A)x(b)(77(T57,?b)(7)(E)

7E-2

Lz

TE-7

Page 166

7E-3
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(b)(5),(0)(7)(A),LYTHD).()7)E)

5-1

7E'2 —t—

7E-3
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1 .

4

C
BYE). )7V A, BT )b

)7

1
X
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5-1

E-7
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Hemlsphere Pro] eCt Please Fax When Complete

7E-1

1SC Fax {BNA) OXDE |

HIGH INTENSITY DRUG TRAFFICKING ARFA
Office of Natioasl Drug Control Palicy

Request Form

] Sub-Case Numbet: l J DatefTime: :]

Priority:

Master Case Number: l
From: Email Resuits To!
[ J I 1

Secura Phone Number:

Email Notification Of Completion To:

L

| | ]

(b)(7)(A)

Case Name (if applicable):

DTO Name (if applicable):
HIDTA initiative: HIDTA initiative OR Law
Enforcement Agency: [ J
Yes [ Mo [ Squad Name: [ ]
(b)TXE) Time Zone Resutts B
Requested in:
TE-2
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Date Range

Priority
1L

Phone Number

|

]

] L

|

J

]

]

|

i

]
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@%} Hemisphere Project

(b)(T)A)

SIOH INTENSITY DRUG TRAFFICKING AREA RequeSt Form TE-1

Offics of Naticual Drug Comrol Policy
Please Fax When Complete

LACLEAR Hemisphere ‘5&5—)(;\)@)(7)(0).(@({)(9

Questions? Phone:
Master Case Number:r J Sub- Case Nuh\l'nr:l l Dam:l ’ J
Drug Type Assockter |Narcotic Related Prioriy: | ~ |
Submitting Aqent!Anatyst:( J Secure Phone Number; r l
Laad Case Agent It Differant from Above: | l
tend Case Agent Phone Numbet: 1 I
E-mail Results To: E-mall Notification of Completion To:

Drug Trafficking Organization/Name (if applicable): l : ]

Case Nama (if applicable): [

HIDTA Initiative: Yes D No D

HIDTA Initiative OR Law Enforcoment Agency: l l
(b)(7)(E) Squad Name: i | J

Time Zone Results Requested in: r 1

7E-2
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ge
M_]

Date Ran

Priority

Phone Number

L

]

|

I

I

.

I I e

L

||

L

L

|

]

||

[

| L

| L

|

11/13/2007
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@%E) - Hemisphere Project

Please Fax When Complete

7E-1

DTO Name (if applicable):

L |

Case Name (If applicable):

Hmmmw;inaru gﬁt?&%cxma AREA RequeSt For m HISC Fax :I(b YA, (b)(7 (EJ
Om(eofNaw Drug, Comtrol l’t.ﬂicy ' L ] ‘
Mastisr Case Number: L J Sub-Case Number: ] l Date/Time: [::}

HIDTA Initistive: | HIDTA Initiative OR iaw
Enforcement Agency: i
ves| . No [
Squad Name: | J
From: Secure Phone Numbar: Priorty:
L 1 ll [ ]
To: Deliver Resuits To:
C i | ]
Emajl Address: ’

|

7E-2
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Date Range

Previous Tasking Info Priority

Phone Number

—1 i+ L}
1 1
S O N I

1  _J J L_J L
_I||J|4|'llll
SRS | SEEINEN I U b SUS D SO—

L

| |

L
I

L

|

L

l
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DO [0BU0D SNa(] PUONEN J0 OO
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HE

(BYTHA). (BY7)C), (b)T)(D). ()7 )E). (B)(7)(F)

l Hemisfihgre FAQ’s

D

7E-2

Submitting a Request

7E-4

TE}
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HE

&E23)

b)(7)(A), (R)(7)(D), (D)(7)(E)

t Henﬁé‘p‘here FAQ’s

Preparing the Subﬁ&eqa:

7E-2

Page 177
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D

HE

(BITHA).BX7XD), (B)TE)

l Hefaﬁisphere FAQ’s

7E-3 7E-2

Hemisphere Datﬁ“‘Available to Requestors:

/A

i

Page 178
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HE

&g5

‘ Hemisphere FAQ’s

YDA EXDDR).(O)7)E)

.

Interpreting the Results

7E-3

TE-7

Page 179
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BY7)(A). (B)THD). (bYT)E)

E3
7E-4
|
o | / 7E-2
T
<
7E-9
o
: =1
D) S
: 3
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TE-7

(BYT)A).B)AND).(bYT)E)

—

7E-3

Hemisphere

Basic Results

Target Number .
Reqguested By Law

Enforcement Agency
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OI7HA). BGITHD).(BR)(7)E)

7E-3

Hemisphere
Basic Results
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1sonboy] & Sumruqng
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| 1 —/E-5

seuaodqgns pue

sulioj ysanbau
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HE

@223

(BXTYA), (D)7)D). (b)(7)(E)

| HEMISPHERE SUBPOENA-

Official Laﬁg}lage

7E-2

7E-3

Page 185
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7E-2

5

HE

Date Rﬁnges
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