
Middleton. Robert 

From; 
Sent; 
To: 
Subject: 
Attachments: 

Good morning Dob, 

!!~'se~p!te!m!be!r 24, 2014 7:16 AM 
Middleton, Robert 
DRAFT of white paper 
FAST White paper DRAFT Jev2.docx 

Attached is the Draft -of the white paper, the officia l white paper wi ll be sen t by contracts hopefully to~av. 
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Middleton, Robert 

From: 

Sent: 
To: 
Subject: 
Attachments: 

Bob, 

Ryn, Charles (CTR) 
Thursday, May 31, 2012 10:43 AM 

Middleton, Robert 
fW: Outline of fY13 fAST IPassive 
FAST Fy13 14 out line.docx 

I think they may be way off base for there as to Passive development, biometrics is already a 
program that I'm sure Arum would have 1Ssije;:wiih, and I'm su re TSA would have issues with S& T running the Trusted 

Traveler Program. 
We might want to talk to them. 
Chuck 

Chuck Ryn 
Program Support, S&Tii;j;"ectc"at.e 
Department of Homeland Sec:urity 

This communication, along with any attachments, is covered by federal and state law governing electron ic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient. you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. 

To: 
Cc: 

Bob, Chuck, 

Attached is the outline we plan to work towards for FY13 and FY 14. Please review and comment. 
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Middleton, Robert 

From: Middleton, Robert 
Sent: 20124:39 PM 
To: 
Cc: 
Subject: Re: A question for you 

Hi, Dan. It's 00015210.91 dated August 12, 2010 and is one of the attachments to the e-mail 
cc'd you on when I forwarded it t1'2'9 andY' on 14 September. Please let me know If 
and have a great weekend. 
Very Respectfully, 
Bob 

From: 
Sent: 
To: Ryn, Charles (CTR); Middleton, Robert 
Subject: A question for you 

Bob, Chuck, 
Do you know the name or the number of the DoD directive that mandates that NCCA validate any/all credibility 
assessment tech nology before it goes to the field? 

Working on a DARPA pitch ... 

1 
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Middleton, Robert 

From: 
Sent: 
To: 
Subject 

Middieton, Robert, 
ruesday, July 23, 2013 9:04 AM 
Smith, Darryl M 
FW; Minutes from 15 July 2013 Discussion re: FAST Operational Pilot 

Hi, Darryl. My second at tempt; please let me know when you've rec~ived this. I hope: you enjoyed your 
weekend. Thanks. 
Very Respectfully. 
Bob 

- --_._----_ ... _._._---_._- -----_.-
From: Middleton, Robert 
Sent: Friday, July 19, 2013 3:38 PM 
To; Smith, Darryl M 
Subject: Minutes from 15 July 2013 Discussion re: FAST Operational Pilot 

Good afternoon, Darryl. Per my previous correspondence, please f ind my notes below from our 1300 meeting on 
Monday, IS July in your office. Please review, correct any in accuraCies/misunderstandings, and return at your 
convenience. Thanks agilin for your time this week. 
Very Respectfully. 
Bob 

Simplified Concept of Operations: 

• 

• 

1 
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Middleton. Robert 

From: 
Sent: 

~ .... <~ .... 
Wednesday, September 24, 2014 7:16 AM 

To: Middleton, Robert 
Subject: DRAFT of white paper 
Attachments: FAST White paper DRAFLrev2,docx 

Good morning Bob. 
Attached is the Draft 'of the white paper, tfle official white paper will be sent by contracts hopefully today. 

Best Regards, 

1 
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Middleton. Robert 

- From: Middleton, Robert 
Sent: 
To: 
Cc: 
Subjed: Re-Start Brief 
Attachments: Passive Re-Start Brief - 29 JnnlJ.lry 2013.pptx 

. Please find my Passive Methods re-start brief attached. It's been through my new Division 
Director, I Mapar, and he remains supportive. If you have any feedback, I'm happy to consider it. As it stands now, 
we're on Paul Benda's ca lendar on either 14 or t S Februar\' [exact date/time still TBD). More to follow as I learn 
more. Thanks. 
Very Respectfully, 
Bob 

1 
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New Start! Restar{Pitch 

Passively Activated Screening System (PASS) 
(formerly Passive Methods for Precision Behavioral Screening) 

Robert Middleton 
Program Manager 

February, 2013 
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a ;) Alignment and Impact 
~""o Si.~ 

• What is the component's current operation? 
!l See "As Is" Operational Context Chart 

• Explain their current mission needs: 
" March 2011 Aviation Security Technology Research and Development Strategy Goal 5: Apply science and . . 

technology breakthroughs to advance security solutions. 

• Explain operational and technical requirements . . How did you collect/generate these 
requirements? 

False 
Positive 

False 
Negative 

Increase in Security 
Perimeter'" 

Screening 
Opportunity 

Time 

Screening 
Time 

Personnel 
Requirements 

~ March 2011 Aviation Security Technology Research and. Development Strategy. 
~ 12 August 2011 TSA Technology Research & Development Requirements Document 
• DRAFT Apex AEER Charter 
, USSS R&D Strategic Plan 
• NUSTL Data Collection 
~ SME WGs/Advisory Panels 
~ Research Protocols 
• DRAFT R&D Strategies: TSA, Chern-Bio, FPS 5 
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Alignment and Impact (cont'd.) 

Ii! How does this technology align to the component's priorities? 
.. Highly complementary to ongoing initiCi.tives in TSA, CBP, elsewhere 

. iii How does this technology align to the component's operations? 
!III Dovetails with Risk-Based Screening Strategy 

iii What is the impact to the component's operations? Explain the ROI 
(efficiency and/or capability): Improves both efficiency and capability 

.. Increased accuracy of the screening process with a concurrent decrease 
in false alarm rates; 

.. Increased stand-off distance at which screened personnel are evaluated; 

1m Increased time during which screened personnel are evaluated by remote, 
non-contact sensors; 

1m Increased screening throughput by utilization of passive stimuli to evoke 
responses without direct questioning~:and 

.. Decreased attempts by screened persons to alter their behavior as a 
countermeasure to the screening process. 

6 
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Alignment and Impact (cont'd.) 

Tremendous Potential Return-on-Investment 
(ROI) for Traveling Public: 

" FAA estimates 1 billion fliers per year by 2021 

B up from 712M in 2010 

" Estimates of Time Spent in Airports Due to Security 
Procedures has Cost the Nation -$8B/year since 
September, 2011 

• Assumes Business Travelers' Time = $50/hour 

• Others' Time = $15/hour 

• 5 minutes saved could translate into -$1.3B/year saved in 
travelers' wait time 

7 
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Questions? 
Please Contact: 

Robert Middleton 
FAST/Passive Methods for Preds'ion Behavioral Screening Program Manager 

Resilient Systems Division 
DHS S&T/HSARPA 

14 
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Middleton. Robert 

From: 
Sent: 
To: 

Smith, Darryl 
Thursday, July ZO •. LU1, 

Middleton, Robert 
Subject: RE: Minutes from 15 July 2013 Discussion re: FAST Operational Pilot 

Comments are below in yellow highlight. 

-0 

From: MIddleton, Robert 
Sent: Friday, July 19, 
To: Smith, Darryl M ' 
Subject: Minutes from 15 July 2013 Discussion re: FAST Operational Pilot 

Good afternoon, Darryl. Per my previous correspondence, please find my notes below from our 1300 meeting on 
Monday, 15 July in your office. Please review, correct any inaccuracies/misunderstandings, and return at your 
convenience. Thanks again for your time this week. ' 

Very Respectfully, 
Bob 

Simplified concept of Operations: 

1 
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• 

• 
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• Per previous discussions between Mr. Benda (Director, HSARPA) and Mr. Sanders (Assistant Administrator, 
Office of I HSARPA will match TSA "dollar for dollar." 

• 

., : "-

• 

3 
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Middleton, Robert 

From: 
Sent: 
To: 
Subject: 
A1tachments: 

Good Morning Bob, 
Attached is the scouting report 
Best Regards, 

•• 2''1_ 

-Monday, September 23, 2013 10:56 AM 
Middleton, Robert 

did when travelling through_ 

1m''' • . ". two sepamte loc~tions where you can go through screening. One has four main .lines, the other 
pictures last w,eek and put them together in the attached PowerPoint. 

(0) (7)1E) Once you get through. the four lanes, there are severa! stations.that each have 
.. ,_ ($ee pictures.) At the end of each station they can p."form l 

They aisa have an overflow area with several mc>rest<,tie'nsfor wnenIt (0) (7)(E) 

PowerPolnt.} 
PiCiUre in the 

I went through screen ing at 5 am. Each lane was about 6 people deep. It took me about 5 minutes to get 
through. Usually the lines are a bit longer. None of the overflow stations were open. When I returned on Friday 
morning at 10 am, there were only a few people being screened and no one was waiting in line. 

(0) (7HE) 

Great: 
How many screening lanes? 

Whot tyP" of ' 1 have? Metal detectors, full body scanners, puffers, residue analysis, etc? 

r,,'elll'i,r ,g?Wlhot is the screening time? Was it busy, long lines? 

t 
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Did you I.Jse a Kiosk to get a boarding card? How long did you spend at the kiosk? 

Sent: 
To: 

M 

I am flying tomorrow and returning on Friday. Same t hing next week. 

Let me know if you want me to do a ny recon. 

2 
epic.org 14-10-14-DHS-FOIA-20150511-DHS-Production 000016



"-
OJ 
-I-' 
C 
:::l 
o 
U 
CO 

.±: 
OJ 
o 
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Middleton, Robert 

From: Middleton, Robert 
Sent: 
To: 

Subject: Au~·Stlm' FAST test site ~ ~ site visit Nov 2013 requests 

Hi, __ . Some progress regardhJg a site visit 
Matt. Thanks. 
W.ry Respectfully, 
Bob 

From: Cobey, Matt (James) 
Sent: Tuesday, November 
To: Middleton, Robert 
Cc: Mancuso, Donald; King, Jennifer L 

to follow once I get synched up with 

Subject: FW: ~se as an August 2014 FAST test site - site visit Nov 2013 requests 

Hi Bob, no worries but we probablY won't get Draper there until the 19th or 20th
. We have to get the airport authority 

onboard too before we get the final green light. Give me a call tomorrow or Thursday If you can otherwise we can walt 
until next week. 
matt 

Matt cobey 

From: CobeYI Matt (James) 
Sent: Tuesday, November 05, 2013 4:34 PM 
To: Bassett, David <FSD> 
Cc:: Tauber, Sarah· King, Jennifer L; Maola, Marlsa; Schmid, Richard -
Subject: RE:ase as all August 2014 FAST test site -- site visit Nov 2013 requests 

Thanks David, I enjoyed our call and I look forward to working with you and your team. I'U coordinate with OHS S&T 
(who for some ofyau are out of pocket this week at a conference out west) to schedule a visit on either the 19 or 
20!~. I'll wort< with R1ch if we're not able to get it done prior to your leave next week. 

I've got a pretty good track record when seiling airport authorities, no worries on my end. I enjoy hea ring from our 
stakeholders. 

Thanks again, 
Matt 

From: Bassett, David <FSD> 
Sent: Tuesday, November 05, 2013 1:37 PM 
To: Cobey, Matt (James) 

1 
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Cc: Tauber, Sarah; King, Jennifer L; Maola, Marisa 
Subject: RE: ~se as an August 2014 fAST test site - site visit Nov 2013 requests 

HI Matt, 

We welcome the opportunity to support you arid your program. Our poe here will be AF5DS Rich Schmid who I will 
copy in on this note. If you have a moment I may circle back with you IDter today though to get a better sense of your 

needs. 

W/R, 

David Ba$$ett 
I •••• " of rlt 

(0) (6) 

~ .• _ ~Tf<Ulsportf\tloU <iD' Security , 
~. . Admintstratlpn 
"'---

2 
epic.org 14-10-14-DHS-FOIA-20150511-DHS-Production 000026



Middleton. Robert 

From: 
Sent: 
To: 
Cc: 
Subjed: 
Attachments: 131118 FAST Overview.pptx 

Here is the presentation. 

From: Middleton, Robert 

Hi, Dan. tim not sure of the lime since my travel hasn't been approved yet. I'll keep you posted once I find out. 

I' ll <lIsa be happy to discuss budgets once I'm there. Maybe we can have a splinter discussion without the TSA folks at 
Draper. 

Finally, if you can put some SII'M,ther, I'd realty appredate it. We can test run these on~n~nd use 
them again on Wednesday at Thanks. . . _ 

Ve.ry Respectfully, 
Bob 

Sent: 
To: Middleton, 
Cc: ' 

Bob, 

V.' 

Here are some quest iolls for you based on our meeting today: 

What t ime witt you be arriving on Tuesday? 

Will we be able t o discuss planning and budget issues on Tuesday with the TSA guys present? 

Do we need slides for Wcdnesd<lY 
together or will we? 

l ooking forward to seeing you. 

wilt we just be talking? If we need slides, will you be putting them 

1 

\0 
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Future Attribute Screening Technology (FAST) 

An Overview of the Program, 
. ~ . . 

Research Protocols, and Results 

Homeland 
Security 

November 20, 2013 
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Program of research aims to develop technologies to 
enhance and streamline the screening process. 

Goals: 

• Create a screening system to aid 
security officials 

• Increase throughput and minim 
impact on publiC 

• Increase validity of referral to 
secondary screening 

Vision is to identify individuals with malintent before they 
pass through a screening checkpoint. 

2 
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FAST system detects malintent via an off-body 
screening system. 

• FAST uses innovative, non­
intrusive sensors to detect 
physiological and behavioral 
cues 

: ' 

• The FAST program developed a 
prototype system which can · 
screen people in near real-time · 
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.. 

Malintent theory assumes three types of processes 
t 

exhibited via three types of cues . . 

" , : Go through 
• checkpoint 

with 
i .. Malintent 
~. '... . .. ....i 

, 

Malintent: The mental state of individuals intending to 
cause harm, specifically in the rei3lm of intenaing to disrupt 
or negatively affect the security of a specific location or 
infrastructure . . 
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Traveler Flow Concept 

Traveler 
Decides to 
Use FAST or 
Not Credential Check 

FAST Screening 

~T tt t~ 
Normal Screening , 

Agent Routes Traveler 

FAST Recommends 
Accelerated or Normal 
Screening 

Credential Check 

tt 

Pre-...j Screening 

--> 
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Middleton, Robert 

From: 
Sent: 

Cobey, Matt (James) 
Tuesday, November 

To: 
Subject: 

Address 
Sent from BS 

~---o~­

From:~ 

Sent: Tuesday, November 19, 2013 02:32 PM 
To: Cobey, Matt (James) 

Robe~,iliI~~~~1I1I1I1I1I1I1I1I 
as an August 2014 FAST test site -- site visit Nov 2013 requests 

Subject: RE:~se as an August 2014 FAST test site -- site visit Nov 2013 req uests 

Thank you, Matt: 

The physical street address is: 

TheDlrectoY's office is on the third floor - please park'in any space of the reilr pa rking lot. We will be looking fo"ryou . 
around 0906 hours. ' 

Shall I forward this information to the other members of your te-am? 

Question? Can you take a call at this t ime and jf so which number shall I use? 

------Origlnal Message--­

From: Cobey, Matt (James) 
Sent: November 19, 2013 2:12 PM 
To: 
Subject: as an August 2014 FAST test site -- site visit Nov 2013 req uests 

... Everyone is driving. Probably three vehicles. 
Sent from UB 

----- Original Message ----­

From:_ 
Sent: Tuesday, November 19, 2013 02:04 PM 
To: Cobey, ~James) 

Subject: RE:.se as an August 2014 FAST test site -"site visit Nov 2013 requests 

Hello Matt, 

I presume some of your team will be driving while others w ill be t aking flights t_ 

1\ 
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Based on individual schedules we can arrange for a pIck-up at the airport * lower level- outside curb for those arriving 

via flights while those arriving by ground transportation can drive to our office location. 

I will provide you with the physical street address of the office . 

--*"Original Message---* 
From: Cobey, Matt (James) 
Sent : Tuesday, November 19, 2013 1:59 PM 

To: 
as an August 2014 FAST test site -- site visit Nov 2013 requesls 

... Can you confirm the time and location tomorrow morning? 

Thanks 
M(ltt 

Sent from BB 

2 

i 

I , 
\ 
I 

1 

epic.org 14-10-14-DHS-FOIA-20150511-DHS-Production 000035



Middleton, Robert 

From: 
Sent: 
To: 
Subject: 

Hi Bob, 

I believe 

Cobey, Matt (J<1mes) 
Wednesday, December 
Midd leton, Robert 
FAST 

_ Any I1'!ca 

at 1000 to meet with Sharon H from tile UK. 

Matt 

Mutt Cobey 
Manager, Threat Assessment Capabili ties Branch 
TSA Office ofSecurily Capabilities 

12--
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Middleton. Robert 

From: 
Sent: 
To: 
Cc: 
Subject: 

Bassett, David .iIIIl1iII.IllIi!IIIIII ••••• 
Friday, December 06,2013 2:50 PM 
Cobey, Matt (James); Schmid, Richard; Maola, Marisa 
King, Jennifer L; Middleton, Robert; Harvey, Melanie; Mancuso, Donald 
RE: Canceling FAST Testing this 

. Thanl<s Matt and the is also for the kind word a out our staff. If you wowd like we could let the airport know of 
the change or if you would like to contact them directly by email or phone jusllet me know. Have a great 
weekend! 

Best regards, 

Dave 

Sent with Good Cwww.good.com) 

~~~--Original Message----­
From: Cobey, Malt (James)' 
Sent: Fl'iday, December 06, 2013 02:4 1 PM Easter.n 'Standard Time 
To: Bassett, David; Schmid. Richard; Maola, Marisa 
Cc: King, Jennifer L; Middleton, Robert; Tauber Sarah; Harvey, Melanie; Mancuso, Donald 
Subject: Canceling FAST Testing this AUI~\St 

Good Day Marisa, David, Rich, 

Due to several new constraints that have arisen since our last visit we are forced to p",tp" nc "'" nlam 1m· ""n 
August of 2014 as a data collection site for FAST. We will not be taking the 

I am very aIPp,ed'rt~;-;;j i your 
to entertain you In the fu ture as other projects arise. This change was in no way due to anytiling 

Can I asl< tile best way for us to communicate with the airport authority that we won't be using their facility after 
all? Should we send something or leave it up to you? 

David, I was impressed with our site visit, you got <l good shop up tllere and should be proud of the impression they 

leave. 

Thanks again for the time your people wen~ willing to share with us, 

Matt 

Matt Cobey 
Manilger, Threat Assessment Capabilities Branch 

TSA Office of Security Capabilities 

1 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 
Subject: 

Cobey, Matt (James) 
Monday, December 

Bassett, David <FSD>; SChm.hard; Middleton, Robert; Mancuso, Donald 
TSA canceling request to us as test site for FAST 

Good Afternoon Chrissy, I hope this email find the holidays treating you well, 

Thank you for hosting my DHS and TSA colleagues and me a couple of weeks ago to discuss usin.s a test site for a 
prototype screening technology. I am very appreciative of you gave us on 20 Nov. We have decided to adopt a 
different strategy with FAST, one that will preclude . a data collection site as we had anticipated for 
August 2014. Therefore, I am rescinding our request to i to collect f ield data in August. 

This decision is specific to tl'1e FAST program and is by no means a reflection of the airport or its staff. You and David 
have a great team up there and I am glad to have made your acquaintance. In fact, your facility Is so impressive I would 
include it on my list as a candidate site for other projects in the future. 

Thank you again for your hospitality, 
Matt 

Matt Cobey 
Manager, Threat Assessment Capabilities Branch 
TSA Office of i Capabilities 
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Middleton, Robert 

From: 
Sent: 
To: 
~1I~P,.t~ 

Bo b, 

Looks g(}od to me. 

tlW". 

RF' T<;U: Tp~tino <;triltP(JY 

Good mornin~ _ Here is my proposed revision. Please feel free to adjust/revise as 
necessary. Than~s. 
Very Respectfully, 
Roh 

for FY14 was to conduct an operational demonstration at an actual airport and the venue 
In ~ TSA i'lnrl 58. T hril"fE'n thE' _ Avii'ltion Administration in 

November, 2013 but changing TSA priorities prompted a shift to the TSA Systems Integration Facility 
(TSIF). This, in turn, required a change in the program priorities; accordingly, revised outcomes at TSIF In FY14 
include: 

• 

1 

\5 
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o Allows the research team to determine whether the study's cover story is believable and whether 
participants agree to engage in the malintent actiVity. 

o Accuracy assessments wili not be made, 

• Build confidence among stakeholders, 

• Evaluate the feasibility of using TSIF for future research. 

• Collect opinions about the screening system from participants. 
• Assess the testing strategy in preparation tor validating the system in an airport environment. 

Bob, 

Here is a draft of our current testi ng strategy, 

Let me know jf you would like anything clarified or expanded upon. 

"P' 

TSIF Testing Strategy 

In order to evaluate the FAST system at TSIF and maximize resources, the team has proposed a testing strategy that will 
include both a data collection exercise and a small pilot test. 

, 
, 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 

Subject 
Attachments: 

Good aft,""oor 
up/revise; I'm i 
Very Respectfully, 
Bob 

Middleton. Robert 

Passive Methods Quad Chart 
Passive Methods for Precision Behavioral Screening - Updated 2 May 2014 ..... pptx; FAST 
and Passive Heilmeier Questions.docx 

. disctlssed, here is the quad chart for Passive forvour review. Please feel free to mark-
in hearing vour feedback. Thanks. . 

. P.5. I included the Heilmeier questions since Dr. Brothers asked for this prior to the Bottom Up Review he conducted 
wrtn all of the divisions here in 5&T earlier this month. You can mark them up. tool © 
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PrQject Description 
The overall goal of the Future Attribute Screening Technology (FASl) 
program was to yalidate the Theory of Malintent (November, 2007) by reliably 
"nd remotely detecting behavioral and physiological indicators of maLintent 
(the intent to cause harm to our nation or its citizens). Collateral benefits of 
this technology include reduced inconvenience to the travelling public which 
enables travelers to move more freely and quickly within screening 
emironments and serves as a quantitative complement to other qualitative 
screening methodologies. The Passive Methods for Predsion Bchayioral 
Screening program will reduce the interaction time between subject and 
screener while maintaining or improving current screening performance. 
Future plans include the addition of other stimuli; e.g., pictures, to precede, 
complement, or replace altogether the current questioning used in the FAS1 
screening pararugm to evoke cues diagnostic of malintent. HSARP A has 
established a leadership position in this field of research which is likely 
unequalled in the federal enterprise. 

Describe the potential outcornels) 
The overall program goal is to enable the identification and interpretatio~ 
a screened individual's physiologicaJ and behavioral cues without the need 
for operator"induced stimuli which may allow fOT security personnel to 
remotely and more safely identify cues diagnostic of malintent. This will 
lead to: 

Potential elimination of the need for face-to-face interaction (a key dMV",' I 
of time and resources); 
Reduced manpower requirements; 
Increased screening throughput; and 
Decreased attempts by screened persons to alta their behavior as a 
countermeasure to the screening process. 

Transit Authorities 
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What is the reseW need? 
• This program is intended to address vital national priorities; e.g., the National Security Strategy (Strengthen Aviation Security) and the Quadrennial 

Homeland Security Review Report (Mission 1: Preventing Terrorism and Enhancing SecurityjMission 2: SecUring and Managing Our Borders). 

• Further, this program will bridge the gap beoyeen time-consuming/costly Q&A-based security screening requiring interaction with a security screener and 
the safer, more accurate, less intrusive. less time-consuming. and less resource-intensive passive screening envisioned as the direct result o f this program. 

• DHS requires more effective primary screening in a variety of venues including oitical infrastructure, I:tigh profile special events, and transportation hubs. 

• There is a significant amount of literature available in this area but operationally-re1evant application of this knowledge for potential use by a DHS 
component is still in its infancy and could yield a potentially large return-on-investment in terms of time and money saved. 

2. What is the technical/scientific a~proach? 
• The theory states that those persons with malintent can be identified in primary screening by physiological and behavioral SignalS. The program's goal is to 

increase our ability to differentiate malintent through the inclusion of passive stimuli (presented within the individual' s awareness) which are tentatively 
defined as the activation by the environment of an individual's mental representations of malinfent and associated behQviora/ and physiological responses. 

• This program's approach is to focus on passive stimuli that augment direct questioning, passive stimuli that replace direct questioning, and passive stimuli 
that pre«:de primary screening. A series of research studies will allow us to develop passive methodologies to simulate real-world situations. 

• This direction was chosen specifically to leverage preexisting FAST hardware/software and maximize the d irectorate's return on its previous investments in 
FAST - especially in vi~." of the fact that this is the first known attempt to characterize, understand, and operationalize this body of knowledge. 

• A redesigned FAST "kiosk" employed as part of the FAST Limited User Evaluation comprises the core tedmology that will enable this effort. 

• CoUaborators to date are comprised chiefly of subject matter experts in the field from Yale, University of Utah, San Francisco State, Ohio State, and :MITRE. 

• Key technical barriers to be overcome include identifying the COIT€ct stim~li (i.e., auditory, visual, tactile) and the manner of their presentation to 
individuals to evoke the desired physiological and behavior cues and then determining the manner in which this knowledge Cart be transformed into an 
operational capability usable in a primary screening context. Also, it will be necessary to be able to provide stimuli to specific individuals .. morutor their 
response, and keep track of that individual as he/she transits through the security perimeter. 

• The chief reason why this problem has not been solved yet is that, to date, there has been little capability to exploit physiological and behavioral signals 
diagnostic of malintent. The success of the FAST program has enabled DHS S&T to take tros next step in advancing primary screening's state-of-the-arL 

• The perfonners listed in this brief represent the ~adth of national capability in primary screening research given their relatively long history (by the 
standards of this field of research) and success in defining and understanding the primary screening problem and demonstrating the ability - through the 
partnering of rigorous systems engineerir1g with sound fundamental research - to deliver operationally-relevant solutions. 

3. What are the anticipated results and value of this research? 

• Significance/impact of success in this program is a dramatically-improved understanding of the cognitive processes underlying the state of malin tent for 
use byDHS com'ponents with a screening mission. 

• Success will be determined through the use of unambiguous quantifiable metries such as Probability of Correct Oassification, False Alarm Rates, and 
screening time. \II/hen successful, there will be a significant increase in the fIrst metric and Significant decreases in the other tw'Q. 

• This program provides the opportunity fOT the submission and publication of numerous scholarly articles in refereed journals and a significant contribution 
to the scientific body of knowledge with the concurrent likelihood of a tremendous advance in primary screening technology. 

• ·This pTOgram will bu.ild upon DHS S&'r."l leadership in priInary screening technology .es=n:h in which, we coritinue to '1ead from the front." 1 
Th .. u.s. Depattm.""t <>f HomeIa:><! Seatrily (DBS ) i$ ...,kE\Owledg'>:l ,.. tht "?O""" of lhi$ ,,-or\< - For O/tidal Uoe Only 
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4. What is innovative about this work? 

• There are many novel aspects of this project including identification of passive stimuli that can evoke the physiological and behavioral cues 
diagnosncof malintent instead of or in addition to using a questioning paradigm; and determining the best means of presenting those 
stimuli; e.g., visual, auditory, or tactile. This also offers the potential tore-allocate security officers from primary screening allowing them to 
focus on secondary screening as necessary. 

• 

• 

• 

• 

6. 

• 

7. .lI1li!ili..!l~!!m:.l1!!!lliuIQj«!1 
• This program was initiated in FYIl and through FY12 (based on the most currentFY12 RAP), $7.64M will have been invested. 
8. 

• 

Th~ us. Dcp.orlment ",rHomo]:,nd Securi ty (VIiS > i5nckr.owled~d M tl,., ,;pcm,.,.,- of th i5 '~ork - For Offici~l U"" On ly 2 
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1. What are you trying to do? Articulate your objectives using absolutely no Jargon. 
The overall goal of the Future Attribute Screening Technology (FAST) program was to validate 
the Theory of Malintellt (November, 2007) by reliably and remotely detecting behavioral and 
physiological indicators of maUntent (the intent to cause harm to our nation or its citizens). 
Benefits of operationalizing this technology include reduced inconvenience to the travelling 
public which enables travelers to move more freely and quickly within screening environments 
and serves as a quantitative complement to other qualitative screening mettJodologies. While 
much work remains, it is also gender-, age-, and culture-neutral since each individual 
undergoing screening serves as his/her own baseline. The Passive Methods for Precision' 
Behavioral Screening program, which utilizes other stimuli; e.g., pictures, to precede, 
complement, or replace the current question set used by FAST to evoke responses, will reduce 
the interaction time between subject and screener while maintaining or improving current 
screening performance. 

2. How is It done today, and what are the limits of current practice? 
Current behavioral screening uses a qualitative approach; e.g., Screening Persons through 
Observation Techniques (SPOT) with human Behavioral Detection Officers (BOOs). FAST and 
Passive Methods are Intended to be quantitative complements. 

:3. What's new in your approach and why do you think it will be successful? 
Th is program uses commerCial off-the-shelf (COTS) sensors to remotely detect behavioral and 
physiological indicators diagnostic of mallntent. Having run several thousand consenting. 
Informed, compensated human subjects indicates that the theory is valid and that accuracy in 
an operationally realistic setting is approximately 70-74%. 

4. Who cares (in terms of Components and first responders)? 
(b) (7 )( E ) TSA and FPS-GSA Research 
Strategies executed with OHS S&T that could, if successful, be filled by this research. CSp's 
Office of Field Operations (OFO) is also interested in the outcome of this research . 

5. If you're successful, what difference wilt it make? 
Benefits of this technology include: 

• Reduced inconvenience to the travelling public; 
• Travelers are able to move more freely and quickly within screening environments; 
• Screening is quantitative vice qualitative; 

o While much work remains to confirm, this technique is also potentially gender-, age· 
I and culture·neutral since each individual undergoing screening serves as his/her 
own baseline. 

• Complement to other qualitative screening methodologies. 
• Inclusion of other stimuli; e.g., audio, visual, tactile, reduce the interaction time between 

subject and screener while maintaining or improving current screening performance. 
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6. What are the risks and the payoffs? 
Technology involved is very low risk; there are no active sensors which might harm an Individual 
undergoing screening. Risks are largely based on perception of "Big Brother," "Minority 
Report," or other nefarious technique being used to unnecessarily Intrude upon the traveling 
public's privacy. Of note, however, the Privacy Impact Assessment (PIA) is up-to-date and 
publicly available online and the program has completed a Civil Rights/Civil liberties Impact 
Assessment (CLlA) which indicates no violation of the 4 th amendment. If successful, this could 
be a quantum leap forward in screening capability that is cost-effective, does not employ 
profiling, and Is sensitive to individual privacy and civil liberties. 

Total funding In the spend plan Is $l1,nOK but the end of each fiscal year represents a 
potential "off ramp" and operational component contributions/cost sharing represent potential 
offsets. Of note, over the past two fiscal years (FY13-14l, TSA has contributed $0.82 to every 
dollar contributed by 5& T. 

8. How long will It take? 
As currently structured, the program is scheduled to complete in FY19. However, as mentioned 
in the previous question, each year represents a logical "off ramp" or stopping point. 

9. What are the midterm and final "exams" to check for success? 
Using 1'1 measured approach as documented in the quad chart, the research agenda includes a 
data collection event, a data collection pilot, two basic and applied research protocols and a 
veri f ication and validation event. If sufficiently resourced, I would add SME working groups 
and/or advisory panels to serve as independent checks and balances on the research plan. 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 
SUbject: 
Attachments: White Paper OlJtline.pptx 

Bob, 
Attached please find read ahead slides for our telecon on Monday. We look forward to discussing these with you. 

Have weekend, 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: ASK White Paper " DRAPER.pdf 

Good Evening Mr. Middleton, 

Please find the subject White Paper attached. Let us know if you havc~ any questions. 

Ui'i'PCr Laborutol'Y, I.c, 
MA I 02\39-3563 

• 

1 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Good Morning Bob, 

Monday, November 17, 2014 9:37 AM 
Midd leton. Robert 

FW: FAST/AVATAR IM$: Documents for Meeting 
2014-11-04 RoadMapSchedule.mpp 

Enclosed is the latest Roadmap Schedule for ASK. It was taken directly from the proposal that is in process. 
I am sending the entire schedule so you can pick and choose which elements you wish to use to populate your higher 
level schedule. 
Please let me know If you need anything further. 

Best Rega rds, 

IMS: Documents for Meeting 

Good you and the team help me populate t he FAST schedule through FY1S and as far into 
FY16 as on our discussions regard ing the POA&M for FAST over the next several years? Please let 
me know if you c"n accommodate and t hanks. 
Very Respectfully. 
Bob 

Documents for Meeting 

Hello Al l. 

Please see the 
initial drafts 
."I halle 

let me know if you have any questions, 

1 

1'1 

epic.org 14-10-14-DHS-FOIA-20150511-DHS-Production 000050



This message (including any attachments) contains confidential information intended for a specific 
individual and purpose, and is protected by law. If you are not the intended recipient, you should 
delete this message and any disclosure, copying, or distribution of this message, or the taking of 
any action based on it, by you is strictly prohibited. 

v.E.l 

Notice: This email and any attachments may contain proprietary (Draper non-public) andlor expOlt-controlled 
information of Draper Laboratory. If you are not the intended recipient of this email, please immediately notify 
the sender by replying to this email and immediately destroy all copies of this email. 

2 
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Middleton. Robert 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Rob 
It was great seeing you again . 

Middleton, Robert 
FW; FAST photo of white board from first day 
IMG_0002Jpg 

Here Is the white hoard photo from the first meeting. 
Best Ro,:ardls. 
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Middleton, Robert 

From: 
Sent: 
To: 
Cc: 

Subject: 
Attachments: 

Bob 
Attached is the second FAST meeting day white board photo. 

1 
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