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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Technologv Directorate
Resilient Systems Division

Task Order HSHQDC-11-F-00087 Modification P0O0002
PR No. RSHF-13-00034

This Statement of Work (SOW) outlines the activities that are involved in acquiring technical and
¢osulting services in the social, behavioral. and economic sciences. These services will be
responsible for addressing the methods. models and technologies to conduct program evaluations
on biemetrie technologios within the Resilicet Systems Division (RSD) of the Science &
Tecknology Directorute (S&'T).

I. BACKGROUND

e U.S. Department of Tomeland Security iDHS)Y s committed o using cutting-edge science
anc “ochnology in its quest to make America =zfer. The DHS S&T is tasked with advancing the
scientitic. engineering. and technological resources of the Urited States and leveracing these
resources inte tals 10 help protect the homeland. e Resilient Systems Division (RSD) applics
the social d behavioral sciences in order to *rove the detection. analysis, and under<tznding
of tkreats posed by individuals. grouns. and radical movements: to support the preparedness.

re onse and recoves of communitics imnected by catastrophic events: and to advance national
seeurity by integrating human factors into homeland sccurity science and technologies.

e Quadrennial Homeland Security Review {2010) has identified Maturing and Strenzikening
the Homeland Security Fnterprise (HSE5 as a key DHS programmatic zoal. DHS S& & provides
thosc technologics. processes and expertise to the HSE in crder o assist thers in fulfilling their
missions. However. DHS S&T has no formal. scientifically sound. program evaluation process
to ensure that the mission is being met in a meaningful and efficient manner. Current S& T
cvaluation programs only test and censider the quality of the technology to be transitinsad. A
program evaluation spproach that places @ wechnology or other innovation within o operational
context. and thus enables decision makers 15 assess the entire operational approach in which the
techrology or innovation is embedded. ultimately improving technology transition o the

CL~I. 72T component agencies.

work will be conducted through engaging the sechnology stakeholders. focusing the evaluation
design on the technology and the purpose of the overcll operational program. zathering and

analx zing evidence. and producing a final report that will result in an improved program. Daose
lessons learnad will help inform futire DHS S&T program conceptualization and exceuticn, and

will lead to improvement in the quality and effectivencss of programs transitioned (o custom 2r
component agencies.

ATTACIHNENT 1 Page 1
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SCOPE OF WORK

During > base period of performance. the Vendor will conduet program evaluations on the tollowing
DHS S&T proareons: DS Biomerrie Exit Pilots omd the Rapnd IONA project. In addition.

=2 for an evaleztion of the Mobike Biometrics Praject. The Vendor will dos olor and =it
auifically sound =othod o perform the Dllowing tasks:

sCie

I nder this ¢

The specific tasks that are involved in the evaluation of DHS S&T

the

o ddentifn and engage stakeholders:

v+ Determine evaluation needs:

=:o Develop measures of ztcli'\'??' 2 and outeses:
:» [dentify. assess and gather data:

oo Anah oo the data:

w+ Reach oporationally relevant conclusions: and
e " osure the use and sharing ¥ lessons learned.

-

e

rt the Vendor will be respansible £ perfirming the follsing activities:

ve Deve! smmont of measures ©f progross.
«+ Assessrient of the impact and effoctiveness of the technology or innovation in®
operational environmert and identification ~f arcas of improvement;

there is on

<o

»:« Development of a baseline assessment of the operational program to infirm the creation of
an evaluation fmmcv ork that is snecifically tailored to the program and the technology

bei~z evaluzied and:
e }’n.rardlmn of z final report identifving lessons learned and provides bith S&T and t

he

operating agency with a road map for buildinz on the evaluation’s results, The report
wifl be providzd 1o the program managers of ™z component agency. RSD. and other

DHS smakeholders.

SPTOIFIC TASKS

fallowing paragraphs:

Identific and 1 ooase Stakeholders

in consultation with RSD. the Vendor will identify nnd ercave reletant Aakebolders. The-
include those involved in program oncrutions. those sorved or af*ected by the program. and

primuary e of the evaluation those ina position @ m:lkc decisions about the program),
Stakcholders will be sy tematically identificd in conjuretion with RSD. Stakeliolders will have

the

purpose of the meram evaluation ex=lained to them. and how their partici==tion in the

process lits im0y the evaluation asa - hole.

Description of the Program

technologics are ~rovided in

s

Joe Vendor in consu!tation with RSD. will specitically identi'™ the purpose of the 7ricct and

the

recznscy que-ons thot it intends to adsiress. with necessary special emphasis on the in-

ATTACTVIENT 1 Page 2
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practice implicaticns of the technology ar innovation on programmatic 2eals and objectives. The
VerZ = will then conduct & baseline casessvizms on the current program implementation or
previously conducted pilots.

Focus Evaluciioon Design

Tue Vendor will then tailor the evaluation to the specific program and purpose ol the evaluation.
[he Vendor will peed to clarify who will use the evaluation results. and how those results will be
used. The Vendor will also consider the context of the program in order to determine the
appropriate cvaluation strategy that is best suited for the specilie proaram. Where leasible and
cost cfFective, the developed field experimertal methoads will be used by the Vendor. unless RSD
approves another approach.

Identifv, Assess, and Gather Data

As part of the design stage. the Vendor will respansible for the assessment of data needs and
availability along with obstacles to and the necessary costs of data acquisition. The normal
expectation from the Government is that both quantitative and qualitative data will be rclevant o
the conduct of an evaluation. Data of only one type will be used and collected if explained 10 the
satisfaction of RS, To keep costs low. data gathering by the Vendor will utifize existing
program data to the exwnt feasible.  To the extent that privacy and other rules permit. the data
will be stored in a form that will allow the agency or S&T to reuse it in any follow-on or fitire
work as ar~ropriate without the payment of license or other fees.

Anaivze Daia and Reach Conclusions

After the data have heen gathered, the Vendor will analyv-: the data using appronriate statistical
and qualitative methods in order to assess program performance and to identify any 7unas or
weaknesses in or strengths of the technology as operationally applied. The Vendor will also be
responsible S0 tvine any conclusions to progra stardards of performance and to the extent
there are weakinesses in the operational anrlication of the technology or innovation. the Vendor
will propose mitigation strategies.

Fina! Report

© Vendor will generate a final written re~ ot and provide any accomnanying presentation
slides that sets fiorth the research goals. explains the research strategices describes the research
design as vplemented and the data used with a discussion of their <trenzths and limitations.
reports the methods and results of the analysis. including, where apprenriate. tables. Key
~utisteal outpuis or other information summaries and recommendations for @=tions in the form
of a tinal report. The report =vill also include a brief executive summary and. it aprropriaie
stati<iizal tables, sermarics of the qualitative dats or other appendices. The copyrighs for the
report will held by DIlS

Phis =emort will be made available to the program manager(s) of the component agency and o
RRD. A additional disscmination of the report will be made at the discretion of RSD. The

ATTACHMIINT 1 Page 3
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basis for the rece:mendations. their rationales and the data behind them will be explained by the
Vendar to the responsible program manager(s) and 2%y metevart stalcholders or ath - petential
users that have heen identificd by the program manager. Up to five such brietings = up o 90
minutes in fenzth may be requested by RSD.

Profecis (o be Evalnated

Base Period ol the Task Order -- the Vendor will focus - the Rapid DNA Project . sk 1) and
DS Bieatrie Exit Pilots (Task 2). Ontion Period -- the Vendor will design the evaluation
tramework of the Mohile Biometries Project (Task 3). upon option exercise. All projects ar

e additional detail below:

deso
SOR Tusk 1.0 wnil/].4: Program Evaluation for Rarid DNA Project
(Base Period-- sk 1)

L nited Stzs Citizenship and Immigration Sesvice (USCIS) currently uses finger=-ints to ¢ ook
== any criminal history or immigraton violztians on benefit dl""fhtaﬂi% hut these h ~enzrs do
not determine if persons 2i0 related 4~ one another. Hewever, DNA (deoxyritonucleic acid) does
allow r the deteination of family *"‘hl?onﬂhips sin2e children recetves hall of 1hu;

DNA from cach parent. Unti] reecrt!ve however. it reauired a laboratory full of cauime and a
highly trained “rrensic analyst 1o interpret the resnls, Sendmo a s -.““ﬂc 10 alab and wiitng for
itto be processed could take weeks to months at the cc s of $300 to $400 per sarmrle. Rapid and
fow-cost DNA processing permits @ ciencies in the processing of valid applicants. reduces the
costs soaowiated with nrocessing. deters fraud in a“-;'llt.almm. and uIt.::*,.:ltLI} increases the number
of leaal immicrants admritted into the counte .

Rapid and low-cost DNA nrocessing may also prevert fraud and illegal nrofitecring with regard
to Kiaship benefits. LSCIS has identiﬁcd the need for accurzte DNA analysis to test kir op chm
would ke less than one hour at a cost of under S100. 7T1is ‘esting needs 0 be done in field
locations. rather thar at external labs. o a desktop-sive device which is casy - the adjudicator
Lo operaty.

In 2008, a DNA scw2aing pilot program that tested DNA for kinship o hundreds of cases
involving tamily reunification in fast Af¥ca eamd chat @ censidesnhle number -f kinship claims
worr cortmndicted by DNA testing, Caerently. DNA analysis to determine idoet™ and Kinskir is
not wideir feasible because of cost and time considerations. With document Iraud an increasing
concort tor UNSCIS adjudicators, a technology that could provide validation of il relaionship
mpldix and accurately while in the fi2fd would help ensure the ¢™icacy of the process. e
primary ehjective is o verily famify eetetionshiz < (Kinship), but Rapid-DNA will also alloo the
identification ol known criminals tirong those ~ceking asviom or irvmigration, veriy
refatiorships in ovescas adoptions. and =rovide for family re 11*'.'u,atmn in mass-casualty
sitwacion-. e initial terzot customer is USTIS Refueee Aschum and International Operations
Dircctorate.

epic.org 14-10-13-DHS-FOIA-20150402-Production 000206
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SOV Tusk 2.0 until/2.2: Program Evaluation for DIIS Biometric Iyit Pilots
(Buse Period-—- Task 2)

The "iture of LS. immigration policy has been an issue of long discussion by officials in several
Administrations. in the media. on Capitol Hill, and among the veneral public. Much of this
discussion bas focused on "overstavs " ie. individuals who enter the United States law fully . but
who stav longer than their authorized period of adezssion. One of the most commuon rea<ons for
denial o a US, vise is that the visa applicant fails w convinee the .S, consular officer that he or
she will adhere w the akinission period.

[ o5lishing an effective Validated Lxit program would allow DHS to meet its mission goals w
protzet the American public and enforce immigration laws, DHS currently faces a difficult
decision for a Validated Exit systent. I'xit data collection is necessary to ensure that the
Department knows who has not left on time, but there are varving opinions on how -+ best
collect and track this information. Statutory mandates require DEHS to implement a biomerric
exit program. however. it is unclear if previously conducted pilots and studies have arsvered
questions necessary to formulate a long-term path Srvard regarding biometric exit and
stibsequently Validated Lxit,

The objective of this effort is to work with DHS and contractor <taf? to agoregate all previous
DHS cvaluations of operational concepts for biometric exit. analyze available requirc—ents. lead
a methodological review to assess the validity of previous studies, and lead the design of
research and pilot activities for candidate technologies to answer research questions necessary 1o
inform a formulate a long-term path forward regarding biometric exit and suhseauenty Validated
EXit. 7o imitial target customer s senior DS leadership.

SO Task 3.0 unril3.3: Mobile Biometrics Project
(Opiion Period-— Task 3 -- 12 Mo ths)

e Homeland Security Act 012002 (Public Lav 107-296) staies that DHS S& 1T will "=upport
basic and appliad homeland security research to promote revolutionary changes in technologies:
advunce the development. testing and evaluation. and deploymont of critical homeland =ecurity
technologies: and aceelerate the prototyping and deployment of technologics that would adilv2ss
homeland sccurity vulnerabilities.” Pursuant (o this mission. the Resilient Systems Division
(RSD) ol the Department of Homeland Secu-it (Diiy) Science and Technology [Yertorate
recosnizes the need for commercially avaita™!s hand-held biometric acquisttion Joices that can
eifectinvely coblect data semples from subjects under a varict of eorditions. The DYS s
responsible © ¢ the hinmetric idesitification of persons to achieve the ~tatutory and reaulatory
missions of the cormronents, To accompli<l thees tasks. DHS components require the abiity o
positively identifyisereen individuals in a secure. ¢fcient, accurate, and timely manner. Fhis
abitity encernasses the collection, sterage. transmission. and receipt of biometric and biovraphic
data to support the compoenent missions. ¢ canability must be poriable and operable inawide
varie's of areas regardless of existing infrastructure (i.e. cffskhore, foreigr. and remote locations.
ports of ermzL detention centers.., ote) and conditions (e, day/nizht, arid/humid climates.

hot/cold temperature extremes). e capability must also accommodate operators with vorving
levels “rech=ical ability and subjects with voring levels of physical ability.

ATTACHMINT 1 Puge 5
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~he output from these mobile acquisition devices must hc. usiable for searches of largz=-scale
biometric datzbases (1 1o many) and or voriticeri n o tapre cvtously taken biomatric samnle
(1w 1)L Inorder 1o assure maximum |n{cmpcruhi‘?t} '1"d crizciency ~Coperation. DHS requires
that "2 data o = ut from these acquisition dovices cen'™rm o prc—t...k.!."-.hlishcﬂ standards.
Cass progrant foetos on the integration of various binmerric modules into a single hand-held
device or sy o Modules may include but are not Bmited 10 a four finger slan module for
tingerprints, visible wavelength camera (with ertenst flash/iliuminator) for face acquisition, and
aneas-intared. dual iris capture camera. Additional bicmetric modules such as for voice and
et technologies. such as card readers, ete. may be included in the final hand-held systes:
Multiple mobile deviees currently ér: heina pilotz? in the ficld among various comnonent
arecies as well as police departments throvzhout the covnire, Severa! police depart~>+ have
corducted independent cvaluation prior 1o this SOW and will provide additional input into this
evaluation process. The Vendor should be familiac with the US. National Institute - Standc !
and Festenlogy (NIST: Mobile 1D Device Best P-aciices Recomincidation, So=t 2008 12
and should design a plan for evaluating the implementation of this device o the feld, The plan
should dc:cribc how the data cupun‘c mcethods sicmal ]11‘0&:0‘;‘3”10 (ln'ltl“L‘ m'}"'*"-al?' ton.
segimrttion, feature extraction, gualily assessmernt. somrlate crentien. outpit record
forsing... ) matching alﬂorrtf ms ‘o ecch modality. decision for mdlchfr'.r‘-—m:!"m and the
accuracy of displayed results function when the Jevice is operat:onally deploved and should
assesy how the device users emrloy the device and interpret the information it provides to what

eort. The design should provide for the assessvznt of the st engths and weaknresses ~!the
device as eremated in the field and to the extent pessible should determine the degree 1o which

the availability of the new muitimadal biemotric oot improves on prior identification
tech mologics.

IV. STATFING

Soe Antachmer 2 HSAR 3652.215-70 Key Personnel or Facilizizs (D170 2003). which

identities Proje.s Manager and Chief Technical Re-rzeemiziive as Kev Perconnel.
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V. DELIVERABLESIMILESTONE PAYMENT SCITEDULE

' Deliverables ey
SOW | . e B
 Fask ) Deliverable Dtscr-:pnon Du_c. Date i
‘ 7 months from
; A project management plan that will accomplish the program’s Date of Award
p [ ‘\ ATy 3 : " : ‘ e i p :
1.0 | FeIeEl Pil.;r;agumr.m objectives as oullined by RSD personnel. The final version requires Base Period
\ approval by the RSD Program Manager. Task |
Submitted and paid |
| |
Drf‘ﬁ of Data Draft of all data collection instruments. Final version requires approval )
L1 Collection i 371002013
by the RS1) Program Manager,
Instruments
Evaluation Framework A pat}! {mjwurd for the program evaluation that is spcc:lﬁcally taitored to o
1.2 " ; : : the USCIS program and technology being cvatuated. Final version 641572013
fer Rapid DNA Project :
requires approval by the RS[) Program Manager.
Summary of Data
1.3 Coilection Activitics A summary report of data collection activities and observations 83172013
i
! ! A formal report that communicates the evaluation procedures and :
( Finai Report for Rapid | findings o relevant audiences. The length of the final report is
1.4 DXNA Project anticipated to about 25 pages, including an exccutive summary of no 12/31/2013
more than two pages but excluding appendices, if any. The final version
requires approval by the RSD Program Manager |J
A summary of the previously conducted pilots as it stands. The Vendor %2:221? Zi:ir?i i
90 Bascline Assessment for | will work with RSD to aggregarte all previous DHS evaluations of e
B Biometric Exit Pilots operational concepts for biometric exit, and analvze available Piice Posiod
i requirements. Task 2 !
_ 5 months from |
Evaluation Framework | A methodological review to assess the validity of previous studies in Date of Award 1
o2 for Biometric Exit answering research questions necessary to inform a DHS stralegy for
Pilots biometric exit Base Period !
Task 2 !
. A formal report that communicates a long-term path forward for the &iiontis Ron |
I program evaluation that is specifically tailored to inform senior DIIS Dite:of Awerd i
sy Final Report for leadership decisions. The length of the final report is anticipated to ’ [
- Biometne Exit Pilots about 25 pages, including an executive summary of no more than two T ;
| g oI et Base Period i
pages but excluding appendices, if any. The final version requires Task 2
; ‘ | approval by the RSD Program Manager. - o ]
| | 4 montls Jrom |
. Rusehug Asscssmelnt‘for A summary of the program as it stands. Final version requires approval EHEME SINE Cpton
3.0 Mebile Biometries 2 Period
o by the RSD Program Manager
Project !
: Option Penod Task 3 7
& months from !
A Bathmtion Bramwork | A path forward for the program evaluation that__ls spcclﬁcully lalflnrccl W | exercising Option
3.1 for Viobile Biometrics the progrum and technology being evaluated. Final version requires Period
: approval by the RS} Program Manager.
_ Option Period Task 3!
4 {0 5 months from i
Monitoring and exereising Option i
32 Exaliation of Mobile Implementation and monitoring of the evaluation framework. Period
Biometrics Preject i
Option Period Task 3|
| A formal report that communicates the evaluation procedures and |2 months from |
. Final Report for Mobile ﬁnc‘hr‘lgs 1o rclcvgm audiences _ The !_ength of the (maI report is exercising (Option |
3.3 : Sl 2 . anticipated to about 25 pages, including an executive summary of no Period |
Biometrics Project s . s gy |
more than two pages. The final version requires approval by the RSD i
! Program Manager. i Option Peried Task3 |
ATTACIMENT 1 Page 7
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*Due o rozmdine. grand total at Firm Fived Price isf®4)

* €0 R shall determine. at his discretion. how long after receipt of the drafi deliverable
Ri7 has to deliver the final version and how long the Government will review the d-aft
before providing comments. !

VI.  Other Task Order Details
1. Period of Performance. The base period of perfirmance is from 14 September 2011 - rough

31 December 2013, [ exercised. the option period of nerformance is 12 morths from the
cmtion exereise date,

2. Travel. Demestic travel on the part ol the Vendor's staff may be required in *he perfe s ance
of the duties that are listed herein. It is expected that the Vendor will reimburse non-
gover~ent pesticipants for those travel ovjenses that they might incur,

E 3. DHS-Furnished Information.

!'.:

DHS will »rovide certnin DS inthrnation. muterials. and forms unique to DHS 1o the
vendor to support certain tasks under this SOW,

b. Tlie DHS S&T Centracting QfTicor’s i echnical Representative. identified in this SOW.
will be the point of contact {POC) for the identification of any reqguired information to be
ser=tied By DHS.

c. :he Vendor will prepare any docummentation according to the guidelines mrovided by
DHS.
:
4. Place of Performance. The Vendor will pe-t=m the work under this SOW at their place of
Fusiness and the workshop location. h
1’.
3. DHS-Turniched Property. 1DI1S proparty will not be provided to the Vendor,
)
0. Deliverables, T Vendor will provide all dctiverables identified in this SOW dirccthy 1o the h
tuss-specifis DHS S&T Technical Representatives and to the S&T Cortracting O eer,
| |

' ATTACHNMENT 1 Page § i
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7. Program Status Report. The Vendor will deliver monthly program stztus repors Tlie
wr= o swill be subeeined on the 13t day 7 the month. The reports shalt include the
following:

. Semmary of progress during the reporting period tincluding any sionillcant technical
information).

b. Unemticineted technical or management problems of significance.

<. Problems anticipated in futurs reperiing periods,
Summary of important mcetings, bricfings, trips and conferences during 'l period ot
e report and those planned in the “lowing perind.

A\l reports shall be submitted to the task-<mecific CO - s and o the DHS S& 7 Corrzcting
(M¥eer clectronicaily.

8. ¥unding Requirements. IS will previde funding that s outlined in the sk Order. at the
discretion of thr Government. subiect W the availability of {unds.

W

wecurity Requirements.

a. All work performed under this SOW is unclassiticd unless othervise <~2¢*2d by DHS.

b. If classified work is required under this SOW. DYS will provide specilic euidance o
the Vendor as to which work will be conducted in a clagsiticd manner and at which
clessification Tevel. The Verndor will also adhere o other applicable Goverrment
c-dars, sv'des. and directives pertaining o classified work. This SOW may require

access 10 information at the unclassiad level.
¢.  The Cortractor shall not publish. permit to be published. or distribuie for public

constnption. any information. oral or written, concerning the resel™ or Conciusions
made pursiant o the performance of this Task Order. withowt the prior written conse
of the Comracting Qfticer. An el2 v 1ic or prirted copy of nny material »=rrased 1o be
published or distributed <=alt be subrmitted to the Contrazting Officer.

V1. Points of Contact

Cisrsping (hGER
Duane Schatz
Selence and Cechnology Acquisitions Division
O e of Procuremient Opersations
Deparriont of Hameland Seces:
Washington. DC 20382

(b))

Contrariag Officer's Technical Representative { COTR):
Richard Legault

Resilient Systems Division

Sciemce and Technotogy Directorate

Departiment of Hameland Security

Washington. DC 20582

ATTACIIMENT 1 Puge 9
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(b)(6)

DHS S&T Invoicing:

U.S. DHS, ICE

Attn: S&T RSD Invoice
Burlington Finance Center

P.O. Box 1000
Williston, VT 05495-1000
P o il o T seadhs ooy
ATTACHMNENT 1 Page 10
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Statement of Work for
Program FEvaluations

U.S. Department of Homeland Security
Science & Technology Directorate
Resilient Systems Division
Biometries

Task Order HSHQDC-11-F-00087 Modification PO0003
PR No. RSHF-13-00041

This Statement of Work (SOW) outlines the activitics that are involved in acquiring technical and
consulting services in the social, behavioral, and economic sciences.  These services will be
responsible for addressing the methods, models and technologies to conduct program evaluations
on biometric technologies within the Resihient Systems Division (RSD) ol the Science &
Technologs Directorate (S&T).

I. BACKGROUND

The U.S. Department of Homeland Sccurity (DIIS) is committed to using cutting-edge science
and technology in its quest to make America safer. The DHS S&T is tasked with advancing the
scientific. enginecering. and technological resources of the United States and leveraging these
resources into tools to help protect the homeland. The Resilient Systems Division (RSD) annlies
the social and behavioral sciences in order to improve the detection, analysis, and understanding
of threats posed by individuals, groups. and radical movements; to support the preparedness.
response and recovery of communities impacted by catastrophic events: and 1o advance national
security by integrating human factors into homeland security science and technologies.

The Quadrennial Homeland Security Review (2010) has identified Maturing and Strengthening
the Hemeland Security I'aterprise (1ISEY as a key DHS programmatic goal. DHS S&T provides
those technologics. processes and expertize to the HSE in order 1o assist them in fulfilling their
missions, However. DIS S&T has no formal. scientifically sound. program evaluation process
to ensure that the mission is being met in a meaninaful and etficient manner. Current S&T
evaluation prozrams only test and consider the quality of the technology to be transitioned. A
program evaluation approach that places a technology or other innovation within an oporational
context. and thus enables decision makers to assess the entire operational approach in which the
technology or innovation is embedded, ultimately improving technology transition to the
custermer component agencices.

This SOW summarizes the work that s planned for pregram evaluations in DS S&T. This
work wifl be conducted through engaging the technolopy stakeholders, focusing the evaluation
desizn on the technology and the purpase of the overall operational program. gathering and
analyzing evidence. and producing a final report that will result in an improved procram. Those
lessons learned will help inform future DS S&T program conceptualization and exccution. and
will lead 1o improvement in the quality and cffectiveness of programs transitioned to custemer
component agencies.
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1.  SCOPE OI' WORK

During the base period of performance. the Vendor will conduct program evaluations on the following
DHS S&T procrams: DHS Biometric Exit Pilots and the Rapid DNA project. 1n addition, there is an
crtion for an evaluation of the Mobile Biometries Project and an option for the evaluation of search
capabilitics lor the Transportation Security Administration. The Vendor will develop and utili<¢ a
scientitically sound method to pertorm the following tasks:

*
-

Idenufy and engage stakcholders:

o2 Determine evaluation needs:

«:» Develop measures ol activities and cutcomes:
= ldentify. assess and gather data:

=:» Analvze the data:

v+ Reach operationally relevant conclusions: and
*:+ Ensure the use and sharing of lessons learned.

Uinder this ¢*fort. the Vendor will be responsible for performing the following activities:

«» Development ol measures of progress:

v+ Aszessment of the impact and effectiveness of the technology. performance. or
innevation in the operational envirnament and identification of areas of
improvement;

«:+ Development of a bascline assessment of the operational program to inform the creation of
an evaluation framcework that is specifically tailored to the program. personnel
performance or the technology being evaluated and:

«:» Preparation of a final report identifs in2 lessons learned and provides both S&T and the
operating agency with a road map for building on the evaluation’s results. i he report
will be provided to the program manragers of the component agency. RSD. and other
DIIS stakeholders.

1. SPECIFIC TASKS

The specific tasks that are involved in the evaluation of DUS S&T technologics are provided in
the “+'lowing paragraphs:

Identify and Engage Stakeholders

n consultation with RSD. the Vendor will identify and engagee relevant stakeholders. These
include those involved in program operations. those served or affected by the program. and the
primary users of the evaluation (those in a position 1o make decisions about the program).
Stukeholders will be systematically identified in corjunction with RSD. Stakeholders will have
the pusmase of the program evaluation explained to them, and how their participotion in the
arscess {0 it the evaluation as a whole.

Description of the Progrum
The Vendor. in consultation with RSD. will =azcitically identify the purpose of the praject and

the research guestions that it intends to address, with necessary epecial emphasis on the in-
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practice implications of the technology. performance. or innovation on programmatic goals and
objectives, 1T:e Vendor will then conduct a baseline assessment on the current program
implementation or previously conducted pilots.

Focus Evalwation Design

The Vendor will then tailor the evaluation to the specific program and purpose of the eyvaluation.
The Vondor will need to clarify whe will use the evaluation results, and how those results will be
used. [he Vendor will also consider the context of the program in order to determine the
appropriate evaluation strategy that is best suited for the specific procram. Where feasible and
cost effective. the developed field experimental methods will be used by the Vendor. unless RSD
approves another approach.

ldentity, dssess, and Gather Data

As part of the design stage. the Vendor will responsible for the assessment of data needs and
availability along with obstacles to and the necessary costs ol data acquisition. The normal
expectation from the Government is that both quantitative and qualitative data may be relevant 1o
the conduct of an evaluation. Data of only one type will be used and collected it explained to the
satisfaction of RSD. To keep costs low, data gathering by the Vendor will wtilize existing
program data to the extent [easible. To the extent that privacy and other rules permit, the data
will be stored in a form that will ailow the agency or S&T to reuse it in any follow-on or future
work as appropriate without the payment of license or other fees.

Anulvze Data and Reach Conclusions

After the data have been gathered. the Vendor will analyze the data using apprepriate statistical
and qualitative methods in order to assess program performance and to identify any gaps or
weaknesses in or strengths of the technology as operationally applied. The Vendor will also be
responsible for tving any conclusions to prooram standards of performance and 1o the extent
there are weaknesses in the operational application of the technology or innovation. the Vendor
will propose mitigation strategies.

Final Report

I 2ie Vendor will generate a final writicn report and provide any accompanying presentation
slides. that sets forth the research goals. explains the research strategies. describes the research
desien as implemented and the data used with a discussion ol their streneths and limitations.
reports the methods and results ol the aralysis, including. where appropriate, tables. key
statistical outputs or other information summaries and recommendations for actions in the form
of a final repert. The report will also include a brief exceutive summary and. if appropriate.
statistical tables. summarics of the qualitative data or other appendices. The copyright for the
report will be held by DI1IS.

This report will be made available to the program manager(s) of the component ageney and to
RS Any additional dissemination of the repert will be made at the discretion of RS2, The
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basis for the recommendations, their rationales and the data behind them will be explained by the
Vendor to the responsible program manager(s) and any relevant stakeholders or other potential
users that have been identitied by the program munager. Up to [ive such briefinzs of up to 90
mintes in foneth may be requested by RSD.

Projects to be ! valuated

Base Period of the Task Order -- the Vendor will tocus on the Rapid DNA Project ( Tusk 1) and
DHS Biometrie Exit Pilots ¢1ask 2). Option Period I-- the Vendor will design the evaluation
amenork of the Mobile Biometrics Project i Tuask 3). upon option exercise. Option Period
2- the Vendor will design the evaluation framework ol the TSA Personnel
Eyaluation Project ¢ 1ask 4), upon option excrcise. All projects are deseribed in
additional detail below:

SO Task 1.0 wntil/1.4: Program Evaluation for Rapid DNA Project
(Base Period-- Task 1)

United States Citizenship and Immigration Service (USCIS) currently uses fingerprints to cheek
for anv erintinal history or immigration violations on benefit applicants, but these bicmatries do
not determine if persons are related to one another. However, DNA (deoxsribonuceleic acid) does
allow for the determination of family relationships since children receives half of their

DXNA from each parent. Until recently. however, it required a laboratory full of equipment and a
highly trained forensic analyst to interpret the results. Sending a sample to a lab and waiting for
it to be nrocessed could take weeks to months @t the cast of S500 to $400 per sample. Rapid and
low-cost DNA processing permits efficiencies in the processing of valid applicants. reduces the
costs assoctated with processing. deters fraud in anplications, and ultimately increases the number
of fewal ‘mymigrants admitted into the countr:.

Rapid and low-cost DNA processing may also provent fraud and illegal prafiteering with regard
ta kinship benefits. USCIS has identitied the need for accurate DNA analvsis (o test kinship that
would take less than one hour a1 a ¢ost of under S100, This testing needs (o be done in field
locations. rather than at external labs, on a desktop-size device which is easy for the adjudicator
to operale.

In 2008, a DNA screening pilot program that tested DNA for kinship of hundreds of cases
mvolving family reunification in last Africa found that a considerable number of Kinship claims
were contradicted by DNA testing. Curcently, DNA analysis to determine identity and kinship is
not widely feasible because of cost and time considerations. With document Fraud an increasing
concern lor | SCIS adjudicators. a technology that could provide validation of family refationship
rapidly and accurately while in the ficld would help ersure the ellicacy of the process. The
arimary objective is to vorify family relatonskhips (Kinship). but Rapid-DNA will also allow the
identification of known criminals among those secking asylum or immigration. verify
relationships in averseas adoptions. and provide for family reunilication in mass-casualty
situations. | le initial target customer is USCIS Retugee. Asylum and International Operations
Directorate.
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SOW Task 2.0 until/2.2: Program Evaluation for DHS Biometric Exit Pilots
(Base Period-- Tusk 2)

e tuture of U.S. immigration policy has been an issue of leng discussion by officials in several
Administrations, in the media, on Capitol Hill. and among the general public. Much ot this
discussion has focused on "overstays.” i.e. individuals who enter the United States law tully, but
who <tav longer than their authorized period of admission. One of the most common reasons for
denial of a 1LS, visa is that the visa applicant fails to convince the U.S. consular officer that he or
she will adhere to the admission period.

Fetablishing an effective Validated Exit program would allow DIIS to meet its mission goals to
protect the American public and enforce immigration laws, DHS currently faces a difficult
decision for a Validated EXit svstem. Exit data colfection is necessary to ensure that the
Department knows who has not left on time, but there are varying opinions on how to best
collect and track this information. Statutory mandates require DIIS to implement a Aiometric
exit prozram. however, it is unclear il previously conducted pilots and studics have answered
questions npecessary to formulate a long-term path forward recarding biometric exit and
subsequently Validated Exit.

The objective of this effort is to work with DHS and contractor staff to ageregate all previous
DHS ¢ aluations of operational concepts for biometric exit. analyvze available requirements. lead
a methodological review to assess the validitv of previous studies, and lead the design of
research and pilot activities for candidate technologies to answer rescarch questions necessary to
inform a formulate a long-term path forward regarding biometric exit and subsequently Validated
Exit. The initial target customer is senior DHS leadership.

SO Tusk 3.0 until3.3: Mobile Biometrics Project
(Option Period 1-- Tusk 3 -- 12 Months)

The Hemeland Security Act 012002 (Public Law 107-296) <tates that DHS S&T will "support
basic and applied homeland security research to promote revolutionary changes in technologies:
advance the development. testing and evaluation, and deplovment of critical homeland security
technologies: and accelerate the prototyping and deployment of technologies that would address
homeland security vulnerabilities.” Pursuant to this mission. the Resilient Systems Division
(RS of the Department of Homeland Security (DHS) Scicnee and Technology Directorate
recognizes the need for commercially available hand-held biometric acquisition devices that can
effectively collect data samples from subjects under a varicty of conditions. The DHS is
responsible for the biometric identilication ol persons to achicve the statutory and regulatory
missions of the components. 1o accomplish these tasks. DS components require the ability to
positively identify/screen individuals in a secure. cficient, accurate, and timely manner. This
abilits encompesses the collection, storage, transmis-ion. and receipt of biometric and biographic
data to support the component missions. The capabi’iv must be portable and operable in a wide
variety of arcas regardless ol existing infrastructure (i.c. offshore. foreign and remote locations.
ports of entry. detention centers... etc) and conditions (i.e. day/nieht. arid/humid climates.
hot/cold temperature extremes). The capability must also accemmadate operators with varving
levels of technical ahility and subjects with varving levels of physical ability.
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The ovtput from these mobile acquisition devices must be usable for scarches of large-scale
biome:ric databases (1 to many) and or verification against a previously taken biomertric sample
{1 1o 1) Inorder to assure maximum interoperability and efficiency of operation. DHS requires
that the data ontput from these acquisition devices conform to pre-established standards.

This program focuses on the integration of various biometric modules into a single hand-held
device or system. Modules may include but are not limited to: a four linger slap module for
fingerprirtsovisible waveleneth camera (with optional flash/illuminater) [or lace acauisition, and
a near-infrared. dual iris capture camera. Additional biometric modules such as for voice and
other technologies. such as card readers. ete. may be included in the final hand-held system.
Muhtiple mebile devices currently are being piloted in the ficld among various component
avencies as well as police departments througheut the country. Several police departinents have
conducted independent evaluation prior to this SOW and will provide additional input into this
evaluation process. [he Vendor should be familiar with the U.S. National [nstitute of Standards
and Technology (NISTY Mobile [D Deviee Best Practices Recommendation, Sept 2008 report
and should design a plan for evaluating the implementation of this device in the ficld. The plan
should desertbe how the data capture methads. signal processing (image normalization.
scemaentziion, featire extraction, quality assessment. template creation, output record
fe-matting. ). matching algorithms for each modality, decision for match/no-match and the
accuracy of displayed results function when the device is eperationally deployed and should
assess how the device users employ the device and interpret the information it provides to what
effect. The design should provide for the assessment of the strengths and weaknesses of the
device as operated in the field and to the extent possible should determine the degree to which
the availabil*sy of the new multimadal biometric ool improves on prior identification
techinologies.

SOW Tosk 4.0 untild 6 TS Personrnel Evaluation
{Option Period 2-- Task 4 - 12 Months)

The goal of this work is to enhance TSA OSQ’s existing Officer Performance Studies project in
three areas through cvaluation. These arcas will improve aviation security. improve the cfficiency
and effectiveness of TSA™s officer performance studies. imyprove TSA's officer training programs,
and improve I'SA’s «tandard operating procedures at airport checkpoints. First, examine possible
bene fizs of remote screening - having TSA X-ray operators perform searches away from the
terinal (There are current conversations and debates with DHS and 'TSA about the cost and
benetits of having TSA Officers work remotely. ['his task will examine whether performance is
better or worse when conducted remotely).  Second. enhance the assessment and training of
specific search strategies employed by TSA Officers when conducting X-ray screening ¢ Uhis task
will assess search <trategics used by ditferent T50s to see if some styles are more effective than
others and will determine whether cffective strategies ¢an be trained). Thirdly, deterniine the
imrpact on threat detection performance ol <pecilic el or brieling information provided by
Superiors  This task will help determine on how best 1o inform TSA Officers of newly discovered
threats so as to improve overall performance).

IV, STATFING
See Attachment 2-SAR 3052.215-70 Key Personnel or Facilitics (DEC 2003). which

identities Project Manager and Chiet Technical Representative as Key Personnel.
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V. DELIVERABLESIMILESTONE PAYMENT SCHEDULE
Deliverables {b)(4)
SOW . L.
. Task Deliverable Description Due Date
| 7 months from
: A project management plan that will accomplish the program’s Date of Award
1.0 Froject wnagemcm nb_?ccfi ves as Ougtlinud bs' RSD personnel. 'r}?c final xé)rsiﬁn requires Base Period
an approval by the RSD Program Maunager. Task |
Subniitted and paid
| Dr?ﬂl of Dala Drait of all data collection instruments. Final version requires approval -
A Collection : 3/10/2013
L hy the RSD Program Manager,
Instruments
A bR A path forward for the program evaluation that is specifically taitored to
1.2 i . .| the USCIS program and technology being evaluated, Final version 6/15/2013
or Rapid DNA Project : eng 3 :
requires approval by the RSD Program Manager,
Summary of Data
1.3 Collection Activities A summary report of data collection activities and obscrvations 8/31/2013
A formal report that communicates the evaluation procedures and
Final Report for Rapid | findings to relevant audiences. The length of the final report 1s
1.4 DNA Project anticipated to about 25 pages, including an executive summary of no 12/31/2012
maore than two pages but excluding appendices. if any. The final version
requires approval by the RSD Program Manager
A summary of the previously conducted pilots as it stands. The Vender ’D::ET?;&??&
20 Baseline Assessment for | will work with RSD to aggregate all previous DHS evaluations of
= Biometric Exit Pilots | operational concepts for biometric exit, and analyze available Base Period
requirements. Task 2
5 months from
Fvaluation Framework | A methodological review to assess the validity of previous studies in Date of Award
2.1 for Biometric Exit answering research questions necessary to inform a DHS strategy for
Pilots biometric exit Base Period
Task 2
A formal reporl that communicates a long-term path forward for the & sionihs
S ) 2 i P : onths from
program evaluation that is specifically tailored to inform senior DIS Bate it Aveard
45 Final Repon for leadership decisions. The length of the final report is anlicipated to
- Biometric Exit Pilots about 25 pages, including an executive summary of no more than two Base Period
] A s p p ase Periot
pages but excluding appendices, if any. The final version requires Task 2
approval by the RSD Program Manager. - )
4 months from !
N Ba‘whnf" AAssEssIEL for A summary of the program as it stands, Final version requires approval SHeeIng Hghien
30 Mobile Biometrics by the RSD Program Manager Period
Project ¥ P Frogram - E
Option Period Task 3
6 months from
) Evaluation Framework A path forward for the program -.:vulgution lhat_is Sp_ccif_icall y tailnre(l 10 uxcycising Option
3.1 for Mobile Biometrics the program and technology being evaluated. Final version requires Period "
: approval by the RSD Program Manager.
Option Period Task 3
4 10 5 months from
Monitoring and exereising Option
3.2 Evaluation of Mobile | Implementation and monitoring of the evaluation framework. Period
Biometrics Project
Option Period Task 3
A formal report that communicates the evaluation procedures and 12 months from
” Final Report for Mobile ﬁnc._iin_'sgs 1o relevant audicncc‘s.' The length of_ the fnpal_ rv.'pw"! is exclrcising Option
3. Biometrics Project anticipated to about 25 pages, including an executive summary of no Period
more than two pages. The final version requires approval hy the RSD
Program Manager. Option Period Task 3
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Project Management

A project management plan that will secommeish the nonoram’s objeclives

I month trom ess=ci-ingib)id)
Ontion Period.

4.0 , as outdined by RSD persarssl s linal versioe weouires opproval by the
Plan RS Progrn Manio o O Pertod Task 4
3 months from
A path Forwaml Tor the personnel pertormanes & 2 uation that is eaereising Opteon
4.1 Prepare Lap. oty specilically tuilored o the areas beiny oo 2o oA Final version requires Period
approval by the RSB Prosess Manager,
Option Period Lask 4
LI manths 5
) ol e . Seorelste e Ciplion
4.3 i Xul Tislementation and peee™ o=t col the o2 atien Seenevork, Collecet and [t r
’ sl Aubieets amlvse data, ’
Option Period Task 4
. . o 12 months 1o
Manuseripts and publications tor bo% seientiiie audienees (whoere cxening Option
: i ! aereldng
43 Preprars approprintet ind THA stakeholdesthat corenneicates the evaliation Pered
' B, BT procedures and dines o relevant audiences. The finad versions require
) . S mpeewal by the RSD reearam Manaser, : :
aprewal by the RSD Preearam Manager Optiar eriod |k 3
3 6. & 9 eenths from
y 2 : caereising (i
Chirterdy peport formats will be approved as part of the PMP (Task 4.0) ; ®
4.4 Quarts- Repas : A . % Period,
N : but will, at a minimum. inciude buduet expend ez and Wsk presress,
Oprion Period Task 4
11 months From
; : _— ; exercising (iption
45 Bralt Final R ) Adratt version of a Baal report that com:ssicates the evaluation Pertod. P
” ril el Reports procedures and findings o relevunt audienees. '
Option Peried Task 4
12 morts from
A formal report that cormmirnicates the evaluszisg procadires and exereising =
4.6 Final Repe=s< findings 1o relovant audicnces, The final version recuites approval by the | Poriad,

RS Program Manager.

Option Period Task 4
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*ue to rounding. erand total at Fin Fixed Price isl{b’{“ l

* COTR <hall determine, at his discretion. how long afer receipt of the dralt deliv erable
R7T has to deliver the final version and how long the Government will review the draft.
before providing comments,

VI.  Other Task Order Details

i. Period of Performance. The task order period of performance is from 14 Sentember 2011
through 30 June 2014, I enercised. the period of performance lor cach option period 1s 12
months from the option cxercise date.

2. Travel. Domesrie travel on the part of the Voridor's stalf may be required in the pert-rmance

of the duties that are listed herein. It is ovpected that the Vendor will reimburse non-
goverrrient participants for those teavel expenses that they might incur.

DIIS-Furnished Information.

‘2

a. DHS will provide certamn DHS infermation. materials. and forms unigue to DHS 10 the
vend e to suppert certain tasks under this SOW.

b.  The DHS S&T Contracting Officer's Technical Representative. identified in this SOW.
will be the point of contact {POC) for the identification of any required information to be

suprtied by DIS.

¢. Thre Vendor will prepare any documentation according to the guidelines provided by
DHS.

4. Place of Performance. The Vendor will perferm the work under this SOW o1 thair place of
business and the workshop location.

S, DIIS-Furnished Property. DEHS properts will not be provided to the Vendor.

6. Deliverables. The Vendor will provide all deliverables identified in this SOW dircctly 2 the
task-specific DHS S&T Technical Representatives and to the S&T Contracting Oftficer.

ATTACHMENT 1 Page W -
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7. Program Status Report. The Vendor will deliver monthly program status reports. - e
reperts will be submitted on the 15t day of the month. The reports shall include the
tollowing:

a,

Summary of progress during the reporting period (including any significant technical
information).

Unanticipated technical or managemert nroblems of significance.
Problems anticipated in future reporting periods.

Summary of important meetings, briefings, :rips and conlerences during the period of

the report and those planned in the following period.

Al reperts shall be submitted to the task-specific COTRs and to the DHS S&T Contracting
Offcer electronically,

8. Funding Requirements, DHS will provide funding that is outlined in the Task Order. at the
discretion of the Government. sehicet to the availability of funds.
9. Sccurity Requirements.
a.  All work performed under this SOW is unclassified unless otherwise specified by DS,
b. If classified work is required under this SOW. DHS will provide specific guidance to
the Vendor as to which work will be conducted in a classified manner and at which
classification level, The Vendor will also adhere to other applicable Government
orders. guides, and directives pertaining to classified work. This SOW may require
access to information at the unclassified level.
¢. The Contractor shall not publish. permit to be published. or distribute £+ public
consumption. any information. oral or written. concerning the results or conclusions
made pursuant to the performance of this Task Order. without the prior written coarsent
of the Centracting Officer. An electronic or printed copy of any material proposed 1o be
published or distributed shall be submitted to the Contracting Officer.
V'l Points of Contact
Cortracting Officer:
Duane Schatz
Science and l'echnology Acquisitions Division
Office of Procurement Operations
Department of Homeland Securits
\\ashincton, DC 20582
(b)B)
Contract™a2 Officer's Technical Representative ( COTR):
Richard Legault
Resilient Systems Division
Science and Technology Dirccterate
Depzrtment of Homeland Sccurity
Washington, DC 20582
ATTACHNTIENT 1 Page 10



(b))

DHS S&T Invoicing:

U.S. DHS, ICE

Attn: S&T RSD Invoice
Burlington Finance Center
P.O. Box 1000

Williston, VT 05495-1000

invoicesat.consolidationi@ice.dhs.oov

ATTACHMENT |
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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Technology Directorate
Resilient Systems Division
Biometrics

Task Order HSHQDC-11-F-00087 Modification P00004
PR No. RSST-13-00032

This Statement of Work (SOW) outlines the activities that are involved in acquiring technical and
consulting services in the social. behavioral, and economic sciences. These services will be
responsible for addressing the methods. models and technologies to conduct program evaluations on
biometric technologics within the Resilient Systems Division (RSD) of the Science & Technology
Directorate (S&T).

I. BACKGROUND

The U.S. Department of [Homeland Security (DHS) is committed to using culling-cdge science and
technology in its quest to make America saler, The DIIS S&T is tasked with advancing the
scientific, enginecring. and technological resources of the United States and leveraging these
resources into tools to help protect the homeland. The Resitient Systems Division (RSD) applies the
social and behavioral sciences in order to improve the detection. analysis. and understanding of’
threats posed by individuals, groups. and radical movements: to support the preparedness. response
and recovery of communitics impacted by catastrophic events: and to advance national sccurity by
integrating human factors into homeland security science and technologics.

The Quadrennial Homeland Sccurity Review (2010) has identified Maturing and Strengthening the
Homeland Security Enterprise (HSE) as a key DHS programmatic goal. DHS S&T provides those
technologies, processes and expertise to the HSE in order to assist them in fulfilling their missions.
Iowever, DHS S&T has no formal. scientifically sound. program evaluation process to ensure that
the mission is being met in a meaningful and efficient manner, Current S&T c¢valuation programs
only test and consider the quality of the technology to be transitioned. A program evaluation
approach that places a technology or other innovation within an operational context. and thus cnables
decision makers to assess the entire eperational approach in which the technology or innovation is
embedded. ultimately improving technology transition to the customer component agencics.

This SOW summarizes the work that is planned for program evaluations in DHS S&T. This work
will be conducted through engaging the technology stakcholders. focusing the cvaluation design on
the technology and the purpose of the overall operational program. gathering and analyzing cvidence.
and producing a final report that will result in an improved program. Those lessons learned will help
inform future DHS S&T program conceptualization and cxecution. and will lead to improvement in
the quality and cffectiveness of programs transitioned to customer component agencies.

ATTACHMENT 1 Page 1
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1L SCOPE OF WORK

During the base period of performance. the Vendor will conduct program evaluations on the following
DHS S&T programs: DHS Biometric Exit Pilots and the Rapid DNA project. [n addition. there is an
option for an evaluation of the Mobile Biometrics Project. an option for the evaluation of scarch
capabilities for the Transportation Sccurity Administration and an option for an ¢vidence-based cvaluation
of Chemical, Biological. Rudiological. Nuctear and Bxplosives (CBRNE Y Standards for First Responders,
The Vendor will develop and utilize a scientifically sound method (o perform the following tasks:

+:+ Identify and engage stakecholders:

«:= Determine evaluation needs;

»:» Develop measures of activities and outcomes;
+:» ldentify. assess and gather data:

«:» Analyze the data:

+» Reach operationally relevant conclusions: and
«:» Ensure the usc and sharing of lessons learned.

Under this cffort, the Vendor will be responsible for performing the following activities:

«» Development of measures ol progress:

«+ Assessment of the impact and effectiveness of the technology. performance.
or innovation in the operational environment and identification of arcas of
improvement;

+:» Development of a baseline assessment of the operational program to inform the
creation of an evaluation framework that is specifically tailored to the program,
personnel pertformance or the technology being evaluated and:

*:¢ Preparation of a final report identilying lessons learned and provides both S&T
and the operating agency with a road map for building on the evaluation's results.
The report will be provided to the program managers of the component agency.
RSD, and other DHS stakeholders.

1. SPECIFIC TASKS

The specific tasks that are involved in the evaluation of DHS S&T technologies are provided
in the following paragraphs:

Identify and Engage Stakeholders

In consultation with RSD. the Vendor will identify and engage relevant stakeholders. These
inciude those involved in program operations. those served or affected by the program. and
the primary users of the evaluation (those in a position to makce decisions about the program).
Stakeholders will be systematically identified in conjunction with RSD. Stakcholders will
have the purpose of the program cvaluation explained to them. and how their participation in
the process fits inte the evaluation as a whole.
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Description of the Program

The Vendor. in consultation with RSD. will specifically identify the purpose of the project and the
research questions that it intends to address, with necessary special emphasis on the in-practice
implications of the technology. performance. or innovation on programmatic goals and objectives.
The Vendor will then conduct a baseline assessment on the current program implementation or
previously conducted pilots.

Focus Evaluation Design

I'he Vendor will then tailor the evaluation to the specific program and purpose of the evaluation. The
Vendor will need to clarify who will usc the evaluation results. and how those results will be used.
The Vendor will also consider the context of the program in order to determine the appropriate
evaluation strategy that is best suited for the specific program. Where feasible and cost effective. the
developed field experimental methods will be used by the Vendor. unless RSD approves another
approach.

Identify. Assess. and Gather Data

As part of the design stage. the Vendor will responsible for the assessment of data needs and
availability along with obstacles to and the necessary costs of data acquisition. The normal
expectation from the Government is that both quantitative and qualitative data may be relevant 1o the
conduct of an evaluation. Data of only onc type will be used and collected il explained to the
satisfaction of RSD. To keep costs low. data gathering by the Vendor will utilize existing program
data to the extent feasible. To the extent that privacy and other rules permit. the data will be stored
in a form that will allow the agency or S&'T to reuse it in any follow-on or future work as appropriate
without the payment of license or other fecs.

Analyze Data and Reach Conclusions

Afier the data have been gathered. the Vendor will analyze the data using appropriate statistical and
qualitative mcthods in order to assess program performance and to identify any gaps or weaknesses
in or strengths of the technology as operationally applicd. The Vendor will also be responsible for
tying any conclusions to program standards of performance and to the extent there are weaknesses
in the operational application of the technology or innovation. the Vendor will propose mitigation
strategics.

Final Report

The Vendor will generate a final written report and provide any accompanying presentation slides.
that scts forth the rescarch goals. explains the rescarch strategies. describes the research design as
implemented and the data used with a discussion ol their strengths and limitations. reports the
methods and results of the analysis. including. where appropriate. tables. key statistical outputs or
other information summaries and recommendations for actions in the form of a final report. The
report will also include a brief executive summary and. il appropriate. statistical tables. summaries
of the qualitative data or other appendices. The copyright for the report will be held by DHS.
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This report will be madc available to the program manager(s) of the component agency and to RSD,
Any additional dissemination of the report will be madc at the discretion of RSD. The basis for the
recommendations, their rationales and the data behind them will be explained by the Vendor to the
responsible program manager(s} and any relevant stakeholders or other potential users that have been
identified by the program manager. Up to five such briefings of up 10 90 minutes in length may be
requested by RSD.

Projects to be Evaluated

Basc Period of the Task Order -- the Vendor will focus on the Rapid DNA Project (Task 1) and
DHS Biometric Exit Pilots {Task 2). Option Period |-- the Vendor will design the evaluation
framework of the Mobile Biometrics Project (Task 3). upon option exercise. Option Period 2- -
the Vendor will design the evaluation framework of the TSA Personnel Evaluation
Project (Task 4). upon option exercise. Optional Task & the Vendor will desien
the evaluation framework of the CBRNE Standards tor b

( ask 5). All projects are described in additional detail below:

irst Responders project

SOW Task 1.0 until/1.4: Program Evaluation for Rapid DNA Project
(Base Period-- Task 1)

United States Citizenship and Immigration Service (USCIS) currently uses fingerprints to check for
any criminal history or immigration violations on benefit applicants. but these biometrics do not
determine if persons are related to one another. However. DNA (deoxyribonucleic acid) does allow
for the determination of family relationships since children receives half of their

DNA from each parcnt. Until recently. however. it required a laboratory [ull of equipment and a
highly trained forensic analyst to interpret the results. Sending a sample to a lab and waiting for it to
be processed could take weeks (0 months at the cost of $300 (o S400 per sample. Rapid and low-cost
DNA processing permits cfficicncies in the processing of valid applicants. reduces the costs
associated with processing, deters fraud in applications. and ultimately increases the number of legal
immigrants admitted into the country,

Rapid and low-cost DNA processing may also prevent fraud and illegal profiteering with regard to
kinship benefits. USCIS has identificd the need for accurate DNA analysis 10 test kinship that would
take less than one hour at a cost of under $100. This testing needs to be done in ficld locations. rather
than at external labs, on a desktop-size device which is ¢asy for the adjudicator to operate.

In 2008. a DNA screening pilot program that tested DNA for Kinship ol hundreds of cases involving
family reunification in East Africa found that a considerable number of kinship claims were
contradicted by DNA testing. Currently. DNA analysis to determine identity and kinship is not widcly
feasible because of cost and time considerations. With document fraud an increasing concern for
USCIS adjudicators. a technology that could provide validation of family relationship rapidly and
accurately while in the field would help ensure the efficacy of the process. The primary objective is to
verify family relationships {(kinship). but Rapid-DNA will also allow the identification of known
criminals among those secking asylum or immigration. verify relationships in overseas adoptions. and
provide for family reunification in mass-casualty situations. The initial target customer is USCIS
Refugee. Asylum and International Operations Dircctorale
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