DEPARTMENT OF DEFENSE
FREEDOM OF INFORMATION DIVISION . Anam
1155 DEFENSE PENTAGON JAN 28 2075
WASHINGTON, DC 20301-1155

Ref: 14-1.-1138

Ms. Ginger McCall

Electronic Privacy Information Center
1718 Connecticut Avenue, N.W.

Suite 200

Washington, D.C. 2009

Dear Ms. McCall:

This is the Department of Defense Freedom of Information Division (FOID) response to your
July 17, 2012, Freedom of Information Act (FOIA) request. Enclosed, please find 37 pages
responsive to your request. Portions of these documents have been redacted because they are
exempt from release pursuant to FOIA exemption (b)(5) and (b)(6), identified in the redacted areas.
Additionally, 351 pages are being withheld in their entirety pursuant to FOIA exemption 5 U.S.C. § 552
(bX5).

In this instance, Exemption (b)(S) applies to inter- and intra-agency memoranda which
are deliberative in nature. The documents are deliberative and part of the decision making
process and contain subjective evaluations, opinions and recommendations. Exemption (b}(6)
applies to information, which if released, would constitute a clearly unwarranted invasion of the
personal privacy of individuals.

Because the withheld information is a matter of litigation, your appeal rights are
considered moot.

Sincerely,

Chief
Enclosures:
As stated
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Blakemore, David(b)(e) 1
Sent: Monday, April 28, 2014 11:47 AM

To: BEIRNE, DAVID E CIV DODHRA FVAP (US)

Subject: Revised AFIT_Report.pdf

Attachments: AFIT_Report.pdf

David,

| am told that you mentioned on Wednesday that there were screen shots from the penetration test documents that
showed the vendor names. | have overlain boxes over the AFIT generated screenshots and saved the images into a
reduced file format to prevent anyone from being able to strip. off the blocks.

Is there anything else you need?

David Blakemore.

Principal Analyst

CALIBRE

6354 Walker Lane
Alexandria, VA 22310-3252
Office: 703.797.8634

Cell: 703.772.1407
www.calibresys.com

Our Success Follows Yours
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From LePuil, Michael Date Monday, April 22, 2013 12:32:17 PM

To Teribury, Mike; Blakemore, David; Beirne, David CIV WHS-FVAP
Cc

Subject FW: FVAP's Risk Analysis Framework Briefing to NIST

All,

Can we do 10am instead of 10:30am due to Andy Regenscheid’s conflict?
Thanks!

-Michael
[0] 703.797.8753
[c] 703.626.7848

From: Franklin, Joshua M. [mailto{(®)(6)
Sent: Monday, April 22, 2013 9:19°AM
To: LePuil, Michael

Subject: Re: FVAP's Risk Analysis Framework Briefing to NIST

Michael,

Andy just sent me word that his manager booked him for a 1:30 PM meeting in DC on 4/30/13, and therefore he
needs to leave Gaithersburg by 11:30 AM. Do you think it would it be possible to move our meeting to 10:00
AM? | really want to have Andy there the entire meeting as he's been working on absentee voting for years. |
didn't send this to everyone — I'm just checking your thoughts on the possibility.

Regards,

Joshua Franklin
301-975-8463

Computer Security Division
NIST

From: <LePuil>, Michael I(b)(6) >
Date: Monday, April. 22, 2013 9:05 AM
To: Joshua Franklin {(b)(6)

'Regenscheid, Andrew"
AP" [(b)(6) "Teribury,

'(b)(6) Beirne, David CIV. WHS-
Mike",l(b)(6) l
Subject: RE: S RISk Analysis Framework Briefing to NIST

Good morning Josh,
Thank you again for accepting to host this meeting.

™~

We look forward to discussing and. exchanging with your team our approaches with regards to analyzing
voting-related risks.

Best regards,

-Michael
{0] 703.797.8753
[c] 703.626.7848
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From: Franklin, Joshua M. [mailto:](P)(6) I

Sent: Friday, April 19, 2013 3:35 PM

To: LePuil, Michael

Cc: Blakemore, David; Regenscheid, Andrew; Beirne, David CIV WHS-FVAP; Teribury, Mike
Subject: Re: FVAP's Risk Analysis Framework Briefing to NIST

Michael,
We're pleased to host the meeting.

The meeting will be held in Building 222, Room B343.1 will need the name, citizenship, and
organization of all attendees. All guests and visitors to the NIST campus must have the following
items available before entering the Visitor's Center: Photo I.D. (State issued driver's license,
Federal ID or passport) and vehicle registration card.

Please let me know if you have any questions.
Regards,

Joshua Franklin
301-975-8463

Computer Security Division
NIST

From: "Blakemore, David"

DatT.'.ELidaM.AD!" 19. 2013 2:15 PM
To: b)e) Joshua Franklinq(b)(e) X

"Regenscheid, Andrew" |(P)(6) "Teribury, Mike"
[eX6) fLePuil, Michael"{(b)(6) |

Subject: FVAP's Risk Analysis Framework Briefing to NIST

Start time is 10:30.

Request NIST. provide room. information.

Please note that the briefing is For. Official Use Only.and available for. NIST, FVAP. and CALIBRE employees only..

An informal follow-on lunch get together.is planned at Dogfish for. those that can attend.

Request any additional coordination be made with.. Michael. LePuil at (703). 797-8753,.W°)(6)

David Blakemore

Principal Analyst

CALIBRE

6354 Walker Lane
Alexandria, VA 22310-3252
Office: 703.797.8634
Cell:703.772.1407
www.calibresys.com

Our Success Follows Yours

EPICH42 1138 IFRAI00354



BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Sent: Wednesday, April 16, 2014 6:43 PM

To: I(b)(6)

Subject: Re: Technical Brief on SA Tools

I'm going to plan a 10 am start time so we can leverage rush hour traffic either way.
Let me know if you object.
-David

----- Original Message -----

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

Sent: Wednesday, April 16, 2014 10:39 PM Coordinated Universal Time
To: [(B)(6) Il

Subject: Re: Technical Brief on SA Tools

Thank you.
We will follow-up with details.
-David

----- Original Message -----
From: Brady, Mary C. [mailto:{(P)(6) |

Sent: Wednesday, April 16, 2014 10:17 PM Coordinated Universal Time
To: BEIRNE, DAVID E CIV DODHRA FVAP (US)

Subject: Re: Technical Brief on SA Tools

May 2nd works for me. 1 will have to get back to you on the number of people.
Mary

Sent from my iPhone

b)(6
>0n Apr 16, 2014, at 5:23 PM, "BEIRNE, DAVID E CIV DODHRA FVAP (US)" (b))  wrote:

>,

> Mary,

> | hate to box you in, but my period of performance ends mid-May so | would really like to make sure we can make May.
2nd work and reflect any technical findings/appendices that would help the EAC/NIST.

>

> -David

> - Original Message -----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> Sent: Wednesday, April 16, 2014 07:55 PM Coordinated Universal Time
> To: BrianHancock {(b)(6) —| Brady, Mary C.

>[6)(E) |
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> Subject: RE: Technical Brief on SA Tools

>

> Brian,

> Thanks for the response. Sorry we'll miss you this time around.
>

> -David

>

> -----Original Message-----
> From: BrianHancock [mailtd(b)(e)

> Sent: Wednesday, April 16, 2014 3:13 PM
> To: BEIRNE, DAVID E CIV DODHRA FVAP (US); Brady, Mary C.

> Subject: RE: Technical Brief on SA Tools

>

> David,

> Sorry | did not get back to you before now. Thanks for the invitation.

> Unfortunately both the 23rd and 2nd are booked for us. We would love
> it if you all could share any notes from the meeting. | can also get

> with Mary afterwards at some point for a quick de-brief.

> Thanks again.

> Brian

>

> Brian Hancock

> Director of Voting System Testing & Certification U.S. Election

> Assistance Commission

> 1335 East West Highway Ste. 4300

> Silver Spring, MD 20910

>202-566-3100

> www.eac.gov

>

> CONFIDENTIALITY NOTICE: This email message and all attachments, if
> any, are intended solely for the use of the addressee and may contain
> legally privileged and confidential information. If the reader of

> this message is not the intended recipient, you are hereby notified

> that any dissemination, distribution, copying or other use of this message is strictly prohibited.

> If you received this message in error, please notify the sender

> immediately by replying to this message and please delete it from your computer.
>

> -----Original Message-----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> [mailto](b)(6)
> Sent: Wednesday, April 16, 2014 2:30 PM

> To: Brady, Mary C.; BrianHancock

> Subject: RE: Technical Brief on SA Tools

>

> Mary,

> Thanks for the response. We can likely accommodate Wed., 4/23 as

> originally planned, but Jack Cobb will be in town on May 2nd so we

> would like to see if we could move our briefing to then. We

> anticipate a 10 a.m. start which should give you time to come down,

> attend, and get out of dodge before the crush of rush hour really begins.
>

> Please let me know your preference/availability for 4/23 or 5/2 and

2
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> how many NIST/EAC folks will be in attendance.
>

> -David

>

> -----Original Message-----
> From: Brady, Mary C. [mailtom(s) |
> Sent: Thursday, April 10, 2014 6:49 PM
> To: BEIRNE, DAVID E CIV DODHRA FVAP (Us)|(P)(6)
> Subject: RE: Technical Brief on SA Tools
>

> Hi David,

>

> Actually, | would very much appreciate a low-level technical brief. |
>don't

>

> mind traveling to Springfield.

>

> Thanks,

>

> Mary

>

> From: B FVAP (US)
> [mailto| (°)(6) |

> Sent: Thursday, April 10, 2014 4:21 PM
> To: Brady, Mary C. ;l(b)(6)

> Subject: RE: Technical Brief on SA Tools

>

> Mary and Brian,

> | just wanted to follow-up and see if you had any thoughts on this
> technical

>

> brief in terms of content and location.

>

> -David

>

> -----Original Message-----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> Sent: Thursday, April 03, 2014 2:22 PM

> To:|(b)(6) |

> Subject: Technical Brief on SA Tools

>

> Mary/Brian,

> | wanted to follow-up on our last briefing to you on the use of our
> software

>

> assurance tools and schedule a more in-depth technical brief on the
> operation of the tools and their respective findings. Based on my

> recollection from our last meeting, | believe you wanted to see some.

> of the actual operation of our tools along with the reports. . If so,
> it looks. like we will need to travel to the CALIBRE. offices in
> Springfield.

EPIC/ 4P 3EIHRAI00358
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>
> The only alternative is that if you want to see just the technical

> reports themselves, we could host the meeting at our CSG meeting space.
>

> Please advise as | want to make sure you get what you need and offer

> assistance in terms of what you would like to see included in our

> technical appendices.

>

> I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

>

>

> -David

EPIC/ 1422 PI38IOHRAID00359



BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)

Sent: Wednesday, April 16, 2014 6:41 PM

To: |(b)(6) |
Subject: Fw: Technical Brief on SA Tools

Confirmed for May 2nd.

| expect Mary to bring a few technical folks as well.

We will need a clear plan of attack and agenda to maximize their time. Please strategize with Jack and provide an
agenda..

-David
----- .Original Message -----
From: Brady, Mary C. [mailto](b)(6) |

Sent: Wednesday, April 16, 2014 10:17 PM Coordinated Universal Time

To: BEIRNE, DAVID.E CIV. DODHRA FVAP.(US)

Subject: Re: Technical Brief on SA Tools

May 2nd works for me. | will have to get back to you on the number of people.

Mary

Sent from my iPhone

> On Apr 16, 2014, at 5:23 PM, "BEIRNE, DAVID E CIV DODHRA FVAP (Us)"|(b)(6) . wrote:
>

> Mary,
> 1 hate to box you in, but my period of performance ends mid-May so | would really like to make sure we can make May
2nd work and reflect any technical findings/appendices that would help the EAC/NIST.

>

> -David

>

> —mmem Original Message -----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> Sent: Wednesday, April 16, 2014 07:55 PM Coordinated Universal Time
> To: BrianHancock |(b)(6) lBrady, Mary C.
> {(b)(6)

> Subject: RE: Technical Brief on SA Tools

>

> Brian,

> Thanks for the response. Sorry we'll miss you this time around.
>

> -David

>

> From: BrianHancock [mailtci(b)(ﬁ)

5
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> Sent: Wednesday, April 16, 2014 3:13 PM

> To: BEIRNE, DAVID E CIvV DODHRA FVAP (US); Brady, Mary C.

> Subject: RE: Technical Brief on SA Tools

>

> David,

> Sorry | did not get back to you before now. Thanks for the invitation.
> Unfortunately both the 23rd and 2nd are booked for us. We would love
> it if you all could share any notes from the meeting. | can also get

> with Mary afterwards at some point for a quick de-brief.

> Thanks again.

> Brian

>

> Brian Hancock

> Director of Voting System Testing & Certification U.S. Election

> Assistance Commission

> 1335 East West Highway Ste. 4300

> Silver Spring, MD 20910

>202-566-3100

> www.eac.gov

>

> CONFIDENTIALITY NOTICE: This email message and all attachments, if
> any, are intended solely for the use of the addressee and may contain
> legally privileged and confidential information. If the reader of

> this message is not the intended recipient, you are hereby notified

> that any dissemination, distribution, copying or other use of this message is strictly prohibited.

> If you received this message in error, please notify the sender

> immediately by replying to this message and please delete it from your computer.
>

> -—---Original Message-----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> [mailto{(P)6)
> Sent: Wednesday, April 16, 2014 2:30 PM

> To: Brady, Mary C.; BrianHancock

> Subject: RE: Technical Brief on SA Tools

>

> Mary,

> Thanks for the response. We can likely accommodate Wed., 4/23 as

> originally planned, but Jack Cobb will be in town on May 2nd so we

> would like to see if we could move our briefing to then. We

> anticipate a 10 a.m. start which should give you time to come down,

> attend, and get out of dodge before the crush of rush hour really begins.
>

> Please let me know your preference/availability for 4/23 or 5/2 and

> how many NIST/EAC folks will be in attendance.

>

> -David

> --—--0Original Message-----
> From: Brady, Mary C. [mailto{(b)(6) |
> Sent: Thursday, April 10, 2014 6:49 PM
> To: BEIRNE, DAVID E CIV DODHRA FVAP (US){(b)(G)
> Subject: RE: Technical Brief on SA Tools

EPICA2 38 IHRAN0036 1
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>

> Hi David,

>

> Actually, | would very much appreciate a low-level technical brief. 1
>don't

>

> mind traveling to Springfield.
>

> Thanks,

>

> Mary

>

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> maied®® ]

> Sent: Thursday, April 10, 2014 4:21 PM

> To: Brady, Mary C.;|(b)(6) |

> Subject: RE: Technical Brief on SA Tools

>

> Mary and Brian,

> | just wanted to follow-up and see if you had any thoughts on this

> technical

>

> brief in terms of content and location.

>

> -David

>

> -----Original Message---—

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> Sent: Thursday, April 03, 2014 2:22 PM

> To:|(b)(6) H

> Subject: Technical Brief on SA Tools

>

> Mary/Brian,

> | wanted to follow-up on our last briefing to you on the use of our

> software.

>

> assurance tools and schedule a more in-depth technical brief on the
> operation of the tools and their respective findings. Based on my

> recollection from our last meeting, | believe you wanted to see some
> of the actual operation of our tools along with the reports. If so,

> it looks like we will need to travel to the CALIBRE offices in

> Springfield.

>

> The only alternative is that if you want to see just the technical

> reports themselves, we could host the meeting at our CSG meeting space.
>

> Please advise as | want to make sure you get what you need and offer
> assistance in terms of what you would like to see included in our

> technical appendices.

>

> I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

EPICHZ2L PI RIS HRATO00362
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)
Sent: Wednesday, April 16, 2014 6:39 PM

To: [(b)(6) |

Subject: Re: Technical Brief on SA Tools

Thank you.

We will follow-up. with details.

-David

From: Brady, Mary C. [mailt (b)(6)
Sent: Wednesday, April 16, 2014 10:17 PM Coordinated Universal Time
To: BEIRNE, DAVID. E CIV. DODHRA FVAP. (US).

Subject: Re: Technical Brief on SA Tools.

May 2nd works for me. . | will have to get back to you.on the number of people.
Mary.

Sent from my.iPhone

> On Apr 16, 2014, at 5:23 PM, "BEIRNE, DAVID. E CIV DODHRA FVAP. (us)" {°)6) L wrote:

>

> Mary,.

> | hate to box you in, but my period of performance ends mid-May so | would really like to. make sure we can make May.
2nd work and reflect any. technical findings/appendices that would help the EAC/NIST..

>

> -David

> From: BEIRNE, DAVID E CIV. DODHRA FVAP. (US)
> Sent: Wednesday, April 16, 2014 07:55 PM. Coordinated Universal Time

>To: BrianHancock [(b)(6) ~ | Brady, Mary.C..
>.!(b)(6) |

> Subject: RE: Technical Brief on SA Tools

>.

> Brian,.

> Thanks for the response. . Sorry. we'll miss you this time around. ..
>

> -David

>

> -----Original Message-----

> From: BrianHancock {(P)(6) |

> Sent: Wednesday, April 16,2014 3:13 PM.

>To: BEIRNE, DAVID E CIV DODHRA FVAP (US); Brady, Mary.C.
> Subject: RE: Technical Brief on SA Tools

9
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>

> David,

> Sorry | did not get back to you before now. Thanks for the invitation.
> Unfortunately both the 23rd and 2nd are booked for us. We would love
> it if you all could share any notes from the meeting. | can also get

> with Mary afterwards at some point for a quick de-brief.

> Thanks again.

> Brian

>

> Brian Hancock

> Director of Voting System Testing & Certification U.S. Election

> Assistance Commission

> 1335 East West Highway Ste. 4300

> Silver Spring, MD 20910

> 202-566-3100

> WwWw.eac.gov

>

> CONFIDENTIALITY NOTICE: This email message and all attachments, if
> any, are intended solely for the use of the addressee and may contain
> |legally privileged and confidential information. If the reader of

> this message is not the intended recipient, you are hereby notified

> that any dissemination, distribution, copying or other use of this message is strictly prohibited.

> If you received this message in error, please notify the sender
> immediately by replying to this message and please delete it from your computer.

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> lmailta(b)(6) I
> Sent: Wednesday, April 16, :30 PM.

> To: Brady, Mary C.; BrianHancock

> Subject: RE: Technical Brief on SA Tools

>

> Mary,

> Thanks for the response. We can likely accommodate Wed., 4/23 as

> originally planned, but Jack Cobb will be in.town on May 2nd so we

> would like to see if we could move our briefing to.then. We

> anticipate a 10 a.m. start which should give you time to come down, .

> attend, and get out of dodge before the crush of rush hour really begins.
>

> Please let me know your preference/availability for 4/23 or 5/2 and

> how many NIST/EAC folks will be in attendance.

>

> -David

>

> -----Original Message-----
> From: Brady, Mary C. [mailto|(b)(6)

> Sent: Thursday, April 10, 2014649 PM
> To: BEIRNE, DAVID E CIV DODHRA FVAP (US})(b)(6)
> Subject: RE: Technical Brief on SA Tools
>

> Hi David,

>

10
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> Actually, | would very much appreciate a low-level technical brief. |
>don't

>

> mind traveling to Springfield.

>

> Thanks,

>

> Mary

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
> [mailtof(b)(6) ]

> Sent: Thursday, April 10, 2014 4:21 P
> To: Brady, Mary C.; (b))

> Subject: RE: Technical Brief on SA Tools

>

> Mary and Brian,

> | just wanted to follow-up and see if you had any thoughts on this

> technical

>

> brief in terms of content and location.

>

> -David

>

> --—--0Original Message-----

> From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)

> Sent: Thursday, April 03, 2014 2:22 PM

> To: |(b)(6) ]

> Subject: Technical Brief on SA Tools

>

> Mary/Brian,

> | wanted to follow-up.on our last briefing to you on the use of our.

> software.

>

> assurance tools and schedule a more in-depth technical brief on the
> operation. of the tools and their respective findings. Based on my

> recollection from our last meeting,. | believe you wanted to see some
> of the actual operation of our tools along with the reports. If so,

> it looks like we will need to travel to the CALIBRE offices in

> Springfield.

>

> The only alternative is that if you want to see just the technical

> reports themselves, we could host the meeting at our CSG meeting space.
>

> Please advise as | want to make sure you get what you need and offer
> assistance in terms of what you would like to see included in our

> technical appendices.

>

> I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

>

>

> -David

EPICHAPYS8IRRAIO00366
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)
Sent: fi 2014 5:23 PM

To: (b)(6)

Subject: Re: Technical Brief on SA Tools

Mary,

| hate to box you in, but my period of performance ends mid-May so | would really like to make sure we can make May
2nd work and reflect any technical findings/appendices that would help the EAC/NIST.

-David

----- Original Message. -----

From: BEIRNE, DAVID.E CIV. DODHRA FVAP.(US)
Sent: Wednesday, April 16, 2014.07:55 PM Coordinated Universal. Time
To: BrianHancock {(0)(6) }; Brady, Mary. C. [(0)X6)

Subject: RE: Technical Brief on.SA Tools

Brian,
Thanks for the response. . Sorry. we'll miss you this time around....

-David

From: BrianHancock [ mailto](b)(s)

Sent: Wednesday, April 16, 2014 3:13. PM.
To: BEIRNE, DAVID E CIV DODHRA FVAP. (US); Brady, Mary C.
Subject: RE: Technical Brief on. SA Tools

David,

Sorry. | did not get back to you. before now. Thanks for the invitation.

Unfortunately both the 23rd and 2nd are booked for us. We would love it if you all could share any notes from the
meeting. | can also get with Mary afterwards at some point for. a quick de-brief.

Thanks again..

Brian

Brian Hancock

Director of Voting System Testing & Certification U.S. Election Assistance Commission.
1335 East West Highway Ste. 4300

Silver Spring, MD. 20910,

202-566-3100.

WWW.eac.gov

CONFIDENTIALITY NOTICE: . This email message and all attachments, if any, are intended solely for the use of the.
addressee and may. contain legally privileged and confidential information... If the reader of this message is not the
intended recipient, you are hereby notified that any dissemination, distribution, copying or other use of this message is
strictly prohibited. If you received this message.in error, please notify the sender immediately by replying to this
message and please delete it from your computer..

EPICTIA2T38TBHRATO00367



----- Original Message-----
From: BEIRNE, DAVID E CIV DODHRA FVAP (US) [mailto](®)(6) |
Sent: Wednesday, April 16, 2014 2:30 PM

To: Brady, Mary C.; BrianHancock

Subject: RE: Technical Brief on SA Tools

Mary,

Thanks for the response. We can likely accommodate Wed., 4/23 as originally planned, but Jack Cobb will be in town on
May 2nd so we would like to see if we could move our briefing to then. We anticipate a 10 a.m. start which should give
you time to come down, attend, and get out of dodge before the crush of rush hour really begins.

Please let me know your preference/availability for 4/23 or 5/2 and how many NIST/EAC folks will be in attendance.
-David

-----Original Message-----
From: Brady, Mary C. [mailto|(®)(6) |
Sent: Thursday, April 10, 2014 6:49 PM
To: BEIRNE, DAVID E CIV DODHRA FVAP (US)|(P)(6)
Subject: RE: Technical Brief on SA Tools

Hi David,
Actually, | would very much appreciate a low-level technical brief. | don't
mind traveling to Springfield.
Thanks,

Mary

-----Original Message-----
From: BEIRNE, DAVID E CIV DODHRA FVAP (US) [mailto(®(®)
Sent: Thursday, April 10, 2014 4:21 PM

To: Brady, Mary C.;{(b)(6) |
Subject: RE: Technical Brief on SA Tools

Mary and Brian,
| just wanted to follow-up and see if you had any thoughts on this technical

brief in terms of content and location.

-David

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Sent: Thursday, April 03, 2014 2:22 PM

To{®)®) |

Subject: Technical Brief on SA Tools

Mary/Brian,
| wanted to follow-up on our last briefing to you on the use of our software

EPICAAEL1SBIRRAII00368



assurance tools and schedule a more in-depth technical brief on the operation of the tools and their respective findings.
Based on my recollection from our last meeting, | believe you wanted to see some of the actual operation of our tools
along with the reports. If so, it looks like we will need to travel to the CALIBRE offices in Springfield.

The only alternative is that if you want to see just the technical reports themselves, we could host the meeting at our
CSG meeting space.

Please advise as | want to make sure you get what you need and offer assistance in terms of what you would like to see
included in our technical appendices.

I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

-David
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Sent: Wednesday, April 16, 2014 3:55 PM

To: BrianHancock; Brady, Mary C.

Subject: RE: Technical Brief on SA Tools

Signed By: (b)(6)

Brian,

Thanks for the response. Sorry we'll miss you this time around. .

-David

From: BrianHancock [mailto (b)(6)

Sent: Wednesday, April 16, 2014 3:13 PM
To: BEIRNE, DAVID.E CIV DODHRA FVAP. (US); Brady, Mary C.
Subject: RE: Technical Brief on SA Tools

David,

Sorry | did not get back to you before now. Thanks for the invitation.
Unfortunately both the 23rd and 2nd are booked for us. We would love it if
you all could share any notes from the meeting. | can also get with Mary.
afterwards at some point for a quick de-brief.

Thanks again.

Brian

Brian Hancock

Director of Voting System Testing & Certification
U.S. Election Assistance Commission.

1335 East West Highway, Ste. 4300

Silver. Spring, MD. 20910

202-566-3100,

www.eac.gov

CONFIDENTIALITY NOTICE: . This email message and all attachments, if any, are
intended solely for the use of the addressee and may contain legally.

privileged and confidential information... If the reader of this message is

not the intended recipient, you are hereby notified that any. dissemination,.
distribution, copying or. other use of this message is. strictly prohibited. .

If you received this message in error, please notify the sender immediately.

by. replying to this. message and please delete it from your computer.

----- Original Message-----

From: BEIRNE, DAVID.E CiV. DODHRA FVAP.(US).
[mailto}(b)(6)

Sent: Wednesday, April 16, 2014 2:30 PM

To: Brady, Mary.C.; BrianHancock

Subject: RE: Technical Brief on SA Tools
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Mary,

Thanks for the response.. We can likely accommodate Wed., 4/23 as originally.
planned, but Jack Cobb will be in town on May 2nd so we would like to see if
we could move our briefing to then. We anticipate a 10 a.m. start which
should give you time to come down, attend, and get out of dodge before the
crush of rush hour really begins.

Please let me know your preference/availability for 4/23 or 5/2 and how many
NIST/EAC folks will be in attendance.

-David

From: Brady, Mary C. |(b)(6) |
Sent: Thursday, April 10, 2014 6:49 PM

To: BEIRNE, DAVID E CIV DODHRA FVAP. (US){(b)(6)
Subject: RE: Technical Brief on SA Tools

Hi David,.

Actually, | would very much appreciate a low-level technical brief. | don't
.mind traveling to Springfield..

Thanks,

AMary,

-----Original Message-----

From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)
[mailtd(®)(6) I
Sent: Thursday, April 10, 2014 4:21 PM
To: Brady, Mary C.;|(b)(6)

Subject: RE: Technical Brief on SA Tools

Mary and Brian,
| just wanted to follow-up and see if you had any thoughts on this technical

brief in terms of content and location.
-David

-----Original Message-----
From: BEIRNE, DAVID E CIV DODHRA FVAP (US).

Sent: Thursday, April 03, 2014 2:22 PM.
Tol(b)(e) I

Subject: Technical Brief on SA Tools

Mary/Brian,.
| wanted to follow-up on our last briefing to you on the use of our software

assurance tools and schedule a more in-depth technical brief on the
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operation

of the tools and their respective findings. Based on my recollection from
our

last meeting, | believe you wanted to see some of the actual operation of
our

tools along with the reports. If so, it looks like we will need to travel

to

the CALIBRE offices in Springfield.

The only alternative is that if you want to see just the technical reports
themselves, we could host the meeting at our CSG meeting space.

Please advise as | want to make sure you get what you need and offer
assistance in terms of what you would like to see included in our technical

appendices.

I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

-David
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Sent: Wednesday, April 16, 2014 2:30 PM

To: Brady, Mary C.[(b)(6) |
Subject: RE: Technical Brief on SA Tools

Signed By: (b)(6)

Mary;

Thanks for the response.  We can likely accommodate Wed., 4/23 as originally planned, but Jack Cobb. will be in town on
May 2nd so we would like to see if we could move our briefing to then. We anticipate a 10 a.m. start which should give
you time to.come down, attend, and get out of dodge before the crush of rush hour really begins.

Please let me know your preference/availability for 4/23 or 5/2 and how many NIST/EAC folks will be in attendance.

-David

From: Brady, Mary C.. [mailto (b)(6)

Sent: Thursday, April 10, 2014 6:49 PM
To: BEIRNE, DAVID.E CIV DODHRA FVAP. (US);|(P)(6)
Subject: RE: Technical Brief on SA Tools

‘H i, David,

Actually, | would very. much appreciate a low-level technical brief. | don't
mind traveling to Springfield.

fhanks,

Mary.

From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

[mailto{(b)(6) ]
Sent: Thursday, April 10, 2014 4:21 PM
To: Brady, Mary C.}(b)(6) ]

Subject: RE: Technical Brief on SA Tools

Mary and Brian,
| just wanted to follow-up and see if you had any thoughts on this technical

brief in terms of content and location.
-David
-----0riginal Message-----

From: BEIRNE, DAVID E CIV DODHRA FVAP (US).
Sent: Thursday, April 03, 2014 2:22 PM
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To:{(b)(6) |

Subject: Technical Brief on SA Tools

Mary/Brian,
| wanted to follow-up on our last briefing to you on the use of our software

assurance tools and schedule a more in-depth technical brief on the
operation

of the tools and their respective findings. Based on my recollection from
our

last meeting, | believe you wanted to see some of the actual operation of
our

tools along with the reports. If so, it looks like we will need to travel

to

the CALIBRE offices in Springfield.

The only alternative is that if you want to see just the technical reports
themselves, we could host the meeting at our CSG meeting space.

Please advise as | want to make sure you get what you need and offer
assistance in terms of what you would like to see included in our technical
appendices.

I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

-David
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Teribury, Mikel(b)(e)

Sent: Wednesday, April 23, 2014 4:21 PM

To: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Subject: RE: NIST

Ok, got it.

Mike

Michael J. Teribury
Principal Analyst
CALIBRE
¢. 571-839-9984
p. 703-797-8523 (CALIBRE Office)
Corporate: 703-797-8500
[(b)(6) ]
www.calibresys.com
Our Success Follows Yours

----- Original Message-----
From: BEIRNE, DAVID E CIV DODHRA FVAP (US) [mailto{(b)(6) |
Sent: Wednesday, April 23, 2014 4:18 PM

To: Teribury, Mike

Subject: NIST

1 think | referenced Belinda Collins at NIST, but meant Mary Brady.
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Brady, Mary C. (b)(6)

Sent: Wednesday, April 16, 2014 6:56 PM

To: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Subject: Re: Technical Brief on SA Tools

No objections...

Sent from my iPhone

> On Apr 16, 2014, at 6:42 PM, "BEIRNE, DAVID E CIV DODHRA FVAP (Us)" [(©)(®) wrote:
>

> I'm going to plan a 10 am start time so we can leverage rush hour traffic either way.

>

> Let me know if you object.

>

> -David

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US).

> Sent: Wednesday, April 16, 2014 10:39 PM Coordinated Universal Time
>TofB)E) _ — |
> Subject: Re: Technical Brief on SA Tools

>

> Thank you.

>

> We will follow-up with details.

>

> -David

>

> From: Brady, Mary C. [mailto|(P)(6) |

> Sent: Wednesday, April 16, 2014 10:17 PM Coordinated Universal Time

> To: BEIRNE, DAVID E CIV. DODHRA FVAP (US)

> Subject: Re: Technical Brief on SA Tools

>

> May 2nd works for me. | will have to get back to you on the number of people.
>

> Mary

>

> Sent from my iPhone

> ®)©)
>> On Apr 16, 2014, at 5:23 PM, "BEIRNE, DAVID E CIV DODHRA FVAP (US)" < wrote:
>>

>> Mary,

>> | hate to box you in, but my period of performance ends mid-May so | would really like to make sure we can make

May 2nd work and reflect any technical findings/appendices that would help the EAC/NIST.
>>
>> -David
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>> --mem Original Message -----

>> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

>> Sent: Wednesday, April 16, 2014 07:55 PM Coordinated Universal Time
>> To: BrianHancock {(b)(6) Brady, Mary C.
>> {B)©) [

>> Subject: RE: Technical Brief on SA Tools

>>

>> Brian,

>> Thanks for the response. Sorry we'll miss you this time around.
>>

>> -David

>>

>> -----Original Message-----
>> From: BrianHancock [malltol(b)(e)
>> Sent: Wednesday, April 16, 2014 3:13 PM

>> To: BEIRNE, DAVID E CIV DODHRA FVAP (US); Brady, Mary C.

>> Subject: RE: Technical Brief on SA Tools

>>

>> David,

>> Sorry | did not get back to you before now. Thanks for the invitation.

>> Unfortunately both the 23rd and 2nd are booked for us. We would love

>> it if you all could share any notes from the meeting. | can also get

>> with Mary afterwards at some point for a quick de-brief.

>> Thanks again.

>> Brian

>>

>> Brian Hancock

>> Director of Voting System Testing & Certification U.S. Election

>> Assistance Commission

>> 1335 East West Highway Ste. 4300

>> Silver Spring, MD 20910

>>202-566-3100

>> WWW.eac.gov

>>

>> CONFIDENTIALITY NOTICE: This email message and all attachments, if

>> any, are intended solely for the use of the addressee and may contain

>> legally privileged and confidential information. If the reader of

>> this message is not the intended recipient, you are hereby notified

>> that any dissemination, distribution, copying or other use of this message is strictly prohibited.
>> If you received this message in error, please notify the sender

>> immediately by replying to this message and please delete it from your computer.
>>

>> -----Original Message-----

>> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

>> [mailto|(b)(6) ]

>> Sent: Wednesday, April 16, 2014 2:30 PM

>> To: Brady, Mary C.; BrianHancock

>> Subject: RE: Technical Brief on SA Tools

>>

>> Mary,

>> Thanks for the response. We can likely accommodate Wed., 4/23 as

3
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>> originally planned, but Jack Cobb will be in town on May 2nd so we

>> would like to see if we could move our briefing to then. We

>> anticipate a 10 a.m. start which should give you time to come down,

>> attend, and get out of dodge before the crush of rush hour really begins.
>>

>> Please let me know your preference/availability for 4/23 or 5/2 and

>> how many NIST/EAC folks will be in attendance.

>>

>> -David

>>

>> -----Original Message-----
>> From: Brady, Mary C. [mailto{(b)(e)

>> Sent: Thursday, April 10, 2014 6:49 PM
>> To: BEIRNE, DAVID E CIV DODHRA FVAP (US)](b)(6)
>> Subject: RE: Technical Brief on SA Tools
>>

>> Hi David,

>>

>> Actually, | would very much appreciate a low-level technical brief.
>> | don't

>>

>> mind traveling to Springfield.

>>

>> Thanks,

>>

>> Mary

>>

>> -----Original Message----- .

>> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

>> [mailto{(b)(6)

>> Sent: Thursday, April 10, 2014 4:21 PM

>> To: Brady, Mary C.;{(b)(6) |

>> Subject: RE: Technical Brief on SA Tools

>>

>> Mary and Brian,

>> | just wanted to follow-up and see if you had any thoughts on this
>> technical :

>>

>> brief in terms of content and location.

>>

>> -David

>>

>> -----QOriginal Message-----

>> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

>> Sent. i ;

>> To](PX6) |

>> Subject: Technical Brief on SA Tools

>>

>> Mary/Brian,

>> | wanted to follow-up on our last briefing to you on the use of our
>> software

>>

4
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>> assurance tools and schedule a more in-depth technical brief on the
>> operation of the tools and their respective findings. Based on my

>> recollection from our last meeting, | believe you wanted to see some
>> of the actual operation of our tools along with the reports. If so,

>> it looks like we will need to travel to the CALIBRE offices in

>> Springfield.

>>

>> The only alternative is that if you want to see just the technical

>> reports themselves, we could host the meeting at our CSG meeting space.

>>

>> Please advise as | want to make sure you get what you need and offer
>> assistance in terms of what you would like to see included in our

>> technical appendices.

>>

>> I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

>>

>>

>> -David
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Brady, Mary C.|(6)(6) |
Sent: Wednesday, April 16, 2014 6:17 PM

To: BEIRNE, DAVID E CIV DODHRA FVAP (US)
Subject: Re: Technical Brief on SA Tools

May 2nd works for me. | will have to get back to you on the number of people.
Mary

Sent from my iPhone

> On Apr 16, 2014, at 5:23 PM, "BEIRNE, DAVID E CIV DODHRA FVAP (us)"{(®)(6) wrote:
>
> Mary,

> | hate to box you in, but my period of performance ends mid-May so | would really like to make sure we can make May.
2nd work and reflect any technical findings/appendices that would help the EAC/NIST..

>.

> -David

> From: BEIRNE, DAVID E CIV. DODHRA FVAP (US)

> Sent: Wednesday, April. 16, 2014 07:55. PM Coordinated Universal Time

>To: BrianHancockl(b)(e) |Brady, Mary C.

>|(b)(6) |

> Subject: RE: Technical Brief on SA Tools

>

> Brian,.

> Thanks for the response. Sorry we'll miss you this time around.

>

> -David

>

> -—--Original Message-----
o .. |(b)(6)

> From: BrianHancock [mailto

> Sent: Wednesday, April 16, 2014 3:13 PM

>To: BEIRNE, DAVID E CIV DODHRA FVAP (US); Brady, Mary C.

> Subject: RE: Technical Brief on SA Tools

>

> David,

> Sorry | did not get back to you before now. Thanks for the invitation.

> Unfortunately both the 23rd and 2nd are booked for us. We would love

> it if you all could share any notes from the meeting. | can also get .

> with Mary afterwards at some point for a quick de-brief.

> Thanks again.

> Brian

>

> Brian Hancock

> Director of Voting System Testing & Certification U.S. Election

> Assistance Commission
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> 1335 East West Highway Ste. 4300

> Silver Spring, MD 20910

> 202-566-3100

> Www.eac.gov

>

> CONFIDENTIALITY NOTICE: This email message and all attachments, if
> any, are intended solely for the use of the addressee and may contain
> legally privileged and confidential information. If the reader of

> this message is not the intended recipient, you are hereby notified

> that any dissemination, distribution, copying or other use of this message is strictly prohibited.

> If you received this message in error, please notify the sender

> immediately by replying to this message and please delete it from your computer.
>

> --—--Original Message----

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> [mailto{(b)(6)

> Sent: Wednesday, April 16, 2014 2:30 PM

>To: Brady, Mary C.; BrianHancock

> Subject: RE: Technical Brief on SA Tools

>

> Mary,

> Thanks for the response. We can likely accommodate Wed., 4/23 as
> originally planned, but Jack Cobb will be in town on May 2nd so we
> would like to see if we could move our briefing to then. We_

> anticipate a 10 a.m. start which should give you time to come down,
> attend, and get out of dodge before the crush of rush hour really begins.
>

> Please let me know your preference/availability for 4/23 or 5/2 and
> how many NIST/EAC folks will be in attendance.

>

> -David

> -----Original Message-----

> From: Brady, Mary C. [mailto|(b)(6) |
> Sent: Thursday, April 10, 2014 6:49 PM
> To: BEIRNE, DAVID E CiV DODHRA FVAP (US);.|(b)(6) l

> Subject: RE: Technical Brief on SA Tools

>

> Hi David,

>

> Actually, | would very much appreciate a low-level technical brief. |
>don't

>

> mind traveling to Springfield.

>

> Thanks,

>

> Mary

> -----Original Message-——--
> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)
> [mailtof(B)(6)
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> Sent: Thursday, April 10, 2014 4:21 PM

> To: Brady, Mary C.;|(b)(6) |
> Subject: RE: Technical Brief on SA Tools

>

> Mary and Brian,

> | just wanted to follow-up and see if you had any thoughts on this
> technical

>

> brief in terms of content and location.

>

> -David

> From: BEIRNE, DAVID E CIV DODHRA FVAP (US)

> Sent: Thursday, April 03, 2014 2:22 PM

>To:|(b)(6) |

> Subject: Technical Brief on SA Tools

>

> Mary/Brian,

> | wanted to follow-up on our last briefing to you on the use of our

> software

>

> assurance tools and schedule a more in-depth technical brief on the
> operation of the tools and their respective findings. Based on my

> recollection from our last meeting, | believe you wanted to see some
> of the actual operation of our tools along with the reports. If so,

> it looks like we will need to travel to the CALIBRE offices in

> Springfield.

>

> The only alternative is that if you want to see just the technical

> reports themselves, we could host the meeting at our CSG meeting space.
>

> Please advise as | want to make sure you get what you need and offer
> assistance in terms of what you would like to see included in our

> technical appendices.

>

> I'm currently looking at Wed., 4/23 at 12:30 or 1 p.m.

>

>

> -David
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Jack Cobb {(b)(6) }

Sent: Wednesday, February 26, 2014 1:27 PM

To: Brian Hancock[(P)(6) Brady, Mary C. |(b)(6) |

Cc: BEIRNE, DAVID E CIV DODHRAFVAP _(US); Anderson, Scott; Jessica Myers
|(b)(6) | Blakemore, Davidl(b)(ﬁ)

Subject: NSA Center for Assured Software

Attachments: NSA_Analyzing_Static_Analysis_Tools_WP.pdf

Attached is the published report by NSA CAS.
Mary, this report answers some of your questions about classes of weaknesses that static tools find.

If you want more information, we requested and received the reports used to derive this report, but they are marked “
For Official Use Only”{FOUQ). | had some conversations with Josh, Andy, and Michael when we were researching and |
think Josh may have requested them also.

Jack Cobb

700 Boulevard South
Suite 102

Huntsville, AL 35802
Office: 256-713-1111
Fax: 256-713-1112
Cell: 256-683-6971

email logo
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From:
Sent:
To:
Cc:

Subject:

Mr. Hancock and Ms. Brady,

Blakemore, David {(b)(e)

;

Monday, February 24, 2014 4:48 PM
Brian Hancock I(b)(s)
BEIRNE, DAVID E C1IV DODHRA FVAP

Scott

:Brady, Mary C. {(b)(6)
(US); Teribury, Mike; Crawford, Kevin; Anderson,

FVAP / EAC / NIST meeting - Wednesay 10:00

This is just a reminder that we are having a meeting on Wednesday at 10:00 during which CALIBRE will provide a
presentation on the Software Assurance Project that we are currently working for FVAP. The meeting will be at the Hall
of States (444 North Capital St, suite 331). .

| look forward to seeing you there.

Sincerely,

‘David Blakemore

.Princi pal Analyst

CALIBRE

6354 Walker Lane
Alexandria, VA 22310-3252
Cfﬁce: 703.797.8634

‘Celi: 703.772.1407
Www.calibresys.com

Our Success Follows Yours

epic.org
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Brady, Mary C. {(b)(6) ]

Sent: Friday, February 07, 2014 9:.01 AM

To: Blakemore, David

Cc: Brady, Mary CJ®)®) BEIRNE, DAVID E CIV DODHRA FVAP (US);
Teribury, Mike

Subject: Re: Invitation to FVAP, EAC, CALIBRE

Hi David,

| would very much like to participate. In addition, | will check with Josh Franklin and Andy Regenscheid on their
availability.

Mary

Sent from my iPad

On Feb 7, 2014, at 8:48 AM, "Blakemore, David" {(?)(6) wrote:

Ms. Brady,

Greetings. It was a pleasure to talk with you at the 2014 Eighth Annual Voting and Elections Summit during
conference social.

(0)(5)

Per our discussion

[®)5)

David Beirne has asked CALIBRE to host a discussion with members of the EAC on our methodologies, objectives,
and the type of information we will provide FVAP in our final report. In coordination with Davie Beirne | would like to ask
if you would consider sending a NIST representative to this meeting. The meeting is planned for February 26 from 10:00
to 2:00 and will potentially be held at the Hall of States (444 North Capitol St NW #237). | will let you know the exact
location once that has been determined.

Because | am taking a few days off beginning on Monday, | respectfully request that you correspond with Mike
Teribury (CC line) for any meeting details you may need.

EPIC426 PI3BTDHRAIO00385



Thanks for any consideration you are able to provide this and | hope to see someone from NIST at the meeting.
Sincerely,

David Blakemore

Principal Analyst

CALIBRE

6354 Walker Lane
Alexandria, VA 22310-3252
Office: 703.797.8634
Cell:703.772.1407
www.calibresys.com

Our Success Follows Yours
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BEIRNE, DAVID E CIV DODHRA FVAP (US)

From: Blakemore, David 4(b)(6) ]

Sent: Friday, February 07, 2014 8:49 AM

To: [®)(6)

Cc: |(b)(6) BEIRNE, DAVID E CIV DODHRA FVAP (US); Teribury, Mike
Subject: Invitation to FVAP, EAC, CALIBRE

Ms. Brady,

Greetings. It was a pleasure to talk with you at the 2014 Eighth Annual Voting and Elections Summit during conference
social.

Per our. discussion,l(b)(s)

(b)(5)

David Beirne has asked CALIBRE to host a discussion with members of the EAC on our methodologies, objectives, and
the type of information we will provide FVAP in our final report. In coordination with Davie Beirne | would like to ask if
you would consider sending a NIST representative to this meeting. The meeting is planned for February 26 from 10:00 to
2:00 and will potentially be held at the Hall of States (444 North Capitol St NW #237). | will let you know the exact
location. once that has been determined.

Because | am taking a few days. off beginning on Monday, | respectfully request that you correspond with Mike Teribury
(CC line). for. any meeting details you may need.

Thanks for. any. consideration you are able to provide this and | hope to see someone from NIST at the meeting.
Sincerely,
David Blakemore

Principal Analyst

CALIBRE

13
EPICTTAE P SEMHRATIO0387



6354 Walker Lane
Alexandria, VA 22310-3252
Office: 703.797.8634
Cell:703.772.1407
www.calibresys.com

Our Success Follows Yours
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