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2. The Privacy Act of 1974, :) USc. 552a, including published RomIne Uses 
under DOS Visa Records System of Records Notice (SORN); Stmc-
26, DOS Passport SORN; and DOS Statement of Rontine 
Uses, permits the release of visa information to certain entities when 
consistent with INA 222(f), including to other government agencies having a 
statutory ()r other hnvful authority to use such inicln11ation 11)1' U,s. la\v 
en/()1"cemcnt PUrpQSl;:S, to include investigating or prosecuting such violations 
(rdcrence DOS Statement of Routine Uses, lAW\, Enff.H1::ernent 
Public Notice 6290, Volurne 73 Number I July 15,20(8), 
perm i is rel en se 0 f certain passport in fonnati on t () federa! I mv enf()[(;cmentand 
inteLligence to support their etT0l1s in identity_ 
and investigating individuals potentially involved in or associated with 
criminal or H.'lTorisl activities. 

B. USFWS/OLE is (;'rltcring into this MOl) under the al1thorityprovided by: 

1. The Endangered Spc(:ies /\d of J (ESA) .. 16 USc. 1 1 etseq. 

il, 9 orthe ES/\ (16 U.S.C 1538) iJsts the acts prohibited by 
th( statute., including, but not limited to, making it unlawful f()f any 
person lOihc jurisdiction of the United States to hnport or 
export threatened or endangered species (\vith 
Further.. 16 U1538{c) makes it unlav,rftll for persons subject to 

j llrisdiction to violate the Convention on 
in Endangered of Wild FcHJna and Flora. 

b" Section I ! ofthe [SA (16 USC. 1540) grants tJSFVv'S/fH. E lIlt 
to in the ESA 

through administrative, civil, and criminal enforcement, thus 
allowing USFWS/OLE to combat wildlife traftkking. 

The Lace:y .Act, 16 U.S,C 3371 C1. seq. 

a. Section 3 of the Lacey Act makes it unlawful for "any person to 
import, export. transport, sell, receive, acquire. or purchase any 
fish or or plaut taken, possessed. transported, or sold in 
violation of any !av,', treaty_ or regulatlon of the United Stntcs or in 
violation of any Indian trihallm'l-"." 16 U's.C. The 
/I.d "dso .I11akesmany other actions, such as thlsc labeling, 
unlawful. 

b, Section 4 of the Lacey Act sels oul the penalties and S11nctl<:)I1S 

provided fhr by the Act and lJSFWS/OLE (through the 
Secretary of the Interior) the authority to enforce Lacey Act by 
means such as forfeiture, ci-viJ and/or criminal penalties. 
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3. The Prj'viley Act of 1974, 5 lJS.C. 552a, and the routlnc uses thereunder, 
including DOl's published Routine Uscs under OSF\\iS 2(t Investigative 
Case File Systenl-InterioL SORN, permils the release of information to 
other federal agencies: (1) to enahle those agencies to respond loan inquiry 
by the individual to whom the record pettains: or (2) \vhen those agencies 
are n:sponsihlc for investigating, prosecuting, errfon:.:ing, or irnpk:menting a 
statute, rule, regulatioll; order, or license, \,vhen USF\\'S,iOIJ-;: beCOltleS 
aware of H violation or a potential violation ofthe statute, rule. regulation, 

or license. 

IV. BACKGROUND 

A The fundamental mission ofDOS/CA is to protect 
abroad, enhance 1J,S. security, and iaciUtate legitimate international 
travel fi)[ persons eligible fC.lf tLS, visas and U.S, passports. DO$/(:/\ has the 
responsibility fl.)!' U.S. visa and U.S. passport operations \vorkhvide; including 
the and issuam::c of visas, passports, and other travel documents. 
Consular Officers at consulates and embassies abroad and passpOJ1 specialists at 
dornestic 3gencics are responsibk for issuing all U,S, passports. DOS/CA is 
committed to prntccting the integrity of the U.S. passport as proofofUB. 
L:itizenship at horne and around the ',.I/orJd. 

C. USF\VS/(lLE's miss.ion, in part, is to combat illegal in \'\ildHfi;:, 
USFVv'S/OLE ,,'<'orh to interdict illegally Inlported and wildlife 
plants, and to pursue administrative, civil, and/or criminal enlbrcement flCtions. 

D. LJSF\\'S/OLE can benefitlh.HD access to 008./(:A inf(wmation for usc in 
investigations involving both U.S. pt::rsons and foreign nationals who have 
applied for U.s. passports and visas, respectiVely, 

V. DA'l"A SHA.RING AND RECIPROCITY 

Dos/eA and consistent 'with each Party's respective authorities, will 
share inforrnation, including Persunally ldentifiablc lnformation (PII), relevant to 
SllPPolting and enhancing each missions and operations. PI I is defined as 
ini<mnation which. ,,!lone or in combination with other information, can be Hsed to 
dbtinguish or trace an indi'vidual's identity, including any personal inj{mTIation 
\vhich is or linkable to a specillc individual. Ex.amples of Pll are name, 
social number, ofbhth, place ofhilth., citizenship, and pholograplL 
DOS/CA and USFWS/OLE wiII comply with t.he fiJJ!ov.'ing: 
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i\. DOSie/\. Passpurt Data 

DOSlCA \viU; 

1. Provide USFWS/OLE electronic access to t.he U.S. passport records in the 
Consular Database (CCD) through thc\'<"eh porta! CeDi (een 
Interagency) via an agreed upon connection, as in the 
Interconnection Security Agreclnent (lSA).The specific passport data 
el.cmcnts USF\VSIOLE may access, employees \\'ho may access passport 
data, limitations on use and disclosure of the data, and DOS/CA \: auditing 
of USFWS/OLE's access o1'l11e data are uut!im:d in Appendix A to 
this MOU. 

2. Ensure that appropriate and relevant U.S. passport data is provided a 
Sensitive But Unclassified (SBlJ) form 10 USFWS/OLE. 

B. DOSieA Visa. Data 

DOS/CA. wm: 

!. Pnwidt US FV",'S/OLE eLectronic access to the Non-Immigrant Visa (N! V) 
and (I V) data in CCD through the \vcb portal CeDi 
(CCD Interagency), via an agreed upon connection, as described in the 

Security (lSA). The spcdflc elements of eel) 
visa dat.a arc outlined in the Reports and 
attached to this MOU. 

docurnenl in Appendix B 

Provide appropriate and relevant visa data in a Sensitive But Uncl<'t"sified 
(SHU) JtH"l1) to USF\VS/OLE. 

c. tJSFWSiOLE Data 

USFWS/OLE "vii!: 

DOS/CA with access to l.1SFWS/OLE data containing infi:.mnation 
relevant to processing. when applicable. 

2, Provick: DOS/CA \vith access to USFWS/OLE data containing inf(\rmatilm 
!'devant to U.S, misuse" and IJ.S, 
inf(.H"l1Hltinn when applicable, 

3. 
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4. Provide DOS/CA inf(mn<:ltion v'ihl:n US FWS/OLE.'s reviev,' of U.S. passport 
or visa data suggests that a lIS. person, national, or non-U.S. 
resident: 

H. I 
I 

5. Provide DOS/CA with inflmmrtinn when IJSFWS/OLE finds that 11 U.S. 
national is \varranl or provide DOS/CA with 
evidence that an individual may be denied a passport under the provisions of 
22 C.F.lt SI.60(h). 

6. Hand It:. acceSs, and disclose U.S. passport records: and Personally 
Identitlab1e [nf<mnation (1'111 derived thereofonly in accordance with the 
Privacy Act of 1974, DOSiCA policies, and requirements outlined in this 
f\JOU and Appendix A. US FWSiOLE \\"H! seek to access aDd lise U.S. 
passpon only when sllch atcess and use is for ofllcial husiness 
purpnSC1> and is consistent \vlth a iotlline use under State<:!,(i, DOS Passport 
Records SORN. the terms of this I\.JOU, and Apptmdix i\.. 

7. Respond promptly and completely to DO S.leA. requests for USF\VS/OLl.: 
information, including the data m 4 

and 5 

VI. TECllNOLOGY STANDA.RDS 

/\. The Parties are to use efficient nehv(lfk and datahase technology to allow 
USF\VS/OLE to ac«('ss the CCDi. LlSFWS/OLE accepts the responsibility to 
estahlish a connection to the designated DOS/CA daia center that complies with 
nos requircnH.'nts for age!K'ics accessing the ceDi in accordance with an ISA. 

13. Parties iogether to ensure that the joint security of the connection 
10 the designated DOS/CA. data center cOlnpli{$ \vith DOS requirements fix 
agencies accessing the CCDi. in \vith an ISA. Both Panics agn:;e i\) 
maintain the highest level of security lhat is commensurate vvith the risk and 
magnitude of the harm that could result Ji:om the loss, misuse, disclosure, and/or 
modiJicatiol1 of the inti.mnation contained in CCDL 

(" arc (:ommitwd to updating the inf()nrlatinn technologies clnploycd 
to implement this MOLl and to ensure that the C(lllnection technologies remain 
etlk1en1. as more advUTwed available . 
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D. All modilkations of transport Hse .. or storage of either Party's data pursuant to 
this MDU require \vritten request and approval iron) each Party. 

L The Parties are to securing find 1w.feguarding any and all inJi.mnat!ol1 
in accordance with Federal InJlJrmatlon 

Standards (FIPS) and each Party's computer security policies. 

VII. APPENDICES ON !lATA SHARING. PRCrrECTIOn AND HANDLING 

A. PASSPORT DATA: 

This MOU and the Provision of Access to U.S. Passport Appendix 
(Appendix A), and any other Appendices specific to passporldata that may 
,.·.,1'>1"'><'1 into hy the Parties, and for sharing 
information related to passports. as well as the privacy protections afforded to 
that dallL and the applicable and handling that be 
followed, These standards and guidelines vdll be incorporaJed into all future 
U.S. pl1ssport t\'C(,'ord infbnnation sharing by of modifying current MOl) 
be[\1,·'ccn the Panics, 

B. \lISA DATA: 

Thl,", J'vHJUand the Visa Record Confidentiality Appendix (App(:ndix B), and 
any other Appendices spec.ific to visa data that may he entered into hy the 

eswblish standards and guidelines fhr sharing infcmnation tQ "isa 
records, ns \-vel! as the confidentiality requirements protections afforded to that 
data, and the applicable data security and handling that will be 
foHowtxl. These swndards and ,viii be incorporated into all future 

record sharing by way of modifying the CUJl\::lH \10U belvveen 
the Parties. 

VIn LIMIIATIONS ON THE DJSCLOSURE /\ND USE OF lNFORMATION 

A. General Provisions 

Except us provided in thisl\10U and the Appendices, tlSF\VS/OLE \vill 
restrict access to DOS/CA data to individual USFWS/OLE pers{)nnd (to 
include per'.l118il1e11l stail contractors, and 
infi:lJ"!nation to perf(JI"I11 their otTicia! duties for USF\VS/OLE. 

2. D<'lta provided,. exchanged, stored, retained. or otherv."ise governed hy this 
.t>..10lJ will not he shared, handled, or further disseminated in a manner that 
would violate:' federal law, regulation, or applicable SORNs. 
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3. Both Parties ackno\vlcdgt' thal tilt, data and other inf()Jmalion provided by 
DOS/C.A and VSFWS/OLE under this MOl) may be subject to various 

and other to inc:lude INA n (Visa Record 
Confidentiality): 8 U.S,c, 1367 (V;\ \VA Restricted Disclosure- off and 1.J 

Data): the Privacy Act 5 USC. DOS Passport Records SOHN, 
State Visa Records SORt"t DOS Prefatory Statement 
Routine and 5U5;.C CF.R, 51.6, 

4. If USFV/S/OLE a request for infclfInation, including LI11(k:r FOIl\" 5 
tLS,C the Privacy Act 5 or to any judicial or 
administrative prOI..'(,5S, and USFW'SiOLE determines that DOS/CA visa or 
passport dMais responsive to tbat reque::;L USF\VSiOLE must promptly 
n:icr the request to DOSieA for coordination and consent on whet!KT the 
responsive datu is by contacting for U,S. 
passport records or i()f U.S. visa records, as 
outlined in the appendices., If DOS/CA receives a request information 
under these sarne cin .. 'umstances, DOSiCA \vi1l comdinuteand obtain 
consent from USF\\:S/OLE ifi! is determined thai information 
WilhIJSF\VS/OLE js to that Any' documents or recon.1s 
based upon or incorporating information obtained pursuant to this!vl01.1 that 

to be released to third parties (induding under FOJ/\, Pri vaey Act, Of 

any legal or administrative proceeding) v,ril1 he coordinated \vith the other 
Party prior to rell:;asc, 

B.. Passport 

!.. The Parties acknowledge that Passport Records SORN Cl\lay 4, 
2(15), allows DOS/C/\ to share paS5port records with USFWS/OLE under 
subse<.,tion (h I which .includes as rOlltinli; lIsers "Federal la"v and 
intelligence agencies to support their efforts in identif)?ingc veri(ying 
identity'; and investigating individuals potentially involved in or associated 
\\:ith criminal or terrorist activities and individuals: vvith other tics Of 

connections to terrorism \vho may pose a threat to the lJnited States." 

"r,hc that access t(} l.J.S. 
passport dala must he consistent \vith the Passport Records SORN and its 
"Prefatory Statement of Routine , .. the tcnns of this i'vi0l.! and 
Appendix A, and other r.KTmissible dissemimllion as provided for in the 
Privacy Act of 1974, Any use by USFWSIOLE of passport records not 
deterrnined to be criminal or terrorism information must with 
provisions of this MOt! and LJSFv-"'S/OLE' s SORN 68 FR 52610 . 

. 1. T1H.: Pmi.les ackno'Yvledgelhat ApPi..:ndix A further governs USF\VS/OLE's 
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passport records iKCt'SS, requires periodic reporting to DOSieA 
and permits auditing, and IirrJits USF\VS/OLE's use of iJS, passport 
in.f{,mmnion. IJSFWSiOLE must only access, use, and store passport 
inli.mnmiorJ in accordance ,,,,,iib Appendix A.USFWS/OLE mu:;t not share 
passport mformatioTl with any third party without \vTiHen permission from 
the Oflice of PasspOJi Legal and La\,<,. Enf'.m:::cmcnt Liaison within 
DOS/CA. Contact inf(mnation for the O1'1'ke of Passport and 
Law Liaison is provided in Appendix A. 

C Visa Records 

J. The Parties rc(;ognizc that the visa data to he provided by DOS/CA under 
the MOU constitutes visa records n1' DOSlCA within the scope of IN A 
222(1} Such records, including t:xtracts nom and ponions of such records, 
are considered "confidential" under rNA 2'12(1) [or purposc:H)fpreserving 
the authorized usc, disclosure and dissemination protections under this 
provision, and rnay be used "only hH' thc formulation, mncndrnent, 
administration,. or cnthrccment. of the immigration, nationalilY, and other 
!a'.v::; of the United States:' as determined by DOSICA 

Visa Record Confidentiality /\ppendix B ftH" details on the 
(I f the \vi t11 to vi sa wnfi den lial ity, 

handling and disclosure, c(mditions oversight, system security. 
and sa! egllaJi.'d 

.L The further that a beaTcr's status may 
change from that of non-immigrant to imrnigrant, lav,,'lld p(;rmanenl resident 
orU.8. citizen. \Vith to St1tte-39 and the "Prefatol'Y Statement 
Routine Uses." and in recognition thai the records of la\vtlli 
residents and tLS, citizens are suhject to the Privacy Act requirements at .5 
U.S.C. 552[1, bi)th Parties are to follow their agency's internaI procedures for 
meeting tI10$1'; rcquiremt.'nts. induding verification status \'I:ith the 
Department of Homeland Security (DBS), as appropriate. 

IX, POINTS OF CONTACT 

For DOS/C/\ Visa Services: 
Deputy I)inx:tof. Gary Corse 
Information Management and Liaison 
Oftlet' of Visa Services 
(202) 485-7547 

DOS/CA Passport 
Division Chid: Robi.nE., Mc\Vhorter 
Special and Data Sharing Division 

of Passport S(:rviccs 
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(202) 485-6652 

For USFWS/OL.E: 
Special Agent in Charge. Van Lancker 
\Vildlife Intelligence Unit 
USF\VS Law Enforcement 

X. REPORTING REQIJfREJvlENTS 

The Parties arc to cooperate in lneeting ,my Congressional or other reporting 
requirelYlCnlS, 

XL DISPOS!TION OF RECORDS 

EHCh P<lrty is to responsible for the of records in its possession in 
accordance \\,itl1 its own rcc.:ords retention authorities, in a manner CCl!1s1stel1t with 
the !aheling and inf(.mmrt.ion security feq uircments of this MOL. 

XII. FUNDING 

This 1\.1(1) IS 110t an obligation or commitment of funds or a basis i()[ transfer of 
funds. Unless otherwise agreed to in writing, each Party is to its ()'\.vn costs in 
reJalion io this l\'IOU. Expenditures by eadl Pa!1y are to bt) subject to its budgetary 
processes and (0 the availability of funds and resources pursuant to app!icabk ImNs, 
n:gulutions, and policies, The Parties expressly acknowledge that this in no way' 
implies that Congres:':'i \vi It appropriate funds expemhturcs, 

XIII. nISPl.lf.E RESOLUTION 

under or related to this lVIOU 
resolved only hy consultation betv·/cen {he Parties, i Ilcluding, a'S necessary" 
escalation within orgtmizatin!l, up to the heads ofthe Agency. 
over irnplernentution of this IvlOlJ rnay not be referred to any cou11 or 
admlt11stratl\'c hody for settlement. 

XIV. INFOR\·1ATION SECURITY 

be 

It is the intent nfthe Parties that the ex('hangc of data is to be condU\.ted in 
accordance \"'ith the Department of State's SHU standards descrihedin its Foreign 
Afthirs rv'1amw!, and in accordance \.vitl1 IS!\, 

XV, AMFNDMENI 

This :1\10U may be amended by mutual. written consent of the IJarties' 
authnriz:ed representatives. Any changes or modifIcations to this t\'101J are to be 
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attached hereto. Should an amendment or addendum to this MOl! fail or be !<mnd 
ck:fcctivc, it shall ha",(; no irnpact on the other portions of the MOt), Modjflcatil.HlS 
or changes 1l:li.H.h: to the w.1dendum \\'ill n{)t require re-exc(:ution of the original 
1\;"101:'. 

XVI. PERIODIC REV1EW 

The are to ntTkia!s to meet or at the reCluest 
of either Party, to implementation this ]\,fOo. 
D()SlCl\ points of contact fi:H" these \"1111 be the Visa Of/lee Director of 
Inforrrmtion Managel1:1(!nl and tvkmaging Director of 

Director f()[ rhe Omce of Passport Integrity and Internal 
Controls and the Dh·jsion Chief f()f the Special Projects and Data Sharing Division 
lJSF\VS/OLE point of contact \vil! be the Special Agent in Charge for the 
Intcll igcnceUnit. The Parties agree to meet and review this agreement and data 
sharing arrangement at least once every three (3) years aller the tlnaJ date of thIs 
1'\"10U's execution. 

XVII, TERMINATION AND EXPIRATION 

Eit.11t:r Party ma,v terminate the terms of this rvl00 by giving written notice to the 
other Paxty a1 thirty (30) day's prior to tennll1Htion, IknNrv(T, ,aU provisions 
reaarClll1Q the protcction of nx:ords remain ill effect as tong as either Party remains 
in of or any ini"bnnation derived from other Party. 

This will (5) years fj'onl the cntryintn The 
Partidpants may 10 rev.ie\v Bnd rene\\' the agreement befote or after IhHl time 
provided that vI'T1Uen notiJication is 10 f>C)SlC:/\ 

In the event ofa real or perceived security event. of this 
may happen \'.;,Ith little or no notice'. Not1!l.catio!l v .... iI1 h(.' made as soon as 

possibl(;\ 

XV!II. EFFECTIVE DATE 

Tht, terms of this IvlOU v,-ill become c1Tcctivc tlpOll the date ()fthe last. signature cd' 
lhe Parties. 

XIX. I'NTERPRETATION AND SEVERABILITY 

Nothing in this MOO is intended it) conflict with current luI'\' or n.'guJation or th(: 
directives of the If a term ofthis MOl) is lnconslstent v·,ijth such authority, 
then the term is to invalid, but the remaining tem1S and conditions of this M.OU 
arc to rcmai n In full l\,lTCC !l11d dIee t . 

XX. NO PRIVATE RIGHT OR CAUSE OF ACTION 
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. •.. I,!:NCI,/\S.$.JFILP 
-I J •. 

rhis JvlOU is an arra.ngel"nenl between the Department of U,S, Fish and 
V/ildlife Service, and the Department of StlHt.', Bureau of Consular Affairs. It does 
not creak or cunfer any right or benefjt, of any kind, either substantive or 
procedural, that may be en1{Jfceable by any third part)' against the Parties, the 
Uniled Staks, or the of11cers, or personnel thereof 
Nothing in this tv"lOU is to n..'strict any Party from administering or 
enforcing any Imvs within its authority or jurisdiction. 

:XXI. APPROVAL 

The n::prcse111s the underst<lnding reached hy the Department of State, 
Bureau of COflStJ tar AfEl1rs and the Departn1cnt of I nterior.,U Fish and Wildlift' 
Service, Omceof Law Enlbrcement 

Attachmentf;: 
Appe.lldix A.: Prr;vlslon Access 10 the U.S. Passport R(:cords Dat.ahase and Passport 
Data Privacy Requirements 
Appendix 13: Visa Records Confidentiality 
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SEN5J:UV [. HU].JJNfJ .. i:!1i.hlUL]) 
-1 :;. 

SIGNED IN '1'\'/0 ORIGINAL COPIES 

u.s. [)epartment of State 

end c. Risch 
Assl.stnnt Sccrehlry 
IJurcau of Consular AtTairs 
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SIGNEUIN '[\\'O ORIGINAL COPIES 

lLS. [)(>Ilsrtttwnt of fntedor 
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a. Restrict enabling of CCDi account access to individual USFWS/OLE 
personnel (to include permanent staff, contractors, assignees and detailees 
from third agencies) who require such access to perform their official 
duties for USFWS/OLE under applicable law. 

b. Provide points of contact to act as information systems security officers to 
carry out the requirements of this MOU with regard to the disclosures and 
use of information and training for USFWS/OLE employees with access 
to relevant visa data. 

c. Provide a technical point of contact to resolve any problems relating to the 
transfer of data. 

d. Require all USFWS/OLE personnel (to include permanent staff, 
contractors, assignees and detailees from third agencies) to be 
appropriately trained and briefed on the handling and protection of visa 
data prior to access. This training is to be refreshed as needed and 
USFWS/OLE will document the completion of the training. Completed 
training documentation will include the signing of a briefing 
acknowledgment statement by the individual employees who participated 
in the training. 

e. Ensure that all USFWS/OLE personnel with access to visa records handle 
such records in accordance with the guidance of DOS/CA, USFWS/OLE 
policies, and this MOU. 

f. Notify and coordinate with DOS/CA on all inquiries or requests for 
information on the visa decision process or specific visa adjudications 
received from any third parties (including but not limited to the visa 
applicant; attorneys or third party representatives; U.S. government 
departments, agencies, and offices; the Government Accountability Office 
(GAO); Congress; foreign governments; courts; media; a party subject to a 
USFWS/OLE investigation or litigation; private entities and the public), 
for a determination of whether such information may be released. 

g. Contact the Visa Office collective email box at-
to obtain DOS/CA consent before 

USFWS/OLE shares any visa records (or any extracts from or portions of 
a visa record) in response to discovery requests and for the purpose of 
introducing such records into an administrative or judicial proceeding. 

h. Not disclose, reproduce, transmit or copy a visa record or information 
contained therein, including extracts from and portions of such records, to 
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or for any party outside of USFWS/OLE - including but not limited to the 
visa applicant; attorneys or third party representatives; U.S. government 
departments, agencies, and offices; the Government Accountability Office 
(GAO); Congress; foreign governments; courts; media; a party subject to a 
USFWS/OLE investigation or litigation; private entities and the public-
except as permitted under INA 222(f) and only after obtaining express 
DOS/CA consent via the Visa Office collective email box at 
222fc1earances({vstate.gov unless USFWS/OLE is otherwise provided 
advance consent by DOS/CA to share such records with a particular party 
pursuant to a written provision in this MOU. 

(1) DOS/CA provides advance consent to USFWS/OLE to share visa 
records, or any portion of information in a visa record, with the 
following U.S. Government agencies: Department of Homeland 
Security (DHS), Federal Bureau of Investigation (FBI), and Drug 
Enforcement Administration (DEA), provided that such disclosure is 
for the purpose of administering and enforcing U. S. law within the 
meaning of INA 222(f). DOS/CA has previously determined that 
disclosure of vi sa records to the federal government agencies named in 
this paragraph is consistent with INA 222(f) as these agencies require 
the data for administering or enforcing U.S. immigration law or other 
U.S. laws related to criminal investigations, U.S. border security, 
counter-proliferation, counter-trafficking, counterintelligence, 
counterterrorism, and other U.S. law enforcement and national 
security-related operations and activities. 

i. Not access, disclose, disseminate, reproduce, transmit or copy a visa 
record, or any portion of information from a visa record marked as visa 
class T (Victims of Human Trafficking) or U (Victims of Criminal 
Activity), for sharing with external agencies unless such access and 
sharing is consistent with INA 222(f) and 8 U.S.c. 1367, and has been 
approved by DOS/CA. 

j. Not disclose, disseminate, reproduce, transmit, or copy a visa record, or 
information therein, including extracts from and portions of such records, 
for sharing with a foreign government without explicit, written consent 
from DOS/CA. 

k. USFWS/OLE will mark any dissemination visa records to a third party 
with the following caveat language: "The iriformation provided is derived 
from a Department of State, Bureau of Consular Affairs visa record that is 
considered "confidential" under INA 222(f) of the Immigration and 
Nationality Act. Ihis information is being disclosed only for the 
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purpose for which it is provided, and it must not be disclosed or shared for 
any other pUlpose. Further dissemination to any third-Party entity is 
prohibited without the Department o.fState·s express ·written consent. " 

III. ACCESS CONTROLS AND SAFEGUARDS FOR DOS/CA VISA RECORDS 

A. General 

USFWS/OLE: 

1. Will ensure that USFWS/OLE users of DOS/CA' s visa records and thcir 
supervisors are familiar with the requirements of the MOU and this Appendix. 

2. Will certify and provide documentation to DOS/CA upon request, to the contacts 
listed in Section IX of the MOU that USFWS/OLE has fully complied with all 
access controls and safeguards in the MOU and this Appendix. 

3. Understands that DOS/CA may suspend or terminate an individual's access to 
visa data ifDOS/CA detennines that USFWS/OLE or an USFWS/OLE user has 
failed to comply with any of the provisions of the MOU and this Appendix. 

B. Access Authorization, Control and Oversight 

l. USFWS/OLE will: 

a. Be responsible for preventing, detecting, and reporting all unauthorized 
activity related to DOS/CA data on behalf ofUSFWS/OLE personnel; 

b. Be responsible for the setup and maintenance of CCDi user accounts 
subject to consultation with DOS/CA on requirements; 

c. Appoint and identify USFWS/OLE staff who will act as Certifying 
Authorities responsible for enabling and disabling individual CCDi user 
accounts 

d. Validate all Certifying Authorities biannually. If Certifying Authorities 
change, USFWS/OLE will notify the DOS/CA Visa Office, Office of 
Infonnation Management and Liaison using the collective mailbox VO-
Interagencv-Coordination@state.gov within five business days of the 
USFWS/OLE personnel change. 

e. Use its established system of oversight to ensure that access to DOS/CA 
visa records/systems and USFWS/OLE use, dissemination, storage, and 
disposal ofDOS/CA information is in accordance with the MOU, relevant 
laws, regulations, and policies and have measures in place to detect and 
counter unauthorized activity. 
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f. Ensure that information will be accessed only by authorized users pursuant 
to the MOU including any personnel detailed to USFWS/OLE from a third 
agency or contractors whose duties while detailed to USFWS/OLE require 
access to DOS/CA visa data: 

(1) Users must be properly advised of the rules governing the handling 
of data including specialized handling necessary for data on u.s. 
citizens, and lawful permanent residents covered under the Privacy 
Act, as well as the law pertaining to confidentiality of visa records. 

(2) Authorizations must be kept current in light of actual job 
responsibilities of individual users. 

(3) When an individual no longer has a need to access DOS/CA visa 
records, access will be promptly terminated by USFWS/OLE 

g. Respond to DOS/CA audits to ensure appropriate access, handling, and 
disclosure of visa records based on confidentiality requirements under 
Section 222(f) of the Immigration and Nationality Act (INA). The results 
of such audits will be reviewed within DOS/CA. By conducting such 
audits, DOS/CA will be able to respond to inquiries regarding how 
DOS/CA data is being used. 

C. Unauthorized Activity 

1. The Parties acknowledge that the term "unauthorized activity" includes 
unauthorized access, use, dissemination, disclosure, storage, or disposal of DOS/ 
CA visa data. 

2. USFWS/OLE will immediately, or as soon as practicable after becoming aware of 
the event, report all unauthorized activity including breaches of visa data to 
DOS/CA. 

3. If either Party determines that there has been or may have been unauthorized 
access, use, dissemination, storage, or disposal of DOS/CA visa records - or any 
other breach of the confidentiality relating to DOS/CA visa records - and as 
otherwise required in compliance with applicable laws, regulations, and policies, 
each Party will promptly take appropriate disciplinary or remedial actions and 
notify the other of its actions pursuant to applicabl e law. 

4. In addition to any disciplinary or other action taken by USFWS/OLE, DOS/CA 
may give a written warning against further unauthorized access; or suspend or 
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terminate access to CAlVO visa data for individual USFWS/OLE employees, 
including contractors and detailees from third agencies, who have engaged or are 
suspected of engaging in unauthorized activity or have failed to comply with any 
of the provisions of the MOD. 

5. USFWS/OLE personnel who have had their access suspended must be re-trained 
on the terms of this MOU, and applicable data confidentiality, privacy and 
security requirements, for reactivation of access to DOS/CA visa data. 
USFWS/OLE must provide written documentation to DOS/CA evidencing that 
this re-training has occurred to include the employee's signature. 

6. USFWS/OLE acknowledges that it will only transmit or store visa data derived 
from the CCDi on USFWS/OLE's internal storage systems and internal email 
systems consistent with the terms of this MOD. Any data derived from the CCDi 
that is transmitted or stored on USFWS/OLE internal systems must include the 
following language: "The visa iriformation contained herein is cOf?fidential under 
section 222(f) of the Immigration and Nationality Act and may not be further used 
or disclosed without the express consent of the Department of State. " 

C. Data Accuracy 

1. Should a USFWS/OLE user discover an error in any DOS/CA visa records and 
data USFWS/OLE will report such error to DOS/CA. 

2. DOS/CA will undertake to correct errors in visa databases consistent with its 
regular policies and practices. 
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