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Frank E. Miller Jr.

Family Palicy Compliance Office BY:i o - -
U.S. Department of Education

400 Maryland Ave, SW

Washington, DC 20202-5437

Dear Mr. Miller:

[ am writing to request your official opinion on how the standards for sharing student infoermation in the
federal Family Educaticnal Rights and Privacy Act (FERPA) impact a bill that | am authoring within the
California State Legislature.

My Assembly Bill 2160 aims to streamline the application process for Califarnia state financial aid known
as the Cal Grant program, which is administered under the California Student Aid Commission (CSAC).
in order to apply for a Cal Grant, students must complete the Free Application for Federal Student Aid
and their verified grade point average (GPA) must be received by CSAC before March 2™ each year.
Unfortunately, the GPA component of the application process is not always completed, rendering many
students ineligible for aid.

As a solution, my proposed legislaticn would require California’s public high schools to send the GPA of
every 12th grade student to CSAC electronically. In order to capture all students in this financial aid
reform, the bill designates every 12th grader enrolled in a California public school as an applicant for a
Cal Grant, in lieu of an opt-in provision. The student's parent or guardian would be notified of this
designation and be permitted to opt out, if desired. This designation is intended to make the transfer of
every student's GPA from their high schoot to CSAC permissible under the financial aid exception in the
FERPA statute (20 U.S.C. § 1232g(k){1)(D)). The details and exact language of my proposed changes to
existing California Education Code are contained in the attached document for your review.

AB 2180 will remove a common barrier to state financial aid and improve access to higher education for
thousands of students across California each year. | lock forward te receiving your official opinion about
the consistency of this language with the FERPA statute and welcome any drafting suggestions from yout.
Since we are approaching the end of this year's legisiative session in the California State Legislature, |
hope to receive your official opinion by July 21, 2014, Thank you for your consideration of these issues.

Sincerely
{bY(B): (b)(7(C)

-

PHILIP Y. TING
Assemblymember, 19th District
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COMPLAINT UNDER THE FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT
(FERPA)

06/09/2014

ECEWEf
TO: Family Policy Compliance Office % 4 S
U.S. Department of Education AR
400 Maryland Avenue. S W.
Washington, D.C. 20202-4605 BY: oo -
RE: School In Violation Of FERPA

I hereby lodge an official complaint against the School District of Clark County on behalf o
(L)E) X7 ]who attended |PX0): (0)7(C) | School for what 1 believe to be:

[ ]Inappropriate maintenance of records/content
[ X] A violation of the Family Educational Rights and Privacy Act of 1974,

The nature of the complaint is as checked:
[ ] Challenge to Record or Content
~__ Inaccurate
__X_ Misleading

Incomplete

X Inappropniate

Record challenged may be identified as:

Title: Letter submitted by [2X8 ©X7C) ]containing progress and hygiene information of a minor,
{)E). BNT(C) | while he was a student/peer in her classroom. The letter was submitted to his aunt,
(b)) (BXTC) ]Co-worker, at [P)X®) ®X7(©) Jrequest without parental consent. The

letter was not used for academic concern but to promote favor in a custody battle forl&X6L ©X7C) |
brother, (L6 OXFCT ] Tt was submitted to a District Court in Clark County. The letter was not on
letterhead or in the minor child's file maintained by the school. No parent of the child was notified or
requested the information. Information in the leiter was not communicated to the minor's sole custody
parent and information was misleading. It stated that in[®5) B)7(C)_____]opinion, the child would need
special services education with a delay and currently the child does not use special education avenues
for learning.

Date: 06/13/2013
Person responsible for Entry or person currently maintaining record: [2)©) (0X7C) |School
Date challenged content discovered: June 6, 2014 (When motion was served to minor's parent)

[ ] Alleged Violations of Act or Regulations

Failure to provide notification of all rights (totally or in needed language)
Failure to publish local access and hearing procedures
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____ Inappropriate person(s) grant denied access
___Failure to provide interpretation assistance as requested
____ Failure to provide requested hearing
___ Failure to provide uninvolved hearing officer
_ Failure of hearing officer to provide written opinion within reasonable time
_x__ Inappropriate sharing of confidential information
Other:

Date of Violation:  June 11, 2013 B
Date Violation Discovered if different from above:  June6, 2014

Other Relevant Information:
(Use this section to add any additional explanatory comments)

Copies of the letter and statement from Randi M. Chatterton are included

—

Seware Toenle [ )'f
)HBXTC)

(D)), (b)(7(C)
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{b)(6); (b)7{C)

ECEIVE

SUN bw 2B

BY: .-

May 25, 2014

Family Policy Compliance Office
LLS. Department of BEducation
400 Maryland Avenue, SW
Washington, DC 20202-8520

To Whom It May Concern:

I am writing regarding a possible, unintentional violation of FERPA and/or other education law by
an employee of the (BB} B)7C __Jwhile T was enrolled as a docroral student there.
Admirredly the situation is surrounded by a fair amount of drama, but T will make cvery effort to
limit the influcnce of that and focus on facts as I am awarc of them.

I was accepted as a PhD student in school psychology at the (RYE) {D)(7{C) hnd began
study in the fall semester of 2011, [RELENC]__Jwas assigned as my advisor. He was provided with
a copy of the transceipl from my master’s degree program (also in school psychology, at[RETGYT]
University}. Rather than properly advise me (as other students were advised) during the summer as to
which courses T should enroll in, he continuously postpened our advising mecting until the first week
of classes.

When | entered his office, he began to look for my IREY G ] transcript, but couldn’t find 1t initially.
He looked a bit more, but again, to no avail. We both apreed that 1 had sent it to him. In the inrerests
of making the meeting time efficient, T ultimately remote-connected to my personal computer and
retrieved an unofficial copy in PIOF format which he printed.

The potential FERPA violaton lics 1n that he lost an official transcript frornl,.'mvcrsily,
containing my full name, YA ¥ kstudent identfication number, the last four digits of my social
sccurity number, and so on. “I'he transcript was at no time authorized or considered public
information.

To this day, 1 have received no notification that it has been found, As such, I have no idea where it is
or how it may be abused, especially for purposes of identity theft. Althoagh [BX0) Jlikely did not lose
the original transcript intentionally, his failure to adequately secure and protect confidential academic
information from others may constitute 2 FI'RA violation,
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(B)B): (b))

Further complicating matters is the drama earlier referenced. To summarize, he waited too long to
advise me, classes had filled, and his solution was to enroll me in an independent study course with
him, He did nothing as stated in the syllabus and when the situation was reviewed by the then-
department chairperson, one or both of them dishonestly claimed that [RXEL_Jadvised me to sign up
for the independent study in the fall. Since then, and after much prodding, the university has
essentially conceded that [BIEL]did not advise me to sign up for the course in the spring (in fact it
can be demonstrated to be impossible).

As such, if you contact him, T have extreme doubt that he would honestly communicate with you. tle
may even go so far as (0 contact other university offices (such as Admissions) and suddenly produce
an official transeript. If monitored and given any amount of timg, it is doubtful he would find ir.

Again, this complaint should be focused more on the loss of the transcript as a potential FERPA
{and/or other education law) violation, not so much the circumstances leading me to doubt his
ability (o be henest. I can, however, upon request, produce documents supporting my claims in the
independent study matter.

[strongly recominend that he be investigated for this and possibly other violations. Should you have
questions and/or concerns for me, please feel free to contact me via email, fax, and/or 11.S. mail.
Given the serious nature of these allegations I stronply prefer to avoid tclephone conversations as
they are not easily documented and more prone to miscommunication than the written word.

Lappreciale, in advance, your attention to (s matter, and hope that this letter of unfortunate nature
finds you well otherwise.

(b)(B): (bi7(C)
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BakerHostetler

BakersHostetler LLP

811 Mair Stresat

ECE!VE Sutte 11G0

Houston, TX 77002-6111
. L T 7148.751.1800
F 713.751.1717
wewww, Dakariaw.com
BY . ——— Lynn Scssions

direct dial: 713 646, 1352
Isessions@bakerlaw.com

June 13, 2014

VIA OVERNIGHT DELIVERY

Family Policy Compliance Office
1.8, Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-5920

Re. Incident Notification
Dear Sir or Madam:

On June 2, 2014, our client, Riverside Communily College District (RCCD) Icarned that an email
containing student records was sent to an incorrect external e-mail address the previous Friday, May 30.
RCCD inunediately began an investigation and determined that the e-mail contained information about
RCCD students enrolled in spring 2014 semester classes, The data file contained students’ names, home
addresses, preferred phone numbers, student e-mail addresses, birth dates, student identification numbers,
enrolied classes, and, in some cases, Social Sccurity numbers.

At this time, RCCD docs not know if the external email account is active, 1lowever, in an
abundance of caution, RCCD sent letters to affected students and is providing them with free one-year
credit monitoring and identity protection scrvices through Experian. To prevent this from happening
again, RCCD is rcassessing and enhancing security measures, reviewing policies and procedures for
safcguarding student information, and re-enforcing best practices in sceure data handling with its staff.

Commencing on June 13, 2014, RCCD is notifying 34,269 students in substantially the same
form as the letter attached hereto.

Please do not hesitate to contact me if you have any questions regarding this matter.

Sincercly,
{b)i6): (b)7(C)

Enclosure

Affanta Chicago Cincinnatf Cleveland Colimbus Costa Mesa Denvet
Houston Los Angeles New York  Oriandu Phitadelphia Seattle Washington, DC
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(b)) (b)) 20 JUN 2% M9 38

June 18, 2014

Re: Request For Investigation Of The Department Of Education And
Department Of Health And Human Services For Their Failure To Enforce
Requirements Of The Joint Guidance On HIPAA And FERPA

President Obama
Congressman Darrell Issa Chair the of the Committee on Oversight and Government
Reform

Congressman John Mica Chair ofthe Subcommitiee on Government Affairs

Congressman James Lankford Chair of the Heaith Care subcommittee

Congresswoman Virginia Foxx Chair of the House Subcommittee on Higher Education and

Workforce Training

Congresswoman Nancy Felosi, (My Home.District), Help With Federal Agency

Senator Lamar Alexander Chalr of the Senate Health, Education, Labor and Pensions
. Committee _

Secretary Arne Duncan of the Department of Education

Interim Secretary of Department of Health and Human Services

REQUEST FOR INVESTIGATION OF DHHS AND DOEd FOR FAILURE TO ENFORCE HIPAA
AND FERPA PROCEDURES, AND DOEd REGARDING TS RECOGNITION OF WSCUGC
ACCREDITED COLLEGES '

| am requesting that you and your agencies investigate the refusal of the Departments of
Education, Office of Civil Right (DOEd OCR) and the Health and Human Services, Office of
Family Protection, to enforce the provisions of the Family Educational Rights and Privacy Act
(FERPA) and Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule. Further,
1 am requesting that you also investigate the WASC Senior Coliege and University Commission
(WSCUC) for its fallure to ensure that the University of California met the WSCUC standards for
institutional integrity.

| do not make these allegations lightly or without a sufficient basis. | was an attomey for the
UC's.General Counsel for 16 years - 4 as the first ever on-site UC hospital attomey (UCLA) and
12 years in the General Counsel's Office. | was a health attorney for 33 years, handling mest of
the major mental health issues. | was a legal aid attomey who brought several class action civil
nghts suits on behalf of mental patients against a state mental hospital. | subsequently went to
Harvard and received an MPH in Hospital Administration, and a few years later became the
CEQ of the same state hospital | had sued. t provided mere trainings to more people onmore
subjects for the California Hospital Association and when | finally retired from practicing law, the
CHA honored me with their first Distinguished Service Award and further honored me by naming
the award after me.

1
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“In May 2002, the Board of Regents determined that the UC would be a Single Heaith
Care Component for the purposes of complying with the HIPAA (Privacy) Rule.” http://
T ceealiorls s At

| drafted most of the clinic HIPAA documenits as a resutt of the Regents' decision. Sinée the
issuance of the Joint Guidance in 2008, a year after | retired from the University | have been
telling the University that the documents | drafted as a result of the Regents’ decision needed to
be sliminated with the issuance of the Joint Guidance. The UC, like many other colleges,
decided in 2002 to voluntarily apply the provisions of HIPPA to its clinics for various sound
reasons - uniformity, higher levels of confidentiality, training of professional students. However,
after the Joint Guidance it was clear that HIPAA did not apply to university campus health clinic
student/patients, but FERPA and state law did.

Unfortunately, the critics of President Obama who assert that he is more interested In passing
healith care legislation than enforcing it may be correct given the fack of enforcement of his
agencies in enforcing FERPA and HIPAA, This is especially troublesome when you listen to
President Obama powerfully expressed sadness regarding the school shootings such as
Virginia Tech, but his administration including his Secretary of Education and his Secretary of
Health and Human Services have failed fo enforce the requirements of HIPAA and FERPA
foatering the very legal confusion that led to the Virginia Tech massacre. Shameful hypocrisy - a
¢harge | am reluctant to raise.

It was the confusion over these very two federal laws that the review commiitees of the Virginia
Tech shootings concluded may have led to that tragedy. As a result of the Virginia Tech legal
confusion, in 2008 the DOEd and DHHS issued the Joint Guidance on the Application of HIPAA
and FERPA, cleanly stating that campus heaith and counseling clinic information conceming
students was subject to FERPA and exempt from HIPAA. The University of California (UC)
continues to impropeny and illegally apply HIPAA's provisions fo their health and counseling
clinic information regarding students. The refusal of these two federal agencias to carry out
theilr enforcement responsibilities regarding the Joint Guidance and these two federal laws
allows the UC to continue its clear violation of federal iaw, which as reflected by the findings
regarding Virginia Tech could lead to further similar tragedies. Since the Sandy Hook school
shooting, just 18 months ago, there have been 74 school shootings, 36 of which are college
shootings, a number which does not even include events like the isla Vista shooting in late May,
which involved the shooting of 6 University of California Santa Barbara students in the adjoining
student ghstto of Isia Vista. http.//everytown ora/article/schoolshootings!

it is shameful that for all of the publicly expressed sadness and concern by various paliticians,
school administrators and various gavernmental officlals following ever increasing college
shooting tragedies, so many of these same persons have totally failed to camy out their
professional responsibilities which could prevent another Virginia Tech tragedy. President
Obama condemns weak gun laws, questions the role of mental health issues, but totajly fails to
ensure his own cabinet members are enforcing the very federal laws that led to the confusion
that led to the Virginia Tech shootings. Similarly, and quite ironically, University of Califarnia
Presidant Napolltano only last month on the 27th of May expressed her platitudes and ordered
that campus flags be flown at half staff for the UCSB students killed in the adjoining student
community. What she failed to acknowledgs is that six months earlier on Oct. 20, 2013, | sent
her a lengthy document, which detailed in pertinent part the University of California’s improper
and confusing handling of student healihicare and privacy infortmiation by ¢campus staff and a Jist
of questions to ask the UC General Counsel regarding what federal law applied to campus clinic
student health records. (ATTACHMENT E) The UC has failed to comply with the requirements
of the Joint Guidance and the requirements of HIPAA and FERFA for the eptiré 5 years since
the Joint Guidance was issued. The UG exhibits a grealer legal confusion regarding the very
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laws that led to the Virginia Tech massacra than did Virginla Tech. President Obama's two
Departments have failed to enforce the two laws of the Joint Guidance, and as en aside,
President Napolitano has done nothing to remedy the UC’s clear violation of federal law and the
resulting confusion allowing it to continue down an even more confused and potantialiy
dangerous path than the one Vfrgmla Tech took,

Unfortunately, both of President Obama's. enforcement entities, DHHS Cffice of Civil Rights
(OCR) and DOEd Family Policy Compliance Office (FPCQ), despite being aware that the UC is
in clear and complete violation of the Joint Guidance and HIFAA and FERFPA have refused (o
carry out their enforcement obligations for these two federal acts. Shoft of an investigation into
the Obama administration’s failure to meet its enforcement obligations, there is a concern that
there Is no possibility of any future action being taken by DOEd or DiHHS to bring the UC into
legal compliance with the Joint Guidance since Napolitano is a former member of the Obama
Administration and these agencies would not want to put a black mark on their coffeague’s
record.

VIRGINIA TECH SHOOTINGS RESULTED FROM CONFUSION REGARDING THESE TWOQ
FEDERAL LAWS

The post-massacre review committees that reviewed the Virginia Tech shootings concluded that
the massacre may have been preventable had college officials and other members of the
college-community not been confused regarding federal heaith care and privacy laws, most
specifically, HIPAA and FERPA.

*University officials in the office of Judicial Affairs, ...counseling center, campus pelice,
the Dean of Students, and others explained their failure to communicate with one

another or wrth Cho s (tha assatlant) parents by noting their beijef that such

Inreahty federal laws and thelr-state counterparts afford ample
teeway to-share information in potentially dangerous situations.”

mmﬂm This confusion, lncldanlally, creates a setting in whlch any unwersny would

likely have acted as Virginia Tech did.” Expecting The Unexpected, Lessons From The
Virginia Tech Tragedy, Amorican Assoctat:on of State Colleges and Universities, Pg. 4-5
(Nov, 2007).

FERPA NOT HIPAA APPLIES TO STUDENT HEALTH RECORDS

To eliminate this confusion, the DHHS and DOE in 2008 issued the Jo/nt Guidance o clarify that
student linic health records are subject to FERPA and not HIPAA.

FAQ 7. "Does FERPA or HIPAA apply fo records on students at health clinics run by
postsecondary Institutions?

FERPA applies to most public and private postsecondary institutions and, thus, to
the records on students at the camipus health clinics of such institutions, These
records will be either sducation records or treatment records under FERPA, both
of which are éxcluded fiom coverage urider the HIPAA Privacy Rule, even if the
school is a HIPAA covered entity " hitp:/hyww2,.ed, govipolicy/genfauid/inco/doc!
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Simply, FERPA applies to all post-secondary schools receiving any funding from DOEd
programs, which includes the vast majority of colleges in the country. As a result the records of
campus health and counseling dlinic records of college students are subject ta FERPA, and, if
the clinic is a Covered Entity, those of non-students are subject to HIPAA.

“While the heatth recards of students at posfsecondary institutions ¢
EERPA, if the instifution is a HIPAA covered entity and provides heafth care to
nonstudents, the individually Identiflable health information of the clinic's nonstudent
patlents is Subject to the HIPAA Privacy Rule. Thus, for example, postsecondary
institutions that are subject to both HIPAA and FERPA and that operate clinics open to
staff, or the public, or both (including family members of students) are required 1o comply
with FERPA with respect to the health records of their student patients, and with the
HIPAA Privacy Rule wlth respect to the health records of their nnnstudent patlents.”

¢ N len/quid ] D2 1§ Joint Guidance

Student medical information and records are exempt from HiPAA and are instead governed by
FERPA.-When used solely for treatment purposes, they are exempt from the coverage of
FERPA and HIPAA and are subject o stale law. When used for any other purpose within the
university, such as academic decisions about medical withdrawal from class, discipline, financial
assistance, school transfers, academic disability accommadation, ete., they are education
records and FERPA rules apply. FERPA also allows the UC health and counseling clinics to
release treatment records for various reasons. The most common exception 1o the requirement
for a student's written authorization is to a “school official” who has a “legitimate educational
interest.” This disclosure may be made for any reason that allows the school official to carry out
histher professional responsibilities, which may be totally unrelated to the student's health or
academics. Consequently, even clinic treatment records that have never been used for any
other purpose may be released to a “school official” for a “jegitimate educational purpose”
convenrting it into an education record. Simply, under no circumstances is HIPAA ever applied to
campus clinic student health records.

THE LACK OF COMPLIANCE BY THE UC WITH THE JOINT GUIDANCE - THE UC
ILLEGALLY APPLIES HIPAA TO STUDENT HEALTH RECORDS

The review of the Virginia Tech tragedy clarified the responsibility colleges have in being
proactive for clarifying the applicable health care and privacy laws for their employees to
prevent a future tragedy

“Today, it remains the burden of colleges and universities to educate their faculty, staff,

and administrators on the requirements governing privacy law disclosures, Equally
important, however, is the responsibility of school administrators and faculty to
seek clarification whenever a potential disclosure situation arises....[Mjany in
academla should educate themselves on the limitations and exceptions to student
privacy laws. This act alone may help prevent another tragedy.” A Faifure to
Communicate: Did Privacy Laws Contribute to the Virginia Tech Tragedy? afta.//

law.wlv edu/deptimages/journal % 2001%20civil%20rights %20and%20social %2Qjustice/ ~ /~
Brusca%20&%20Rsm.pdf p. 167.

The UC General Counsel Chariie Rohinson, President Napolitano and other officials have
knowingly and Intentionally done the very opposité of the above findings and recommendations,
They have knowing applied the wrong law and misrepresented their practices to campus clinic
student/patients confusing many if not most of theé campus and clinic officlals as to what law,
exceptions and limitations apply. Atleast at Virginia Tech there was only ignorance and
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confusion about the applicable federal law; the UC has added the element of intentional
misrepresentation by the University administration.

Despite the fact that in 2008 the Joint Guidance clarified and reiterated that the student heaith
- clinic records of all eolieges recelving federal funds are subject ta FERPA, the University.of .
Califorria student health clinics continue {0 imprepeny apply HIPAA to their student's heaith
records. The University of Califomia Santa Barbara, my alma matter, as recently as the date of
this correspondence continues to disregard the Joint Guidance and UCSB's own HIPAA website
states that it apphas HlPAAto all of its health care cllmc records for students and non-students
. paga/siy P otice. asp?page=ge rlfo'/

(ATTACHMENTS A & B)

“UCSB has always had privacy and patient confidentiality standards in place to ensure
appropriate access or disclosure of protected health information. A federal law called the
Health Insurance Portability and Accountability Act (HIPAA) now provides additional
safeguards for ensuring that your health information is adequiately protected. HIPAA also
requires UCSB to provide you with a Notice of Privacy Practices (Notice) which explains
how your medical inforrnation may be used and disclosed and also explains your rights
related to your medical information.”

UC studénts are provided a HIPAA Notice, which details the standard provislons that most
persons receive when they go to their doctors office. However, the pravisions that do apply fo
student heaith records, as stated In the Joint Gufdance, are FERPA’'s. One of the greatest
fraudulent misrepresentations ever made on Californians has been made by the University of
Califomia to hundreds of thousands of UC students over the past 5 years since none af the
provisions in the HIPAA Notice they receive actually apply. Rather the UC surreplitiously and as
desired applies the provisions of FERPA rather than those contained in their HIPAA Notice_ It
applies HIPAA in violation of federal law, and lis use of FERPA makes the HIPAA Notice an overt
misrepresentation and fraudulent document.

While UCSB has maintained separate heaith and mental health HIPAA Notices, on September
13, 2013, 5 years after the mandate of the Joint Guidance, the UC Office Of the President
issued a new fill-in the blank campus HIFAA Notice that the other campuses use. The same
HIPAA haadmg and language is contained in the fi Ii-in HIPAA Noiice bitp:/iwww,ucop,edu/

dit-g files liance - (ATTACHMENT
Whataver format, separate or unified health center and counseling center HIPAA Notices, every
UC health and counseling clinic, in one form or another, continues to violate the Joint Guidance
and wrongfully applies HIPAA.

The Obama’s Administration, despite the President's speeches condemning these mass
shootings, his DOEd and DHHS have refused to step forward to enforce the applicable laws and
hold the UC and its officials accountable. Presumably Napolitano as Homeland Director was
aware of the causes of the tragedy at Vlrginla Tech. Despite several requests as early as
October 2013 for Napolitano to address the issue of noncompliance with federal laws covering
campus health clinics, along with specific information regarding the UC’s misconduct, she did
nothing bul Issue a few platitudes after the recent shootings of UCSB students in the nearby Isia
Vista community in May 2014. Seven years after Robinson became the Ganeral Counse| he
atill doesn't even know what the applicable federal law is for the campus clinics. Given his lack
of legal leadership, which coniributed to the UC. Davis Pepper Spray-Police Riot, the UC, the
post-secondary icon of student accupations and pollce overreaclion for the 80's, the UC’s chief
legal officer had no idea what to do. Robinsen has created such a dangerous legal environment
at the UC that the |east Napolitano could do is raise the UC risk code color to red.
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DHHS-OCR, THE ENFORCEMENT OFFICE FOR HIPAA REFUSED TO ENFORCE THE
REQUIREMENTS OF THE JOINT GUIDANCE

In 2010, | wrote Ihe local San Francisco Office, Department of Health and Human Services,
Office of Civil Rights (OCR), the HIPAA enforcement agency, detailing how the UC was Wolatmg
federal Iaw and the Joint Guidance by applying HIPAA to its student clinic records.

| wrote Michael F. Kruley, OCR's Regional Manager in 2011, highlighting that FERPA applied to
student health records and that HIPAA applied to the health records various groups of non-
studentis:

1. Non-student patients, such as faculty, joint counseling partners, or family members,
are treated at campus health and counseling clinics and are subject to HIPAA and not
FERPA; and

2. Persons from the community who are nof students are regularly treated at the student
psychology training dinics, and their records were subject to HIPAA and not FERPA.

OCR Regional Manager Michael F. Kruley responded that the UC clinics should not have
applied HIPAA to student health records since they were exempt from-HiPAA and therefore
OCR, the enforcement agency far HIPAA, would ciose my complaint:

*OCR will not be able to accept your complaint for investigation. Your allegatton that the
University of California misrepresents its uses and disciosures of student records, even if
fully substantiated, would not violate the Privacy and Security Rules. The Privacy Rule
protects all *individually identifiable health information” held or transmitted by a covered
entity. The definition of thls {Pmtacted health information” held or transmitted by a
covered entity. The definition of the “protected health information” in the HIPAA Rules
specifically excludes education records covered by the Family Educational Rights an
Privacy Act (FERPA). FERPA applies to most public and private postsecondary
institutions and, thus to the records on students. at the campus health clinics of such
Institutions. These records will be either education records or treatment records under
FERPA, both which are excluded from coverage under the HIPAA Privacy Rule, even if
the school is a HIPAA covered entity. So, although the entity itself may be covered by
the Privacy Rule under HIPAA, the health information about students maintained by it is
excluded from the definition of protected health mformatlon Therefore, OCR is closing
this complaint. (See Aftachmant D)

The only concern OCR had was to close the file on the compiaint and to avoid any additionai
work which fnvolved enforcing the federal law it was responsible for. Why would DHSS OCR
the HIPAA enforcement agency close my complaint and:

1. Nottell the UC, a HIPAA Covered Entity, that the student clinic records it was treating as
baing subject to HIPAA were in fact not subject to HIPAA;

2, Not tell the many UC dlinics, HIPAA Covered Entities, that the student records they were
treating as being subject to HIPAA were in fact not subject to HIPAA;

3. Nottell the UC or its clinics, both HIPAA Covered Entities, that they were
misrepresenting their practices to students by providing a HIPAA Notice, while various
officials surreptitiously applied FERPA's provisions.

4. Nottell the UC or its clinics, both HIPAA Cavered Entities, that they were
misrepresenting thelr practices to students by inappropriately providing them with an
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inapplicable HIPAA Notice, while various officials inappropriately applied HIPAA
provisions,

5. Not tell the UC or its clinics, both HIPAA Covered Entities, that some of their patients are
subject to HIPAA and and others are hot, Kruley, the Regisnal Manager for OCR did
quaote the language from Joint Guidance FAQ 7 regarding students not being subject to
HIPAA to support the closing of my complaint, but he did not quote the tanguage from
FAQ 7 regarding nonstudents who were subject to HIPAA since that language would
have forced him to keep my complaint open and investigate it. (“if the institution is a
HIPAA covered entity and provides health care to nonstudernts, the individually
identifiable health information of the clinic’s nonstudent patiants is subject to the HIFAA
Privacy Rule") '

6. Not notify its sister federal agency, the DOEd FPCO, the FERPA enforcement agency,
that the UC and its clinlcs were improperly providing FERPA students with a HIPAA
Notice and that the UC was not properly following the requirements of FERPA and the
Joint Guidance regarding the confidentlality of student clinic records;

7. Not notify its sister federal agency, the DOEd FPCO, that OCR was gcing to.close my
complaint and that OCR was not going fo investigate whether the UC or its clinics were
violating federal law - so that FPCQ could investigate the violation of student FERPA
rights, '

DOEd FPCO, THE ENFORCEMENT OFFICE FOR FERPA REFUSED TO ENFORCE THE
REQUIREMENTS OF THE JOINT GUIDANCE

Michael Kruley, the Regional Manager for OCR’s San Francisco HIPAA enforcement agency
stated in his letter of May 8, 2011, “For information about FERPA, please contact (FPCO)...." |
then contacted FPCO detailing how the UC violated the Joint Guidance by apply HIPAA and
violated federal Iaw by not epplying FERPA. The FERPA enforcement agency, FPCO refused to
take any action to enforce FERPA because [ was not a student.

“FERPA vests the rights it affords in the eligible student. The statute DOEds not provide
for these rights o be vested in a third party who has not suffered an alleged violation of
their rights under FERPA. Thus, we require that a student have "standing.” i.e., have
suffered an alleged violation of his or her rights under FERPA, in order to file a
compiaint.” hitp://www2_ed.gov/policy/geniguid/fpco/ferpalstudents. him|

The problem with restricting enforcement to complaints by students is that within the UC’s
context of Its fraudulent misrepresentation that the UC is providing confidentiality for student/
patient records under HIPAA, there is no way a student would know that histher FERPA rights
were being violated becauss the UC keeps telling him/her that HIPAA was the applicable iaw.
Further, not only did the UC fail to advisa the student/patient that FERPA applied to histher
medical records, it specifically advised the student that it did not. UCSB on its website
captioned “FERPA for Students” specifically states:

*Education records do not include ...Medical records....” https://registrar.sa.ucsb.eduf
FERPAstu.aspx

This language is in direct confiict with FAQ of the Joint Guidance:

These records will be either education records or treatment records under
FERPA, both of which are excluded from coverage under the HIPAA Privacy
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Rule, even if the school is a HIPAA covered entity.” hitp:/fwww2 ed govipolicy/ '/

gen/auid/fpcoldoc/ferpa-hipaa-quidance.pdf

Thers would be no reason for a student to even know about the existence of FERPA, and if s/he
did, na reason to connect issues involving his/her medical records to FERPA since s/he
received repeated HIPAA Notices of Privacy Practices and an advisement on the FERPA page
that FERPA's education records. did not include medical records. As a result it would be unlikely
that FdERPA complaints would be filed with the FPCO by a student regarding his/her medical
records.

FERPRA USE AND DISCLOSURE EXCEPTIONS NOT REQUIRING STUDENT CONSENT
ARE VERY DIFFERENT THAN THOSE FOR HIPAA

FERFA, the applicable federal law, has very different restrictions and exceptions, with only a few
belng similar to those in HIPAA. For example, under FERPA a student’s health care information
may be disclosed without the student's consent or knowledge to another UC “school official” for

a “legitimate educational purpose.”

“[TIhe term "school official” ... (includes) professors; instructors; administrators; health
staff, counselors; attomeys; clerical staff. trustees; members of committees and
disciplinary boards; and a contractor, volunteer or other party to whom the school has

outsourced institutional services or functions,” hitp:fAwww2 ed. gov/policy/gen/quidifpco/ v
ferpa/students.himl

A school official has a legitimate educational interest if the official needs to review an education
record in order to fulfill his or her professional responsibilities. This responsibility does need not
be an academic or health care Interest, it could include disciple, financial aid, information to a
school the student has applied to, etc. http://iwww?2 ed.gov/policy/gen/guidffpco/ferpa/
students.html

There is absolutely nothing in the myriad provisions of the HIPAA Notice of Privacy
Practices that the student is provided which details the ways in which the student’s
health care information may be used or disclosed that would cause any student/patient
to beligve that his/her medical information could be provided under FERPA to a school
official for a “legitimate educational interest” tofally unrelated to the patient’s treatment,
without the patient’s consent and over the patient's objection. The UC's HIPAA Notice is
an absolute fraud and misrepresentation when the student is told that his/her heaith care
information will only be disclosed for (HIPAA) reasons A, B, C and the UC actually releases
ifformation for (FERPA) reasons C, D, and E - E being a fegiimate educational interest.

The UC falsely tells the student/patient that her/his health information is protected, and
camplelsly fails to carry out its legal duties and privacy practices providing a bait and switch of
laws, citing HIPAA and following FERPA. Obviously, the UC does not follow the restrictions and
exceptions contalned In current HIPAA Notice, since the current Notice is a HIPAA Notice and by
Jaw the records of student/patients are excluded from HIPAA's coverage and subject to FERPA
and state laws different restrictions and exceptions.

LIES, FALSEHOODS, DECEPTIONS, IGNORANCE AT THE UNIVERSITY OF CALIFORNIA IS
GREATER THAN CONFUSION AT VIRGINIA TECH

As a result of General Counsel Robinson's lack of legal leadership in this area, and President
Napolitano's lack of administrative oversight the UC remains a permutation of multiple
discoerdant legal theories when it comes to the issue of how to handle the disclosure and use of
UC clinic health care and mental heaith information of student/patients.
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1. Many campus and some dlinic officials are advised that the provisions of FERPA control
all student educational records, including their clinic medical records.

2. Other campus and clinic officials. are toid that the HIPAA Notice that students. receive
controls the use and disclosure of their Realth care information.

3. For various reasons, some personnel are told to give out the HIPAA Notice, but to follow
FERPA when disclosing information.

4. Some staff beliovae they are not providing a true HIPAA notice but what they call a
“virtual” or “faux” Notice. They believe it is a Notice of their practices and not a “HIPAA
Notice® because the heading doesn't say *HIPAA”" on if. The UC staff don't reaiize that 2
HIPAA Notice of Privacy Practices DOEds nof include the ward "HIPAA” in its heading.

“THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GETACCESS TOTHIS
INFORMATION. PLEASE REVIEWIT CAREFULLY." hitp://www.hhs gov/ocr/privacy/

hipaa/admini ivelpriv rdec 118

5. Others, especially some health care providers, continue to use a HIPAA Notice because
they don't want to tell students that FERPA applies because If students find out that their
heaith care records could be disclosed to a school official they fear students may quit
using the campus ¢linic and go elsewhere for medical services.

Simply the UC staff and officials are so confused as to whether they foliow HIPAA, FERPA,
both, neither, say one and use the other - much less which state law applies or whatto do if a
state faw conflicts with FERPA or HIPAA. Even when they realize that the UC attorneys and
General Counsei have no idea what law should be followed, the staff follow their [awyers who
are as confused and sometimes just plain disingenuous. Saying that their lawyer told them to
follow HIPAA, even knowing it is improper allows officials and clinic directors to avoid conflicts,
Unfortunately, becausae there is so much confusion among the UC's legal counsel, that same
canfusion is transferred to UC staff which explains the variety of conflicting bellefs stated above
- shades of Virginia Tech.

IN ADDITION TO THE UC'S MISREPRESENTATION OF ITS PRACTICES AND THE
FEDERAL AGENCIES REFUSAL TO ENFORCE FEDERAL LAW, DEPARTMENT OF
EDUCATION APPROVED ACCREDITATION AGENCIES FAIL TO ENFORCE THEIR
ACCREDITATION STANDARDS

Ideally the UC should comply with UC paolicies, federal and state law. It has close to 20 HIPAA
Privacy Officers in the university system yet not a single one, including those at each campus
had the expertise (or perhaps courage) to state thet the campus clinics are in violation federal
law by applying HIPAA to the student clinic records. The two federal agencies are unwilling to
enforce HIPAA and FERPA. This leaves essentially Accreditation entities such as the WASC
Senior College and University Commission (WSCUC). WSCUC has the obligation to enforce its
standards especially in the area of institutional integrity for which it has specific provisions for
summary investigations and show cause orders | provided WSCUC with a lengthy anaiysis of
the UC violations. of state and federal law and-its own policies. However, | tried to simplify the
problem for their review by providing the URL for the Joint Guidance, which states FERPA and
not HIPAA applies to student clinic records and the URL for UCSB stating that UCSB followed
HIPAA, and for the UG's HIPAA Notices. Given that clear dichotomy of what was legal and what
was being lllegally done, WSCUC responded in a letter dated June 2, 2014 stated:
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“The concerns you cite relation (sic) to UC system-wide adharence fo federal laws and
regulations in HIPPA and FERPA are considered fo be a third party comment, not a
formal complaint, since they do not dirsctly involve yout. By Commission policy, third
party comments are maintained In WSCUC records, but do not require a response or
further action.”

Every college WSCUC accredits is subject to the Joint Guidance, and virtually ever college they
accredit is subject to the rule that HIPAA does not apply to student clinic records. WSCUC is
also very famillar with the findings of the Virginia Tech shootings and role confusion regarding
HIPAA and FERPA played. | provided WSCUC with the same URLS for the Joint Guidance and
UCSB's HIPAA page and HIPAA Notice. WSCUC knows from reading those 3 URLS that the
UC is in violation of federal law and has created a confusion similar to that at Virginia Tech.
WSCUC knows this; it doesn’t have to investigate to khow this - the federal and UC URLs
definitely show the illegality. And even knowing this prior to any type of formal investigation
WSCUC is willing to ignore it and allow 1) the misrepresentation of hundreds of thousands of
students regarding their healith care Information over the past 5+years and 2) these campuses
to be as confused about the federal law as Virginia Tech and risk tha same potential for harm.
The DOEd needs to be investigated as 1o why it accepts the accreditation of WSCUC.

CONCLUSION

The Department of Heaith and Human Services, Office of Civil Rights and Department of
Education, Family Protection Compliance Office, the two enforcement agencies of the Joint
Guidance, should be investigated for their misfeasance and nonfeasance in failing to enforce
the HIPAA and the FERPA:

1. In 2008 the US Depantments of Education and Health and Human Services issued the
Joint Guidance stating that student health care records were subject to FERPA and
excliuded from coverage by HIPAA,

2. The Joint Guidance stated that HIPAA did cover non-student patients at clinics of
Covered Entities;

3, In 2011, Michael F. Kruley, Regional Manager of the San Francisco DHHS OCR office,
the HIPAA enforcement agency, issued a Ietter reiterating that student health records
were subject to FERPA and not HIPAA and would nof investigate my comiplaint regarding
the UC's clinics applylng the wrong federal law - even though he assumed | was correct
- because the clinics were not covered by HIPAA,

4. In 2003, with the initiation of HIPAA, the UC applied HIPAA fo all of its health and
counseling clinics and has continued to do so up to the present day, even after the
Issuance of the Joint Guidance In 2008 and OCR’s letter that HIPAA did not apply in
2011;

5. In September 2013, 5 years after the Joint Guidance's statement that student heaith
care records were excluded from HIPAA, and 2 years after Kruley's letter, the UC Office
of the President issued a new HIPAA Notice to be used by ali campus clinics, a HIPAA
hospital form to replace the tailored and more appropriate clinic form - continuing fo
illegally apply HIPPA (o this very day;

8. Inthe 2013 HIPAA Notice, the UC clinics continued to advise their patients to contact
DHSS QOCR if they had a camplaint, 2 years after Kruley stated his offlce would not
accept any HIPAA complaints regarding campus clinics.

7. Thereis a general-consensus among those who reviewed the Virginia Tech massacre
that confusion of the Virginia Tech college officials regarding applicable heaith care and
privacy law may have contributed to the shooting massacre;

8. Under the Joint Guidance, FERPA, HIPAA and the letter of Michael F. Kruley, Regional
Manager for DHHS OCR, campus clifiic health care records of students are subject to
FERPA and excluded from HIPAA,
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9. Despite the fact that all of thesa federal entities state FERPA applies to the UC cimics,
General Counsel Robinson, who has no health care legal experiencs continues to assert
and knowingly misrepresent to UC student patients that HIPAA applies to their records;

10. President Napolitano, having been advised in detail that as a result of the language of

. the Joint Guidance, and FERPA and KRIPAA, the UC is in violation of federal law by
applying HIPAA to its student health records.. She has failed to investigate or have
someaone investigate as to whether the UC is in violation of federal law - failing tc do so,
her nonfeasance permits the continued misrepresentation of thousands of students
regarding their clinic health care information and privacy;

11. UC Generai Counsel Robinson through his attomeys inconsistent, inaccurate and total
lack of iegal guidance has knowingly.created an environment of legal confusion for

- students and staff as great as that at Virginia Tech;

12. The refusal of OCR and FPOC to Investigate the UC's practices, despite being
requested to do so, and having full knowledge that the UC is in honcompliance with
federal law have aliowed hundreds of thousands of UC students to be misrepresented
as to their heaith care and privacy rights;

13. Despite Virginia Tech’s lesson that confusion regarding FERPA and HIPAA may have
facilitated the shootings, and could happen again at any other confused college, the two
federal enfarcement agencies, FPCO and OCR failed to take any action, provide any
notice to the UC, provide any information to each other, do anything except to avoid
doing any work which only led to greater confusion and an increased likelthood of harm
within the University of Califomia system; '

14. Appropriate enforcement by federal officers to protect students from the factors that led
to the Virginia Tech tragedy is much more important than condolences from officials after
such a tragedy in which they or their agencies failed to act. :

The UC may be the most legally confused educational institution in the country, and it is
unbelievable that the US Departments of Education and Health and Human Services failed to
carry out their duties, permitting the UC's confusion to grow and prosper, violating the student/
patients healthcare and privacy rights and placing them aft increased risk of harm or even death.

CORRECTIVE ACTION

A corractive ptan has to be created to advise students of any improper uses and disclosures of
their health records that were made under HIPAA since 2008 that did not comply with the
requirements of FERPA. Are payment, treatment and healthcare operations disclosures and
uses are permmitted under HIPAA without a signed authorization of the patient valid under the
applicable law, FERPA. If not what notice must be provided clinic patients to advise them of the
improper disclosures11? More importantly what remedies do student patients have for these
ilegal uses and disclosures, Legal services for patients should be paid for by the UC regarding
the rights the student may have, especially if HIPAA and FERPA did not apply but state law did
and it was not complled with. '

Cordially,

LbieY DIF{C) |
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June 26, 2014

Dale King

Dircctor

Family Policy Compliance Olfice
U.S. Department of Education
400 Maryland Avenuc, S.W,
Washington, D.C, 20202-5920

Re: Exposure of non-directory Information at Bloomsburg University of Pennsylvania

Dear Mr. King:

As a courtesy notice to the Family Policy Compliance Office (FPCQ), Bloomsburg University of Pennsylvania is
voluntarily notifying the FPCO of a recent incident of inadvertent disclosure of student information. The
following information outlines the disclosure and how it occurred, what steps were taken in response to the
incident and steps planned or in progress to prevent future similar incidents from occurring.

On June 7, 2014, a Bloomsburg an,rsny alumnus contacted[EELEITC) ] professor of [REL O]

DL BT ] He indicated that he had found twn dof.umcnts that contained what he assumed
were current BU student names, Social Security numbers and assessment scores from an instrument administered
to incoming education majors, On June 9, 2014, members of the information technology staff were ablc to
confirm the availability of the documents and verify that the names and other personal information belonged to 46
current or former BU students, The two documents were web-linked as exhibits to the institution’s National
Council for Accreditation of Teacher Education (NCATE) Institutional Report that was posted 1o a password-
protected website in November 2012.

While the NCATE Institutional Report itself was accessible only by using a password known to a few BU
employees and NCATE reviewers, the linked documents would appear if an individual conducted a Google
search with very specific scarch criteria, thereby making the documents publicly available. Tt is important to note
that the Social Security numbers that appeared on the documents were entered by the students themselves despite
explicit instructions not to use them as a log-in credential,

[ sent a message of apology and concern 1o all 46 students and alumni identified as being affected by this incident.
In this message, the universily informed the students and alumni that certain personal information regarding them
was contained in documents available on a BU website. As part of thal message, the university apologized for the
error and explained that the university is committed to maintaining the privacy of student information and will
assess its practices for protection of personal information. 1 also authorized the purchase of eredit manitoring
services for one year. Contact information for Wayne Mokhr, dssoc:latc vice prumdcnt for 1L.chnolog_,y was listed Tor
students to ask questions or voice concerns,

Carver Hall @ Bloomsburg University w 400 East Second Street @ Bloomsburg, PA 17815-1301
Phone: (570) 389-4526 o FAX: (570) 389-3899

A Member of the Pennsylvania State System of Higher Education
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The university has protocols in place to protect confidential information. In this particular case, a few students out
of many hundreds sclf-entered Social Security numbers into an online asscssment instrument despite clear and
explicit instructions not to do so. This personal information was then transferred to the documents that were
exposed. Prior to this incident, the university had initiated a process 10 check for, and eliminate, personal
information {rom this and other data sources.

We hope this explanation of the recent event is helpful to you if any inquiries are made to the FPCO regarding the
exposure of the information on these documents. Plcase let me know if there arc any further steps that you might
suggest we take to address this incident.

Very truly yours,
{b)(6), (B)F(C)

David L. Soltz, President

Carver Hall o Bloomsburg University e 400 East Second Strect e Bloomsburg, PA 17815-1301
Phone: (570} 389-4526 @ FAX: {570) 389-3899

A Member of the Pennsylvania State System of Higher Education
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6/15/14

{b){B): (b)(7(C)

Attn: Family Policy Compliance Office/FERPA
US Dept. of Education
400 Maryland AVE SW

Washington DC 20202

To whom it may concern

A teacher within the Lakewood School District ([EXE) B)7ic) ) abused her authority, gained access to a
confidential district document, and presented it for persanal use in her argument for a civil court
hearing (11/4/13) ta the Snohomish County District Court Cascade Division. This document was not
subpoenaed but given by the teacher [B)E) (B)71C)_]) as evidence of a sample of my handwriting in a civil
matter. New, this document is public record.

The teacher [ET or7ecy ) collected this information in her professional rele as my son’s teacher,
explaining in writing at the top of the document that the information provided would be “kept together
in a file to assure confidentiality”. She was not given permission to share this information. In fact, |
signed a privacy contract with the [£)E) 0)7(C) ISchool office protecting these types of
documents,

This document includes my son’s legal name, date of birth, medical allergy infarmation, parent
addresses, and where parents can be contacted in case of emergency. The document also includes the
school name, teacher name, and class making it easy to identify our son and find him within the school.

The Lakewood School District was made aware of my concern on various occasions verbally (Mrs.
LD ] Principal and|(b)6)_BX7CH [B)F) OXT7C) —_) and in a formal written citizen’s
complaint dated 11/12/13 {Superintendent Dennis Haddock). These complaints were not taken
seriously. In fact, the latest set of publically disclosed records | received from the district (6/4/14) shows
[RXE) BXT(C) ) suggesting that the teacher [E}E] BX7c] ]} “could have provided”
this document in court if she did so as a “sealed entry” thus protecting the document from becoming
“public record”.
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Please consider this an official complaint against the Lakewood School District, specifically [)5). {D)7{C)
and the violation of our FERPA rights.

Sincerely,
(b)(B); (b)7(C)

Woistrict: Lakewood School District # 306
Superintendent Michael P. Mack {Dennis Haddock)
PO Box 220
N. Lakewood, WA 98259

(360)652-4500
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Family Policy Compliance Office

Department of Education

400 Maryland Ave

, S.W.

Washington, D.C. 20202

June 24, 2014

NECEIVER
E’ JUL 08 7,

R S

Please except the following copy of emails and this letter as a formal

complaint against

(B)B); (b))

School,

(O)E); (L)(7{C)

ME. | have

tried to communicate with the administration there to no avail. They
have ignored my emails and now | am sending them to you and the Board

of Directors at

(b)(6). (o)(7(C)

School in hopes that they will no longer

be ignored and something will be done about this serious complaint of
lawlessness in this school system. If you need anything further from me

you can call me at

|{b){6); {b)7{C)

_lor email me at

(0)(6); (b)7iC)

or the address below. Thank you for your help.

epic.org

(b)) (b)(7(C)
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(b)) (b))

June 3, 2014

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avcnue, SW
Washington, DC 20202-8520

To Whom It May Concern:
[ am writing to you on behalf my clicnt{®®)®X7C)  Jand his mother, [PE2 O | The

Legal Aid Socicty represents{®X0: OXC)in an on-geing Family Court matter.

I have attached a letter from [EELBXC) Jdetailing a violation of contidentiality of [£X9 ®X/C)

(D)) (b))

letter explains, in

school rccords by a dean at|[D)5): ®)}7(C) |in the Bronx. As
March 2014 the dean scarched [BIEL_®)X] cell phoﬁc and called a person listed in the cell phone
contacts as “Dad.” “Dad” ismmdtemdl brandfathcr with whain [BIO)PX7_]has a strained
relationship. He is not listed as contact for 1n any Ofmschool records. Nonctheless,
the dean invited the grandfather to the school and subsequently met with him and discussed
bIE): (bIF(C)

BB ®) | school performance with him. T should note that [ is easily available by cell

phone and e-mail and has been rcqponmve to Lhe sc,hool in thc paet
Lo h b A
[hc actions 0[ the dean in this matter are d Llear and serlouq vmlatlon 01 FERPA [hc
school § dlsclosurc of wnhdenual cducatlonal mlormatlon dld not fall under any of the

excepnonb dehneqtcd in [*FRPA We are dskmg that approprla.te stlOIlS bc takcn to reprimand

(0)(6). (LXFIC)

and instruct Lhem on proper handlmg of studcnt mformatlon

¥ i
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T can be contacted at [[P)X6) (0X7(C) ldlegal-aid.org. [P)XE) EXTC) ] can be

reached at [EX0): (bI/C) limontefiore.org. We would appreciate a response.

Thank you for your attention to this matter.

Sincercl}}
(b)(6); (b)(7({C)

[ere) BT [Educational
Advocacy Project

ce: b)(6). (b)(7{C) Principal J£X) ®X7(C) |
NYC Dept. of Education, Office of Equal Opportunity
[o)E). (b)7{C) |
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COMPLAINT UNDER THE FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA)

June 18, 2014

ECEIVE
TO: Familty Poljcy Compliance Office AL
U.S. Department of Education S
400 Marytand Avenue. S.W. BY:.

Washingten, D.C. 20202-4605
RE: School In Violation Of FERPA

| hereby lodge an official complaint against the School District of Gaston County, North Carolina
on behalf of [EELEIC) lwho attends School for what | believe to be:

[X] Inappropriate maintenance of records/content
[X] A violation of the Family Educational Rights and Privacy Act of 1974.

The nature of the complaint is as checked:
[ ] Challenge to Record or Content
inaccurate

Msleading

Incomplete
___X_Inappropriate

——

Record challenged may be identified as:

Title: Lunchroom Video from School Surveillance Cameras on May 5, 2014 and May 6, 2014
from daughter's mealtimes at|®)®). ©)7(C)  |School. *

Date: First request made May 8, 2014

Person responsible for Entry or person currently maintaining record: [EX2) ©)7C)_ISchoal or
Gastan County Schools

Date challenged content discovered: May 9, 2014

[ ] Alleged Violations of Act or Regulations

Failure to provide notification of all rights (totally or in needed language)
Failure to publish local access and hearing procedures

Inappropriate person(s) grant denied access

Failure to provide interpretation assistance as requested

Failure to provide requested hearing
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____ Failure to provide uninvolved hearing officer
____Failure of hearing officer to provide written opinion within reasonable time
____Inappropriate sharing of confidential information

X__ Other: Refusal to provide access to and copies of education records

Date of Violation: May 8, 2014, May 9, 2014, May 27, 2014 and June 17, 2014
Date Violation Discovered if different from above:

Other Relevant Information:
(Use this section to add any additional explanatory comments)

On May 8th,| made a verbal request for copies of these videos to [P)X5): 0X7(C) | member of
the Gaston County Board of Education and was told that in order to receive a copy, that
according to the school's attorney, | would be required to get a court order.

On May 9, 2014 | made a verbal request to the principal of [26): ©X7(C)
for copies of these video's and again was told that according to the school’s attomey, that |
would be required to get a court order in order to obtain a copy of these education records.

On May 23, 2014, | made a second verbal request to[(R)0) (X7C) fasking to view videos from 2
random days a month and was told on May 27th that the Department of Exceptional Children had
dons all they HAD to to by ALLOWING my child to be homebound and that | would not be allowed
to view or obtain copies of any videos without a court order,

On June 2, 2014, | file a freedom of information request asking for copies of all mealtime videos
for the days that my child attended school and received the enclosed letter in response.

My daughter was not being fed at school as she is unable to feed herself. The videos will help us
determine when this started and if this has anything to do with some recent serious health
issues that she has been experiencing. | am how concerned that the videos will be destroyed
before ! can get the money raised to hire an attorney to file a suit in order to get the court order
so that we may obtain copies of at least the 2 videos that | have watched with the school's
principal and a representative of the DEC.

Yours Truly,

(b)) (b))
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Junc 18,2014

Family Policy Compliance Olfice
.S, Department of Education
400 Maryland Avenue, SW
Washington, DC  20202-8520

RE; [RX6):ERAC) FERPA Complaint

I am a licensed attorney practicing law in New York State and [ work at the law firm of ogan,
Sarzynski, Lynch, DeWind & Gregory, 1.1P. ‘This office representsfPX©): 0X7C) |

[LX6): (B)F(C) | was a student at [PXO)P)}7C) |of Community and
Public Affairs in the Masters in Social Work Program, but she was expelled {rom [BIE) BC |
DJE) BX7C) Jon December 17, 2013, [PXBLEKC)_ Jretained this office as counscl in appealing her
unjustified expulsion fromfP®.@7C) ]

This office contacted|®XE) ®XIC) | via a letter, on January 24, 2014, requesting an
appcal of her expulsion from the social work program and requesting all of [PX®®X7€C) |
cducation records. Exhibit 1. [B®L] counsel [/®): CXC) [Scarlett, Esq., responded to our
request by stating that all further communications tof)€ lgo through her oflice and she included a
records release form that needed to be signed by in order for [B_Jto rclease her
records to this oflice. Exhibit 2. On February 6, 2014, a letter was sent requesting[®0) ©X7C) |
records, along with an original, signed records releasc form counscl provided. Fxhibit
3. Somctime between February 6 and February 27, 2014,[8)_k counsel contacted this office
stating that she needed an original, signed records release form in order 1o releasc the documents.
This office explaincd that she alrcady received an original, signed rccords release form.
Iiowever, for convenience, on February 27, 2014, a second letter was sent requesting Ms.
BB B Jrecords, with a second, original, signed records release form. Exhibit 4.

On March 10, 2014, counscl was contacted to determine where records were
and why a copy had not been provided. Counsel stated that because there is litigation [BX] will
nol rclcase the records without authorization from the New York Attorney General’s Office. A
Notice of Claim was scrved and filed, on February 21, 2014, but a Complaint has not yet been
filed. A leller was then sent to the Attorney General’s Olfice on March 13, 2014, requesting that
officc to give cnnscm to release the records. Exhibit 5.

BB BRI s R RS S
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On April 10, 2014, this office received rccords from counsel, however, the records arc
incomplete. There is no rccord of [P® ®X7C) | final evaluation nor is there a record of Ms.
transcript. On April 11, 2014, this office sent a letter to [EXE)_]counsel requesting the
missing final evaluation and transcript. Exhibit 6. To date, neither this olfice nor
[FEI BT Jhas scen the final evaluation or transcript. Also, on April 11, 2014, this office filed
a complaint to your office for this samc matter. Exhibit 7.

After filing the previous complaint, this office was informed that becausc the request to view
documents was from this office rather than from [PX0) OX7(C) Jwas not in viclation of FERPA
and was not required to allow this office to access her rccords.

On April 29, 2014, in light of your previous findings, |26} ©X7€) | requested access to all of her
educational records held by|®)6) | [oXON®XAC) Isubmitted the request in writing and personally
delivered the request, as required by[RIOF student handbook, to 3 Registrar’s Office. Exhibit

8. In addition,[BXE] BITC)_|submitted a request, in writing, tof2)_Js counsel. Fxhibit 9.

As of today, [P ©X7C) Thas had no response from [20to accommodate and allow access to her
educational records as required by FERPA. This complaint is now submitted, on[P® ©7C ]

behalf, ashas continued to deny [OFE) E)7C)_Jthe right to access her educational records. We
respectfully ask your office to investigate [£)_} conduct and help [PX5) ©X7C) | access her
cducational records so that shc may evaluate her expulsion from [P)®) B)7(C)

[f you have any questions plcasc contact this office.
{0)(6), (L)T(C)

ADC:sma

cc: l{b_)fS) {DXI(C)

BY0) B ) ese. e-mai: [ETRLT Phsldg.com
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Family Policy Compliance Office June 19, 2014
U.S. Department of Education

400 Maryland Ave, SW
Washington, D.C. 20202-5920 E C E IVE
Dear Compliance Office, BY;

My husband and | are parents in the Cass Midway R-1 School District in Freeman, MO. This is a small
rural school servicing grades K-12. For two years we have been trying to work with the school to unsuccessfully
resolve multiple issues. We have reached the end of the grievance process with the school and are currently
pursuing intervention from various state organizations. We have given considerable thought to the allegations
contained in the following documentation, so our decision to bring these issues to your attention was not made
lightly. We feel that, through our own experience, we have identified the root issues with which many families in
our community are currently struggling.

Enclosed is the packet of information we are distributing to the different jurisdictional authorities per the
included letter from](E)E). (L)}7(C) jwith the Special Education Compliance Office. We have atready filed this
complaint packet with the Office of Civil Rights, Office of Quality Schools, the School Violence Hotline, and Tony
Stansberry, State Area Supervisor. Unfertunately, no state agency that we’ve contacted has claimed jurisdiction
over any of the issue brought forth in the following documentation. Being a small community, certain behaviors
have become unprofessionally and unethically relaxed. The issue we hope your departiment can help with is the
violation of our son's HIPPA rights.

We have spoken to many of the other parents that are experiencing the same issues and some much
worse. They are reluctant to lodge formal complaints for fear of retaliation as several of these individuals work at
the school. Our own children have suffered for our continued pursuit of a resolution, which has been reported in
the attached document. Given this, &t is our moral respansibility to take all possible actions to secure a better
educational future for the children in our community. If your agency is unable to help, could you please provide
information on any recommendation or additional organizations we can contact. | have enclosed a well drafted
email reply from Mr. Stansberry. | find it unfortunate and disturbing that parents would have to take legal action
against an educational institution in order for them to comply with the writings of their own handbook. 1t is a gross
lack of integrity in the Educational System.

Please consider this as a complaint filed with your office. Any help or information you can provide
would be greally appreciated as we have never before pursued anything to this level. We are striving for a
solution that best serves and protects all children in our community. Further explanation is provided in the
following documentation.

Thank you for your time and consideration.

- Fr ol

(b)E): (b)7(C)
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SrAGA HAUSER, LLC

ATTORNEYS AT T AN

(D)(B); )7 {C)
(B)B). bIF{C)
May 19, 2014 ECEIVE
SENT BY CERTIFIED MAIL,
RETURN RECEIPT REQUESTED BY: .o

Mr, Dale King, Director

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenuc, SW
Washington, D.C. 20202-5920

Re: FERPA and Related IDEA Questions
Dear Mzr. King:

I am an Illinois school attorney who regularly counsels our public school district
and special education cooperative clients about FERPA and related IDEA issues. Over
the past few years, we have experienced a marked increase in the frequency and scope
of parent requests for students’ education records, and I am therefore writing at this
time to seek an official FPCO opinion with respect to the following issues:

1. In determining what constitutes an education record under 20 US.C
§1232g(a)(4)(A) and 34 CFR §99.3, is the phrase “directly related to a
student” to be construed as recorded information that contains “personally
identifiable information” about a student? Case law and FPCO rulings appear
to use these terms interchangeably; however, if that is not the case, what
constitutes information that is “directly related to a student”?

2. “Sole possession” v. education records ~ Under 20 US.C. §1232g(a)(4)(B)
and 34 C.F.R. §99.3, when is a record construed to be “accessible or revealed”
to a person other than the maker’s temporary substitute? Would this includc,
for example:

(a) When the maker/school employee leaves his /her employment in a
district, or transfers his/her professional responsibilities for a student to
another employee within the district when a new school yecar commences,
and the maker's sole possession records are left in a folder or file cabinet
that is accessible to other district employees thereafter?

{b)B); (b))
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Mr. Dale King
May 19, 2014
Page 2 of 3

(b) When the maker (e.g., school employee or official, such as an independent
evaluator hired by a district) confers with a school district professional
about a student and the information discussed also happens to be in the
maker’s sole possession records?

(c) When the maker {e.g., school employee or official, such as an independent
evaluator hired by a district) takes notes (e.g., of student, parent, or staff
interviews, school observations, etc.) in the course of his/her evaluation of
a student or otherwise, and some or all of the information in these notes is
included in the maker’s evaluation report? We believe that, as in Board of
Education of the Toldeo City School District v. Horen, 2010 WL 3522373 (N.D.
Ohio), the final reports, and not the cvaluations” underlying “memory
jogging” notes, are education records. Does FPCO concur?

)

Intra-district and home-school e-mails ~ In light of the rulings in Owasso
Independent School District No. I1-011 v. Falvo 534 US, 426 (2002) and S.A. v,
Tulare County Office of Education, 2009 WL 3126322 and 2009 WL 3296653, does
FPCO concur that e-mails in which a student may be personally identified are
only “maintained” by a district if they are intentionally stored by a single,
central custodian (i) after printing, in a filing cabinet, in a records room, or (ii)
on a permanent database such as a “Google documents” file folder or other
databasc installed by a district for this purpose - e.g., the IMPACT or Oracle
databases, as in Jaccari |. v. Board of Education of the City of Chicago District 299,
109 LRP 4699 (N.D. IIl. {2009) -- as distinguished from e-mails in staffs’
individual school e-mail accounts or deleted c-mails that could be retrieved
from a district’'s server with some technical assistance, but arc not
intentionally stored/ maintained by a district?

4. Preliminary drafts of items such as evaluation reports ~ Are preliminary
drafts of items such as evaluation reports, draft IEP goals, etc. “education
records” at all, or after the final document is generated? Here, too, we believe
that the court’s analysis in the Toledo City School District case, supra, is
applicable and correct. Does FPCO concur? If not, is it permissible for an
evaluator or district to determine that such preliminary drafts will not be
maintained by a district?

5. Transmission of education records to a school outside of the district ~ Does
IPCO’s ruling in Letter to Anonymous, 112 LRP 47381 (08/22/12) extend to
situations where a private {vs. public sector) special education placement is
being considered as a possible placement for a student with a disability?
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Mr. Dale King
May 19, 2014
Page 3 of 3

Thank you in advance for any clarification or guidance that your office can
provide on these issues, as it will greatly assist public schools in meeting their FERPA
and related IDEA obligations.

Very truly yours,

SRAGA HAUSER, LLC »
[(GHERL (o
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The Ledbetter

Law Firm. P.L.C.

June 3, 2014 ECEIVE

Family Policy Compliance Office BY: .
U.S. Department of I:ducation

400 Maryland Avenue, SW

Washington, D.C. 20202-8520

Re:  Best Practices Breach Notification
Dear Family Policy Compliance Office:

This office represents the Lake Havasu Unified School District No. 1. We write to
provide a best practices Breach Notification, to report and document a recent isolated
breach of student information at the District.

During the period of May 5-6, 2014, a total of eighty clectronic messages, with
attachments, were unlawfully accessed and forwarded from a District-owned iPad device,
to a private cmail address'of a parent of a student in the District. ' This was a violation of
the device-usc agreement; exccuted by the parent in question.

The documents contained the following information:

istrict Name -

School Name

Student first and last name

Student date of birth

Student gender

Date and length of time of services provided, along with service code
Student Specific Consultation Notes for five students

As soon as it learned of the breach, the District took immediate steps to notify the
affected parents and/or guardians, as well as law enforcement officials. The District also
took immediate steps to ensure that thls type of unldwful access dow not occur in the
future. ' &

1003 North Main Street, Cottonwood, AZ 86326
(928)649-8777 ® www.ledbetter-law.com
~ Trusted Locally, Respected Nationally ~

Attorneys of the firm are licensed to practice before the courts of Arizona, U.5. District Court, for the District of Arizora,

us. Supreme Caurt, Navajo Nation, Colorado River Indian Community, Gila River Indian Community, Hualapai Tribe, Hopi Tribe, San Carlos Apacne Tribe,
epic.org Yavapai Apache Natldn) %\!]\?tggfg@é A A P2A%/ TREIE3RR Tohana G'odham Nation. 000255



Family Policy Compliance Office
U.S. Department of Education
June 3, 2014

Page 2

The iPad was removed from service, and all compromised information was
inventoried. All other iPad devices within the Special Rducation Department were
reviewed by the Department, to verify that no protected information was present on any
other iPad device. Safeguards arc being implemented to ensure that this incident,
although isolated, does not repeat.

This concludes our reporting of this breach. Should you have questions or
comments, please contact our oftice.

Thank you.
Sincerely,

THE L]::_DBE’I‘T ER//L.AW FIRM, P.I..C.

(BB (b))

b6,
{){ )i pap

ce: Client
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Iune 25, 2014

RE: Freshman Student [)6): b){7(C) |5chool Fairfax County
Hello,

On March 11, 2014 or days earlier | requested a public records request for all the emails from specific

people working in Fairfax County Public Schools that regard or relate to my child|b)6); ©)}7{C)

To date | have yet to receive the documents requested. This violates FERPA law.

Please assist me in submitting a complaint as well as receiving the requested documents.

Thank you,
{B)(B); (b)(F(C)
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Family Policy Compliance Office
US Dept of Education

400 Maryland Ave SW
Washington DC 20202-8520

(b){B): ()

ECEIVE];

; | L P
June 19, 2014
Dear FERPA
I’m writing to you after speaking to [2)®) ®X7(C) | two attorneys
with the Department of Education, about their Title [X investigation of the |{b"‘6’?{b’mc’ |
I am a person affected by the [P)O) (0X7(C) Jlack of protection and

sexually harassed by my advisor.
[ am writing now because of two issues.

1. I'would like to report that in May 2014, the [PX0): ®X/(C) Jegal council

suggested 1 show up to mediation to settle my concerns in Idaho and without legal
council. 1 would like to report this harassment and manipulation as in violation to
my student rights.

2. 1 would like to report that in July 2012, after [ [iled a complaint with the
Associate Dean of Students, the legal council went through my cmails and deleted
some that showed my concerns about my advisor. [ would like to report this
harassment and manipulation 45 in violation to my student rights.

[ have included my initial complaint to the Idaho Human Rights Commission, which |
filed in January 2014. Though it is long - It might help in opening a complaint within
your office. My complaint involves the two concerns I have listed above. 1 have been
informed by the Department of Education that this is a complaint that should be filed
with your office,

Please fecl free to call me at any time. Thank you.

(b)(6); (bX7(C)
Respectiull \I
(b)(B). (bX7{C)
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FERPA:

June 2014
L, [EEL o) ] state that in the Spring of 2012, [X6): (DX7C) | created a hostile work
environment through retaliation of my grades and my continuation of my MFA work. In the
Summer of 2012 to April 2013, I state that the k2IO) OXAC) [created a

retaliatory environment by a continua! push to remove me from the program because of
information which 1 shared.

[ believe that both of these actions were the result of information | shared with and
[R)E): o)) ] at the Office of Human Rights. My first instance was that I shared Mr,
Wprotcction of a professor who had suggested students get off of their medications. The
second instance is that | shared that had tried to start a sexual rclationship with me. It
is my beliel that in sharing these instances, the[bX6): 0X7(C) | moved to retaliate against my
claims.

has intimidated, threatencd, and retaliated with my Spring 2012 grades and my
continuation of the program. As most of my activities at this university are related to him - he has
made it clear on numerous occasions that it T upset him - 1 would hurt "my academic career.”
During our May 13th, 2012 meeting I found out that what [® ] was concerncd about was the
possip about a fellow professor, In Fall 2010, BE EFE_ Jhas recommended
that three undergraduate students get off their bipolar/mental health medication in order to
improve their acting. This is illegal and uncthical. [ came across a student in the theatre
department who had tried to harm himself after being told by to "get off his medication.” ]
cncouraged this student to go to the counseling office and | filed an addendum. When I found
[EX®) ] had violated FERPA in Spring 2012 - 1 went to In doing so | followed both
my conscious and the law,

In the Fall 2010:

1 arrived at the [RXE. BT | though [EIELEITEC] Jwas on sabbatical, he made a point to
meet with the playwrights throughout the first semester. [P)X6) ®XC) | made a point of telling me
of his breakup with a student who worked at One World Cafe. 1did not respond to his
suggestion of having a sexual relationship.

In December 2010 when insisted on a party for the Graduate Student Playwrights. |
asked scveral playwrights if this had ever happened before and they said it had not. Wc wenl to
{he restaurant Nosh. At the end of the evening, [RXE)._®7cJasked me who T was going home
with. This made me very uncomfortable so J joked that it would be a fellow playwright,
then [ quickly madc take me home.

In the Spring 2011:

epic.org
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(L)) ()G

e During our 2™ meeting, made a point to ask me about my expericnces with Mr.

[ stated that I didn’t care for [BXEL_0)7nor he for me. 1 expressed my concern of Mr.
[£)3®): (Jdating his student, [(2X6). GX7C) ] during that time. 1 mentioned that I thought
someone should talk to upper administration. [PXG):.BI7__]remarked “Theatre is a family and
family shouldn’t tell on cach other.” then asked me to “drop™ this subject when 1
again mentioned it was against university policy. This was my first red flag. [ later learned that
Professor [(P)0): 0X7(C) |not only knew of EEXELEIFE] ] romantic involvement with a student
but was helping [EX6]_m7( Jpavigate these waters so (X5 EF ] wouldn’t be noticed. Because of
these two incidents, it became a VERY clear indicator to me that any complaints [ raised about
[EXE BTG Jactions would not be recognized.

s It should be noted that [EIEL_BR7t Jwas fired in the Spring 2011 from the University and Mr,
I)(6); (b)FEC) ] felt disappointed in the outcome.  Both men knew of his
involvement yet continued to protect him. At this time [ also learned that KO (OX7C) Jhad
been asked to step down as department chair because of hiring a graduate student who was a sex
offender.  The action of these professors trying to protect each other seemed to be very common
for this department.

In the Fall 2011;

. became more aggressive.  He began tracking all events that I would attend.  Though
he had asked that we as graduate students attend events before — he now became very very
aggressive of any of my request for absences. [ noted a marked difference from his insislence so
[ finally asked a fellow writer,[D)JE). BXFCT | [R)E) Ivas unable to attend many of the New Play
Wednesdays. 1 asked her what she ones she was required 10 attend and she stated that she came
to the ones that she could and didn’t worry about the others. [ stated that this was never an option
for me. [B)B]said this didn’t seem right but I was too alarmed to bring this forward, fearing that
it would threaten my position as a graduate student.

e The opening night of [EE] I happened by the[RXE)_BITC]to see [D® B Jdrinking with the
members of his cast. The three cast members | remember were KO QOU/C) ]
and BB} PIFIC) ] All three of these student actresses will testify of this event.

= Af one point, kb)) {I7IC) Jear keys and stuck them down her shirt front then
challenged him to come get them. When I asked about these cvents the next day,
she said KB BRrHC) ] actions were less than appropriate but that she got too drunk
to remember the rest. 1 also asked [DIEL_DI7C] about these instances. It was both odd and a
relief to sce begin to take such an interest in (EHELERrer ] seemed to cnjoy the
atlention and seemed comfortable with their “friendship.” 1 avoided as much as
possible during this semester.

» In December 2011, suggested that I should add an additional semester to my
program. | was not comfortable and asked him “What would I nced to do to graduate on time?”
B Bl sugeested we might share something more intimate but luckily another student
arrived and 1 was able to leave quickly.

In the Spring 2012;

e When [ returned in January, [ was carcful to avoid [EXOLOXACT]  In our meetings, [EXELEITC] ]
now began to make comments about his ex-wilc plans of returning to Chicago. 1 found this
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outside the scope of an advisor’s need to share and did not comment. At this point he sugpested
that my exira semester might all “eo away”. 1 did not respond.

= It was at this time that [ asked my {riend, [EXEL ®XTC) ] to attend one of the New Play
Wednesdays. The reason | asked was that these took place in the evening and F vould
often make suggestions as the evening would end. My hope was that with [D)E). |there Mr.

[EXEL Jwould leave me alonc. I sent him (wo emails in regards to this matter. | have requested
these emails from the University twice and yet they claim they cannot be found. T have[®X€) ]
[BE)_ BT Jinformation if you would like to contact him about this exchange.

e Inearly April, [P®) BT Jsaw the theatre department secretary,[PX0) BX7©C) | and I were out at

the for drinks. ((2X5-® fand I are friends) flc was there with my English professor, [EI5]
They came over to talk and then went away.

o Butin April 10th, | emailed that T could not attend class for playwriting final becausc
of a doctor’s appointinent. Because he was upset, 1 rescheduled the appointment for a different
day aficr secing my doctor.

* [ rescheduled my appointment for May 10", (performance day of the one acts) so that | could
attend the final. 1 then sent an email (May 8, 2012) 10 my director explaining that I had kidney
appointment and would be unable to attend. 1 also spoke to [BE_®)7{C] about being gone. He
was also upset but | decided to just lump it. [t was afier this email was sent that [ found that Mr,

[P Jwent to [EXELJto ask her “What is really going on with[BX6LP” THIS IS MY BIGGLST
CONCERN.  If [ emailed and spoke to [BXE)BX7__Jabout my doctor’s appointments then he
should have NO reason to ask my friend. My prior commitments are neither a concern nor the
business of my advisor. This is another casc of his monitoring my life. [EE]_©EXJwas careful not
to tell [B)6)_®)7CJanything. I’'m happy to providd®}t) ®X7C) | number if necessary.

May 13,2012;

During our linal mecting, [ BT Jexpressed a concern that 1 not discuss our conversation
with anyone. He also made several threats to my person and continuation of the MFA program.
In this meeting[E)F)_OX7(C ] stated that he believes that I’ve been a “threat to the depariment.” This is an
allusion to my decision to contact the Associate Dean of Students when 1 found [BJE]_BX7(C ] had violated
FERPA. | do not hold any written acknowledgement from the department stating that | have acted out of
trn.

From his own omission, [PX®) 0I7C) Jagrees that he was furious, This was taken from his response to my
retaliation complaint August 2012,

From [PX0) (0X7©C) |reply.

“Iwill admit that by the time of this meeting I was frustrated with because in the intervening
time between our 5/7/12 meeting and our 5/13/12 meeting the department had produced the One Act
Festival in which had a play being produced, TFrustrated is an understatement of what he
said. If [BXE]_OX7( Jhad been confident in what he was to say — He would have included one or more
members of my committee. Yet he insisted that the meeting be in private.

June 2012:

Based on my conversations with [E)_Jof the Ombuds, 1 decided to take a ycar off and establish a safe
distance from [B)6) ®)7C)

July 2012;
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[ was advised to get a new phone number. T also emailed [RX0) 0X7C) | my concerns about returning to
Idaho for my belongings and that I felt unsafe of having any contact from [(B}0) BIAC)

August 2012

[ had to return to Idaho to clean out my old apartment and office. At that time, [ requested that the
campus police escort me to my office so [ would be safe from It was because of his threats
of the May 13, 2012 mecting that 1 made this decision. Talso contacted [BXEL]of the Ombuds to meet.
Because most of our conversation took place via the phone [ have included my response to her questions.
(See August 8,2012)

September 2013

1 finally emailed of the Ombuds my new #. I had to change my number because T was afraid of
futurc contact from [b)6): b)(7 (See September 12, 2012)

In the Spring 2013

e January 2013, [P)8) Jof the Ombuds asked to mect with Dean [PX0):. o reflect on some of my
concerns about the proposed study plan. As my conversation took place via the phone with (D))
- T have my response to her questions. (See emails January 2013)

e During thisiime | presented & new study plan WfPEY BT | One of the oddest rejections came
when | suppested a screcnwriting course taught by Professor [0)6): (b)7(C) |said it
would be unacceptable. Bul [ found out that he has two of his students, [PX0) ®X7C) Tand [©) |
e, i taking this class as a part of their MIA program._ This behavior by[)X6): b)7(C) lis
viewed as obstruction of my degree.  To allow 1wo male students (o take 1he class and nol a
female is also discrimination by pender. (See emails from March 18, 2013)

e In April 2013, I contacted in regards to my proposcd internship 2013 with ARK
Regional Services. I was horrified to learn that my boss had contacted with my
work information. As it was only an internship possibility, I was amazed to find
insistence for more information from my employer. To have him receive more personal
information made me feel unsafe. (See emails April 18, 2013)

In conclusion:

Based on these instances, [ have always striven to put myself at a safe distance from [p)e): dy7{C] 1
cannol count the times which reminded me that I was HIS student and that he had that
authority over my life.  He continually made checkups on my personal life.  This amount of control was
overwhelming and unhealthy. [ have scen five other playwriting MFA's graduate from this program
without a fraction of involvement in their lives ashas {ricd to take in mine. Thosc students
arg [{)E) b)I7C) —
continual insistence that 1 return has made me fecl terrified of his futurc plans. I will not compromise
my safety for any reason. Ilis insistence that I return moves beyond concern. He frightens me.

I would like to request that this University be investigated. By working through the Ombuds office since
April 2012 — 1 have striven to find a reasonable oulcome. Yet EbIOLBIIC) Jhas not been
willing to facilitate this option.
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{b)@ O L will try to deny this claim on the grounds of insufficient evidence. If it is indeed true, I do not
ieel ['should have been made privy to such intimate details of his life.

1 certify that this complaint is true and complete to the best of my recollection and knowledge.

Respectfully,
(b)) L))
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June 4, 2014

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, S W.
Washington, DC 20202-8520

To Whom it May Concern:

[ write to file a formal complaint against the [2)X6) 0)X/(C) Jfor violation of
my rights under the Family Education Rights and Privacy Act (FERPA) 20 U.S.C. § 1232g; 34
C.F R, Part 99. 1 submit this complaint as it has very recently come to my attention that the
[BXE) D)HC) |has released my personal identifying information (P11) to a
party without written consent authorizing such release as required by federal law.

I am a student at the [2)©) (B)7(C) ] ¥ submit this complaint as a student of
said higher educational institution as defined in 20 U.S.C. § 1232g.

Some time ago, 1 received an unauthorized and unsolicited |P/©) ®)X7(C) |Debit Card
linked to a Higher One FDIC-backed checking account in the mail. This account satisfies the
definitional requirements of a bank account as defined in 34 C.F.R. § 668.164. I received this
bank account-linked debit card directly from Higher One via the U.S. postal service at my home
address.

To establish this account, the[R)XE] BXTC) ] at some time prior unknown to
me, transferred my PIL including my social security number, address, and other unknown details
to a for-profit banking firm to establish this bank account on my behalf. As you may be aware,
this firm has a suspect history of compliance with many legal requirements regarding student
accounts.

I, at no time, authorized this release of information, nor did 1 provide written consent prior to the
establishment of this account. I was instructed that this was the method by which direct payment
of my federal education funds would be transmitted to me upon receipt by my university. While
alternatives have since been provided me, no altematives were mentioned or offered at the time.
Thus, my discovery of this improper release of my PII occurred just recently.

I was informed by Business Services staff at the[b)}6) 0)(7(C) Jthat each
student in attendance at the [(Li®) BI7(C) __Ireceives an unsolicited and
unauthorized[PX® JHigher One Debit Card in this fashion.
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At no time prior to releasing my information or establishing this FDIC-backed checking account
on my bebalf did the[B)F) ©)7C) Jat [0 O Jas required by 34 C.FR. § 668.164,
obtain written affirmative consent from either myself or my parents to open this account.

While the[")©) CX7C) |may establish relationships with third-party
vendors and other contractors fo engage in permitted University business, including for financial
aid purposes, at no time may they transmit my PII or other information to said vendors or
contractors in a fashion inconsistent with federal law. The [£)5) ®)7(C) ]
was required to seek and receive my affirmative written consent to establish a Higher One bank
account prior to doing so. While their failure to request and receive written consent to open a
bank account in my name initialty violated federal faw, releasing my PII in violation of federal
law is a further violation of FERPA as outlined in 20 U.8.C. § 1232g.

[ respectfully submit this formal complaint and request the assistance of the Secretary of the U.S.
Department of Education in this matter. I have repeatedly requested assistance from the Director
of Business Services at the [(b)i6). (b)7(C) | DIOROE] ] to no avail. Ms.

continues to take the position that the[?®) ©)X7C) ~ |may, atits
discretion, transmit the PII of its students to the Higher One entity to establish an FDIC bank
account on behalf of a student without first obtaining written consent from the student and/or
his/her parents. This is a clear violation of 34 C.F.R_ § 668.164.

Thank you for your time and consideration in assisting me with this matter. [ may be reached by

mail at: [B®) B17©) } by email atEET BT Jevahoo.com, or by telephone
atf{EyE) BNTTC) |

Respectfully,

b){6): {(b)(7{C)
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T(a). If vou have been denied access to education records: Provide (he speeific nature of the
records, the date on which you requested access, the name of the official o whon: you made the
request, and any responscs received.

(b). Jf your or your ciild’s education records have been improperly disclosed: Provide the date on
which the records were disclosed or the date you learned the records were disclosed, the name
of the school official whe disclosed the records (if known), the speeific nature of the records
disclosed, and to whom the records were disclosed. PJQC\ se see us e kﬂ- Y

(e). df vou arve secking (o amend education records: Provide the natmee of the record you are
seelking to amend, what exact information in the record you wish to amend, the date you
submitted a request (0 amend, the name of the official to whom yon made the vequest, and any

responses receivoed.

8. Describe briefly what steps you bave taken, if any, to resolve your complaints with school

officials and their response, if any:

e (D)) (b)(7{C)
| [Bate Q) /6/( L\

9.  Complainant's signatu
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(b)(E): (b)(7{C)

Na e e

August 29, 2014

U.S. Department of Education
400 Maryland Avenue SW
Washington, DC 20202

To whom it may concern,

I am writing in regard to a letter | sent in June 2014 netifying the Department of
Education that my grade information from [P0} (0)X/(C) " |had been included without
my permission in the pleadings of a lawsuit filed against me. | asked the DOE to
determine if my FERPA rights had been violated. Please be advised that | no longer wish
to pursue the issue with DOE.

Thank You,

{D)E); (L)7{C)
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