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THE DEP

MEMORANDUM OF UNDERSTANDING

THE DEPARTMENT OF STATE
BUREAU OF DIPLOMATIC SECURITY

AND

&HARB\(" OF BIOMETRIC AND OTHER IDENTITY MANAGEMENT DATA

PARTIES

The parties to this Memorandum of Understanding (MOU) are the I)epaxtmmt of
State {DOY) Bureau of Diplomatic Security (DS), the Department of Justice (DO
Federal Bureau of Investigation (FBI} Criminal Justice Information Services (CJIS)
15 and the Department of Defense (BOD) Defense Forensics and Biometrics
Ag&m v (DFBA), hereinafier referved to as “party” or “the parties.”

PURPOSE
The pur pose af thxs M (.)U is to ﬁhare bxometnc smd ccmtextual data amung. the parm,s

rmatmn to c,nsurc thc prompt and
; biomgtr ide, guarantseing the overall acouracy
ug fess Gf :n,' xlar name: chccks and background investigations for
minations. i .}tatmg and zmpmnng the cdpabthuex of

gt.rprmt Identmcatxon

10 rthmug‘hﬁ' the Ini:':gfaﬂt’éﬁ Auﬁf:maté
[AF] swise, DS and CIIS share biometric data direstly under an
,mtemg,cncy agret:memrfar non—cnmmal justice apphc«m{ tmgerpnm checks,

HLAUTHORITY

DFB'I& enstus into this MOU under the authority of National Security Presidential

9 {NSPD-59)Homeland Security Presidential Directive-24 (HEPD-24) for
ﬂw use, analvms, and sharmg of biometric aind associated bmgmphu. and contextugl
information of individuals necessary to protect national security; Public Law 106~
246, section 112; and DOD Directive 8521.01E, Department of Defense Biometrics.
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CHS enters into this MOU under the suthority of § U.8.C. § 9101, 28; ULS.C. §533,
534; 28 CF.R. § 0:85; and the Attorney General's Apsil 11, 2002, order to coordinate
and share information related to terrorism,

DS enters into this MOU under the authority of Executive Order 12968, Access to
Classified Information; S C.F.R. § 731, Suitability and Actions; NSPD-59%/HSPD-24
for the use, analysis, and sharing of biometric and associated bmgraphm and
contextual infoemation of individuals necessary 1o protect national security; HSPD-12
for use of the govermment-wide standard identification system; HSPD-11 regarding
immigration; HSPD-6 for diplomatic, law enforcement, immigration, visa and
pmtectwe:pmcesees 2 U "‘s (‘ § 4806 Fmtectmn af Mrexgn « omulates 2 2 U S.C.._ §

8. F ivi y ¢« 4 on thh ldenui caixcm
: authenhcahon fe:atz.u':,st and mfmmatmn 18 U.S.C. § 1546, Fraud and
misuse Qt visas, permits, and other documents; and 18 U.S.C. § 7, Special maritime

and territorial jurisdiction of the United States.

1V. DEFINITIONS

A. BIOMETRIC: A measure of an identifying physical sspect of an individual—
©.g., a fingerprint, itis scan, or DNA-—that can be turned into a digital template
capable of being electronically stored and compared for verification or matching
purposes.

B. BIOMETRIC DATA: Computer data created during a biometric process. It
encompasses raw sensor observations, biometric samples, models, templates
and/or similarity scores. Biometric data is used to describi the information
collected during an enroliment, verification, or identification process, but does not
apply to end user information such as user name, demographic information and
authorizations.

¢, BIOMETRICS: A general terin used alternatively to describe a characteristic or a
process, As a charaucmm, ﬁ is the me&sms: at' a h- k)gmdi c\anatumtcal and

Jater A\s 4 process itis aummated metimds of reco gnmng an
mdmdual basc.d 011 ihc mca&um af bmlogmal {anatomical and physiclogical)
.I).,

E

,knd\am or auspu.ted; pamcxpamon m‘espmnagﬁ or counter-intellig .
known or suspecied falsification of records in seeking employment with any U S
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1y U.8. Government facility; known or suspected

fmm 'm:xgn natmnaib tvr CCESS 1o U S remih 4 abmad l‘he [)cput» Ass;siam
Secrctary and Assistant Director for International Programs (DS/IP) and the Deputy
1t Seeretary for High Threat Programs (DS/HTP) provide leadership, support,
t of overssas security and law enforcement programs sud related policy
1 of U.8. Governient interests and the international community.

The CJIS Division serves as the Nation's central repository far identification and
criminal history record information. The CIIS Division maintains millions of digital
representations of fingerprint images, features from digital fingerprint irages, and
associated criminal history record information in the Fingerprint Identification
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mmemml data)

The parties acknowledge that the information involved in this MOU may identify
J hose information is protested by the Privacy Act of

ecutive Order 12333 (or any successor executive-order). Allsuch
,mﬂmnatmn will be handled lawfully pursuant to the provisions thereof.

L Adh re .ta apphcab!e technical standirds, appropriate business processes, and
pr profedt ton mechanwms rcquxr&d under the Prwacv Aut of 19’74 related.

M-07- Ib Saieguardmg Agamst zmd Respondmg fo the Brcach af Pemfmally
Identifiable Information (PI1), Subsequent to the signing of this MOU, the
'pamév' wﬂl dcvelop gmd agree: to tmhmv fai,pmcecinres tdcnufymg ihe Spcmf ic

?shared Qufsuant to thw M()IJ vunm s{ich 'mc.»edurcs are imy :‘temented

boad

b7E per DOS
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ASSOCH ! § .jfp i to :esolw any dxspmas reg«mimg
tms MOU by mutual consultat:on

This
bem. 611 OF mong the parties. In the event of an mcmtststm :

MOU does not rescind or modify, in wholeor in part; any existing agroements

; or conﬂxct between
iscuss and resalve the

,ouid any

3 igum\ is takan

IX. DISPUTE RESOLUTION
In the event that disputes among 1S, CIIS, and DEBA ¢cannot be resolved at the
program level despite good faith efforts, the matter should bie elevated to the
appmvmg officials listed in section XI for resolution.

X. EFFECTIVE DATE, DURATION, AMENDMENT, TERMINATION
The terms of this agreemcnt and any subscqucnt addenda shatl be cffecme upon the
signature of all parties and shall continue in effect unless notice is given by one party
to the others that the notifying party wishes to renegotiate, terminate, or thhdxaw
from the agreement. Such written notice shall be provided at least 60 days priorto the
proposed amendment, termination, or withdrawal. Modifications shali have.a written
agreement of gonsent by all pagties.

A}
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i,sf:;!@/rg )

Date

_3?/;*/,

Dats

Bureau of D pimﬁatxc Swm ty, Dxrecmrate m“ I)amestw Gpcratmns and the
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D:‘_ partment of Justice, F cderal Bureau of %nw.sttgatmn (*ummal mec»

; ez.unty, Dmuoratca t)f {ntemahcmai Programs and. High
s; 8 partment of Justice, Federal Bureau of Investigation,
€ O Infﬂm&tmn Services Division; and the szaﬂmem of Defense,
’Dctcmsc Forenmcs and Biometrics Agency

|
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$U‘BSEQUENT EX’ “HANGE OF DATA

- gnd § '1ihty (PQS) to canduct re vam:. ta qm ‘s Ior K)S
L fivc purposes and to share relevant information on persons of interest

IV }i c mprehemanese of backgmund mvestzgahons fm »zu;tabuhty
-and security detennmatmm

‘hsied at Seuuan 4 af the source ‘VIOU ammg L}S ( JIS and UI BA

IV.PROCEDURES

b7E per DOS
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arty to ihx, ather that the: o
draw from the agreement. Such wri ten netzcc shaﬂ be:
) ‘prior to the proposed amendment, termination, or withdrawal.
Modi fi catmnb shall have a written agreement of consent by bath parties.

The authorized ag engy afficials whose signatures appear i the MOU have committed
their respective agencies to the terms of this agreement, subject to annual review to
determine whether amendments are needed.

Y. APPROYAL
j- regoing represents the understanding reached between DS/SIPSS, CJIS, and
DFBA.. Sl_gnatmcb of aggmmmt on the MOU indicate approval of this annex.
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ANNEX 2
SUBSEQUENT EXCHANGE OF DATA

BETWEEN
THE DEPART\&ENT OF STATE -

AN-D '

f'.c; t:cumy ( D&), the
nn_s‘.‘;ewiws: I} mon

of this Annex is to allow DS Domestic Operations (DO) to conduet relevant

v‘es fo: ES mvcsugatn’c purposes and to share relevani information on persons

b7E per DOS
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:provxdwd at Ieast 60 dé}fs prmr 10 thc pmposed amzndmcnt termmétwn, or wnhdrawat
Muodifications shall have a written agreement of consent by both parties.

11
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ANNEX 3
S[TB&EQUENT E‘(CHANGE OF DATA

AND

_ THE DEPARTMENT OF DEFENSE
DEFENSE FORENSICS AND BIOMETRICS AGENCY

' it cf Dcfensc (ll ' Detum F arcnms and Bmmeima Agency
Cbiometric and other identity management data.

scarchg ha;ve *‘been 'eum;plaexed 'pursuant o *th‘e YI
provedures will safeguard U, S. diplomatic facxhnf:s and mfonnatmn m erseas,

I, &C()PF
Fh Annex cloes not canwl or sup»medx, cxxatmg agre»me.ms belwev.n D‘MP amm:r

tmdar the authrmnc‘s hsted dt ‘Scf,non UI ot Lhe sourt,e MOLJ dmong I‘}S. (,HS and
DFBA.

IV. PROCEDURES

12
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» FUNDING
I‘mb Anncx *ts-z not an cbhgauon or commxtment of funds nora basm ﬁ:)r transter of

“This Anmx shali’ be eﬁuuvc upon thc sxgnatum of -both pamf:s and shall conunue in
effect unless votice i given by one party to the other that the: notifying party wishes
to renegotiatg, terminate, or withdraw from the agreement. Such written notice shall
‘be provided at least 60 days prior to the pmposed amendment, termination, or

withdrawal, Msﬁcauam shall have a wntten agreement of consent by both parties,

The-authorized agency officials whose signatures appear in the MOU have committed
‘their respective apencies to the terms of this agreement, subject to annual review to
determine whether amendments are needed.

. fifﬁil"RGVAL
The foregoing represents the understanding reached between DS/P, DS/HTP and
DFBA. Signatures of agmement on the MOU indicate approval of this annex.
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