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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER
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Civil Action No. 14-CV-01311-KBJ
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FEDERAL BUREAU
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June 4, 2014
1714 Connecrict Ave KW

Suite 208
VIA CSJ.MLE é d = V1£&LII4 WBSMHNUB nc 20909
Federal Bureau of Investigation ish
Record/Information Dissemination Section +1.202 483 1140 fral)
170 Marcel Drive -1 202 483 1248 [fax]
Winchester, VA 22602-4483 o
Fax: (540) 868-4391 LAl

Email: foiparequast@ic.fbi.gov
RE: Freedom of Information Act Request
Dear FOIA Officer:

This letter constitutes a request under the Freedom of Tnformetion Act “FOIA™), 5
U.S.C. § 552, and is submitted on behalf of the Elecironic Privacy Information Center (“EPIC™)
to the Federal Bureau of Investigation (“FBI™).

EPIC seeks ali of the FBI’s privacy assessments not aiready published online.

Background

The E-Governmers Act of 2002 requires agencies to perfore Privacy Impact
Assessments ("PIAs") under certain circumstances. For example, PIAs are required when
“developing or procuring informatton technology that collects, maintains, or disseminates
information that is in an identifiabiz form” or “initiating a new collection of information” that
contains identifiable information.’ Additionaily, the PIAs are required to be made public if
practicable.?

The! Department of Justice ("DOS™) provides additional guidance to DOJ components on
performing privacy assessments, including the PIAs required by the E-Government Act of 2002.
Specifically, the DOI's Office of Privacy and Civil Liberties ("OPCL") describes when to do an
Initia! Privacy Assessmant ("IPA. ") a precursor o the PIA, and provides guidance on doing a
PIA if the initial assessment requires it. The IPA, which has replaced the Privacy Threshold
Analysis ("PTA"), "is a tool used to facilitate the identification of potential privacy issues; assess
whether additional privacy docurnentation is required; and nirimately, to ensure the Department’s

' E.GOVERNMENT ACT OF 2002, PL 107-347, Dec. 17, 2002, 116 Stat. 2899 § 208(b)(1}A)i)-(iD); See also M-
$3-22, OMB Guidance for Implementing the Privacy Provigions of the B-Government Act of 2002, available at
http fhorerw whitehouse.goviomb/mermoranda_m03-22.
214 at § 208(b)(1 {B)id).

16 JUR 20
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compliance with applicable privacy laws and policies."” The IPA “identiffies] privacy concemns
that may necessitate changes 1o the system and {determines] whether additional privacy analysis
and documentation are required, such as a system of records notice (SORN) or collection nonce
under the Privacy Act, or a Privacy Impact Assessioent (PIA) under the E-Government Act.™
According to OPCL, the "IFA should be completed at the beginning of development of an
informatior system, before commencement of any testing or piloting.”

The OPCL assesses al] IPAs to determine if @ PIA is needed. "Once OFCL provides a
component with a determination that a PIA. is requirad, & PIA should be conducted."® According
to the OPCL, the PIA should he conducted during development, "with sufficient lead time to
permit final Departmental approval and public website posting on or before the commencement
of any system cperation (including before any testing or piloting)."” PIAs are required for
national security sysiemns 00. It is the DOJ's "policy that PIAs must also be conducted for
national security sytems and submitted to OPCL for review and approval by the CPCLO."

AsDGJ dccunentatiar notes, the PIA "helps promote trust between the public and the
Department by increasing transpar:ncy of the Department's systems and missions."” PIAs
provide an important means for the public to assess the government’s efforts to protect its
privacy and serve as a check against the encroachment on privacy by the government.
Specifically, P1As allow the public to see how new programs and technology the government
implement affect their privacy and assess whether the goverrunent has done encugh to mitigate
the privacy risks.

Qver the past several years, the FBI bas indicated it was going to do a number of P1As
that of the writing of this FOLA request are pot publicly available. On July 18, 2012, the Senate
Subcommittee on Privacy, Techrology and the Law held a hearing on “What Facial Recognition
Technelogy Means for Privacy and Civil Liberties.”'® At that hearing, Jerome Fender, the
Deputy Assistant Director of the Informaticn Services Branch for Criminal Justice Information
Services Division of the FBI, was one of the witnesses. Ir his statemnent for the record, Mr.
Pender stated, “the 2028 Interstate Phote System PIA is currently in the process of being
repewed by way of Privacy Threshold Analysis (PTA), '‘with an emphasis on Facial Recognition.
An updated PIA is planned and will address all evolutionary changes since the preparation of the

? Upited States Department of Yustice Office of Privacy and Civif Liberties {OPCL), Initiel Privacy Assessment
(IPA) Instructions & Template, I (Mar. 2010), available at hup:/Awww justice.gov/opcl/initial-privacy-
asscssment pdf.

‘I
*1d.
® Office of Privacy and Civii Liberties United States Department of Justice, Privacy Impact Assessments: Official
Guidance, 4 (Mar. 2012}, aveslable ar bups/fwww justice. gov/epel/docs/201 2-doj-pia-manual.pef.

Tid

*ld
*Id atd.
' httpi/Awww.judiciary senate gov/meetings/what- facial-recognition-technology-means-for-privacy-and-civil-
tiharties,
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2008 IPS PIA."" No updated PTA, IPA, or PIA is publicly available regarding the FBI's use of
facial recognition technology.

On June 19, 2013, the Senate Judiciary Committee held 2 hearing on “Oversight of the
Federal Bureau lnvestipation.™? During the hearing, FBI Director Robert Mueller had the
following exchange with Senator Chuck Grassley: '

Sen. Grassley: Does the FB] own or currently use drones and if so, for what
purposs?

Divector Mueller: Yes, and for surveillance.

Later during that same exchange, Senator Grassley asked whether the FBI uses
drones for domestic surveillance and whether the FBI had considered the privacy impact
of its use of drones.

Sen. Grassley: So instead of asking a question, [ think [ can 2ssurpe since you do
use drones, thet the FBI has developed a set of policies, procedures, and
operational limits on the use of drones. And whetker or not any privacy impact on
American citizens?

Director Mueller: We are in the initial stages of doing that. I will tell you that

our footprint is very small, we have very few, and of limited use, and we are
exploring not anly the use but z2lso the necessary guidelines for that use.

Sen. Grassley: Does the FBI use drones for surveillancs on U.S. soil.

Director Mueller; Yes."

No PTA,IPA, or PIA is publicly available regarding the FBI's use of drones.

In FOIA documents received by EPIC last year,”” emaiis from February 2012 indicate

that th2 FBI is required to do & PIA for its license plate reader ("LPR") program and make the
document publicly available.'® Additionally, the emails indicated a draft PIA existed for the LPR

Y What Faciol Recognirion Technalogy Means for Privacy and Civil Liberties: Hearing Befors che Subcomm. on
Privacy, Vechnology and the Law of the S. Comm. on the Judicicry. 112th Cong. 2 {2012) (statement of Jerome
Pender, Deputy Assistant Director, FBI).

2 hitp://www.judiciary.senate gov/earings/hearing.cfm?id=36f1a9c8 1 608 1225730563 dc7e8c551.

¥ C-SPAN, Federal Bureau of Investigatisn Optrations and NSA Surveillance Programs 43:40 hep://www.c-
span. org/video/?313425-1/ASurv.

“1d at4a:26.

'* See EPIC FQJA: Automated License Plate Resders (FBI), hup:/iepic.org/foia‘epic-faia-fbi-lps-program. him!.
'® FOIA Documents: February 2012 Emails re: SBI's LPR Program, FBJ-819-ALPRS, available at
nup:flepic.org/oiwEmauils-re-LPRs-Feb-2012 PDF,
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program.’’ Two years later, no PTA, IPA, or PIA for the: FBI's LPR program is publicly
available.

Documenss Requested

1. All Privacy Impact Assessments the FBI has conducted that are not publicly available at
htp:/fwrww fbi. gnv/fma/PnVac}-1mpact-asse.,3xmr.ts department-of-justice-federal-
bureau-of-investigation.

2

All Privacy Threshold Aralysis documents and Iuitial Privacy Assessments the FBI has
conducted since 2007 to present.

Regues: for “News Media” Fee Status

EPIC is 2 “representative of the news media™ for fee waiver parpoges * As such, EPIC is
entitled to receive the requested record for the cost of duplication only. Because disclosing this
information will “contribute significantly o public understandmg of the operations or activities
of the governiment,” any dupiication fees should be waived

{~onclusion
Thank you for your consideration of this request. As provided in § U.S.C. §

552¢a)(G)(EXIi)(1), I will anticipate your response within 20 business days. Should you require
additional information, | can be contacted at 202-483-1140 x1€8 or fois@epic.org.

Respectfully Submited,

A i A LK

Jeramis D, Scott
EPIC Nationai Security Counsel

7 FOIA Documents: March 2012 Emails re: FAI's LPR Program, FBI-1215-ALPXS—FBI-1216-ALPRS, aveilable
«f http://epic.org/fein/Emails-re-LPR§-March-2012, PDF.

'% Sre Auachment 1,

Y EPICv. Dep'e ofDeﬁ.-n.:e 241 F, Supp. 2d § (D.D.C. 2003).

P 5 US.C. § $52aX6)(ENVIID) (2068): 4i-Fayed v. CI4, 254 F.34 300, 306 (D.C. Cir. 2001).
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Attachment 1

FBI Privacy Impact Assessments Available Online as of June 4, 2014
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
V.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

June 17, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

FOIPA Request No.: 1272294-000

Subject: PRIVACY IMPACT ASSESSMENTS
(P1A) THE FBI CONDUCTED AND ARE NOT
PUBLICLY AVAILABLE

Dear Mr. Scott:

This acknowledges receipt of your Freedom of Information/Privacy Acts (FOIPA) request to the FBI.

4 Your request has been received at FBI Headquarters for processing.

r Your request has been received at the | Resident Agency / Field Office]
and forwarded to FBI Headquarters for processing.

4 We are searching the indices to our Central Records System for the information responsive
to this request. We will inform you of the results in future correspondence.

v Your request for a fee waiver is being considered and you will be advised of the decision at
a later date.

4 Please check for the status of your FOIPA request at www.fbi.gov/foia by clicking on Check

the Status of Your FOIPA Request under Records Available Now located on the right
side of the page. Status updates are adjusted weekly. The status of newly assigned
requests may not be available until the next weekly update. If the FOIPA has been closed

~ the notice will indicate that appropriate correspondence has been mailed to the address on
file.

The FOIPA Request number listed above has been assigned to your request. Please use this
number in all correspondence concerning your request. Your patience is appreciated.

Sincerely,

Dl

David M. Hardy

Section Chief,

Record/information
Dissemination Section
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
V.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

June 17, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

FOIPA Request No.: 1272295-000
Subject: ALL PRIVACY THRESHOLD
ANALYSIS (PTA) DOCUMENTS AND
INITIALS PRIVACY ASSESSMENTS (IPA)
CONDUCTED BY FBI FROM 2007 TO
PRESENT

Dear Mr. Scaott:

This acknowledges receipt of your Freedom of Information/Privacy Acts (FOIPA) request to the FBI.

v Your request has been received at FB| Headquarters for processing.

r Your request has been received at the [ Resident Agency / Field Office)
and forwarded to FBI Headquarters for processing.

v We are searching the indices to our Central Records System for the information responsive
to this request. We will inform you of the results in future correspondence.

4 Your request for a fee waiver is being considered and you will be advised of the decision at
a later date.

v Please check for the status of your FOIPA request at www.fbi.gov/foia by clicking on Check

the Status of Your FOIPA Request under Records Available Now located on the right
side of the page. Status updates are adjusted weekly. The status of newly assigned
requests may not be available until the next weekly update. If the FOIPA has been closed
the notice will indicate that appropriate correspondence has been mailed to the address on
file.

The FOIPA Request number listed above has been assigned to your request. Please use this
number in all correspondence concerning your request. Your patience is appreciated.

Sincerely,

Dl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
Civil Action No. 14-CV-01311-KBJ

V.

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

August 12, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

FOIPA Request No.: 1272294-000
Subject: PRIVACY IMPACT ASSESSMENTS (PIA)
THE FB{ CONDUCTED AND ARE NOT
PUBLICLY AVAILABLE
Dear Mr. Scott:

This is in reference to your Freedom of Information Act (FOIA) request.

The Federal Bureau of Investigation (FBI) has located approximately 1350 pages of records
potentially responsive to the subject of your request. By DOJ regulation, the FBI notifies requesters when
anticipated fees exceed $25.00.

Releases are made on CD unless otherwise requested. Each CD contains approximately 500
reviewed pages per release. The 500 page estimate is based on our business practice of processing medium
and large track cases in segments. DOJ regulations provide 100 pages or the cost equivalent ($10.00) free of
charge. [f all potentially responsive pages are released, you will owe $35.00 in duplication fees to receive the
release on CD (3 CD's at $15.00 less $10.00). Should you request that the release be made in paper, you will
owe $135.00 in duplication fees.

Please remember this is only an estimate, and some of the information may be withheld in full
pursuant to FOIA/Privacy Act exemption(s). Also, some information may not be responsive to your subject.
Thus, the actual charges could be less. No payment is required at this time, However, you must notify
us in writing within thirty (30) days from the date of this letter of your format decision (paper or CD)
and your commitment to pay the estimated fee.

If we do not receive your format decision and/or commitment to pay within thirty (30) days of the date
of this notification, your request will be closed. Include the FOIPA Request Number listed above in any
communication regarding this matter.
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You have the opportunity to reduce the scope of your request; this will accelerate the process and
could potentially place your request in a smaller processing queue. This may also reduce search and
duplication costs and allow for a more timely receipt of your information. The FBI uses a three-queue
processing system to fairly assign and process new requests. Requests track into one of the three queues
depending on the number of responsive pages - 500 pages or less (small queue), 501 pages to 2500 pages
(medium queue), or more than 2500 pages (large queue). Small queue cases usually require the least time
to process. Please advise in writing, if you would like to discuss reducing the scope of your request, and your
willingness to pay the estimated search and duplication costs indicated above. Provide a telephone number, .
if one is available, where you can be reached between 8:00 a.m. and 5:00 p.m., Eastern Time. Mail your
response to: Work Process Unit; Record Information/Dissemination Section; Records Management Division;
Federal Bureau of Investigation; 170 Marcel Drive; Winchester, VA 22602. You may also fax your response
to: 540-868-4997, Attention: Work Process Unit.

Sincerely,

Drleldy

David M. Hardy

Section Chief,
Record/Information
Dissemination Section
Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
v.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

August 12, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

FOIPA Request No.; 1272295-000
Subject: ALL PRIVACY THRESHOLD ANALYSIS (PTA)
DOCUMENTS AND INITIALS PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBI FROM
2007 TO PRESENT
Dear Mr. Scott:

This is in reference to your Freedom of Information Act (FOIA) request.

The Federal Bureau of Investigation (FBI) has located approximately 3,390 pages of records
potentially responsive to the subject of your request. By DOJ regulation, the FBI notifies requesters when
anticipated fees exceed $25.00.

Releases are made on CD unless otherwise requested. Each CD contains approximately 500
reviewed pages per release. The 500 page estimate is based on our business practice of processing medium
and large track cases in segments. DOJ regulations provide 100 pages or the cost equivalent ($10.00) free of
charge. If all potentially responsive pages are released, you will owe $95.00 in duplication fees to receive the
release on CD (7 CD's at $15.00 less $10.00). Should you request that the release be made in paper, you will
owe $339.00 in duplication fees.

Please remember this is only an estimate, and some of the information may be withheld in full
pursuant to FOIA/Privacy Act exemption(s). Also, some information may not be responsive to your subject.
Thus, the actual charges could be less. No payment is required at this time. However, you must notify
us in writing within thirty (30) days from the date of this letter of your format decision (paper or CD)
and your commitment to pay the estimated fee.

If we do not receive your format decision and/or commitment to pay within thirty (30) days of the date
of this notification, your request will be closed. Include the FOIPA Request Number listed above in any
communication regarding this matter.
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You have the opportunity to reduce the scope of your request; this will accelerate the process and
could potentially place your request in a smaller processing queue. This may also reduce search and
duplication costs and allow for a more timely receipt of your information. The FBI uses a three-queue
processing system to fairly assign and process new requests. Requests track into one of the three queues
depending on the number of responsive pages - 500 pages or less (small queue), 501 pages to 2500 pages
(medium queue), or more than 2500 pages (large queue). Small queue cases usually require the least time
to process. Please advise in writing, if you would like to discuss reducing the scope of your request, and your
willingness to pay the estimated search and duplication costs indicated above. Provide a telephone number,
if one is available, where you can be reached between 8:00 a.m. and 5:00 p.m., Eastem Time. Mail your
response to: Work Process Unit; Record Information/Dissemination Section; Records Management Division;
Federal Bureau of Investigation; 170 Marcel Drive; Winchester, VA 22602. You may also fax your response
to: 540-868-4997, Attention: Work Process Unit.

Sincerely,

Dbl

David M. Hardy

Section Chief,
Record/Information
Dissemination Section
Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
v.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

August 20, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NwW
WASHINGTON, DC 20009

FOIPA Request No. 1272294-000
Subject: PRIVACY IMPACT ASSESSMENTS (PIA) THE FBI
CONDUCTED AND ARE NOT PUBLICLY AVAILABLE

Dear Mr. Scott:

This is in response to your request for a fee waiver for the above referenced Freedom of Information/Privacy
Acts (FOIPA) request. Fee waivers are determined on a case by case basis. See 5 U.S.C. § 552 (a)(4)(A)(iii).

To be granted a fee waiver or a reduction in fees, two requirements must be satisfied. First, you must
demonstrate that "disclosure of the [requested] information is in the public interest because it is likely to contribute
significantly to public understanding of the operations or activities of the government." Second, you must establish that
"disclosure of the information . . . is not primarily in the commercial interest of the requester.” See 5 U.S.C. §
5§52(a)(4)(A)(iii). The burden is on the requester to show the statutory requirements for a fee waiver have been met. If
these requirements are not satisfied, a fee waiver is unavailable under the statute.

To determine whether disclosure is in the public interest, we consider these factors: (1) whether the subject
of the requested records concems "the operations or activities of the govermment;" (2) whether the disclosure is "likely
to contribute™ to an understanding of government operations or activities; and (3) whether disclosure of the requested
information will contribute “significantly” to "public understanding.” See 28 C.F.R. §16.11(k)(2).

If the first requirement has been met, we must then determine whether disclosure of the requested information
is pnmarily in the commercial interest of the requester. To make this detemmination, we consider these factors: (1)
whether the requester has a commercial interest that would be furthered by the requested disclosure and (2) whether
the magnitude of the identified commercial interest of the requester is sufficiently large, [compared to] the public interest
in disclosure, that disclosure is "primarily in the commercial interest of the requester." See28 C.F.R. § 16.11(k)(3). !f
the requester's commercial interest in disclosure is greater than the public interest to be served, then a fee waiver is not
warranted.

We have reviewed the information you provided in support of your request for a fee waiver and have found that
you do not satisfy either requirement. Quoting or paraphrasing the statute, without also providing factual detail or
support specific to your request, is not sufficient under the law. Consequently, your request is denied.
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You may file an appeal by writing to the Director, Office of Information Policy (OIP), U.S. Department of
Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you may submit an appeal through
OIP's eFOIA portal at hitp://www.justice.gov/oip/efoia-portal.html. Your appea! must be received by OIP within sixty
(60) days from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any correspondence to us for
proper identification of your request.

Sincerely,

Dl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
Civil Action No. 14-CV-01311-KBJ

V.

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

August 20, 2014

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NwW
WASHINGTON, DC 20009

FOIPA Request No. 1272295-000
Subject: ALL PRIVACY THRESHOLD ANALYSIS (PTA)
DOCUMENTS AND INITIALS PRIVACY ASSESSMENTS (iPA)
CONDUCTED BY FBI FROM 2007 TO PRESENT

Dear Mr. Scott:

This is in response to your request for a fee waiver for the above referenced Freedom of Information/Privacy
Acts (FOIPA) request. Fee waivers are determined on a case by case basis. See 5 U.S.C. § 552 (a)(4)(A)(iii).

To be granted a fee waiver or a reduction in fees, two requirements must be satisfied. First, you must
demonstrate that "disclosure of the [requested] information is in the public interest because it is likely to contribute
significantly to public understanding of the operations or activities of the government.” Second, you must establish that
"disclosure of the information . . . is not primarily in the commercial interest of the requester.” See 5 U.S.C. §
552(a)(4)(A)(iii). The burdenis on the requester to show the statutory requirements for a fee waiver have been met. If
these requirements are not satisfied, a fee waiver is unavailable under the statute.

To determine whether disciosure is in the public interest, we consider these factors: (1) whether the subject
of the requested records concerns "the operations or activities of the government;” (2) whether the disclosure is "likely
to contribute” to an understanding of government operations or activities; and (3) whether disclosure of the requested
information will contribute “significantly” to "public understanding.” See 28 C.F.R. §16.11(k)(2).

if the first requirement has been met, we must then determine whether disclosure of the requested information
is primarily in the commercial interest of the requester. To make this determination, we consider these factors: (1)
whether the requester has a commercial interest that would be furthered by the requested disclosure and (2) whether
the magnitude of the identified commercial interest of the requester is sufficiently large, [compared to} the public interest
in disclosure, that disclosure is "primarily in the commercial interest of the requester.” See 28 C.F.R. § 16.11(k)(3). If
the requester's commercial interest in disclosure is greater than the public interest to be served, then a fee waiver is not
warranted. .

We have reviewed the information you provided in support of your request for a fee waiver and have found that
you do not satisfy either requirement. Quoting or paraphrasing the statute, without also providing factual detail or
support specific to your request, is not sufficient under the law. Consequently, your request is denied.



Case 1:14-cv-01311-APM Document 26-3 Filed 04/22/16 Page 24 of 56

You may file an appeal by writing to the Director, Office of Information Policy (OIP), U.S. Department of
Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you may submit an appeal through
OIP's eFOIA portal at hitp://www.justice.qov/oip/efoia-portal.html. Your appeal must be received by OIP within sixty
(60) days from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any correspondence to us for
proper identification of your request.

Sincerely,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
Civil Action No. 14-CV-01311-KBJ

V.

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

December 15, 2014

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Electronic Privacy Information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272294-000

Subject: PRIVACY IMPACT ASSESSMENTS (PIA)
THE FBI CONDUCTED AND ARE NOT PUBLICLY
AVAILABLE

Dear Mr. Scott:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 552 Section 552a

v (b)(1) I~ O)Y7)A) I (d)5)
™ )@ I~ (b)(7)(B) ™ 6@
M (b)(3) W (b)(7)(C) ™ (k1)
50 U.S.C., Section 3024 ()(1); ¥ (0)(7)(D) (@)
National Security Act of 1947 ¥ ®N(E) ™ ®E)

™ ®)@)F) [ (k)(4)
™ (b)(4) ™ (b)®) ™ (K)(5)
™ (b)(5) I~ (b)(9) (9] G))
W (b)(6) ™ (k)7

1,069 pages of potentially responsive records were reviewed. 22 pages were determined to be responsive
and were processed. Out of those 22 pages, 22 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government
agency(ies) {OGA].

r This information has been referred to the OGA(s) for review and direct response to you.

We are consulting with OGA(s). The FBI will correspond with you regarding this information when the
consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7){E)/(j)(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

v

~ Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP’s eF OIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal must be
received by OIP within sixty {(60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

I™ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

v

See additional information which follows.

Sincerely,

Drlel—y

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)

The enclosed documents represent the first interim release of information responsive to your Freedom of
Information Act (FOIA) request. This material is being provided to you at no charge.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld,

trade secrets and commercial or financial information obtained from a person and privileged or confidential,

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held

in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a

promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DO]
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
V.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER

SUITE 200
1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Dear Mr. Scott:

Washington, D.C. 20535

January 15, 2015

Electronic Privacy information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272294-000 -

Subject: PRIVACY IMPACT ASSESSMENTS (PIA)
THE FBI CONDUCTED AND ARE NOT PUBLICLY
AVAILABLE

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 552
W (b)(1)
()3
M (b)@3)

50 U.S.C., Section 3024 (i)(1);

National Security Act of 1947

™ (b)4)
™ (b)5)
W (b)(6)

™ GXNA
™ (dX7)(B)

¥ (BX7)C)

[ (bX7)D)
W (b)(7)E)
™ (b)(7)F)
™ (b)®)

™ (0)(9)

Section 552a
™ (d)(5)

0@
™ (1)
I~ (k)(2)
™ (K)(3)
™ (k)4
I~ (k)(5)
™ (k)(6)
I (K)(7)

816 pages of potentially responsive records were reviewed. 89 pages were determined to be responsive and
were processed. Qut of those 89 pages, 89 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government

agency(ies) [OGA].

r This information has been referred to the OGA(s) for review and direct response to you.
We are consulting with OGA(s). The FBI will correspond with you regarding this information when the

consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) {5 U.S.C. § 552/552a (b)}(7)(E)/(j)(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

"4

i Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's eFOIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

™ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

v

See additional information which follows.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosures (2)

The enclosed documents represent the final release of information responsive to your Freedom of
Information Act (FOIA) request. This material is being provided to you at no charge.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held

in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a

promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOIJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
V.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
February 17, 2015

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Electronic Privacy {nformation Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272295-000

Subject: ALL PRIVACY THRESHOLD ANALYSIS
(PTA) DOCUMENTS AND INITIAL PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBi FROM
2007 TO PRESENT

Dear Mr. Scott:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 552 Section 552a

W (b)(1) I (TCaTCY I ™ (d)5)
™ (b)2) ™ (b)7)B) ™ (@)
W (b)(3) W (b)(7)(C) ™ (k)(1)
50 U.S.C., Section 3024 ()(1); OO ™ (@)
National Security Act of 1947 ¥ (b)(7)(E) ™ (0)E)

™ (b)(7)F) ™ (k)(4)
™ (b)(4) ™ (b)(8) ™ (K(G5)
[~ (b)(5) ™ (b)9) ™ (k)(6)
¥ (b)(6) ™ ()

502 pages of potentially responsive records were reviewed. 445 pages were determined to be responsive
and were processed. Out of those 445 pages, 439 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government
agency(ies) [OGA].

r This information has been referred to the OGA(s) for review and direct response to you.

We are consulting with OGA(s). The FBI will correspond with you regarding this information when the
consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

v

id Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP’s eFOIA portal at http://www.justice.gov/oip/efoia-portal.htmi. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

™ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

v
v See additional information which foilows.

The enclosed documents represent the first interim release of information responsive to your Freedom of
Information Act (FOIA) request. This material is being provided to you at no charge.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
Civil Action No. 14-CV-01311-KBJ

V.

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

March 16, 2015

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Electronic Privacy Information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272295-000

Subject: ALL PRIVACY THRESHOLD ANALYSIS
(PTA) DOCUMENTS AND INITIAL PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBI FROM
2007 TO PRESENT

Dear Mr. Scott:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 5§52 Section 552a

Vv ©)(1) = ®TA ™ (d)(5)
(93] ™ (b)(7)B) ()3
v ()@) V¥ (b)7)(C) ™ )
50 U.S.C., Section 3024 ()(1); W (b)(7)(D) ™ (@)
National Security Act of 1947 ¥ ®B)7)E) ™ (k@)

™ ®@)F) I K4
I (@) ™ (b)®) ™ ()(5)
M (b)(5) ™ ()©) ™ (k)(6)
V (b)(6) ™ (k(T7)

500 pages of potentially responsive records were reviewed. 466 pages were determined to be responsive
and were processed. Out of those 466 pages, 457 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government
agency(ies) [OGA].

I This information has been referred to the OGAC(s) for review and direct response to you.

We are consulting with OGA(s). The FBI will correspond with you regarding this information when the
consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act exemption
()2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the existence of your subject's
name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

v

i Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP’s eFOIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

™ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a iater date, as time and resources permit.

See additional information which follows.

The enclosed documents represent the second interim release of information responsive to your
Freedom of Information Act (FOIA) request. This material is being provided to you at no charge.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosures (2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
Civil Action No. 14-CV-01311-KBJ

V.

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER

SUITE 200
1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Dear Mr. Scott:

Washington, D.C. 20535

April 15, 2015

Electronic Privacy Information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272295-000

Subject: ALL PRIVACY THRESHOLD ANALYSIS
(PTA) DOCUMENTS AND INITIAL PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBI FROM
2007 TO PRESENT

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 552
¥ (b)(1)
I~ ()2
M (0)@3)

50 U.S.C., Section 3024 ()(1);

National Security Act of 1947

I @
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¥ (b)(6)

™ ODA
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Section 552a
™ @)s)
()@
™ (1)
™ @)
™ E)
@)
I (3]6))
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™ ()

500 pages of potentially responsive records were reviewed. 493 pages were determined to be responsive
and were processed. Out of those 493 pages, 462 pages are being released.

I Document(s) were located which originated with, or contained information concerning, other Government

agency(ies) [OGA].

r~ This information has been referred to the OGA(s) for review and direct response to you.
We are consulting with OGA(s). The FBI will correspond with you regarding this information when the

consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act exemption
()(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the existence of your subject's
name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

4

E Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP’s eFOIA portal at http://www.justice.gov/oip/efoia-portal.htmi. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

™ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

v
w See additional information which follows.

The enclosed documents represent the third interim release of information responsive to your Freedom
of Information Act (FOIA) request. This material is being provided to you at no charge.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)



(bX(1)

(b))

(b)3)

(b)(4)

(b)(5)

(b)(6)
(OX7)

(bX(8)

®©O)

(d)G5)

MQ)

(k)(1)

(k)@2)

©3)

(k)(4)

(k)3)

(k)(6)

(kX7)

Case 1:14-cv-01311-APM Document 26-3 Filed 04/22/16 Page 44 of 56

EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE S, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E } would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER

Plaintiff,
v.

Civil Action No. 14-CV-01311-KBJ

FEDERAL BUREAU
OF INVESTIGATION

Defendant.
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U.S. Department of Justice

| Federal Bureau of investigation

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER

SUITE 200
1718 CONNECTICUT AVENUE NwW
WASHINGTON, DC 20009

Dear Mr. Scott:

Washington, D.C. 20535

May 15, 2015

Electronic Privacy Information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272295-000

Subject: ALL PRIVACY THRESHOLD ANALYSIS
(PTA) DOCUMENTS AND INITIAL PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBI FROM
2007 TO PRESENT

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 5§52
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500 pages of potentially responsive records were reviewed. 479 pages were determined to be responsive
and were processed. Out of those 479 pages, 453 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government

agency(ies) [OGA].

r This information has been referred to the OGA(s) for review and direct response to you.

We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act exemption
((2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the existence of your subject's
name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or
you may submit an appeal through OIP’s eFOIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal
must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The
envelope and the letter should  be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Number in any correspondence to us for proper identification of your request.

r The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or. may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

v
v See additional information which follows.

The enclosed documents represent the fourth interim release of information responsive to your Freedom
of Information Act (FOIA) request. This material is being provided to you at no charge.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute {other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOIJ
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IN THE UNITED STATES DISTRICT COURT
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U.S. Department of Justice

Federal Bureau of Investigation

VIA FEDEX

MR. JERAMIE D. SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER

SUITE 200
1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Dear Mr. Scott:

Washington, D.C. 20535

June 15, 2015

Electronic Privacy Information Center v. FBI

DDC 1:14-¢cv-01311-KBJ

FOIPA Request No.: 1272295-000

Subject: ALL PRIVACY THRESHOLD ANALYSIS
(PTA) DOCUMENTS AND INITIAL PRIVACY
ASSESSMENTS (IPA) CONDUCTED BY FBI FROM
2007 TO PRESENT

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:

Section 552
¥ ()(1)
I~ @)
M (b)@3)

50 U.S.C., Section 3024 (i)(1);

National Security Act of 1947

™ (b)4)
W (b)(5)
W (b)6)

™ OX7)A)
I~ (b)7)®)
W (b)(7)(C)
W (b)(7)(D)
W (b)7)(E)
I~ (b)(7)F)
I~ (b)@®)

I~ (X9

Section 552a
™ @)X5)
(1?3
™ o)
™ @)
)
™ @)
™ &)

™ &)y®)
I &

375 pages of potentially responsive records were reviewed. 373 pages were determined to be responsive
and were processed. Out of those 373 pages, 367 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government

agency(ies) [OGA].

r This information has been referred to the OGA(s) for review and direct response to you.

r We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is finished.
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act exemption
()(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the existence of your subject's
name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or
you may submit an appeal through OIP’s eFOIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal
must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely.  The
envelope and the letter should  be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Number in any correspondence to us for proper identification of your request.

r The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

See additional information which follows.

The enclosed documents represent the final release of information responsive to your Freedom of
Information Act (FOIA) request. This material is being provided to you at no charge.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
January 11, 2016
VIA FEDEX

MR. JERAMIE D SCOTT

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE NW
WASHINGTON, DC 20009

Electronic Privacy Information Center v. FBI

DDC 1:14-cv-01311-KBJ

FOIPA Request No.: 1272294-001

Subject: Privacy Impact Assessments (PIA) the FBI
conducted and are not publicly available

Dear Mr. Scott:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United
States Code, Section 552. Deletions have been made to protect information which is exempt from disclosure, with
the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet
was inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information
are marked below and explained on the enclosed Explanation of Exemptions:

Section 552 Section 552a

W (b)(1) ™ A ™ (dxs)
™ ®X2) ™ (©OX7)®) ()[P3)
V¥ (®)3) ¥ ®)7)C) ™ (1)
50 U.S.C., Section 3024 (i)(1); ™ ®@)D) ™ 0@
National Security Act of 1947 M (bX7XE) ™ ®@G)

™ ®X7)(F) ™ ()(4)
™ (b)4) ™ (bX8) ™ (k)5)
¥ (b)5) ™ (bX9) ™ (k®)
¥ (b)6) )

117 pages of potentially responsive records were reviewed. 117 pages were determined to be responsive
and were processed. Out of those 117 pages, 0 pages are being released.

r Document(s) were located which originated with, or contained information concerning, other Government
Agency (ies) [OGA].

™ This information has been referred to the OGA(s) for review and direct response to you.

We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed. :

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/()(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.
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For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is
limited to those records that are subject to the requirements of the FOIA. This is a standard notification that is given
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for
your information is a copy of the Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

Although your request is in litigation, we are required by 5 § USC 552 (a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or
you may submit an appeal through OIP's eFOIA portal at http://www justice.gov/oip/efoia-portal.html. Your appeal
must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The
envelope and the letter should  be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Number in any correspondence to us for proper identification of your request.

r The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the
focus of the investigation. Our search located additional references, in files relating to other individuals, or matters,
which may or may not be about your subject(s). Our experience has shown when ident, references usually contain
information similar to the information processed in the main file(s). Because of our significant backlog, we have
given priority to processing only the main investigative file(s). If you want the references, you must submit a
separate request for them in writing, and they will be reviewed at a later date, as time and resources pemit.

4

See additional information which follows.

A search of PTA work items 13, 94, 175, 225, 263 and 279 for potentially responsive PIAs revealed 117 pages
of records responsive to your request and were withheld in full asserting applicable FOIA exemptions.

A search of PTA work items 16, 18, 28, 30, 47, 48, 53, 71, 72, 89, 92, 98, 105, 113, 130, 137, 141, 173, 188,
193, 194, 204, 208, 214, 219, 234, 242, 249, 259, 274, 275, 276, 278, 285, 287, 296 and 298 for potentially responsive
PlIAs reveal no records are available under the Freedom of Information Act (FOIA).

In regards to PTA work item 140, please refer to Bates Starnped pages 39-44.

This material is being provided to you at no charge.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures (2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E )} would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE §, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ



