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You have asked this Office to underlake a thorough reexamination of the STELLAR
WIND program as il is currently operated ta confirm that the actions that the Presidént has
directed the Depariment of Defensc to undertake through the National Secunty Agency (NSA)
are Jawful. STELLAR WIND is a highly classificd and strictly compartmented program of
electromac survetllance within the United States that President Bush directed the Department of
Defense to undertake on Octobet 4, 2001 10 response to the attacks of September 11, 2001,
Specifically, the progran is designed to counter the threat of further tervorist aifacks on the
territorial United States by detecting communications that will disclose tervorist operatives,
terrorist plans, or other information that can enable the disruption of such atacks, particularly the
identification of al Qaeda operatives within the United States. The President’s initial directive (o
the Secretary of Defense authorized the STELLAR WIND program for 30 days. Since then, the
President has periodieally (roughly every 30 to 45 days) reauthorized the prograny.
(FSISHCOMBNTSLWAE

Afiet deseribing the trgtiation of STELLAR WIND, modificatians to the program, and iis
current operation, including the peniodic reaythorizations by the President, this memorandum
provides a legal analysis of the progren in four parts. In Part T, we brefly examine STELLAR
WIND andet Executive Order 12,333, 46 Fed. Reg. 59, 941 (Dec. 4, 1981), the Execuiive O
gverning the respoansibilities and conduct of various entities in the infelligence community.




In Paet [T, we address the statutory framcwork thal governs the interception of
conmmunicalions in the United States and t1s application (o the first of the three major pans of the
STELLAR WIND program - (hal is, targeted erception of the content of international
communicalions involving suspected terrorists. Specifically, we address the Forcign [ntelligence
Surveiflance Act (FISA), as amended, S0 U S.C. §§ 1801 -1862 (2000 & Supp. § 2001), and
relevant relaled provisions in Title T of the Omnibus Crime Control and Safe Streets Act of
1968, as amended, 18 U.S.C. §§ 2510-2521 (“Title TH"} {2000 & Supp. 1 2001).1

we {turn to a new analysis of
STELLAR WIND in relation to FISA based on the recognition that 4 proper legal seview should
nol examiie FISA in isolation. Rather, in the context of STELUAR WIND caliection in the
ongoing conflict with al Qaeda, the restrictions in FISA must be 16ad in Jight of the express
authorization enacted by Congress on Seplember 18, 2001 providing the President authority “{o
use all necessary and appropriate force against those nations, organizations, or persons he
deterrnines planned, authorized, conunitted, or aided the terrons! attacks” of September 1 £,
Authorization for Use of Military Force, Pub. L, No. 107-40, § 2(2), 115 Stat. 224, 224 (Sept. 18,
2001) (reported as a note to 50 U.S.C.A. § 1541) (“Congressional Aufborization’). The
Congressional Authorization is significant for our analysis in two respects. First, il is properly
understood as an express authorization for surveiliance activities — including the content
collection undertaken as part of STELLAR WIND - targeted against al Qaeda and affiliated
organizations that come within its terms. Second, even if it did not provide express authorify for
the (argeled content cullection undertaken as part of STELLAR WIND, at a minimum the
Congressional Authorization creates sufficient ambiguity concering the application of FISA in
this context that the canon of constitutional avoidance can properly be invoked to.construe the
Congressional Authorization to overcome restrictions in FISA in this context.

(FSHST-STELWAAE

We
conclude that in the circumstances of the current armed conflict with al Qaeda, the restrictions sel
out in FISA, as applicd to targeied efforts to intercept the communications of the enenyy in order
to preven! furthier armed atfacks on the Tintied States, would be an unconstitutional infringement

P Uinless atlierwsse noted, alt United States Code citations in this memorandum ace to the 2008 edition. (U)
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an the constitutionally assigned powers of the President. The President has inherent
constitulional authority as Commander in Chicf and sole organ for the nation in foreign affairs ta
conduct warraniless surveiliance of enemy forces for intelligence purposes to dclec! and d:*:rupl
armed attacks on the Uniled S Conor )

exercise of that authiority.
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Finally, in Part V, we examine STELLAR WIND cantent collection and raetn data
collection (for both teiephony und e-mail) under the requirements of the Fourth Amendment.
Although no statutory requirements prevent the President fram conducting surveillance under
STELLAR WIND, electrenic surveillance under STELLAR WIND must still comply with the
requirements of the Fourth Amendment. We reaffirm our conclusions (i) that as fo conlent
collection, STELLAR WIND activitics core within an exception to the Warrant Clause and
satisly the Fourth Amendment's requirement of reasonableness, and {11} that meta data collection
does not implicate the Fourth Amendment. The activities authorized under STELLAR WIND

are thus constitutionally permissible, FFSASHSTLWNE

BACKGROUND (11
A, September 11, 2001 (L)

On September 11, 2001, the al Qaeda terrorist network Taunched a set of coordinated
atfacks along the East Coast of the United States. Four coramereial aieliners, each apparently
carcfully selected becaunse it was Rilly loaded with fuel for a transcontinental flight, were
ljacked by al Qaeda operativea. Two were targated at the Nation's {inaneial center in New York
and were delibevately flown into the two towers of the World Trade Center. The thurd was
targeted al the headquarters of the Nation's armed forces, the Pentagon. The fourth was
apparently headed toward Washington, D.C., when passcugers struggled with the hijackers aud
the plane crashed in Pennsylvania. Subscquent debricfings of captwed al Qacda operatives have
confirmed that the intended (arget of this plane was either the White House or the Capitol
butlding, which suggests that its intended mission was a decapitation strike ~ an attempt 1o
- eliminate critical govermmental leaders by killing either the President ot a large percentage of the
members of the Legislative Branch. These attacks resulied in approximately 3,000 deaths — the
highest single-day death tol! from foreign hostile action in the Nation’s history. They alse shut
down aiy travel in the United States for several days, closed the New York Stock Exchange for
days, and caused billions of dotlars in damage to the econamy. {U}

On September 14, 200], the President declared & nationa! cmergency “by reason of the
terrorist attacks at Lthe World Trade Center, New York, New York, and the Peatagon, and the
continuing and immediate threat of further attacks on the United States.” Proclammation Na.
7463, 66 Fed. Reg. 48,199 (Sept, 14, Z2001). The United States also launched a massive military
response, both at home and abroad. [n the United States, combat air patrols were immediately

“established over major meiropolitan areas andl were maintained 24 hours a day until Apeif 20022
The United States alsa immediatcly began plans for a military response directed at al Qaeda's
base of operations in Afghanistan. On September 14, 2001, both houses of Congress passed a
Jjoint resolution authorizing the Peesident “to use all neecssary and appropniate force against those
nations, organizations, or persons lie determines planned, authotized, comumitted, or aided the
terrorist allacks” of Scptember 11. Conpressional Authcuization § 2{(a), Congress also cxpressly

-

[
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acknowledged that the attacks rendered it “necegsary and appropriate’ for the United States to
exercise its right "'to protect United Slates oitizens both at home and abroad,” and acknowledged
in particular that the “the President has authority under the Conslitulion to Lake action to deter
and prevent acls of indernational lerroristm against the United States.” Jd. pmbt. Acling under his
constitutional avtlkn iy as Cormmander in Chief, and with the support of Congress, the President
dispatched forces to Afghanistan and, with the cooperation of the Nerthern Alliance, toppled the
Tatiban regime from power Military operations Lo seck out resurgent elements of the Taliban
regime and al Qaeda fighters continue in Afghanisian 1o this day. See, e.g., Mike Wise and Josh
White, £x-NFL Player Tillman Killed in Combat, Wash. Post, Apr. 24, 2004, al Al (hoting that
"thiere are stili more than 10,000 U.S. troops in the couniry and fighting continues against
remnants of the Taliban and al Qaeda™). (8)

Ag the Fresident made explicit in his Military Qrder of November 13, 2001, authorizing
the use of military commissions to {ry lerrorists, the attacks of September 11 “creatad a state of
armed conflict.” Military Order, § 1(4), 66 Fed. Reg. 57,833, 57,833 (Nov. 13, 2001}, see also
Memorandum for Alberto R. Gonzales, Counsel to the President, from Patrick F.Philbin, Deputy
Assistant Attorney General, Office of Legal Counsel, Re: Legality of the Use of Military
Commissions To Try Terroriste 22-28 (Nov. 6, 2001) (concluding that altacks established a state
of armed conflict permitting invocation of the laws of war), Indeed, shortly after the attacks
NATQ took the unprecedented step of invoking article § of the North Atlantic Treafy, which
provides that an “armed attack against one or more of [the parties] shall be considered an attack
against them all.” North Atlantic Treaty, Apr. 4, 1949, art. 5, 63 Stat, 2241, 2244, 34 UN.T.S,
243, 246; see also Statement by NATO Secretary Generat Lord Robertson (Oct. 2, 2001),
available af Wtp/iwww natoantdocwspeecty2001/501 1002a him (“{I]t has now been determined
that the attack against the United States on |1 September was directed frony abroad and shall
therefore be reparded as an action covered by Article 5 of the Washington Treaty ... .""). The
President also detenmined in his Military Order that al Qaeda terrorists “possess both the
capability and the intention to undertake further terearist attacks against the United States that, if
not detected and prevented, will cause mass deaths, mass injuries, and magsive destiuction of
property, and may place at risk the continuily of the operations of the United Sates Government,”
and concluded that “an extracrdinary emergency exists for national defense purposes.” Military
Order, § 1{(c}, (g), 66 Fed. Reg, at 57,833-34. (U) :

B. Tuitiation of STELT AR WIND (FSASF-STEWANT

Againsl this unfolding background of events in the fall of 2001, there was subslantial
concern that al Qaeda was preparing & further aitack within the United Statcs. Al Qaedz had
demonstrated its ability to infiltrate agents into the United Stales undetected and have them carry
out devastating attacks, and it was suspected that firther agents were likely already 10 posilion
within the Nation’s borders. Indeed, to this day finding al Qacda slesper agents in the United
States remains one of the (op concerns in the war on terroxism. As FBL Director Mueller recently
stated in classified testimony before Congress, “[t]he task of finding and newtratizing al-Qa'ida
operatives that have already entered the U.S. and have estabiished themselves 13 American
society is one of our niost serfous intelligence and law enforcement chatlenges.” Testimony of
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Robert 5. Mueller, it], Director, FBI, Before the Senate Select Comm. on Intelligence 5 (Feb. 24,
2008} (S/ORCONNT). 5415

‘To counter that threat, on Oclober 4, 2001, the President directed the Secretary of
Defense 1o use the capubilities of the Department of Delense, in purlicular (he National Secunt
. to undartake a proegram of elecltonic surveilJance designed to

countenng the {hreat of further al (Qaeda
altacks within the United States. This program is known by the code name "STELLAR WIND.
The electronie surveillance activities that the President authorized under STELLAR WIND fal
tnto twa broad calegories: (1) interception of the confent of certain communications, and (2)
colection of header/rauter/adidressing informeation on compumications, such as dialing number
information on telephone calls. Specificallv

ere waa nrabalile cause io bel

Presidential Awthovization for
peclfied Llectronic Survetliaace Aclivifigs During a Limited Period to Detect and Prevent Acts

of Tarvorism Within the United States (Oct. 4, 2001} {TSSHCOMINTETLWANE
{“Qctober 2001 Authorization').

The President further direcied that the Depariment of Defense should minimize the
mformation ¢oliected concerning Amencan citizens, copsistent with the object of detecting and




The President based his decision (o initiate {he program on specific Gndings conceniing
the nature of the ihreat facing fhe United States gpd ng that w sy 16 protect

destruction that could result from further tervorist attacks; the need to dcte,c{ and prevent such
attacks, particularly through effective electronic surveillance that could be initiated swiftly and
with secrecy; the possible intrusion into the privacy of American clijzens !,ha{ ng ht resull from
the c]eclromc suwelllance being authomed the absence 0( HOTE NArOw

determined thaf

caergency constifutel
conducling the described surverilance wihoul Fesort to JUdicial Warranis. The President
noted, however, (hat he intended to inform the appropriale mentbers of the Senate and the :
of Representatives as soon as that could be done congistent with national defense ﬂecds.ﬂ

FFSHSI-STLWATR
. Resuthorizatioas nad the Reauthorization Process (FSHS-STIAMAAES

As noted above, the President’s Authorization of Qctlober 4, 2001, was limited in duration
and sel its own expiration date for thirty days from the date on which it was signed. Since then,
the STELLAR WIND prograin has been periodically reauthorized by the President, with each
authorization lasting a defined time perod, typically 30 t0 45 days. The restriction of each
authorization to 2 limited duration has ensured that the basic findings described above upon
which the President assesses the need for the STELLAR WIND program are ye-evaluated by the

' We nolg that, m compliance with the President's instractions, the chairmen and rankiag minenty
members of the Honse and Senate infelligence committecs were briefad penodicaily on STRLLAIR WIND by the
Director gf the NSA i 3002 and 2003,
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President und his senior advisers based on current information every time thal the program is

reauthonzed. FSHSESTEWARNE

The reauthorization process operaies as follows. As the period of each reauthorization
nears an end, the Directar of Cential [atelligence {DCI) prepares & memorandum for the
President outlining selected cumvenl information concerning the continuing threat that al Qaeda
poses {or conducting attacks in the United Stales, as well as informmation describing the broader
context of al Qaeda plany to attack U.S. interests around the world, Both the DCTand the
Secretary of Defense review that memorandum and siga a recommendation that the President
should reauthorize STELLAR WIND based on the continuing threal posed by potential terrorist
attacks within the United States. That recommendation is then reviewed by this Office. Bascd
upon the mformation provided in the recommendation, and also taking inio account information
available o the President from alt sources, this Office asscsses whether therc is a sufficient
factual basis demonstrating a threat of terrorist allacks i the United Stales for if to continue (o be
reasonable under the standards of the Fourth Amendment for the President to authorize the
watranlless searches fnvolved in STELLAR WIND. (The details of the constitutional analysis
this Office has applied are reviswed in Part V of this memorandunt.) As explained in more detaif
below, since the inceplion of STELLAR WIND, intelligence from various sources {particular]y
from interrogations of detained al Qaeda operatives) has provided a continuing flew of
information indicating that al Qaeda has hiad, and continues to have, multiple redundant plans for
executing further attacks within the United States. These strafegies are at varique.
planning and execution, and some have heen disrupted. They includs plans fo

Afler reviewing ecach

of the proposed STELLAR WIND reauthorizations, this Office has advised you that the preposed
reauthorization would salisfy relevant constitutional standards of reasonableness under the
Fourth Amendnient, as descnbed in this Office’s earlier memoranda, Based on thal advice, you
have approved as {0 form and legality each reauthorization to date, except for the Authorization
of March 11, 2004 (discussed further below), and forwarded it to the President for his action.

el
FFSJ.;SA ’1;;;:4&(?1;3! i

Each authorization alse includes the sostructions aoted above to minimize the information

collected egneerning American cifizens. congistent with the obicative of detecting and preventing
teﬂonsm“

D. Modifications to S’I‘ELLAR- WIND Authorily FSH#SE-STEWHND

The scope of the authorization for electronic surveillance under STELLAR WIND has

changed over time. The changes are most easily understood as being divided igt hases: (i}
those that occurred before March 2004, and €ii) these that occwrred in March 2004,

(FEHSESTIRWYHES
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subsequen( reavihonzabions unil vareh 11,
uthorily using the sanie gperalive ferms.

-

E. Operation of the Program and the Modifications of March

second, more subslantial series of changes to STELLAR WIND took place in Maysch
2004. To understand these changes, it is nccessary to understand some background
concening how the NSA accomplishes the collection activity suthorized under STELL AR

WIND. (ESHSHSTWATR
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Frpally, the President, exercising tus constitutionai authority under Article I1
determuned that the March 11, 2004 Authorization and all prior Authorizations were tawfill

exerciges of the President’s authorlly under Article IT, including the Commander-in-Chief
Clause. - N-STEWAE




In the March 19, 2004 Modification, the President also clarified the scope of the
authorization {ov intercepting the content of corupunications. He made clear that the
Avuthonzauon applicd where there were regsonable

March 19, 2004

This memorandum anatyzes STELLAR WIND as it cumrendly operates.” To summarize,
that includes solely the following authorities:

(1) the authority to intercept the content of infernational communications “for which,
based on the factusl and practical considerations of everyday life on which
reasonable and prudent persans act, there are reasonable grounds (o believe ., |
{that] o party to such communicalion is a group engaged v intemational terrorism,
or aclivities in preparation therefor, or any agent of such a group,” as leng as that
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group is al Qaeda, an affibate of al Qaeda or another intemational terrorist group
that the President has detenmined both (a) is in armed conflict with the United
States and (b) pases a threat of hostile aglion within ihe Umiled States?

Prior Opinions of this Office (U)

Thiz Office has issucd several opinions analyzing constitutiona hier jepal issues
TELLAR WIND program. On October 4, 2001
¢ gvalated the lepality of a It




You have asked us to undertake a thorough review of the current program to ensure thal it

is lawlul, EFSHSI-STIWANE '

ANALYSIS (1)

STELLAR WIND Under Executive Order 12,333 {TS/SFSTEW/ANE)




1. Content Collection — Statutory Analysis EFSHE-STEEATE

hi this Part, we i to an apaiysis of STELLAR WIND cogtent collection under relevant
statutes regulating the govemment's interception of communications, specifically under the
framework cstablished by the Foreigo fntetligence Survelllance Act and tille T of the Ommnibus
Crime Control and Safe Streets Act of 1968. Generally speaking, FISA sets out several
authorities for the governmeat to use in gathering foreign intelligence (including authonty to
intercepl communications, conduct physical searches, and install pen registers); establishes
eertain procedures that vust be followed for these authorities to be used (procedures that usually
involve spplying for and oblaining an order from a special court); and, for some of these
authorilies, provides that the processes provided by FISA are the exclusive means for the
government to engage in the activity described. Title I and related provisions codified in title
L8 of the Umted States Code provide authorities for the use of electronic surveillance for law
enforcement pwposes, Because the statulory provistons governing the interception of the
content of comununications are different under both: regimes from those goveming the
interception of dialing nuwnber/routing information, we analyze he authorities under STELLAR
WIND that relaie to collection of meta data separately in Parts I and JV. (FSAST-STIHAD

Generally speaking, FISA provides whal purparts to be, according to the terms of the
statute, the cxclusive means [or intercepting the content of communications in the United States
for foreign intefligence purposes. Specifically, FISA sels out 2 definition of “electronic
surveillance™’ - a definition that includes any interception in the United States of the contents of

'* [1SA defines [¢)lectoniz survaillances” as:

{1} the acqesiion by an electronic, mechanical; or other surveillance device of the
conteats of any wire or radio communieation sent by or inweaded o be received by a patticular,
knawn United States person who is 1t Lhe United States, if the contents are acquired by
mtentonaliy arguting that United Siates parson, undes ¢ircumstances in which a person has a
reasennbie expectatian of privacy and & warvant would be required for faw enforcement pempases;

{2) the acquisition by 2 eleclronic, mechanicsl, or ofher surveiltance device of the
contents of any wirc communication to of fram a person in the United Siates, without the consent

9



a “wire communication” to or {rom a persosn in the United States — and provides specific
procedures thal must be followed for the government Lo engage in “electronic surveitlance” as
thus defined for foreign intelligence purposes. As a general matier, for clecironic sirveillance to
be conducted, FISA requires that the Attarney General or Deputy Attomey General approve an
applicalion for an order thal must be submiited 1o a special Article 111 cour{ created by FISA -
the Foreign lutelligence Surveitlance Court {FISC). See 58 L1.5.C. § 1804 (2000 & Supp. |
2001)." The application for an order must demonstrate, among olber things, that there is
probable cause to believe that the target is 3 forcign power or an agent of a foreign power. See
id. § 1805(a)(3)(A). 1t must alzo contain a cedification from the Assistand to the President for
National Secunity Affairs or an officer of the Unifed States appointed by the President with the-
advice and consen{ of the Senate and having respunsibilities in the area of national secunty or
defense that the 1formation sought is foreign intelligence information {as defined by FISA), that
carnol reasonably be oblained by normal investigative means, See id. § 1804(a}(7). FISA
further requires details about the methods that will be vged to obtain the infonmation and the
pdrlmutar facilities thal will be the subject of the interceplion. See id. § [804(a)(4). (a)(3).

FISA expressly makes it a felony offense, pumshable by up to 5 years in pason, for any
persan intentionally 1o conduct clectronic surveillance under color of taw exeept as provided hy
statute. See 50 U.S.C. § 1809." This provision is cornplemented by an interocking provision in
Title 1T — the portion of the crimunal code that provides the mechanism for obtaining wire taps
for law enforcement purposes. Section 2511 of tile 18 makes it an offense, also punishable by
up to 5 years in prison, for any person to intercept # communtcation exccpl as specifically
provided in that chapter. 18 U.S.C. § 2511(1)(a), (4)(a). One of the exceptions exjiressly
provided i that H is not unfawful for “an offtcer, employee, or agenl of the United States . . . Lo
conduct elecironic surveiliance, as defined in section 107 of the Foreign Intelligencs Surveillance
Act of 1978, as authorized by that Act” Jd. § 2511(2)(e) (cmphasis added). Cn their face, these
provisions make FISA, and the authorization process if requires, the exclusive lawful means for
the Bxeculive to engage in “electronic surveillance,” as defined 1n the Act for foreign intelligence

of any party thereto, if snelr acquisition occuss in the United States .

(3} tic intentional acquisition by ap clecraniz, mechasiesl, or other snrveillance device
of the contents of any radic conununicstion, under circumsiences in whick a person hag a
reasanable expectation of poivicy and 2 warant would be required for law enforcement purposes,
and if both the sender and all intended recipients are located within the United States; or

{4) the installation o use of an ¢lectronic, mechanical, ar other surveitlange devace in the
United States for monitoring fe aequire information, ather than fram a wire or tadio
communication, under circlmstances in which 2 person has a reasenable expecistion of privacy
and a warrant waould be reguired far law enforcement wrposes.

50 U.S.C. § 801N (2000 & Supp. 1 2001). (ESHS-STLWIA)

 Section 104 of FISA speaks only of the Atoraey General, bt section 101{g) defines “Attamey General”
a0 include the Deputy Attorney General. See 50 ULS.C § 1801{g). (FSAS-STEWANE)

" See also S0 U.S.C. § 1810 (providing for civil liability as well). CRSHUSESTLMGNL
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purposes, Indeed, this exclusivily s expressly emphasized in section 251 1{2)({}, wnich stales
that “procedures i this chapler or chapter [ 2.1 [addressing access o stored wire and glectronic
communicalions and customer records] and the Foreign Inteliigence Surveillance Act of 1978
shatl be the exclusive means by winch electronie surveiflance, as defined in section 101 of such
Act, and the interception of domestic wire, orai, and ¢lectronic corumunications may be

conducted.” fd. § 251 1(2)(F) (2000 & Supp. [ 2001}, ERSHST-STLNWE

As we explain in Part [I.B, a proper analysis

of STELL AR WIND must not constder FISA in isolation. Rather, 1t must take into account the
Congressional Authonzation for Use of Mibtary Force. We conclude that the Congressional
Authonization is critical for STELLAR WIND in two respects. First, its plain terms caa propetly
be understood as an express authorization for surveillance targeted specifically at al Qacda and
affiliated tervorist organizations. The Congressional Authorization effeclively exempts such
surveillanec from the requirement(s of FISA. Second, even if it does nof provide such express
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authority, at 3 minimury the Congressional Authorization creates sufficient ambiguily concerning
the epplication of FISA that it justifies applying the canon of constitutional avaidance to constrie
the Congressional Awthorization and FISA in canjunction such that FISA does nof preclude the
survaillance ordered by the President in STELLAR WIND. Finally, in Part ILC we explain that,
even if consiitutional narrowing could not be applied o avoid a conflict between STELLAR
WIND and FISA, the content collection the President has ordered, which specifically targets
communicalions of the enemy in time of war, would be lawfu because Lhe restrictions of FISA
would be unconslitutional as applied in (lus context as an impermissible infringement on the
President’s constitutional powers as Commander in Chief. (FSHS-STRWANE

A, Priar Opinions of this Office — Constitutional Avoidance (U}

Reading FISA {o proubit the content cotlection the President has ordered in STELLAR
WINTs would, al a ninimumn, raise serious doubls about Lhe constitulionzhty of the statute. As
we explain in greater detail below, see Part 1L.C.1, the President has inherent constitutional
authority to cotduct warrantless electronic surveillance fur foreign intelligence purposes,
Indeed, it was established at the time FISA was enacted thai the President had such an igherent
canstitutional power. See, e.g., Unifed States v. Buitenko, 494 F.2d 593 (3d Cir. 1974) (en banc).
A statute that purports to eliminale the President's ability to exercise whal the couils have
recognized as an inherent constitutional authority - particularly a statute that would eliminate his
abilify 1o conduc( that surveillagee during a time of armed conflict for the express pupose of
thwarling attacks on the United States - al a minimum raises serious constitdional questions.

(FSHSI-STLWARE)

When faced with 3 siatute that may present an unconstitutional infringement on the
powers of the President, our first task is to determine whether the statute may be construed ta
avoid the constitutional difficulty. As the Supreme Court lias explained, "'l &n otherwise
acceptable construclion of a statute would raise serious constitutional probleins, and where an
altemative mrferprefation of the statute is “fairly possible,” we are obligated to construc the statute
16 avoud such problems.” INS v St. Cyr, 333 ULS, 289, 299-300 (2001} {citations omitied), see
also Crowell v. Benson, 785 1.5, 22, 62 (1932} (“When the validily of an act of the Congress is
drawn 1n question, and even if 2 senous doubt of constitutionality is raised, it Is a cardinal
principle that this Court will first ascertain whether 2 construction of the statute is fairly possible
by which (he question may Be avoided.™); Ashwander v. TVA, 297 U.5. 288, 345-48 (1936)
(Brandeis, 1., concurring). Tn part, this rule of construction reflects a recognition that Congress
sliouwld be presuned (o act constitutionally and that one should not “lightly asswmne that Congress
intended 16 . .. usurp power constitutionally farbidden it Edwurd J. DeBartolo Corp. v.
Florida Gulf Coast Bldg. & Constr. Trades Council, 485 1).8. 568, 575 {1988). As a result,
“when & particular interpretation of a statute invokes the ouler Himits of Congress’ power, we
expect a clear indication thai Congress Intended that result.” Se. Cyr, 533 U.S. at 299, see alse
NLRE v, Catholic Bishop of Chicago, 440 U.S. 490, 506-07 (1979}, (U

This Gffice has always adhered (o the rule of construction descoibed above and generally
will apply all reasonable interpretive tools (o avoid an unconstitutional encroachment wpon the
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President's constitutional powers where such an interpretation is possible. Cf. Frankiin v.
Massachuseus, 505 U.5. 788, 800-01 (1992} (“Oul of respect for the separation of powers and
the tinique constitutional position of the President, we find that textuat sitence is nol enough 1o
subyect the President to the provisions of the [Administrative Procedure Act], We would require
an express slatement by Congress before assuming it intended the President’s performance of hiy
statutory dulies to be reviewed for abuse of discretion.”). As the Supreme Courl has recognized,
moreover, the canon of constitutional avoidance has particular importance in the reelm of
national security and national defense, where the Presideni s constiiutionsl authotity is at its
highest. See Deparoment of the Navy v, Egan, 484 (1.8, 518, 527, 530 (1988) (explaining that
presidential authority o protect classified information flows direcily from a “constitutional
investment of power in the President™ and that as a result “un)ess Congress specifically has
provided otherwise, courts (raditionally have been retuctant ta ntrude upon the avthorily of Lhe
Execulive m miitary and national security affairs™), William N. Eskiidge, Jv., Dynamic Stattory
Interpreiation 325 (1994) (describing “{s]uper-strong rule agaiast congressional interforence with
the president’s authority over foreign affairs and national secutity™); of. Public Citizen v.
Department of Justice, 491 U.5. 440, 466 (1989) (“Our reluctance {6 decide constitutional issues
15 especially great where, as here, they concern the relative powers of coordinale branches of
government.”"). Thus, this Office witl typically construc a general statute, even one that is
written in unqualified tenms, to be implicitly limited so as 1ot o infringe on the President’s
Commander-in-Chief powers. Cf. id. at 464-66 (applying avoidance canon even where statule
created no ambiguity on i1s tace). Only if Congress provides a clear indication that it is
altemnpting to reguiate the Presdent’s authority as Commander in Chief and 1 the reabny of
national security will we construe the statufe 16 apply.” ()

The constitutions] avordance canon, however, can be used (o avoid a serous
consitutional infirmity in a statute only if a construction avoiding the problera is “fairly
possible,” Crowell v. Benson, 285 U.S. at 62, and not in cases where “Congress specifically has
provided otherwise,” Egan, 484 1J.5. at 530. “Statutes should be construed to avoid
constitutional questions, but this interprefive canon is not a license . . . o rewrite language

¥ For examnple, this Office has concluded that, despile statutory restrictions upon the use of Title 1T
wirelap information and restrictions on the use of grand jury infonmation under Federal Rule of Criminal Procedure
6(x), the. President bas an talerent constitilional sutbority 1o roceive sl foreign fatelligence mformation in the
hands of the govarnment necessary for him o Qi3 kis constitntonal responsibilities and that statutes and wules
should be undersinod o include an implied exception 50 25 uotl to tnterfere with that authority. See Memorandum
for the Deputy Atiomey General {rom lay 8. Bybee, Assistant Attormey General, Office of Legat Counsel, Re:
Effect of the Parriot Act an Disclosure ta the President aud Other Federol Qfficials of Grand Jury and Titde i1
Infarmation Relating (o Metional Secerity and Foreign Affairs 1 (Juby 22, 2002); Memorandom for Frances Fragas
Townsend, Counsel, Office of Intelligence Policy and Revicw, from Handolph I, Moss, Assistant Aitormey
General, Qffice of Legal Counscl, Re, Fitle HF Electronic Surveitance Meterial and the Sutelfizence Conmunity 13-
14 {Qct. 17, 2040}, Memorandurm for Gerald A, Schroeder, Actiog Counsel, Office of intelligence Policy and '
Review, from Richard L. Shiffrin, Peputy Assistant Attorney General, Office of Legal Caunscl, Re: Grand Jury
Matariol and the Intelligence Compiuning 14-17 (Aug, 14, 1997); see ofso Rainhow Navigation, Inc. v. Department
of the Navy, 783 F.2d 1972, 1078 (D.C. Cir. 1986} (Scalia, 1) (supgesting thal an “cssentially domestic statute”™
milght have tg be urdersiond as “subject to an implied exueption in deforence 1! the President’s “constitutionalty
corferred powers ag commuarder-ut-chicl™ that the statute was not meant o digplace), (1)
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eracted by the legislature” Salinas v. United States, 527 1.5, 52, 59-60 (1997) (iniemal
quolation marks omilted). If Congress has made it clear that it inlends FISA to provide a
comprehensive restraint an the Ixecutive’s ability ta conduct foreign intelligence surveillance,
then the question whether FISA’s constraints are unconstitutional cannet be avoided
LFSHSI-ETENANTS
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B. Analysis of STELLAR WIND Under FISA Must Take [nio Account the
September 2001 Cc:}ngrcssional Autborization for Use of Military Force

A ngir OAS A I TT ala gy

fn the particular context of STELLAR WIND, however, FISA cannot properly be
examined in igolation. Rather, analysis must alse take info account the Congressional
Authonizalion for Use of Military Force passed specifically in response to the September 11}
attacks. As explained below, that Congressional Authorization 1s properly read ta provide
explicit authority for the targeted content collection undertaken in STELLAR WIND. Moreover,
even i it did not itself provide authority for STELLAR WIND, at a myinimum the Cangressional
Authortzation makes the application of FISA in this context sufficisatly arabiguous that the
canon of constitutional avoidance properly applies to avoid a conflict here between FISA and

STELLAR WIND, CFEASIETFLWAADS

1. The Congressional Authorization provides express authority oy
STELLAR WIND content collection LEEHSI-STLWHNE)

On September 18, 2001 Congress voled to sulliorize the President “to use all nscessary
and appropnale force against those nations, orgasiizalions, or persons he determines planned,
authorized, commitied, or aided the terrorist attacks that ccenrred on September 11, 2000
Congressional Authorization § 2(a). In authorizing “all necessary and appropriate force”
(emiphasis added), the Authorization necessarily included the use of signals intetligence
capabilities, which are a critical, and traditional, too) for finding the cucmy so {hat destruetive
force can be brought to bear on him. The Authonization, moreover, expressly gave the President
authority to undertake activities both domesticaily and overseas, Thus, the operative tenns state
thal the President is authorized to use force in order to prevent any fituse acts of international
tetrotisi against the United States,” id., an objective which, given the recent atlacks within the
MNatien's borders and the continuing use of combat air parrols throughout the country at the time
Congress acted, certainly conteiplated the possibility of military action within the United States.
The preambulatory clavses, moreover, recile that the Unifed States shauld exercise its rights “fo
protect United States cittzens both at home and abroad.” Jd. pmbl. {emphasis added). As
commentators have aclmowledged, the broad terms of the Congressional Authorization “creat[e)
very nearly plenary presidential power o conduct the present war on terrorism, through the use
of military and other means, against enemies both abroad and possibly even within the borders of
the United States, as identified by the President, and without apparent limitation as to duration,
scope, and tactics.” Michael Stokes Paulsen, Youngstown Goes fo War, 19 Coust. Comment.
2185, 222-23 {2002}, see also id. at 252 (stating that the Authonization “constifetes a truly
extraordinary congressional grant to the President of extragrdinary discretion in the use of
military power for an trdehnite period of time"). (U)

The apphication of stgnals intelligence activities (¢ infernational communications o detect
commutications between enermy forces and persons withiin the United States should be
understood to fall withun the Congressional Authorization because intercepting such
cornmurnications has been a standard praciice of Commanders in Chief m past major ¢onflicts

29



wheie there was any possibility of an attack on the United States. As early as the Civii War, the
“advantages of intercepting military relegraphic communicalions were not long overlooked.
{Contederate] General Jeb Stuart actually had his own personal wiretapper travel alang with him
in the field.” Samuet Dash et al., The Eavesdrappers 23 (1971). Shortly after Congress declared
war on Germany in Werld War I, President Wilson (citing only his constilutional powers and the
declaration of war} ordered the censorship of messages sent outside the Uniled States via
submarine cabiles, telegraph and tetephone lines. See Exec. Order No. 2604 (Apr. 28, [917)
(attached at Tab G).¥ A few months later, the Trading with the Bnemy Act authorized
govermmeni censorship of “communicatians by mail, cable, radio, or other means of transniission
passing between the United States and any f{oreign country.” Pub. L. Ne. 65-91, § 3(d), 40 Stat.
411,413 (1917). On December 8, 1941, the day afler Peas]l Harbor was attacked, Presidenl
Roosevelt gave the Direclor of the FBI “temporary powers to direct all news censorship and to
contrel all other telecommunications trafjic in and out of the United States” Jack A. GoHschalk,
“Consistent with Security” . . . A History of American Military Press Censorship, 3 Comm, & |
35, 39 (1983} (emphasis added), see alvo Memorandum for the Secretary of War, Navy, State,
Treasury, Posimaster General, Federal Communications Commission, from Fraoklin D.
Roosevelt (Dec. 8, 1941), in Officlal and Confidential Fife of FBI Director J. Fdgar Hoover,
Microfilm Reel 3, Folder 60 (attached at Tab I). President Roossvelt soon supplanted that
feraorary regime by establishing an Office of Censorship in accordance with the War Powers
Act of 1941. See Pub. L. No. 77-354, § 303, 55 Stat. §38, 840-41 (Dec. 18, 1941); Gottsehalk, 5
Cormmi. & L. at 40. The censorship regime gave the goverument access to “conuntinications by
mail, cable, radio, or other means of trausuiission passing between the United States and any
foreign country.” Jd.; sec.also Exec. Order No. 8985, § 1, 6 Fed. Reg. 6625, 66235 (Dec. 19,
1941 (atfached al Tab J). In addition, the United Stales government systematically listened
surreptitiously to electronic comniunications as part of the war effort, See Dash, Eevesdroppers
at 30 ("Dunng {World War II] wiretapping was used extenstvely by military infelligence and
secret service persontel in combat areas abroad, as well as by the FBI and secret service in this

country.”). (ESHEL-STLW/ALR

In light of such prior warfime practice, the content collection activities conducted under
STELLAR WIND appear to fit squarely within the sweeping termos of the Congressional
Authorization. The use of signals inteiligence to identify and pinpoint the encmy is 2 traditional
compaonent of warlime military operations employed to defeat the enemy and to prevent enemy
altacks in the Uniled States. Here, as in other conflicts, it happens that the enemy may use public
commurications networks, and some of the enemy may already be in the United States. While
those factors may be present in this conflict to a greater degree than in the past, neither is novel.
Moreover, both factors were well known at the time Congress acted. Wartimoe intercephion of
international communicatiaus on public networks to identify communications that may be of
assistance to the enemy should thus be understood as one of the standard methods of dealing

» The scope of the order was later exfsuded to cucampass nessages seot to “points without the Uniled
Stales or to points ou or near the Mexicao border through which messages may be despatehed for purpase of
evading the censorship herein provided.” Excc. Order Wo. 2567 (Sept, 26, 1918) (attached at Tab H),

{FSHSSTENATE
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with the enemy thal Congress can be presumed 1o have authotized in giving its approval to “afi
necessary and appropriate force” that the President would deem reqmred to defend the Nation.

e

Congressional Authorization § 2(a) (emphasis added) HAMA

Content eoltection under STELLAR WIND, moreover, 15 specifically targeted al
communications for which thiere is 4 reason (0 beliove that one of the communicants is an agent
of al Qaeda or one of its affilialed organizations. The comteni collection is thus, as the lerms of
the Congressional Authorization indicate, direcled “against those . . . organizations, or persons
[the President] delerminges planned, authorized, commitied, or aided the terrorist atiacks that
oceurred on Seplember 11, 2001™ and s undertaken “in order 1o prevent any Future acts of
international terrorism againsi the United States."?® Congressional Authorization § 2(a). As
noled above, section 111 of FISA, 50 U.5.C. § 1811, provides that the President may undertake
elestyonic surveillance without regard to the restrictions in FISA for a period of 15 days afler a
congressional declaration of war. The legislative history of FISA indicates thal this exceplion
was Himited to 15 days becsuse that period was thought sufficient for the President to secure

- legistation easing the restrictions of FISA for the conflict al hand. See H.R. Conf. Rep. No. 95-
1720, at 34, reprinied in 1978 U.S.C.C.AN. 4048, 4063 (stating that “the conferees jntend that
this period will allow lime for consideration of any amendment to this act that may be
appropriate dunng a wartime cmergency”). The Congressional Authorization funstions as
precisely such legistation: it is emergency legislation passed to address a specific armed conflict
and expressiy designed to autlotize whatever military aclions the Executive deems appropriate o
safeguard the United Stales. I it the Excoutive sought and received a blanket authorization from
Congress for all uses of the military against al Qaeda that might be necessary to prevent future
terrorist attacks against the United States. The mere fact that the Authorization does not
expressly amend FISA is not material, By its plain temns it gives clear authonzation for “all
necessary and appropriate force” agatost al Qaeda that the President deems required “to protect
Usited States citizens both at kome and abroad™ from those (including al QGaeda) who “planned,
authonzed, conunitied, ar aided” the Seplember 11 attacks. Congressional Authorization pmbl.,

“ In ather confexls, we have taken r similar gpptoach (o pterpreting the Congrosstonal Awthorizaton.
Thos, for example, detainiog encmy combatants is 4130 4 wiandard part of warfere. Ag a result, we have concluded
that the Congressional Authorization expressly anborizes such detentions, ever of Armerican citizens. See
Mermnrandum for Daniel J. ryant, Assisiant Attarney Geneeal, Office of Legislative Affairs, Bom Jobn C. Yoo,
Deputy Assistant Attomey Gereral, Office of Legat Counsel, Re: Applicaliility of 18 U.8C. § €001{a) 10 Military
Defention of Unitzd States Citizens & (Tune 27, 2002); accord Hamd! v. Rumsfeld, 316 T.3d 450, 467 {4t Cir, 2003}
(helding trat “capturiag and defaining enenty combaiands is an Unberent par of warfare" and that the "*decessary
and appeopriate force” referenced in the copgressional resalution necessarily includes™ such action), cert. gramiod,
124 8. C1 981 (2004}, Anf see Padifla v. Rumsfeld, 352 F.3d 69%, T22-23 (2d Cir. 2003) (holding that, except “in
the battlefield contexi where datentions are necessary 1o carry aul the war,” the Congressional Authorizaiion is noj
sufficieadly "elear” and “unnuistaksble” o uvertide the restriclions on detaining 1.8, citizens in § 4003}, cort
granted, 124 5. Ct, 1353 (20041, (U0

% As noted above, see supra pp. 16, 17, STELLAR WIND content-collection authority is [imited to
cortmunications suspected (4 be those of al Qacds, 2! Gaeda-alfilizted arganizations aid otiret international 1errorist
groups that the President determines both (3) are in amied conflict veith the Uniled States and (i) pose = threat of
hostile acion within the United States.

ETSHSL- STLW/ANE)
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§ 2(a}). It is perfectly natural that Congress did not attempi to single out inlo subcategaries every
aspect of the use of (he ammed forces it was authonzing, for as the Supreme Court has recognized,
even in normal bmes oulside the context of a erisis “Congress cannot anticipate and legishale
with regard to every possible action the President may {ind it necessary (o take” Dames &
Monre v. Regan, 453 U.S. 654, 678 {1981}, Moreaver, when dealing with military affairs,
Congress may delegate in broader legns than il uses v ollwr arcas. See, e.g., Loving v. United
Stetes, 517 ULS. 748, 772 (1996G) (soting that “the saime limitations on deiegation do not apply”
to duties that are hnked to the Comgnander-in-Chief power); of. Zemel v. Rusk, 381 .S 1, 17
(1965) (“[Blecause of the changeable and explosive nature ef contemporary mtemational
retations . ., Congress — in giving the Executive authornty over matters of forcign affairs — must -
of necessity paint with a brush broader than that it custemarily wields in domestic areas.”).

Thus, the Congressional Authorization can be treated as the type of wartime exception that was
comemplated in FISA’s legislative history, Bven i FISA had not envisioned legistation Houting
the application ¢ FISA in specific conflicts, the Congressional Authadization, as a Jater-in-tone —
and arguably more specific - statute must prevail over FISA 10 the extent of any inconsistengy.”

/

The Congressional Authorization contains another provision that is particularly
sigrificant in this context. Congtess exprassly recogrnized (hat “the Presidenl has authority under
ihe Consttlulion to take action 10 deter and prevent acts of infernational terrorism agaiust the
United States.” Congressional Authonization, pmbl. That provision gives express congressional
recognition to the President’s inherent constitutional asthorty to take action to defend the United
States even without conpgressional supporl. That is a striking recognition of presidential authority
from Congress, for while the courts have long acknowledged an inherent authority tn the
President 1o take action fo proteet Americans abroad, see, e.g., Durand v. Hollins, 8 F, Cas. 111,
112 {C.CSD.NY. [860) (No. 4188), and 1o protect the Nation from atiack, see, e.g., The Prize
Cases, 67 U.S. (2 Black) 635, 668 (1863), at least since the War Fowers Resolution, Fab. L. No.
93-148, 87 Stat. 555 (1973), codified at 50 U.S.C. §§ 1541-1548, there has been no comparable
recogiution of such inberent authority by Congress, and certainly not a sweeping recognition of
authority such as that here. Cf 50 U.S.C. § 1541{c) (recugmzing President’s inherent
constitutional authority to use force in response to an attack on the United States). This
provision cannot be discounted, moreover, as mere exuberance in the imunediate aflermath of
September L1, for the same terms were repeated by Congress more than a year fater i the
Authorization for Use of Military Force Against Irag Resolution of 2002. Pub, L. No. 107-243,

¥ It 15 true thal repeals by implication ase disfverad and we should attempt ¢o conswug two stanfes as
being “capable of co-existence.” Ruckelthas v, Monsanfo, 46T LS. 986, 1017, JU18 (1Y84). In this nstance,
haweves, the ordinary restriclions it FISA canuat contintue to apply i€ the Congressional Authorizaton s
appropriacely consmued to have irs full effect. The ordinary consuaints in FISA would preclude the Presidenl from
doing precisely what the Congressionat Authorization allows: using “all necessary and appropriate force ... 10
prevent any future acts of internatioaal terrorism agaimse the United Gtates' by zl Qaeda. Congressional
Aunthonzation § 2{a}. Motonly did the Congressionat Aulhorization come later than FISA, bt it is also mere
specific in (e seose that # appliss ooly (a a particalar confticr, whereas FISA i 8 pensral statute imtended to govem
all “electronic surveitlance" {as defined in S0 U.S.C. § LBUI(E). I FISA sud the Congressiomal Authotzatien
“Irreconcilabl{y] conflict,” thea the Congressional Authorizatiou must prevail over FISA to the extant of the
1ncansistency, See Radrarower v. Fouche Ross & Co., 126 U.S. 148, 154 (1974). CFSHE-STEMANE)
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pinbl., 116 Stat. 1498, 1500 (Oct. 16, 2002) (*[Tlhe President has autharity under the
Constitution lo take action ih order to deter and prevent acts of intematienal terronism against the
United States. . . ."}. That recognition of inherent authorify, moreover, is particularly significant
in the FISA context because, 45 explained above, one of the specific amendments implemented
by FISA was removing any acknowledgment from section 2511(3} of tifle 18 of the Executive’s
inherent constitutional authority © conduct foreign intelligence surveillance. At feaslin the
context of the conflict with al Qaeda, however, Congress appears to have acknowledged a
sweeping inhorent Execotive authority (o “deter and prevenl” attacks that {ogicalty should
inclade the ability to carTy out signals intelligence activilies necessary to detect such planned

attacks. {(FSASE-STEW/ATS

To be sure, the broad construciion of the Congressional Authorization ouwtlined above s
not without sorpe difficulties. Some countervailing considerations might be raised to suggest
that the Authorization should ool be read to extend into the field covered by FISA. 1n particular,
shortly after the Authorization was passed Congress tumed to consider a number of legislative
proposals from the Administration, some of wiiuch specifically amended FISA. See, e.g., USA
PATRIOT Act, Pub. L. No. 107-56, § 218, 115 Stat. 272, 29) (Oct. 26, 2001) (amending section
104(a)(7)(B) of FISA. (0 require thal the acquisition of foreign intelligence information be a
“significant purpose’ of the surveillance order being soughd, rather than “the purpose™). Thas, il
might be arpued that the Congressional Authorization canuol properly be construcd 1o grant the
President authority to undertake electromc surveillance withaut regard to the restrictions in FISA
because, if the Congressional Authorizalion actually had applied so broadly, the specific
amendments to FISA that Congress passed a few weeks later in the PATRIOT Act would have

been superfluous. CFSHSTWEEIANT

We do not lunk, however, thal the amendments to FISA in the PATRIOT Act can justify
narrewing the broad terms of the Congressional Authorization. To start with, the Authorization
addresses the use of the arrned forces solely in the context of the particular armed conflict of
whichs the Seplember 11 attacks were a part. Lo come within the scope of the Authonization,
surveillance activity must be directed “agamst those nations, organizations, or persons [the
President] determines planoed, authorized, committed, or aided the terronist atlacks that occurred
on September 11, 2001.” Congressional Autharization § 2(a). The Authorizatian thus eliminates
the restrictions of FISA solely For that category of foreign intelligence surveitlance cases,
Subsequent amendments to FISA itself, hawever, modified the authorities for foreign
intelligence surveitlance in alf cases, whether retated to the particular armed conflict with al
Quaeda or not. Given the broader impact of such amendments, it cannot be said that they were
superfluous even if the Congressional Authiorization broadiy authorized electronic surveiilance
direcied against al Qaeda and affiliaied organizations. FEASHSTEAAIS

That understanding is bolstered by an exaniination of the specific amendinents to FISA
that were passed, because each addressed a shorteoming in FISA that warranted a remedy for all
efforts to gacher foreign intelligence, not just far efforts in the context of an armed conflict, much
less the present one against al Qaeda. Indeed, some addressed issues that had been wdentified as
requiring a legislative remedy long before the September 1 [ attacks occurred. For Ihese
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amendments, the September | | attacks merely served as a catalyst [or spurring legislative change
that was required tn any event. For example, Congress changed the standard required for the
certification from the government Lo obtain a FISA order from a cettification that “the purpose”™
of the surveillance was oblaining foreign intelligence 1o a certification that “'a significant
purpose” of the surveillanee wias obinining foreign intelligence. See USA PATRIOT Act § 213,
115 Stat. a1 291 {codified at S0 U.S.C. §§ 1804(a)(7)(R), 1823(a)(?)(B)). That change was
destgned (o help dismaatic the “wall” (hat had developed separating criminal investigalions frow
foreign infeltigence investigations within the Deparlment of Justice. See generally fn re Sealed
Case, 310 F.3d 717, 725-30 (Foreign Intel, Surv. Ct. of Rev. 2002). The “wall" had been
identified as a sipnificant problem hampering the government’s efficient use of foreign
intelligence informmation well before the September [ [ altacks and in contexts unrelaied to
teitorism. See, e.g., Final Report of the Atiorney Genera! ‘s Review Team on the Handling of the
Lag Alamaos National Laboratory nvestigation 710, 729, 732 (May 2000); General Accounting
Office, FBI fntelligence luvestigaiions: Coordination Within Justice on Cowmterinielligence
Criminal Matters Is Limited (GAO-01-780) 3, 31 (July 2001). Indeed, this Office was asked as
long ago as 1995 (o consider whetlser, under the terms of FISA as il then existed, an application
for a surveillance order could be successful without establishing thal the “primary™ purpose of
the surveillance was gathenng fareign intelligence. See Memorandum for Michael Vafis, Deputy
Direstor, Executive Office for National Security, frorm Walter Dellinger, Assistant Attomey
General, Office of Legal Counsel, Re: Standards for Searches Under Foreign Intelligence
Surveiltlance Act (Feb. 14, 1993). The PATRIOT Act thus provided the opportunity for
addressing a longstanding shoricoming it FISA that had an impact on foreign intelligence
galhering generally. (1)

Similarly, shortly afier the PATRIOT Act was pagsed, (the Administration sought
additional legisiation expanding to 72 hours (from 24 hours) the time periad the govemment has
for filing an application with the FISC afler the Attomey General has authorized the emmergency
initiation of clectronic surveillance. See Intelligence Authorization Act for Fiscal Year 2002,
Pub. L. No. 107-108, § 314(a), 115 Stat. 1394, 1402 (Dec. 28, 200t). That change was also
needed for the proper functioning of FISA generafly, not simply for surveilluoce of agents of 4l
Qaeda. In the wake of the September [ { atiacks, there was bound Lo be a substantial increase in
the volume of surveillance conducted under FISA, which would strain exisling resources. As a
resull, it was undoubtedly recognized that, in order for the emergency authority o be useful 85 a
practical matter in any foreign nfetligence case, the Departinent of Justice would need more than
24 hours to prepare applications after initiating emergency surveillance. Similar broadly based
constderations underpirsied the other amendments (o FISA that were enacted in the fatl of 2001

L . -

As aresult, we conclude that {he enactment o amendnients to FIS A afier the passage of
the Congressional Authonzation does not compel a narrower reading of the broad terms of the
Authorizgtion. The unqualified terms of the Congressional Authorization are broad enough on
their face to include authomty to conduct signals intelligence activily within the United States.
We believe that the Congressional Authorization can thus be read o provide specific authority
dunng this armed conflict that averrides the limitations in FISA. The Supreme Court has
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repeatedly made clear that in the fietd of foreign affairs and particularly in the field of war
powers and national seourity, congressional enaciments wiil be broadty construed where they
indicate support for the exercise of Executive authotity. See, eg., Haig v. Agee, 453 U.S, 280,
293-303 (1981); United States ex rel. Knawff v. Shawghnzssy, 338 U.S, 537, 5423-45{1950); ¢f.
Agee, 453 115, a1t 291 {in "he arens of foreipn pehicy aud national securily . . . congressional
silence is not to be equated with congressional disapproval™); Dames & Moare v. Regan, 453
.S 654, 678-82 (1981) {even where there is no express congressional authorization, egislation
in related ficld may be construed 10 indicate congressional acquiescence in Execulive action).
Here, the broad terms of the Congressional Authorization are casily read o encompass authority
for signals intelligence activities directed against al Qaeda and ils affiliates. FSHA-STEAVANE

2. Ata minimum, the Congressional Authorization bolsters the case for

applying the cavon of constitutional avoidavee GSATSHAMNE

Even if we did not believe that the Congressional Authorization ptovided a ¢lear result on
this point, at the very least the Congressional Authorization — which was expressly designed to
give the President broad authoniy {0 respond to the threat posed by al Qaeda as he saw fit -
creates a significant ambiguity concerning whether the restrictions of FISA apply o electronic
surveillance undertaken in the context of the conflict with al Qaeda. That ambiguity decisively
lips the scales in favor of applyiag the canon of constitutional avoidance to construe the
Congressional Authorization and FISA in combination 5o that the restriciions of FISA do nol
apply to the President’s actions as Comumander in Chicf in attemypting o thwart further terrorist
attacks on the United States. As noted sbove, in \his wartitne context the application of FISA 1o
resirict the President’s ability (o conduct surveiliance he deems necessary to detect and disrupt
furtlier attacks would raise grave consiitutional questions. The additional smbiguity created by
the Congressional Authorization suffices, in our view, 6 warrant invoking the canon of

-constitutional avoidance and thus justifies reading the Congressional Authonzation to eliminate
the constitutional issues that would otherwise anse 1f FISA were construed to limit the
Commander in Chief’s ability 1o conduct signals intelligence fo thwart terrorist attacks.
Application of the canon (s particularty warranted, morecver, given Congress™s express
recognition in the terms of (ts Autharization that the President has inherent authority under the
Constitution 10 take steps to protect the Nation against attack. The {inal preanabulatory clause of
the Authorization squarely states that “the President{ has authority under the Constitution to take
aciton (o deter and prevent acts of international terrorisiy against the United States.”
Congressional Authorization pmbl. As commentators have recognized, this clause “constitutes
an extraordinarily sweeping congressionaf recognition af independent presidential constitutioral
power (o employ the war pawer to combat temorism.” Pautsen, 12 Const. Comument. at 252,
That congressional recognition of inhierent presidential aulhority bolsters the conclusion that,
when FISA and the Congressienal Authorization are read together, the canon of constitutional
avoidance should be applied becausc it cannol be said that Congress has unequivocally indicated
an intention (o risk a constitwionally dubious exercise of power by restricting the authority of the
Commander in Chie{ to conduct signals intelligence in responding to the tervorist aftacks.

(J;S “é\; S?{ lz“%gpa
Ay
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It sum, the constitutional avoidance canon 15 properly applied 1o conclude that the
-Congressional Authorization removes the restrictions of FISA for clectronic surveillance
undertaken by the Depactment of Defense and direcied "agamst those natmm orgammnons or

persous {the President] delemmines plana ' : ‘
thili iurrcd on September L1, 2001 .7

fits that description.” FFSHS-STEWHNE

As a result, we balicve

that a thorough and prudent approach to analyzing the legality of STELLAR WIND must also
take into account the possibility that FISA may be read a3 ]}i‘(}hlbltmg the electronic surveillance
activities at issue here. We tum to that analysis below. FFS#A .

-




C. ILFISA Purported To Prohibit Targeted, Wartime Surveillance Agatast the
Enemy Under STELLAR WIND, It Would Be Unconstitational as Applied

: . 5

Assuming that FISA cannot be inteypreted to avod the constitutional issues thal amse if it
dogs, in facl, we must pext examine
whather FISA, as applied in the particular circumsiances of surveillance diveeted by the
Commander in Chiefin the midst of an armed conflict and designed to detect and prevent attacks
upon the United Staies, is unconstilutional, We conclude that it is. (FSASESTEAAMNG

R Even in peacethme, abscat congressicunal action, the Pregideat has
iohereni constitiiional authority, consistent with the Fourth
Amendment, (o order warrantiess foreign intclligence surveillance

=i B TIIFL AR

We begin our analysis by selling to ane side for the moment both the particular warfime
context at 1ssue here and the statutory constraints imposed by FISA to examiuc the pre-cxisting
constitutional authority of the President in this field in the absence of any action by Congress, I
has long been established thal, even in peaceiime, the President has an inherent constitutional
authority, consistent with the Fourth Amendment, to conduct warrantless searches for foreign
intelligence purposes. The Consfitution vests power in the President as Conunander in Chief of
the acned forces, see U8, Const. azt. I1, § 2, and, i making bim Cluef Exceutive, granis him,

- authority over the copduct ¢of the Nation's forejgn affairg. As the Supreme Coutt has explained,
“[t]he President is the sole organ ol the nation in its external relations, and its sole representative
with foreign nations.” United States v. Curtiss-Wright Expart Corp., 299 ULS. 304, 319 (1936)
{internal quotation marks and citations omitied). These sources of authority grant the President
inherent power both to take measures 1o protect national security information, see, 2.g.,
Department of the Navy v. Egan, 484 1.S. 518, 527 (1988), and more generally to profect the
security of the Nation {rom foreign atack, Cf The Prize Cases, 67 U.S. (2 Black) 635, 668
(1863). To camy oul these responsibilitics, the President must have authority fo gather
information necessary for the execution of his office. The Founders, after alj, intended the
President fo be clothed with all authority necessary to carry out the responsibilities assigned to
him as Commander in Chief and Chuef Executive. See, e.g., The Federalist No. 27, al 147
(Alexander Hamilion} {Jacob E. Cooke ed. 1961) (explatning that the federal government will be
“cloathed with all the powers requisite to the complete execution of its trust™); id. Ne. 41, at 269
{lames Madison) (“Security against forcign danger is one of the primitive objects of civil
society. . .. The powers requisite for altaiming it must be effectually confided to the feederal
couticils.”); see also Johnson v. Fisentrager, 339 U.S. 763, 788 (1950) ("The first of the
enumerated powers of the President 1s thal he shall be Commander-in-Chicf of the Army and
Navy of the United States. And, of course, grant of war power includes all that is necessary and
proper for carrying these powers inta execution.” (citation omitted)}. Thus, it has long been
recognized that he has authonty (o hire spies, see, e.g., Totten v. United States, 9211.8. 105, 106
(1876}, and his authority to collect intelligence necessary for the conduct of foreign affairs hay
frequently been acknowledged. See Chicaga & §. Air Lines v. Waterman 5.5. Corp., 333 U.S.
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103, 111 (1948} (“The President, both as Commander-in-Chief and as the Nation's organ for
foreign affairs, has available intelligence services whosé reports neither are nor ought (o be
published to the world.”); Curiss-Wright, 299 U.S. at 320 {*He has his confidential sources of
infonnation. He has his agents in the form of diplomatic, consular and other officigls.”).

FFiN hld i '
{‘}éﬂfﬁi"é!'l'}: LASTERY] }

When it comes 1o collecting foreign intelligence information within the United States, of
cowse, the President must exercise his inherent authonties consistently with the requirements of
the Fourth Amendment.”” Determining the scope of the President’s inherent constitutional
authority 1o this field, therefore, requires analysis of the requirements of the Fourth Amendment
- at least {o the extent of determining whether or not the Fourthh Amendment imposes a warrant
requiremetit on searches conducted for foreign intelligence purposes, Ifit does, then a statute
such as FISA that also i imposes a procedurs for judicial authorization cannot be said {o encroach

upon authorities (hie President would otherwise have ¥ (FSHS-STHWAAD

The Fourth Amendrent prohibits “unreasonable searches and seizures™ and directs that
"o Warrants shall issue, but upon probable cause.” U.S. Const. amend. IV. {g “the criminal
context,” as the Supreme Courst has pointed out, “reasonableness vsually vequires a showing of
probable cause™ and & warranl. Beard of Educ. v. Earis, 536 0.8, 822, 828 (2002). The warrant
and prohable cause requircinent, however, ts far front universal, Rather, the “Fougth
Amendment’s central requirement is one of reasonableness,” and the nules the Court has
developed to implement that tequirement “[slometimes . . . require warranis.” Hinois v.
MeArthur, 531 U.S. 326, 330 (2001}, see also, e.g., Farls, 536 U8, at 828 (“The peobable cause
standard, however, is peculiarly related to eriminal investigations and may be unautied {0
delermmining the reasonsbleness of adniinistrative searches where the Govermment seeks to
prevent the development of hazardous conditions.” (emphasis added; intemal quotation marks

omitted)). (U)

L particular, the Suprerue Court bas repratedly made clear that in situations involving
“special riceds” that go beyond a routine intetest io law enforcement, {here may be exceptions to
the warrant requirement. Thus, the Court has explained that there are circumstances “*when
special needs, beyond the sormnal need for law enforcement, make the warrant and probable-
cause requirement impraclicable.” Vernonia Sch. Dist, 477 v. Aeton, 515 U.5. 646, 653 (1995)
(quoting Griffin v, Wisconsin, 483 U.S. 868, 873 (1987)), sez aiso McArthur, 531 .S, at 330
(“We nonetheless have made if clear that there are exceptions to the warran! requirement. When
faced with special law enforcement needs, diminished expectations of privacy, minimal

2 The Fourdls Amendment doey not proteet sliens outside the United States. See United States v. Verdugo-
Urguidez, 494 1.8 259 (1995). (1)

¥ We assiine for purprases of the discussion beps that content collection under STELLAR WINT is subject
10 the requirements of the Fourth Amendment. In Part V of this memorandum, we address the reasonsbleness upder
the Fourih Amendment of the specific kinds of collection that ogcur sndec STELLAR WINJL. In addition, we note
that there may be & basts for concluding that STELLAR W{ND s a militery speration Io which the Fourth
Amendmoni does not even apply. Ses infra n.84, EFSHS-STLAAMED
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intrusions, or the like, the Court has faund thai certan gencral, of individual, circumsiances may
render & warranlless search or seizure reasonable.™). It is difficul to eocapsulate in 3 nutshell the
different circumsiances the Court has found qualifying as “special needs' justifying warrantless
searches. But generally when the govermment faces an increased need to be able o react swiftly
and flexibly, or when there are interests in public salety at stake beyond the interests in law
enforeement, the Court has found the warrant requiremend itupplivable. (U}

Thus, among other things, the Court has permitted warrantless searches o scarch property
of students m public schools, see New Jersey v T.L.0., 469 U.S, 325, 340 (1 985) (noting that
warrant reguirement would “unduly interfere with the maintenance of the swifl and igformal
disciplinary proccedures needed in the schools™), to sereen athletes and students invelved in extra-
curnicular activities al public schools for drug use, see Vernonia, 515 1).8. at 654-655; Farls, 536
U.5. at 829-38, and 1o conduct drug testing of railraad personnel involved in train accidents,
see Skinner v, Raflway Labor Executives' Ass'n, 489 U.8. 602, 634 (1989). Indeed, in many
special needs cases the Court has even approved suspicionless searches or seizures. See, e.g.,
Earls, 536 1.5 at 829-38 (suspicioniess drug {esting of public school students involved in extra-
curricular activities); Michigan Dep't of Staie Police v. 8irz. 496 U.S. 444, 449-55 (1990) (road
block to check all motorists for sigus of drunken driving), United States v. Martinez-Fuerte, 428
U.S. 543, 562 (1976) (road block near the border to check vehicles for tllegal imraigrants), Bl
sae City of Indianapolis v. Edmond, 53 11.8. 32, 41 (2000) (striking down use of roadblock to
check for narcotics activity because its “primary purpose was to detect evidence of ordinary
cnmiaal wrongdeing™). (U}

The field of foreign intelligence collection presents another case of “special needs beyond
the normal need for Jaw enforcement” where the Fowth Amendment’s touchstone of
reasonableness can be satisfied without resort to a warrant. In foreign intelligence investigatious,
the targets of surveillance are agents of loreign powers who may be specially trained in
concealing their activities fom our government and whose activities may be particularly difficull
to detect. The Executive requires a grealer degree of {lexibility in this field to respond with
speed and absolute secrecy to the ever-changing array of foreign threats it faces. The object of
searches in this ficld, moreover, {s seouring information necessary to protect the national security
from the hostile designs of foreign powers, including cvert the possibility of 2 foreign attack on

the Nation, FSAST-STEWARES

Given those distinot uiterests at stake, 1t is not surprising that every federal court that has
ruted on the gquestion has concluded that, even in peacetime, the President has inherent
constitutional authority, consistent with the Fourth Amendment, to conduct searches for foreign
intelligence purposes without securing a judicial warrant. See United States v. Clay, 430 F.2d
1635, 172 (5t Cir. 1970); Unidted States v. Brown, 484 F.24 418 (5th Cir, 1973), United States w.
Butenko, 494 ¥.2d 593 (3d Cur. 1974) {en bane), United States v. Buck, 548 F.2d 871, 875 (Sth
Cir. 1977); United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980). Bt ¢f. Zweibon v.
Mitehell, 516 F.2d 394 (D.C. Cir. [975) (en bane) (dictum i phurality opinion suggesting thal
warrant would be required even in foreign intelligence investigation). (FSHSHSTEWHNE
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To be sure, the Supreime Courl has lefl this precise question open. [In United Staies v.
United States Distriet Court, 407 U.S. 297 (1972) (Keith), the Supreme Court conclnded that the
Fourth Amendment’s warrant requirement applies to investigations of purely domestic threats to
security — such as domestic terrorism. The Court made clear, however, that it was not addressing
Exscutive authonty to conduct foreign intelligence survelllance: “[1he instant case tequires no
judgstent on the scope of the President’s surveillance power with respect 10 the activilies of
foreign powers, within or without this country.” 7d. al 308, ree also id. at 321-327 & u20 {"We
have not addressad, and express no opinion as to, the issiles which may be invelved with respect

to activilies of foreign powers or their agents.”). EESHS-STHAE

Indeed, {our of the courts of appeals noted above decided — after Keith, and expressly
taking Keith into account — that the President has inherent authority 1o conduel warrantless
surveillance in the foreign intelligence context. As the Fourth Circuit abserved in Truong, “the
ueeds of the executive are so compelling in the area of foreign intelligence, unlike the area of
domestic security, that a uniform warranl reguirement would . . . unduly frustrate the President in
carrying out his foreign affairs responsibifities.” 629 ¥.2d at 913 {internal quotation marks
omitted). The courl pointed out that a warrant requirement would be a hurdle that would reduce
the Executive’s flexibility 111 responding to foreign ticeats that “require the ulmost stealth, specd,
and secrecy.” Jd. It also would potentially jeopardize security by increasing “the chance of leaks
regarchng sensitive executive operations.” fd. I is truc that the Supreme Cour! had discounied
such concenis n the domestic security context, see Keith, 407 U.S. at 319-20, but as the Fourth
Cireuit explained, i dealing with hositle agenls of foreign puwers, the concens arg arguably
maore compelling. More imporiant, in the area of foreign intellipence the expettise of the
Executive is paramount. While courts may be well-adapted to ascertaining whether there is
probable cause ta believe that a crime under domestic law has been committed, they would be ill-
equipped (o review executive determinations concerning the need to conduct a particutar search
or surveillance to secure vital foreign intelligence. See Truong, 629 F.2d at 913-14. Cf. Curtiss-
Wright, 299 U.S. at 320 (*[The President] has the betier opportunity of knowing the conditions
which prevail in foreign countries, and especially is this true tn ime of war. He has his
confidential sources of information.”). [t is not only the Executive’s expertise that is critical,
mioreover. As the Fourth Circult pointed out, the Bxecutive has a conslitutionally superior
pasition in matters pertaining to foreign affairs and national security: “Perhaps most erucially,
the sxecutive branch not only has superior expertise in the area of foreign intetligence, it is also
constitutionally designated as the pre-eminent authority in foreign affairs.” Trwong, 629 F.2d at
914, The courl thus concluded that there was an important separation of powers interest in not
having the judiciary intrude on the ficld of foreign intelligence collection: “[T]he separation of
powers requires us (o acknowledge the principal responsibility of the President for foreign affairs
andt concomitantly for foreign intelligence surveillance.” Jd.; of Huaig v, Agee, 453 1U.8. 280, 292
(198 1) ("Matters intimately related to foreign policy and national security are rarely proper
subjects for judicial intervention.”). We agree with that analysis. ' (FSASLSTLWAMNED

* {n addition, there is a furthier basis on which Keith is readily distinguished. As Kaith mude cless, ope of
the sigrificant concers driviag the Court's conclusion in the domestie securily coutext was the inevitsble
consection between perceived threats io damestic sceurtty and political dissent. As the Court explained: *“Fourth
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{11 the specific conlext of STELLAR WIND, moreover, the case for inherent executive
authority to conduct surveitlance in lhe absence of congressional action is substantizily stronger
for al teast two reasons, First and foremost, alt of the precedents outlined above addressed
mherent executive authority under the foreign affairs power to conduct surveillance in a routine
peacetinre context.® They did not even consider the authority of (he Commander in Chiefl to
gather intelligence in the confex! of an onpoing armed conflict i which the maintand United
States had alceady been under attack and in which the intelligence-gathering efforts at issue were
designed 1o thwart further armed attacks. The case for inherent executive authonty is necessanly
niuch stronger in the lalier scenario, which is precisely the circumstance presented by STELLAR

WIND. (ESHSLSTFLWANE)

Second, it also bears noting that in the 1970s the Supreme Court had barely started to
develop the “special needs” jurisprudence of wagraniless searches under the Fowrth Amendment,
The first case usually considered part of that line of decisions ts United States v. Martinez-
Fuerte, 428 U.S. 543, decided in 1976 - afler three courts of appeuls decisions addressing
warrantless foreign inteltigence surveillance had atready been handed down. The next Supreme
Court decision applying a rationale elearly in the fine of “special needs™ jurisprudence was not
until 1983, see New Jersey v. T.L.O., 469 U.S, 325, and the jurisprudence was not really
developed until the 1990s. Thus, the courts of appeals decisions deseribed above all deeided in
favor of an inherent executive authority 1o conduct warraniless foreign intelligence searches even
before the Supreme Court had clarified the major doctrinal developmients in Fourth Amendment
law that now provide the clearest support for such an authortty. (FSHSE-STEAVHDEY

Executive practice, of course, also demonstrates a consistent understanding that the
President has inhereat constitutional authonity, in accordance with the dictates of the Fourth
Amendnient, to conduct warrantless searches and survelllance within the Dnited States for

Aquendinent pratections become the more necegsary wheua the targels of official surveillabee may be those suspected
of unorthodoxy in their political beliels. The danger to politicat dissent is acule where the Government attempis to
et under so vapue s concepl a¢ the power to protect *domestic security.*™ Keith, 407 U.S. at 314; see also id. st 320
{“Security surveillances are especiatly sensitive because of the inhercer vagueness of the domestic security concepr,
e accessanily broad and continuing natuee of intelligence pathering, snd the temptation to uiilize such
surveidlances to oversce pohhcal dissent."}. ".urve:!lancr- of dnmeshr gmups necc&sanly raises a First Amendment

Sapreme Cour's coaclusion that e warrant requirement shoutd apply in mc domestic se.c‘ul'liy copiext is thus

simply absent in the foreipm intellipence realm. {PSHSI-STLWHGED

% The surveillance in Trupng, whilz in some sense canvected to the Viewam conflict and its aftermath,
took place in 1977 and 1978, see 629 ¥.2d at #12, aflcr the clase of active bostilities. FESASRSTEWARE

» The term “special aeeds” appears o have boon coined by fustice Blackman in bis concurrence in T.2.0
See 469 115, at 351 (Blacknun, J., concuming in judgment). FRSASL-STLWIANE

41



foreign intellipence purposes. Wiretaps for such pumposes have been authorized by Presidents at
least since the administration of Roosevelt in 1940, See, e.g., United States v. United States
Distriet Cowrt, 444 F .2¢ 651, 669-71 (6th Cir. 1971} (repreducing as an appendix memoranda
from Presidents Roosevell, Truman, and Johnson). Before the passage of FISA in 1978, all
foreign intelligence wiretaps and searches were conducted without any judicial order pursuant to
the President’s inbicrent awthority, See, e.g., Truong, 629 F.2d at 312-14; United States v. Bin
Laden, 126 F. Supp. 2d 264, 273 (S.D.N.Y. 2000} {*Warranlicss foreign intelligence collection
las been an established practice of the Execulive Branch for decades.™). When FISA was f{irst
passed, morcover, it addressed soiely clectronic surveillance and mads no provision for physical
searches. See Pub. L, No. JU3-359, § 807, (08 Stat, 3423, 3443-53 (1994) (adding provision for
pliysica) searches). As a resull, afier a brief interlude during which applications for arders for
physical searches were made to the FISC despite the sbsence of any statulory procedure, the
Executive continued to conduct searches under its own inherent authority. Indeed, in 1981, the
Reagan Administration, after fifing an applicalion with the FISC for an order authorizing a
physical search, filed a memorandum with the court explaining that the court had no jurisdiction
Lo issue the requesied order and explaining that the search could property be conducted without a
warrant pursuant to the President's inherent constitutiona] authionity. See §. Rep. No. 97-280, at
14 {1981) (“The Department of Justice has long held the view that the President and, by
delegation, the Attorney General have constitutionat avthority (o approve warrantiess physical
searches directed against foreign powers or their agents for intelligence purpoeses.”). This Office
has also repeatedly recognized thie constitutional authority of Lhe President to engage in
wariaatiess surveilfance and searches for foreign intelligence purposes.” (FEHSISTLWAALD

{ntellipence — Warraniless
, 4 Up ; Worraniless Fergign farglligence

Surveiflance - Use of Television — Beepers, 2 Op. O. L C 14 15 (1978) ([T Jhe President ceu authatize waerantless
electronic surveitlance of ar agent of a foreign poveer, pursuant (o his constifutionsl pawer ta gather foreign
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These exanipies, loo, all relate to assertions of execulive anthority in a rouline, peacetime
context. Again, he President’s anthority is necessanly heightened when he acts duning wartime
as Commander-in-Chiefl to pralect the Nation from attack. Thus, not surprisingly, as nofed
aliove, Presidents Wilson and Roosevell did not hesitate ta assert executive authority to conduct
stiveillance — through censoning communications — upon the outbreak of war. See supra p. 30.

FRSHSI-STNANES
2. FISA is uncoastitutional as applied in this context ESHSE-STFLWAHRID

While it is thus uncentroversial (hai the President has mberent anthiority ta conduct
wairantless searches for foreign intelligence purposes tn the absence of cangressional action, the
restrictions imposed in FISA present a distinel question: whether the President’s coastitutional
authority in this field 1s exclusive, or whether Congress may, through FISA, timpose a
requirement to secure judicial authorization for such searches. To be more precise, analysis of
STELLAR WIND presents an even narrower question: naniely, whether, in the context of an
ongoing armed conflict, Congress may, through FISA, impose restactions on the means by
which the Commander in Chief may use the capabilities of the Department of Defense to galher
inleligence about the enemy in order to thwarl further foreign atiacks on the United States.

FFBHR-STEWANE

As discussed below, the conflict of congressional and executive authority i this context
présents a difficult question — ong for which there are few if any precedents dicectly on point in
the hislory of the Republic. 1n almost every previous instance in which the country has been
threatened by war or imminen! foreign attack and the President has taken éxtraordinary measures
to secure the national defense, Congrress has acted 1o support the Executive through affirmative
legislation granting the President broad wartime powers > or efse the Executive has acted in

3* As explained above, we heligve that the bettor construction of the Congresstonal Authorizaton for Use
of Military Farce in the proseat confligt is that it alzo reflects precisely such a congressional endorsement of
Execounve action and anthurizes the conteat collcetion undertaken in STELLAR WIND. In Uds part of aur analysts,
however, we are asswning, is the slternative, that the Authorization camot be read so broadly and that FISA by ity
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exigent circumsiances in the absence of any congressional action whatsoever (for example,
President .incaln’s actions ip 1861 in proclaiming a blockade of the southem States and
instituting conscription). In the clagsic separation of powers analysis set out by Justice Jackson
in Yorngstown, such circumstances describe either “category 1" situations — where the legislature
has provided an “express or implied authorizalion” for the Executive — or “category 1T situations
- where Congress may have some shared authority over the subject, but has chasen nol 1o
exercise . See Youngstown Sheet & Tube Co. v. Sawyer, 343 1.8, 579, 635-37 (1952); see also
Dames & Moore v. Regan, 453 U.S. 654, 668-69 (1981) (generally following Jackson’s
framework). Here, however, we confronl an exercisc of Executive authorily that falls into
“eategory I of Juslice Jackson’s classification. See 343 U.S, at 637-38, The President (for
purposes of this argument in the altemative} is seeking (¢ exercige his autharity as Commaunder in
Chief to conduct intelligence surveillance thet Congress has expressly restricled by statute.

Al bottom, therefore, analysis of the constitutionalily of FISA i the context of
STELLAR WIND cenlers on two questions: (i) whether the signals intelligence collection the
Presidenl wishes to undertake i¢ such a core exercise of Commander-in-Chicf control over the
arined {orces during armed conflict thai Congress cannot tnterferc with it at all or,

(it} alternatively, whether the parlicular restrictions imposed by FISA ate such that their
application would impermissibly frustrate the President’s exercise of his constitutionatly

assigned duties as Conmmander in Clief. (FS#SLSTEW/ANE

As a background for that context-specific analysis, however, we think it 18 usefu] frst to
examine btiefly the constitutiortal basis for Congress’s assertion of authority in FISA to regulate
the President’s inherent pawers over foreign intelligence gathering even in the general, peacetime
context. Bven in that non-warlime context, the assertion of authonty in FISA, and 1 particular
the requirement that the Executive seek orders for surveillance from Asticle 1T courts, is not free
from constitutional doubt. Of course, if the constitutionalify of some aspects of FISA is open to
any doubt even in the run-of-the-mill peacetime context, it follows a fortiori that the legitimacy
of congressional encroachmerits on Exceulive power will only be more difficult to sustain where
they involve trenching upon decisions of the Commander in Chief in the midst of a war. Thus,
after identifying soine of the quesfions swtounding the congressional assertion of mdhority in
FISA generally, we procced zo the specidic analysis of I‘IBA as applied i the wartime context of
STELLAR WIND. £F

a. Even outside the coatext of wartime surveillance of the evemy,
the seope of Cangress’s power to restrict the President’s
inberent authority to conduyt Yoreign intelligence surveiliance

is unclear GFEHSTSTLME

To frame the analysis of the specific, wartime operation of STELLAR WIND, it ig
important (o note at the outset that, even in the context of general foreign intelligence collection

terms prohibits the STELLAR WINT content collection absen! an order (rom the FISC. {TSASRETEWANE)
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n non-wartime situalions, the source and scape of congressional power 10 restrict executive
action through FISA is somewhal uncertain. We start from the fundamental proposition that in
assigning to the President as Chief Exccutive the preeminent role in handling the foreign affairs
of the Nation, the Constitution grants substantive powers {o the President. As explained zbove,
the President’s role as sole organ for the Nation has long been recagnized as carrying with it
substanlive powets in the ficld of national security and foreign intelligence. This Office has
traced the source ofthis avthority lo the Vesting Clause of Article I, which states that "[iihe
executive Power shall be vested in a President of the United Stales of America.” U.S. {Const.

art. 1, § 1. Thus, we have explained that the Vesting Clause “has tong been held to confer on the
President plenary authorily to represent the United States and o pursug its interests outside the
borders of the country, subject only to Hmits specifically set forth in the Constitution itself and to
such statutory limitations ag the Canstitution permits Congress to hnpose by exercising one of its
epumeraled powers” The President's Compliance with the " Timely Notification” Requirement
of Section 501(h) of the National Security Act, 10 Op. C.L.C. 159, 160-61 (1986) (“Timely
Notification Requirement Op.”"}. Significantly, we have concluded that the “conduct of seoret
negeliations and intelligence operations lies at the very beart of the President’s execulive power.”
Id. at 165, The President’s authority in this field is sufficiently comprehensive that the entire
structure of federal testrictions for profecting national secarity information has been created
solely by presidential order, nol by statule. See generally Depariient of the Navy v. Egan, 484
U.S. 518, 527, 330 {198R); see also New York Times Co. v. United States, 403 U.S. 713, 729-30
(1971) (Stewait, I, concurriag) (“{I]t is the constitutional duty of the Executive - as a matter of
sovereign prerogative and not as a matfer of law as the courts know law -- through the
promulgation and enforcement of execulive regulations, to protect the confidentiality necessary
to carry out is responsibilities in the field of inlemational relations and national defense.”).
Similarly, the NSA is entirely a creature of the Execulive — it has no organic statute defining or

limiting its Amctions. CFSASFRHRAAEY

Moteover, it s seftied beyond dispule that, although Congress is also grantéd some
powers in the area of foreign affairs, certain presidential authorities in (hat realm are wholly
beyond the power of Congress (o interfere with by legislation. For example, as the Supreme
Court explained in Curtiss-Wright, the President “malkes treaties with the advice and consent of
the Senate; but he alone negotiates. Into the field of negoliations the Senate cannot intrude; and
Cougress itsell is powerless to invade it.” 299 U.S. at 319, Similarly, President Washington
established early in the history of the Republic the Exesutive’s sbsolute authority to maintain the
secrecy of negotiations with foreign powers, even against congressional efforts to sscure
nformation. fd. al 320-21 (quoting Washington’s 1796 message fo the House of Representatives
regarding documents relative to the Jay Trealy). Recognizing presidential authority in this feld,
this Office has stated that “congressional legistation authorizing exfraterritorial diplomatic and
imtelligence netivities is super{luus, and . . . steivies infingg the President’s inkerent Article {1
authority would be unconstitutional,” Timely Nosification Requivement Op., 10 Op. Q.L.C. at

164. ()

Whether the Presideit’s power to conduct foreign intelligence searches within the United
States is one of the inherent pregidential powers witht which Congress cannot interfere presents a
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difficuit question, I is not immediately obvious which of Congress’s enwmnerated powers in the
tield of foreign affairs would provide authority to regulate the President’s use of constitutional
methods of collecting foreign intelligence. Congress has authority to “reguiate Commerce with
foreign Nations,” 10 impose “Duties, Imposts and Excises,” and to “define and punish Piracies
and Felonics commitied on the high Seas, and Cffenses against the Law of Nations " 1.8, Const.
arl. 1, § 8, cis. 1,3, 10. But noneg of those powers suggests a spectlic authorily 1o regulate the
Executive’s intcBigence-gathering activities. Of course, the power to regutale both foreign and
interstate commuerce gives Congress authorily generally {o regulate the facilities that are used for
carvying commuuucations, and that may arguably provide Congress sufficient authority to hmit
the itderceptions the Executive can undertake. A general power to regulale commerce, however,
provides a weak basis for mterfering with the President’s presminent position in the {ield ol
national securily and foreign mtelligence. Intelligence gathenng, after alt, is as ins Office has
staled before, at the “heart” of Executive functions. Since the time of the Founding it has been
recogmzed that matlers requiring secrecy — and intelligence in particular - are quinlessentially
Executive functions. See, e.pp., The Federalist No. 64, at 435 (John Jay) ("The convention have
tdone well therefore in so disposing of the power of making freaties, that although the president
mus! in forming them act by the advice and consent of the senate, yet he will be abje to manage
the business of intelligence in such manner as prudence may suggest.”)*® (FSASHSTEVHATS

* Twa other congressional pawers - the pawer to “make Rulcs for the (iovemmeni and Regulation of the
land ¥nd navat Forces,” and the MNecessary and Proper Clause, U.5. Const. art. 1, § 8, cls. 14, 18 - are even less
likely sources for congressional autbority in this confext. (FSHSHESTLRANE

As this Office has previousty noted, the former clause should be construed as authorizing Congress (o
"prescribfe] a code of conduct poverning mililary Life” rather than io “control actual mibtary operations.”” Letter for
Hon. Arlen Specter, U8, Senate, frome Charles |, Cooper, Assistant Attorney General, Offics of Lega) Counsel 8
{Dee. 16, 1987); sea efso Chappel! v. Wallace, 462 11.S. 296, 0L (1983} (noting that the clause respondad (o the
need (o establish "rights, duties, snd responsibilities in the famewoik of the military establisbroent, ihcluding
regutations, procedures, and remedies refated to military discipline™); of Memorandum for Wiliiam J. Haymes, [,
General Coungel, Departmpnit of Diefease, from Jay 8. Bybee, Assistant Attoraey General, Office of Legal Counsel,
Re: The President's Power as Cammmtieder in Chiel to Transfer Capruved Tervorists to the Control and Custudy of
Foreign Nations 6 (Mar. 13, 2002) (Congtess's authority (o make sules for the government and regulation of the
land and baval forces {s Limited 16 the discipline of 1.8, waops, and does not cxtend ta “ihe rales of enpagement and
freatnent concening eqemy combatants™), (U)

‘The Necessary and Propet Clause, by its own terms, allows Cotgress ondy to “carry]] Into Execolion™ ather
powers granted in the Constitution. Such a power could not, of course, be used to lunit or impinge upon one of
those other poswers (the President's inberent autliority to conduct warrantless surveiliance under the Commender-in-
Chiet power). Cf George K. Walker, {nited States National Seewrity Law and United Nationy Peacekeeping or
Peocemaking Operations, 29 Walks Forest L. Rev. 435, 479 (1994) (“The [Necessary aod Proper] clause autharizes
Congress (o act with reapect (¢ its own funclions as welf as thase of ather branches except where the Constitution
forbids , or in the linited pumber of insances where exclusive pawer is specifically vested elsewhere. The power
to preserve, protect, and defend, as Commander-in-Chief, is solely vested in the Presideot, Thus, although the
Congress might provide amned forces, Congress cannot dictate to O President how to use them.™) {internal
quotation marks and footnoles omiticd); Salboishna Prakasly, The Essentiol Meaning of Executive Power, 2003 U,
I L. Rev, 701, 740 ("The Hecessary and Proper Clause penmits Congress to assist e president in the exercise of
his powers; if dots nat grant Congress a licanse to reaflacale or abridge powers already vested by the
Constirulion.”). (U)
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The legislative history of FISA amply demonstrates that the constifutional basis {or the
fegislation was open to considerable doubt svan at the time the stalnie was enacted and that even
supporters of the bill recognized thal the atiempt to regulate the President's authority in this field
presented an unicsted question of constitational faw that the Supreme Court tright resolve by
finding the statute unconstilulional. For example, while not oppasing the tegislation, Attamey
General Levi nonethieless, when pressed by the Senate Judictary Commiiice, testificd that the
President has an inhetend conslitutional power in s field “which cannot he Himited, no matter
whal the Congress says.” See Foreign Intelligence Surveillance Act of 1976: Hearing Before the
Subeomm. on Crim. Laws and Procs. of the Senate Comm. on the Judiciary, 94tk Cong. 17
(1978) (1976 FISA Hearing"}. Simlarly, former Deputy Altorney General Laurence Silberman
noted that previous drafls of the legislation had properly recognized that if the President had an
inherent power in this field ~ “inherent,” us he put it, “meaniog beyond congressional contral” —~
there should be a reservation in the bill acknowledging that constitulional authority. Il
concluded that the case for such a reservalion was “probably constitutionally competling.”
Foreign Intelligence Electronic Surverllance: Hearings Before the Subcomm. on Legislation of
the House Perm. Select Comn. on Intelligence 217, 223 (1978) (stalerent of Laurence H.
Silberman).®’ Senator McClellan, a member of the Tudiciary Committee, noted his view that, as
of 1974, given a constitutional power in the President to conduet warrantless intelligence
surveillance, “no statute could change or altec 8. 1976 FISA Hearing at 2. And even if {he law
had developed since 1974, he still concluded in 1976 that “under any reasonable reading of the
relevant eourt decistons, this Bill approaches the outside limits of our Constitultonal power to
prescribe Testrictions on and judicial participation in the President’s responsibility to protect this
country from thireats from abroad, whether it be by elecironic surveillance or other lawfil
means.” Jd. Indesd, the Conference Report took the unasual step of expressly acknowledging
that, while Congress was attempting lo foreclose the President’s reliance on inherent
constitutional authority to canduct surveiliance outside the dictates of FISA, “the establishment
by this act of exclusive nieans by which the President may conduet electronic surveillance does
not forecloss a different decision by the Supreme Couwrt” H.R. Con{. Rep. No. $5-1720, at 35,
reprinted fn 1978 U.S.C.C.AN. 4048, 4064. The Conference Report thus effectively
acknowledged that the congressional foray info regulating the Executive’s inherent authonity to
conduct foreign intelligence surveillance - even in a non-war context — was sufficiently open to
doubt that the statute might be struck dovwn. FSASFSTEWAHD

Even Senator Kennedy, one of the most ardent supporiecs of the legislation,
acknowledged that it raised substantial constitutional questions that would likely have to be
resolved by the Supreme Courl. He adimitted that “{i]f the President does have the [inherent
constitutional] power {to engage in elecironic swveillance for national securiiy purposes], then
depreciation of it in Congressional enactmients cannot unilaterally diminish it. As with claims of

o m————

¥ The 2002 per curians opinion of the Foreyn (micliigence Surveillance Counrt of Review (for 2 panel that
included Judge Silberman) noted that, in light of inlervening Supreme Court cases, there is uo loager “much left 1o
ab argwment”’ that Silberman bad made in ks (978 testimony about FISA’s bewng inconsistent with “Article Ul case
or controversy respouasibilitics of federal fudges because of the segret, non-adversary process.” I re Sealed Case,
JHOF3d 707, 732 0 19, That constitutional objection was, of course, complelely separate from the one based upon
the President’s inhereat powers. {FSH#SESTLANE
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Executive prvilege and other iaherent Presidential powers, the Supretne Court remains the {inal
arbitet.” (976 FISA Hearing st 3. Moreover, Sestator Kennedy and other senators effectively
highlighted their own perception that the legislation mignt well go heyond the constituiional
powers of Congress as they repeatedly sought assurances from Executive branch officials
concerming the fact that “this President has indicated that he would be bound by [the legistation}”
and speculated about “[hjow binding 16 i1 going to really be 1 teems of Future Presidents?” Jd. at
16y see also od. al 23 (Sen. Hruska) ("How binding would that kind of a law be upon & successor
President who would say . .. Tam going to engage in (hat kind of surveillance because it is a

~ power derived directly from the Constitution and cannot be inhjbited by congresstonal
enactment?’), The senators’ emphasis on the current President’s acquisscence in the legislation,
and {repidation concerning the positions future Presidents might take, makes sense only il they
were sufficiently doubtful of the constitulional basis for FISA thal they conceived of the bill as
tnate of a praciical camnpromise between a par{ic_u[a: President amt Congress rather than an
exercise of authonty granted to Congress under the Constitution, which would necessarily bind

future Presidents as the law of the land. GFEHSISHAVAANE

Finally, other members of Congress focused on the point that, whatever the scope of
Congress's authonty to impose some form of restriction on the President’s conduct of foreign
mtelligence surveiliance, the particular restriclion imposed in FISA - requiring resort (0 an
Article IIT court for a surveillance order - raised its own separation-of-powers problem. Four
members of the House’s Permanent Select Commilice on Intetligence criticized this procedure on
constilutional grounds and argued that it “would thrust the judicial branch inte the arena of

-foreign affairs and thereby improperly subject ‘political” decisions to “judicial intrusion.™ LR,
Rep. No. 93-1283, P i, at [1] (1978). They concluded that it “is clearly inapproprate to inject
the Judiciary into this realm of foreign affairs and national defense which is constitationally
delegated (o the President and o the Congress.” Jd. at 114, Similar concerns about
constitutionality were raised by dissenters from the Conference Repost, who noted that "this
legislation at{empts to do that which it cannot do: transfer a canstitutionally granted power fom
one branch of governiment to another.”™ 124 Cong. Ree. 33,787, 33,788 (Oct. 5, 1978).

L
- £ * At LY

The only court that has addressed the relfative powers of Congress and the President in
ttus ficld, as far as we arc aware, has suggested that the balance tips decidedly in the President’s
favor, The Foreign Intelligence Surveillance Court of Review recently noted that all courts to
have addressed the issue have “held that the President did have inlerent authority to conduct
warrantless searches (0 obtain foreign intelligence information.” Jnt re Sealed Case, 310 F.3¢
717, 742 (Foreign [ntel. Surv. Ct. of Rev. 2002). On the basis of that unbroken line of precedent,
the Court “ftack] for granted that the President does have that authority,” and concluded that,
“assuning that is so, FISA could not encroach on the President’s constitutional power,” Ja. %
Although that slatement was made without extended analysis, if is the only judicial statement on

¥ En the past, othter causts have declined 10 cxpress a view on thai issut one way or the ather. See, eg.,
Butenko, 494 1.2d a0 601 {"We do nef intimate, at this time, any view whatsgever as the proper tesalution of the
possible clash of the constitutional powers of the Presideni and Congress."). (FSHSLETEWHNG
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point, and il comes from the specialized appellate court created expressly to deal with foreign

intelligence issues vnder FISA. (PSHSESTEWANE
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b, tn the narrew context of interception of enerny
communications in the midsi of an armed conflict, FISA s

unconstitutional as applicd TSHSESTLWHNT

For analysis of STELLAR WIND, however, we need not address such a broad question,
nor need we focus our analysis solety on the President’s general authorily in the realm of foreign
affairs as Chief Executive. To the contrary, {he aciivities authorized in STELLAR WIND are
also — and indeed, primsarily ~ an excrcise of the President's authority as Commander in Chief,
That authonity, moreover, is being excreised in a parlicalar factual context that invalves using the
rescirces of the Department o( Defensc in an armed conflict to defend the Nation from renewed
atlack at tie hands of an enemy that has already inflicted the single deadliest {oreign altack in the
Nationt's history. As explained above, cach Presidential Authorization for a renewal of the
STELLAR WIND authority is based on a review of cugrent {hreat information from which the
President concludes that al

Maroh 11, 2004 Authorizatio n
addition, the Authorization makes ¢lear that the electront¢ surveillance i5 boing authorgzed “tor
the purpose of detection and prevention of terronist acts within the United Siates.” /4. ﬁ
Surveillance desigmed to detect communicalions thal may reveal critical information aboul an
attack planned by enemy forces is a ¢lassic form of signals intelligence operation thai is a key
part of the military strategy for defending the country. Especially given thal the enery in this
conflict has already demonstrated an ability to insert agenis inte the country surreplitiousty to
caiTy out attacks, the imperative demand for such intelligence as part of the military plan for
defending the counlry is obvious.

Accordingly, our analysis focuses solely an those circumstances.
t bears empnasts, ntoreover, that the question of congressional authority to regulate the
Execufive’s powers to gather foreign indelligence has never been addressed in such a context.

(CFSHST-STLWAHINE

Bven in thal narrow conlex(, the conflict bebween tie restrictions imposed by Congress in
FISA and the President’s inherent authorities as Commander in Chief presents a complex and in
imany respects novel quesiion. As sel oid below, we now conclude that, at teast in the narrow
circumstances presented by STELLAR WIND in the current conflict with al Qacda and its
affiliated terrorist organizations, the President has exclusive constitutional authonty, denved
from his dual rofes as Corunander in Chief and sole organ for the Nation in foreign affairs, to
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order warrantless foreign inleltipence surveillance {argeted at commumcations of the ehemy (hat
Congress cannot override by lepistation. Provisions in FISA that, by their tenns, would prohibit
the warrantless content collection vndertaken under STELLAR WIND are thus unconstititional

- as applied in this conlext. FSHSI-STEWHATS

As noted above, there are few precedents to provide cancrete guidance concerming
exaclly where the line should be drawn defining core Commander-in-Chiel authonties with
which Congress canaot interfere. This Office has long concluded, hased on decisions of the
Supreme Court, that the Commander-in-Chief Clause is a substantive grant of authority (o the
President. See, e.g., Memorandum for Charles W. Colson, Special Counsel to the Fresident,
from Williaro H. Rehnquist, Assistand Allommey General, Office of Legal Counsel, Re: The
President and the War Power: South Vietaam and the Cambaodian Sanctuaries 5 {May 22, 1970)
("Cambodian Sanctuaries”) {"'T')he designation of the President as Commarnder-in-Chief of the
Asmed Forces is a substantive grant of power.”), It is thus well established in principle that the
Clause provides some area of exclusive Bxesutive authoritly beyond congressional control. The
core of the Commander-in-Chiel power is the authority 1o direct the armed forces in conducting a
mililary campaign. Thus, the Supreme Court has made clear thal the "Pressdent atone” is
“constijuionatly invested with the entire charge of hostile operations.” Hemilion v. Ditlin, 88
U.S. (21 Wall) 73, 87 (1874); see alse United States v. Sweeny, 157 U.S. 281, 284 {1895)
{(“[TThe object of tie [Cominander-in-Chief Clause] is evidenily to vest in the Pregident . . . such
supreme and undivided command as would be necessary to the prosecution of a successful war.™”
{emphasis added)); The Federatist No, 74, at 560 (Hamilfon) {*Cf all the cares or concerns of
government, the direction of war mast peculiarly deymands those qualities which distinguish the
cxercise of power by a single hand. Vhe direction of war implies the direction of the comman
streigth; and the power of diresting and employing the common strengtly, forms an usual and
essential part in the definition of the executive authority.”}. Stmilarly, the Cour( has stated that,
“la)s commander-in-chief, [1he President] is authorized to direct the movements of the aaval and
military forces placed by law al his cormmand, and to employ them in the manter he may deem
most effectial to harass and conguer and subdue the enemy.” Fleming v. Page, 30 U.S. {3 How )
603, 615 (1850). As Chief Justice Chase explained in 1866, Congress’s power “extends to sl
legisiation essential to the prosecution of war with vigor and success, excepl such as interferes
with the command of the forces and the conduct of campaigns. Thal power and duly belong to
the President as commander-in-chief” Ex parte Milligan, 71 U.8. (4 Wall) 2, 139 (1866)
(Chase, C.J., concurring) (emphasis added); ¢f. Stewart v. Kakn, 78 U.8. (11 Wall} 493, 506
(1870) (“Thc measures to be taken in cartying on war . . . are not defined {in the Constitution],
The decision of all such questions rests whiofly i the diseretion of those to whom the substantial

powers invelved are confided by the Constitution.™). EFSASEETEWANIG

The President’s authortty, moregver, is at its height in responding to an attack upon the
Uniled States. As the Supreme Court emphasized in the Prize Cases, the President 15 "bound to
resist force by force™; he need not await any congressional sanction {o defend the Nation from
attack and “fh]e must determine what degree of force the ensis demands.” The Prize Cases, 67
1J.S. (2 Black) 633, 668, 670 (1863}, Bascd on such authorities, this Qffice has concluded that
Congress has no power to iaterfere with presidential decisions concerning the actual management
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of a military campatgn. See, 2.g., Memorandwm for Daniet J. Bryant, Assistant Attorney
General, Office ol Legistative Affairs, from Patnick Philkim, Depity Agsistant Atomey General,
Office of Legal Counsel, Re. Swifl Justice Authorizaton Acr 11-14 (Apr. 8, 2002); Training of
British Flying Students in the United States, 40 Op. A1’y Gen. 58, 61 (1941) (“[T]n vinue of his
rank us head of the forces, he has ceriain powers and duties with which Congress cannot
interfere.” {inlernal quotation marks omilted)) ™ As we have noted, “[i]t has never been doubied
that the President's power as Commander-in-Chiel authorizes hin, and him alone, to conduct
armed hostilities which have been tawfully instiluted.” Cambodian Sanctuaries 8t 15. And as
we explaned in detatl abave, see supra pp. 29-30, the interception of enemy commugnications (s a
traditional eleonent of the conduct of such hostilities duning wartime and necessarily lies al core

of the President’s Commander-in-Chief power, (FSHSE-STEWANE

We Lelivve that STELLAR WIND coimes squately within Ibe Commander in Chiel's
authorily o conduct {he campaign against al Qaeda as parl of the cumrenl armed conflict and that
congressional efforts to prohibit the President’s efforts to inlercept enemy conununications
through STELLAR WIND would be an unconstifutional encroachment on the Cormmander-in-

Chief power. EFSHSL-STLWHALY

@ Along similar tines, Francis Fieher, a principal legat adviser to the Union Asmty during the Civif War,
explatacd that the “direction of mititary movement ‘belongs to comumand, and neither the power of Cangrsss to
raise &nd support armnies, nor the power to niake reles for the government and regulation of the lend and paval
forces, ner the power 1o declare war, gives it the command of the army. Here the consOtutional powsr of due
President as commandear-g-chief is exclusive.”" Clarence A. Berdabl, War Powers of the Executive In the United
Stater TLY (£92]) (quoling Licher, Remarks an Ariny Regulatious {8). ()
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On the other side of the balance, there are instances in which executive practice has
recoguized some congressional conitrol over the Bxeculive’s decisions conceming the armed
forces. No example of which we are aware, however, involves an attempt at cangressional
regulation of the actual conduct of a campaign against enemy forces.® For gxample, just before

" Many bave peinted to the sunual message that President Thomas Jefferson send to Congress in 1801 as
support for the proposition that execuiive practice [ the early days of the Republic acknowledged congeessionz!
power {o regulnie even the Fresident’s comnraed over the armed forees. Sga, e.g., Youngsrawn, 343 US. a1 64 0,10
{Jacksen, 1., concuring), Edward §. Conwvin, The President’s Controf of Foreign Relations 131-33 (1917); Louis
Fisher, Presidenttal War Power 25 {1995); see alse Ahraham V. Soface, Wer, Fareign Affairs, aud Cousticutional
Power, The Origing 212 {1976} (“Mosl convmentators have accepled this famaus statement of deference to
Conpress as accurate and made m good faith. ). 1 the message, Jeffarson suggested Bat s neval force be had
dispaiched to the Mediterranean (o erswer threats 4o American shipping from the Barbary powars was
“fu)usuthorized by the Constitution, without the sanction of Cangress, to go beyond the tine of defense.” Sofaer,
War, Fareign Affairs, and Consnnaional Power ut 212 (quoting, }t Annals of Congress 11-12}. But the orders
actually given to the naval commanders were guile diffecent. They instructed the offlicers that, if upen their arrival
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World War I, Attomey General Robert Jackson concluded that the Neutrality Ast proliibited
President Roosevelt from selling certain armed naval vessels (so-called “mosquite” boats) and
sending them to Great Britain. See Acquisition of Naval and Air Bases in Exchange for Over
Age Destroyers, 39 Op. Aty Gen. 484, 496 (1940). Thus, he concluded that Congress could
cortrol the Commander in Chief's ability to transfer thal war maieriel. Thuat conclusion,
however, does nol imply any acceptance of direct congressional regulation of the Cammander in
Chiel’s conlenl of the means and methods of engaging the enemy in an actual conflict. Indeed,
Congress's authority in the context of controlling the sale of American naval vessels 1o another
country was arguably bolstered in part by Congress's anthority over “provid{ing] and
martain|ing] a Navy." U.S. Const. anl. [, § 8, ck. 13. Similarly, in Youngsiown Sheet & Tube
Co. v. Smwper, the Truman Administration readily conceded that, if Congress had by statute
profiibited the sctzure of steel mills, Congress's action would have been controlling. See Bnef
for Petitioner at 150, Youngstown, 343 U.S. 579 {1952) (Nos. 744 and 745) {“The President has
made clear his readiness to accept and exccute any Congressional revision of his judgment as to
lhe necessary and appropriate means of dealing willi the emergency in the steel industry. ™).
There again, hawever, thal concession concerming congressional coritrol over a maiter af
econornic produciion thal might be related o the war effort implied no concession concerning

sontrol over the methads of engaging the enemy. EFSHS-STLEWHAED

Lastly, in terms of executive authorlics, there are many instances in which the Executive,
afler taking unilateral getion in a wartimie emergency, has subsequently sought congressional
ratification ol thoye sctions. Most famously, President Lincoln sought congressional sanction in
{861 for having enlisted temporary volunieers in the arny and having enlarged the regular areay
and navy while Congress was in recess. See Message fo Congress in Special Session (July 4,
LB6LY, in Abraham Lincoln: Speeches and Writings, 1859-1865 at 252 (Tyon E. Fehrenbacher ed.
1989). In his proclamation ordering these actions, Lincoln explained that his orders would “be
subraited to Congress as soon as assembled.” Proclamation of May 3, /1867, 12 Stat. 1260.
Such examples shed relatively little light, however, on the distinct question of Presidentiat
authonty to defy Congress. A decision to seek congressiounal support can be prompied by many
motivations, including a desire for political support, aud thus does 1ot necessarily reflect any
legal determination that Congress’s power on a particular subject is paramount. In modem times,
after ali, several sdministrations have sought congressional authorizations for use of military
force without conceding that such authorizations were in any way constitutionally required and
while preserving the ability o assert the unconstitutionality of the War Powers Resolution. See,
&8, Statement on Signing the Resolution Awthorizing the Use of Military Force Agamnst Irag, i
Pub. Papers of George Bush 40 {1991) (“{My request for congressional support did not .

in the Mediterranean they should discaver (hat the Basbary powers had declared war against the United States, “yau
will then disaribute your force in such mamter . . . so ds best Lo protect our commicree and chastise their ingolence -
by sinking, buring or destroyiug their ships and vesscls wherever you shiall find dhem.” 74, at 210 (quotiag Naval
Documents Reluted 10 the United States War Wuh the Burbary Pewers 465-67 (1939)); see also David P, Curtie,
The Constitution in Congress: The Jeflersaruans, 1801-1829 st 128 (200} (*Neither the Adminisization’s erders
nor the Navy's actions reflected the narvow view of presidentiaf suthority Jefferson espaused i his Annual
Message."); id. at 127 ("lefferson’s pious words to Congress were 10 8 censtderable cxient belied by his own

actions.”™). {U)
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constifute any change in the long-standing posiions of the execvtive branch on etther the
President’s coustitutional authority lo use the Armed Forces o defend vital U.S. inferests or the
constitutionality of the War Powers Resolution."). Moreover, many actions for which
congressional support has been sought - such as President Lincoln’s action in raising an army in
1861 - quite Iikely do fall primarily under Congress's Article | powers. See U.S. Const. art. |,

§ 8, cl. 12 (granting Congress power ‘(o raise and support Afnies™). Again, however, such
actions are readily distinguishable from the direct contro] over the conduct of a campaigo agains|
the enemy. Pasl practice in secking congressional support in varous other suations thus sheds

titife tight on the precise separation of powers issue here. EPSHS-STHEWANE)

There are two decisions of the Supreme Court thal address a conflict between asserted
wartiine powers of the Commander in Chief and congressional icgislation and that resolve the
conflict in favor of Congress. They are Little v. Barreme, 6 U.S. (2 Cranch) 170 (1804), and
Youngstown Sheet & Tube Co. v, Sawyer, 343 U.S. 579 (1952). These arc the cases invariably
cited by proponents of a congressional authority to regulaie fhe Commander-in-Chief power, We
conciude, however, that both are distinguishable from the situation presented by STELLAR
WIND in the conflict with al Qaeda and thus that they do net support the constitutionality of the

restrictions in FISA as applied here. (FSHSESTLAVANSG

Barreme involved a libel brought to recover a ship seized by an officer of the Unifed
States Navy on the gl seas during the Quasi War with France in 1799. The claimant sought
retun of the ship and damages from the olficer on the theory that the seizure had been unlawful.
The seizure had been based apon the officer's orders Implementing an act of Congress
suspending commerce between the United States and France. In esscuce, the orders from the
President to the officer had directed hint to seize any American ship bound o or from a French
port, The ship in question was suspected of sailing from & French port. The statute on which the
orders weve based, liowever, had authorized salely the seizure of American ships baund o a
French pott. The Supreme Court concluded that the orders given by the President could not
authorize a seizure beyond the terms of the slatuie — that 15, they could not authorize anything
beyond seizures of ships satling fo a French port. As the Court put it, “the legislature seem to
have preseribed that the manner in which this taw shall be catried into execution, was to exclude
a seizure of any vessel not bound to a French port.” Jd. at 177-78 (emphasis omitted). Asa
resull, the Couwrt ruled not only that the seizure was not authorized, but ajso that the officer was
liable in damages, despite having acted withio his orders. See id at 178-79. The decision has
been broadly characterized by some 4s one in which the Court concluded that Congress could
restrict by statufe the meaus by which the President as Commander tr Clisef gould divect the
armed forces'to carry on a war. See, e.g., Glennon, Constinutional Diplomacy a1 13 (*In Litile

. an implied congressional prohibilion against certain naval seizures prevailed over the

Presiden!’s constitulional power as commandar-{n-chiel” (footnote umitted)); Foreign and
Military Inielligence, Book I: Final Rep. of the Senate Select Comm. to Study Gov'tal Operations
with Respect (o Intelligence Activities, S. Rep. No. 94-755, at 39 (1976} (characterizing Barreme
as “afftemfing]” the “constitutional power of Congress” to limit “the lypes of seizures that could
be made™ by the Navy); ¢f Henry P. Monaghan, The Protective Power of the Presidency, 93
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Colum. L. Rev. 1, 24.25 (1993) (arguing that Barreme establishes the principle that the President
has ro authortly to act “comtra legem, even in an emergency ™). (FSHSESTLWAGS

We think such a characterization greaily nverslales the scope of the decision, which is
litited in three substantial ways. First, the operative section of the statule in guestion restricted
the movements of and granted authority ta scize American merchent ships.*! 1t was not
provision that purporied o regulale by stalute the steps the Commander in Chief conld take in
confronting armed vesaels of the eneamy. Thus, neither in Barreme nor in any other case arising
from the Quasi War (so far as we are aware} did the Supreme Court have oceasion to rule on
whether, even in the limited and peculiar circumstances of the Quasi War, Congress could have
placed some restriction on the vrders the Commander in Chiefl could issue concemning direct
engagerents with enemy forces.™ We think that distinetion is particalarly important when the
content collectian aspect of STELLAR WINT) is imder consideration, because content collection
is directed solely againsl (avgeted telephons numbers or e-mails where there is a reason for

believing that one of the comutiunicants is an enemy. (FSHS-STEMWARES

Second, and relatedly, it 1s signiticant that the statute in Barreme was expressly cast, not
as a lintitation on the conduct of warfare, but rather as a measure on a subject withn the core of
Congress's responsibifities under Arlicle I - regulating foreign commerce. See supra n.43

“ The text of the first secuon of e act provided that “from and after the frst day of March next no ship or
vassel owaed, hired or emplayed, wholly of in part, by any person resident within the United States, and which shall
depart there from, shall be atlowed ta proceed directly, or from aiy intermediate podt of place, to any port or place
within the territory of the French tepublic.” Rarveme, 618, (2 Craneh) at 170 (quoting Act of February 9, 1799)
{emphases omitted). Section 3 provided “{t}hat it shad{ be tawfui for the President of the Usniled States, lo give
instructions to the commanders of the public armed ships of the United States, to stop and exarnine any ship or
vesse} of the United States, on the high sea, which there may be reason to sespect to be engaged in any tealfic of
conmerce contrary to the true tenor hereef; and if, upon examination, it shall appear that such ship or vessel is
bound ar sailing to any ponl or place within the territory of the French republic, ot her dependeancies, contrary to the
intemi of this act, it shall be the daly of the commander of such public amwed vessel, 10 seize every such ship or
vessel engaged in such dlicit corminerce . . .7 Fd at 171 (emphases emitted). (U)

“* In fact, if anything the one case thal came close 1o raising sucl 4 question tends 10 suggest that the Court
woudd not have uphbeld such o resinétion. In that case e Coust was carefial 10 construe the statates involved so zs
vot to restrict the abiltty of the armed vessels of the United States to engage armed vessels voder Frauch coptol. In
Talbot v. Seeman, 5 U8, (1 Cranch) 1 (IRGL), he (158, Consatution hud captured ag anned merchant vessel, the
Amedia, thal, although onginalty under a neuiral fleg, bad previously been captured and manned by a prize crew
from the French navy, The Courf gaplaived that, under the statutes then in furce, there was no law autharizing a
public armed vessel of the United Stales 10 capture such a vessel because, technically, in conteniplation of law it
was still 4 neutral vessel unti) the French prize crew had brough it o portand Lad it formally adjudicrted a lawful
prize. See id at 30-31. The Court concluded that the capture was lawful, however, because the caplain of the
Constitutron had probable cause at the time of dhe capture to doubl the character of the ship. The Couat weat on to
-explain, moreaver, that gven if “the character of the Amelic bad been conpletely ascertalned,” the eapture stiil
would have been lawful because “as she was an armed vessel under French authority, and in a condition 10 aunoy
the American cormerce, il was [the Americun captain’s] duty to render hies incapable of mischicf" /d. at 32, The
Court reached thal conclision even though tere was alse no sct of Corgress authorizing public anmed vessels of
the United States fo seize such vessels under French control. The Court concluded that the statutes ywst
pevertheless be constued lo permadt, and certabedy not to prohibit, such ao action. 7. a1 32-33. (1)
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{quoting text of Actof February 9, 1799). I bappened that many of the actions 1aken by the
armed forees during Lthe Quasi War invalved solety ertforcing restrictions such as that conlained
in the statute in Barreme. But that was part and parcel of ihie pecubiar and bmiled nature of the
war that gave it ils name, The measures thal Congeess linposed resiricting commerce {00k cenler
stage tn the "confhict” because the extent of full-blown hostilities hotween the armexd {orees was
extremely himnited. See Alexander DeConde, The Quasi-War 126 {1966) (“The [aws themseives
were half measures . . . ., were basically defensive, and were to expire when the commanders of
French ships stopped their depredations against Ainerican coruneree. This wis why, from the
American point of view, the clash with France was a quasi-war.”), (FEASESTLWANE)

Finally, reviewing Rerreme in light of bath contermporary decisions addressing the nature
of the conflict with France and later precedents, such as the Prize Cases, 67 U.5. (2 Black) 635
{1863), makes clear that the Supreme Courl considered the unusnal and limited nature of the
marttime “war” with France a critical factor in concluding that statutes might consirain the
Commander in Chief’s directives o the armed {orces. The Court’s decision was fundamentaliy
based an the premise that the stale of affairs with France was not sufficiently akin to a full-scale
war for the President to invoke under his own inherent authority the full rights of war that, in
other cases, he nught have al his disposal. As a result, he required the special authorization of
Congress to act. The opinion of the lower court in the case, which is quoted at length ia the
report of the Supreme Court decision, makes this premise clear. As the Jower court had
explained: “}f a war of a common pature had existed between the United States and France, no
question would be made but the false papers found on board, the destruction of the log-book and
other papers, would be a sufficicnt excuse for the vapture, detention and consequent damages. [t
is only to be considered whether the same principles ag they respect neutrals are to be applied to

this case.” Id. at 173 (emphasis omitled). fESHS-STLUHATE

The opinion of the Supreme Court, delivered by Chief Justice Marshall, echoes the same
principle. In franung bis discussion, Chief Justice Marshall niade clear that ‘i)t is by no means
clear that the president of the United States whose high duty tl is 1o “take care that the laws be
faithtully exccuted,’ and who is commander in chief of the armies and navies of the United
States, might not, without any special authorily for that purpose, in the then existing state of
things, have empowered the officers commanding the armed vessels of the United States, to seize
and send utto port for adjudication, American vessels whech were forfeited by being engaged in
this illicit comumerce.” #d. at 177. In other words, “in the then existing state of things” there was
not 2 sufficiently clear state of war that the President might have exercised the rights of war (o
stop and examine the vessel and interdict commerce with the encmy. Instead, he requtred
“special authonity for that purpose.” Butif he required “special authority” from Congress, the
extent of that authority could necessanly be limited by whatever restrictions Congress mught
impose. Of caurse, because the Court viewed “the then existing state of Hings™ as insufficient
for the President to invoke the rights of war urnder his own inherent authority, the Court had no
occasion (0 address the power of Congress to limit the Commander in Chief’s authority in such a

case. (FEAS-STEWHES

59



This understanding is buttressed by contemporary decisions addressing other aclions in
the Quast War. Such decistons make it clear, for example, thai the Court considered the limited
character of the war a peculiar state of aftairs in interuational law. As Justice Moore expjained
[our years earlier in Ras v. Tingy, 4 U.8. (4 Dall.) 37 (1800), “our situation is so extraordinary,
that T doubt whether a pagaliel case can be fraced in the hislory ol nations.” fd. at 39 {Movre, 1.).
Members of the Court also indicated their understanding that a more “perfect” state of war in
itself could authorize the Exccutive o exercise the righls of war, because in such a war “its
exient and operalions are only restricted and regulated by the jus belli, formimg a part of the law
of nations.” Jd. at 44, 43 (Chase, }.). Indeed, the very same distinction between a full-fledged
state of war (which would inherently autharize the President to invoke the righis of war as
recognized under the law of nations) and a more qualified state of hastilities (whers
congressional aulhonzation would be necessary) was also discussed, although it wis not central
1o the holding, in Bas v. Tingy. The crilical issue in the case was wheiher a parlicular statule
defining the righis of salvage and the portions (0 be paid for sajvage applied to a friendly vessel
recaptured from the French, or whether its application was more restricted in time. Justice
Washington explained his view thal the law should apply “whenever such a war should exist
berween the United States and France, or any other nation, as according to the law of nations, or
spectal authority, would justify the recapture of friendly vessels.” fd. al 41-42 (Washington, J.).
That phyastog cleardy reflects the assumption that the recuptuce of a vessel might be authoerized
either by the type of war that existed in itseif or by “special authority” provided by Congress.
Similarly, Justice Washington went on to explain that in another case he had concluded as circuit
justice that “neithur the sort of war that subsisted, nor the special comnpission under which the
American acted, authorised” the capture af a particular vessel. /d. at 42 {emiphases altered).
Again, this analysis reflects the assumption (hat the Quasi War was not the “sorl of war” that
permifted the Executive to exercise the full agbts of war under the Commander in Chef's
inherent authority, but that such wars could ange. Given the limited nature of the Quasi War, of
course, in Bas the Court had no oceasion to consider the question whether Congyess nught
restrict the Comunander in Chief™s orders o the navy in a situation where the “sort of war that
subsisted” would have allowed the President on his own authority to invoke the full rights of war

under the law of nations. CFSASE-STEWAANE

Understood in this light, it scems clear that in the Supreme Court’s view, Barreme did not
invelve a2 situation in which there was a sufficiently full-scale war that would, in and of itself,
suffice 10 tngger the powers of the President as Conumander in Chief to direct the armed forces
ire a campaign. And thus the Courd had no accaston to consider whather Cangress might by
statute restrict the President’s power to direct the armed forces as he might see it in sucha
conflict. Much less did the Cowrl consider in Barreme the situation where a full-scale war was
mitiated by a foreign ailack  a situation in which, as the Court later made ciear i the Prize
Cuses, the President would necd no special authorily from Congress: “If & war be made by
invasion of & foreign nation, the President is not only authorized but bound to resist force by
force. He does not initiate the war, but s bound to accept the challenge without wailing for any
special fegislative authority.” 67 U.S, (2 Black) at 668. FESH#SI-STWHNE)
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The hmited nature of the conflict at issue in Barreme distinguishes it from {he current
state of armed conflict between the United States and al Qaeda. This conflict has included a full-
stale atiack an the United States that killed thousands ol civilians and precipitaled an
unprecedentedly broad Congressional Authorization for the Use of Military Foree followed by
major military operations by U.S. armed forces that continue to this day. (TS#E-STWANE)

The second Supreme Cowrt decision that involves a direct clash belween asserted powers
of the Commander in Chief and Congress is Foungstown. Some commentators have invoked the
holding in Youngsiows and the analysis in Justice Jacksan's concurrence io conclude that, at
Jeast when it occurs within the United States, foreign intelligence collestion is an area where the
Legislalive and Executive branches share concurrent authority and that Congress may by statute
comprehensively regulale the activilics ol the Exccitive. See, 2.g., David S. Eggen, Note,
Executive Order 12,333 An Assessment of the Validity of Warrantless National Secusity
Searches, 1983 Duke L. J. 611, 636-37; ¢f. John Norton Moare cl al., National Security Law
1025 {1990). The case 15 also roulinely cited more broadly as an affirmation of Congress’s
powers even in the face of claims by the Commander in Chief in wariime, [t is true that
Youngstown involved a situation in which the Executive, retying infer alia on the Commander-
in-Chief power, attempted to take action that Congress had apparently foreclosed by statute, and
that the Supreme Court held the execulive action invalid. Beyond a superficial paralle! at that
leve! of generality, however, we do not think the analogy to Youngstown is apl.

(FSASI-STEWATS

Youngstown wvolved an efforl by the President - in the face of a threatened work
stoppage — to seize and un steel mills. Steel was a vilal resource for manufacturers to produce
the weapons and other materiel that were necessary to support troops oveiscas in Korea, See 343
U.S. at 582-84, In drafting the Labor Management Relations Act of 1947 (alsc known as the
Taft-RHartley Act) Congress hiad expressly considered the possibility of giving the President the
power to effect such a seizuee of indusiry in a time of national emergency. I had rejected that
option, however, and instead provided different mechanisms for resolving labor disputes. See id.
at 586. Other statutes, moreover, did provide certain mechanisms for seizing industrics (o ensure
production vital to national defense. See id. at 585-86 & n.2. President Truman, however, chose
ot to follow any of these mechanisms and instead asserted inherent authority to seize the mills

to ensure the production of steel. ISASEFSTEMANT

The Court rejected the Prasident’s assertion of powers under the Cormmander-in-Chief
Clause primanly because the connection between the President’s action and the core
Commander-in-Chief function of commanding the armed forces was simply too stfenuated. As
the Court pointed out, “fe}ven though ‘(heater of war' [may] be an expancing concept,” the casc
clearly did not involve the authority over “day-to-day fighting in a theater of war,” fd. at 587.
Instead, it involved a dramatic extension of the President’s authority from control aver military
operafions to conirol aver ao industry that was vital for supplying other industries that in turn
produced items vital for the Forces overseas. The almast linitless implications of the theory
behind President Truman's approach — which couold potentially permit the President unitateral
authorily to controt any sector of the economy deemed vital 10 a war effort - was clearly an
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important factor influencing the CourC’s decision. Indeed, Justice Jackson's influential
concuiting opinion reveals a clear cancern for what might be 1ermed foreign-to-domestic
presidential boolstrapping, The United States became involved in the Korean conflict through
President Truman’s unilateral dectsion, without consuiling Congress, 16 commit U.S. troaps to
the defense of South Korea when the North invaded i {950, That was & nalional security and
foreign policy decision Lo invalve U.S. troops in a wholly foreign war. In Youngsiown, the
President was clainnng authority, based upon that foreign war, to extend far-reaching presidential
contral into vast sectors of the domestic economy. Justice Jackson expressed "alarm(]” al a
theory vader which “a President whose conduct of foreign affairs is so largely uncontrolied, and
often even is unknown, can vastly enfarge his mastery over the intemal affairs of the country by
his own commitment of the Nation’s armed forces to somce foreign venlure.” /d at 642 {Jackson,

I, concurning). ESASESTEWAND

Cntically, morcover, President Truman’s action involved extending the Executive's
authorily into a field where the Constitution had assigned Congress, in the ordinary case, &
preeaunent role. Ay the majonty explained, under the Comimerce Clause, Congress “can make
laws regulating the relationships between employers and cinployees, prescribing rules designed
1o settle labor disputes, and fixing wages and working conditions in cerlain fields of our
economy. The Constitution did not subject this law-imsking power of Congress to presidential or
mititary supervision or contyol.” /d. al 588, see also id, at 587 (“This is a job for the Nation’s
lawmakers, not for ils military authorifies.”). In addition, as Justice Jackson pointed oul in
concurrence, Congress is also given express authorily to “‘raise and swpport Armies’ and “*'to
provide and maintain a Navy."" [d. al 643 (Jackson, ], concwrring) (quoting U.S. Const, art. 1,

§ 8, cls. 12, 13). These grants of authority seemed (o give “Congress primary responsibility far
supplying the armed forces,” id., and the crsis at hand involved a matter of supply. Thus,
Youngstown mvolved an assertion of executive power tiat not only stretched far afield from core
Comnander-in-Clief functions, but that did so by intruding inic areas where Congress had been

. il I

given an express, and likely dominant, role by the Conslitution. & S

The situation here presents a very different picture. Ficst, the exercise of executive
authority here is not several steps ramoved from the actual conduct of a military campaign. To
the confrary, conten( collection under STELLAR WIIND is an intelligence operation undertaken
by the Departinent of Defense specifically ta detect operational conununications of cnemy forces
that will enable the United States to detect and disrupt planned attacks, targsly by detecting
enemy agenis already within the United States. Al Qacda has aiready demonstrated an ability,
both on Septentber [ and sabsequently (io cases such as Jose Padilla and Ali al-Maurti®) to
insert ageals inio the United States. As explained above, the efforts under STELLAR WIND to
intercept comrnunications that would lead o the discovery of more such agents or other planned

“* Al-Matri entered the United States on Septemier 16, 2003, Mc was originally “detained in December
2001 as a matseial witness believed (o bave cvidence about the terrorist attacks of September {1, and the President
later dotermined he is “an enenty combatant affiliated with al Qaeda.” Al-Afari v. Rumsfeld, 360 7.3d 707, 708 (7th
Cir, 2004). £y
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attacks on the Uniled States are a core exercise of Cormmander-in-Chicf authority in the midst of

an armed conllicl. CRSHSI-STEAANE

tw addition, the theme that appeared most strongly in Justics Jackson’s cancurenge in
Youngstown expressing a concern for a formn of presidential boot-strapping simply does not apply
1 tins context. fustice Jackson evinced a concem for two aspects of what mighl be tetmed boot-
strapping in the Hxecutive's position in Youngstown. First, the President had uged his own
mherent conslitutional authority to conunif 1LS. treops to the Korean conflict. He was thea
aftempting, without any express autborization for the conflict from Congress, to expand his
authority further on the basis of the need to support the troaps already committed to hostilities.
Here, however, Congress expressly provided the President sweeping authority ummediately after
Septeraber 11, 2001 to use “al] necessary and appropriate force” as he dectmned required to protect
the Nation from further attack. Congressional Authorization § 2(a). Second, in Youngstawn
Tustice fackson was concemed that the Cresidenl was using an exercise of his Commander-in-
Chief povwers in the foreign realm to justify his assumption of authority over domestic matters
within the United States. Again, this concern must be understood in light of both the particulae
contexi of the Korean conflict and the type of powers being asserted. There, the conflict was
strictly confined to the Korean peninsula overseas, and there was no suggestion that the
President’s actions in the United States had any connection whatsogver to mesting an enemy
threat within the United States. As 2 resull, Youngstown must not be overread 10 suggest thal the
President’s authorities for engaging the encry are necessarily somehow less extensive inside the
Uiited States than they are abroad. The extent of the President’s authorities will necessarily
depend ou where the enemy is found. Long before Youngstown, il was recognized that, in a
large-scale conflict, the arca of operations could readily extend to the continental United States,
even when there are no major engagements of armed forces here. As long agoe as 1920 in the
context of the tial of a Geoman officer for spying in World War I, it was recognized that “[w]ith
the progress madc inn obtaining ways and means for devastation ang destruction, the territory of
the United States was certainly within the field of active operations” during the war, particularly
m the port of Mew York, and that a spy in the United Stales might easily have aided the “hoslile
eperations” of U-boats off the coast. United States ex rel. Wessels v. MceDonald, 265 F. 754, 764
(ED.NY. 1920). Similarly, in World War I, in £x parte Quirin, 317 U.5. 1 (1942), the
Supreme Court readily recogrized that the President had anthonity as Coramander in Chief o
capture and try agents of the encmy in the United States, and indecd that he could do so even if
they had never “entered the theatre or zone of active military operations.” Id. at 38.%

(FSASESTRWANE

In this conflict, moreover, the baltlefield was brought to the Uaited States m the most
literad way on Septenaber 11, 2001, and ongoing ittelligence indicates that further attacks on the
United Stales will be attenipted. i addition, in this corflict, preciscly because the enemy

* But see Padilla v. Rumsfeld, 352 ¥.3d 695, 712 (2d Cir. 2003) (halding that an 8l Qaeda operanve seized
in Chicago could not be detsined tn South Carolina without skatutory authorization because “the President facks
inherent coastitutional anthority ss Cormuuander-in-Chief (0 detatn American cilizens un American soi oulside g
zone af cambat™), cers. granted, 124 §. Ct 1353 (2004). (1)
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operates by slealth and seeks to infilirate the United States undetected, it is the intelligence front
thal 1s the most vital aspect of the batile for protecting America. Thus, while some justices in
Youngstown expressed concem al the President’s efforts to ¢laim Comurander-in-Chief powers
for actions taken in the United States, that concern must be understood in the context of a confhey
that was limited wholly lo foreign soil. The Nueth Koreans in 1950 had no ability to project
force against the conlinental United States and the Court in Youngstown was not confronted with
such a concent. Al Qaeda, by contrast, has demanstrated itself more successful at projecting
force against the mainland Unitod States than any forsign enemy since Brtish troops burned
Washington, D.C., in the War of 1812, There i cerlainly nothing in Youngstown to suggest that
the Court would not agree that, after an attack such 2s Sepfember 11, Amencan soil was most
emphatically part of the battle zone and that the President’s Comymander-in-Chief powers would
fully apply to seck out, engage, and defeat the enerny — even in the United States. Similarly,
there is certainly no question of presidential boatstrapping from a “foreign venture” here, This
conflict was thrust upon the Nation by a foreign atlack carried out directly on American sotl.

CLSHSI-STLVHANE

Finally, an assertion of gxecutive authority here does not involve exiending presidential
power into spheres ordinanly reserved for Congress, 1e contrary, as outlined above
congressional authority in this feld is hardly clear,

In shorl, we do not thunk that Youngstown provides any persuasive precedent suggesting
that Congress may constitutionally prehibit the President from engaging in the activities

coniemplated in STELLAR WIND, (FS#SI-STLWATES
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Taking into account all the considerations outlined above, we conclude that the signals
inmelligence activily undertaken 1o colleet the conlent of enemy commumnications under




STELLAR WIND comes within the core powers of the Commander in Chief in conducting a
military campaign and that provisions in FISA or Title 111 that would prohibit it are
unconstiutional as applied. It is critical to our conclusion that the issue arises in the context of u
war instittied by an attack on the United States and necessifating the use of the armed forces o
defend the Nation from allack. Thal bnings this situation nto the core of the President's
Commander-in-Chiel powers !t has long been recognized that the President has extensive
uniateral authority even to intliale anned action Lo proteet American fives abroad. See, e.g ,
Durand v, Hollins, 8§ €. Cas. 1 H, 112(C.C.S.D.NY. 1860y (No. 4186). If anything, we belicve
that power 18 greater when the Nation dsetl 15 under altack. 1t is fortunate that in our history the
couris have not frequentty had occasion (o address the powers of the President in responding to
such aggression. In the one precedent most squarely on point, however, the Supreme Court made
abtndantly clear that his authority is broad indeed. As the Court put it in the Prize Cases, “[i}f
war be made by invasion of a foreign nalion, the President is not only authorized but bound to
resist force by force,” 67 U.S. (2 Black) at 668, and “[hie must determine what degree of force
the crists demands,” i at 670, [t is true that the Court had no oceasion there (o consider the
relative powers of Congress and the President if they should come into conflict. Nevertheless,
the Court's language in the Prize Cases suggests that if there is any area that lies at the care of
the Commander in Chief’s power, it is actions taken directly fo engage the eneray in prolecting
the Nation frotn an attack. In this regard, it bears emphasis that the obligation o “protect each of
[the Stales] against Invasion” is one of the few affirmative obfigations the Constitution places on
the federal governroent with respect to the States. U.S. Censt. art. IV, § 4. [t is primadly the
President, moreover, who must carry ouf that charge. Indeed, defense of the Naljon ig an aspect
of the explicit cath of office that the Constitution prescribes for the President, which states that
the President shall “to the best of [his] Abilily, preserve, protect and defend the Constitution of
the United States,”” U.S. Const. art. II, § 1. Here, we conclude that the content collection
actrvities under STELLAR WIND are precisely a core exercise of Commander-in-Chief powers
1o detect and engage the enemy in protectng the Nation from attack in the pudst of a war and
that Congress may not by statute restrict the Commander in Chief’s decisions about such a matter

involviog the conduct of a campaign. (FSHST-STLWATS

Even if we did riot conclude that STELLAR WIND was within the core of the
Commander-in-Chief power with which Congress cannet interfere, we would conclude that the
resirictions ut FISA would frustraie the President™s ability {o carry out his constitutionally
assigned functions as Commander in Chief and are tropermissible on thaf basis. As noted shove,
even in prior opinions suggesting that Congress has the power to restricl the Executive's actions
in foreign inteliigence collection this Office has always preserved the caveat that such restrictions

wotild be penmuissible only where they do not ““go so far as to reader it irupossible for the
President to perform his constitutionatly prescrnbed ﬁ.mc!iom."“
Several factars combine to make the FISA process an insufficient mechanism tor respending o

the crisis the President has faced i the wake of the September {1 attacks. FFSASI-STLWHANED
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To summarize, we conclude only that when the Nation has been thrust into an armed
conilict by a foreign attack on the United States and the President determines in his role as
Commander in Chief and sole organ for the Nation in foreign affairs that it is essential for
defense against a further foreign attack to use the signals intelligence capabilities of the
Departiment of Deferise within the Unitcd States, he has inhierent constitutional authority to direct
electronic surveillance withou! a warant to intercept the suspecied comunurications of the enemy
- ar authonty that Congress caunot curtall. We need not, and do not, express any view on
whether the restrictions imposed 10 FISA are 2 constitutional exercise of congressional power in
circumstances of maote routine foreign intelligence gathering that do not implicate an armed
conflict and direet efforts to safeguard the Nation from a credibie danper of foreign attack.

CESME-STEWAANE
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Xll.  Telephony Dialing-Type Meta Data Collection — Statutory Analysis

E]

The second major aspect of the STELLAR WIND program as it is currently operated is
the collaction of telecommunications dialing-type data“ This
data, known as “meta data,” does not mclude the content of cammunications. Rathier, if consists
essenlially of the telephone number of the calling party, the {elephone number of the called parly,
and the date, time, and duration of the telephone call. For ease of reference, we will refer ta this

aspect of STELLAR WIND as meta data collection. (FSH#SHSTEWANE




Pages 82 — 99

Withheld in Full



yAATH A YL AR
ARET ALy Vi Mk ra = VAT AN AN IRY. "

V. STELLAR WIND Under the Fourth Amendment (FSHSI-STEWAATE

The analysis above establishes tha! the constraints imposed by FISA and title 18 that
would seem to probibit the activities underiaken in STELLAR WIND are gither best construccl to
havc been superscded by thc C ongressmml Auihan?atto 3 £

In determining the scope of exceutive power (o conduct foreign intelligence searches, we
have already concluded above that there is an exception (o the Fourtl Amendment’s warrant
requirement for such searches. See Part ILC.1, supra. For that analysis, we assumed that some
activities undertaken under STELLAR WIND would be subject to the Fourth Amendment. It
remaing for us now 1o lurm to 2 more comprehensive examtination of STELLAR WIND under the
Fourth Amendment. Once again, we divide our analysis lo address separately (i} interception of
the content of communications and (ii) the acquisition of meta data, (FSHSI-STLAAPHL

We recognize that there may be a sound argument for the proposition that the Fourth
Amendroent does not even apply te a mititary operation such as STELLAR WIND.* Assuming
arguendo, hawever, thal it does apply, we anatyze STELLAR WIND's content interceptions
under the Fourth Amendment slandard of reagonableness. As the Supreme Couwrt has explained,
this analysis requires a balancing of the govermmental interest at stake against the degree of

M See, e.g , Memorandum for Alberto R. Ganzales, Counsel to the President, and Wiltiam J. Haynes, 1,
General Counsel, Departroent of Defense, from John C. Yoo, Deputy Assisiant Atlorney Genersl, and Robert .
Detahumy, Special Counscl, Office of Lepal Counsel, Re: Authority for Use of Military Force Fa Combat Terrorist
Activities Within the United Stoces 15 {Oct. 23, 20013 {“In fight of the well-settled undersiznding that constitutional
consiraints must give way in same respects 1o the exigencies of war, we thank that (he better view is that the Founh
Amendment daes nar apply e domestic military opertions desigted ta detey and prevent ferther terrorist attacks.”).

(U)
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Infrusion into protecled areas of privacy. See, e.g., Board of Educ. v. Farls, 336 U.S. 822, 829
(2002) ("[Wle generally delernnine the reasonableness of a search by balancing the nature of the
intrusion on the individual’s privacy apainst the promotion of legitimate governmental
interests.”™). Under that balancing, we conclude that the searches al issue here are reasonable.

As {or mata dala collection, as explained below, we conclude that under the Supreme
Court’s decssion in Smith v. Maryland, 442 11.5. 735 (1979), the interception of the routing
mformatmn for both tbiephonc Gatls aml e-mails does not implicate any Fourth Amendment
interests.® FFGHAH-5T

A. STELLAR WIND Content Interceplions Are Reasonabie Under Balancing-
of-Interests Analysls (FSASE-STIAVANES

Under the standard balancing of iaterests analysis used for gauging reasonableness, ihe
STELLAR WIND interceptions would pass muster under the Fourth Amendment. As the
Supreme Court has emphasized repeatedy, “{{ihe touchstone of the Fourth Amendment is
reasonableness, and the reasonableness of a scarch s delermined by assessing, on the one hand,
the degree to which it intrudes upon an idividual’s privacy and, an the other, the degree to
which it is needed for the promotion of legitimale goverumental interests.” United Siates v.
Knights, 534 U.8. 112, 118-19 (2001). The Court has found a search reasonable when, under the
totality of the circumstances, the “importance of {he govermmenial interests’ has outweighed the
“nature and quahity of the intrusion on the individual’s Fourth Amendment interests.” Tennessee

v. Garner, 471 U.S. 1, 8 (1985). (FSHSI-STEWMANE

We begin by addressing the individual privacy interests at stake. There ean be no doubt
that, as a gencral maticr, interception of the content of telephone communications implicates a
significant privacy interest of the individual whose conversation is intercepted. The Supreme
Court has made clear ai least since Katz v. United States, 389 U.S. 347 (1967), that individuals
have a substantial and constitutionally protected reasonable expectation of povacy that their
tetephone conversations will not be subject to governmental cavesdropping. The same privacy
interest likely upplies, absent lndividual circumstances lessening that interest, to the contents of
e-mail communications, Although the individual privacy interests at stake may be substaatial, it
15 well recognized that a variety of governmental interests — including routine law enforcement
and forcign-intcliigence gathering - can overcame those interests. CFSHSI-STLWHNE

On the other side of the tedger here, the government'’s interest in conducting the
surveitlance 1s the most compelling interest possible — securing the Nation from foreign attack i
the midst of an amied conflict. Qne attack has already tzken thousands of hives and placed the
Nation in stale of armed conflict  Defending the Nation fom attack 15 perhaps the most

® Although this memorandum evaluates (he STELLAR WIND program under the Fourth Amendsment, we
do nel here anakyze the specific procedures follawead by the NSA in impiemeriing the program.

(FSHSI-STLWHNE
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important function ol the federal government - and one of the {ew express obligations of the
goverminent enshrined 1n the Coostitution, See U.S. Const. art. 1V, § 4 (“The Umited States shall
guarantee to every State in this Union 2 Republican Farm of Govemment, and shall protect each
of them against Invasion . .. ") (cmpbasis added). As (he Supreme Court has declared, “[iltis
‘ubvious and umrgaable’ thal no gevemmental inlerest is more compelling than the secwity of
the Naton.” Haig v. Agee, 453 ULS. 280, 307 (1981). Cf The Federalisi No. 23, at 148
{Alexander Hamilton) (Jacob E. Cooke ed. 1961} (Y[ TIhere can be no limitation of that autherity,
which is lo provide for the defence and prolection of Lhe community, in any matter essenbial to ils

efficacy.”) (FSHSI-STLAAN)

As we have explained in previous memoranda,—lhe
government’s overwhelming inlerest in detecting and thwarting further al Qacda attacks 1s ¢asity

sulficient to make reasonable the inliusion into privacy involved in intercepling selected
communications. The nation has already suffered one attack that disrupted the Nation’s (inancial
center for days and that successfully struck at the command and control center for the Nation’s
military. In initiating STERLLAR WIND, morcover, the President specifically concluded that al
Qaeda had the ability and intend to carty oul further atlacks that could eesult in massive loss of
life and destruction of property and (hat might even threaten the continuily of the federal
government. As noled above, the September 1t attack incorporated some aspects of a deliberate
de-capitation strike ained al the Nation’s capital.

Of ¢ourse, because the magnitude of the governinent’s fnterest here depends in parl upon
the threat posed by al Qaeda, dtmi ‘ ' ' 31 Tl

balance to chanpe over time.

1t 1s thus significant for the reasonableness of the STELLAR
program that the President has established 2 system under which the surveillance is
authorized only for a hmited peniad, typically for 30 to 45 days. This ensurcs thal the
justification for the program is regularty reexamined. Indeed, each reauthorizalion is
accompanied by a fresh reassessment of the current threat posed by al Qaeda. As explained
above, before each reauthorization, the Ditector of Central Intejligence and the Secretary of
Defense prepare a memorandum for the President highlighting some of the current information
relating to threats from al Qacda and providing their asscssmenl as to whether al Qaeda still
pases a substantial threat of carmying out an attack in the United States. Each Presidential
Authorization of the program is thus based on a currsot threat assessment and includes the
Presideni’s specific determination thal, based upon information available o him ffom all sources,

WW;%WW :



we should atso note s | . - cn vascd

upon the limiled range of information availabie (o us — which is less than the tolslity of
infonnation upon which the President bases his decisions concerning the continuation of
STELLAR WIND - there is ample basis on which (o cenclude that the threat posed by al Qacda
conlinues to be of a sulficient magnitude 1o justify the STELLAR WIND program: for Fourth
Armendment purposes. We note here only some of the highlights that have appeared in the
tluzat-related intelligence reporting waiidh!e to the President and relevaol for evalnating the

a7ty

current thieat posed by al Qagda: (FSHSESTEWANE)




Finally, as part of the balancing of interests to evaluate Fourth Amendment
reaseinablencss, we think 1t is significant that content inlerception under STELLAR WIND is
limited solely ta those intermnational comtuaications for which “there are reasonable grounds to
believe - . . [that] a party to such communication is a group engaged in international terrorism, or
acttvities in preparation therefor, or any agent of such a group.” March 11, 2004 Authorization

The interception is thus argeted precisely at communications for which there s already a
rcasonable basis to think there 3 a terrorism connection. This is celevant becausc the Supreme

104
rorsucrericormvrsrerrar Wil SO FORN



Court has indicaled that in evaluating reasonableness, one should consider the “efficacy of (the]
means for addressing the problem.”™ Vernonia Sch. Dist. 477 v. Acton, 515 U.8. 644, 663 {1995);
see also Earls, 530 1.8, at 834 (“Finally, this Court musi consider the nature and immediacy of
the govermment’s concerns and the efficacy of the Policy in meeting them.”). This dacs nut
mean, of course, that reasonablencss requires the “least intrusive™ or most “narrowly {atlored™
means for obtaining tnformation. To the contrary, the Supreme Court has repeatedly rejected
such suggestions. See, e.g., Larls, 536 US. at 837 (“[TJhis Court has repeatedly stated that
reasonableness under the Fourth Amendment does not require employing the least intrusive
means, becaise the logic of such claborate less-restrictive-altemnative argumnents could raise
insuperable barriers to the exercise of virtually all search-and-seizure powers.™) (intermal
quolution marks omilted); Fernonia, 515 U.S. a1 663 {"We have repeatedly refused to declare
that only the ‘least intrusive’ search praciicable can be reasonable under the Fourth
Amendment.”). Nevertheless, the Court has indicated that some consideration of the efficacy of
the search being implemented — thal is, some measwre of fit between the search and {he desired
objective — is relevant to the reasonablencss analysis.®® Thus, a program of surveillance 1hat
operated by listening {o the content of every telephane call in the United States in order (o {ind
those cails that migl relate Lo terrorism would require us to consider a rather difference balance
here. STELLAR WIND, however, is precisely targeted o intercepl salely those international
comruuications for which there are reasonable grounds already 1o believe there s a terronism
connection, a limitation which further strongly suppotts the rcasonableness of the searches.

WM f 7

In light of the considerations aullined above, taking into account the totality of the
circumstances, including the nature of the privacy interest at stake, the overwhebning
governmental interes! involved, the threat that al Qaeda cotttinues (0 pose {0 the United States,
and the targeted nature of the surveillance at issuc, we conclude that the content inierception
undertaken through STELLAR WIND continues [0 be reasonable under the Fourth Amendment.

FFSHS-STLWHATE

¥ Yhis considertion has often been relevant in cases that involve some form of suspicianless search. Even
in thasc cases, moreover, the Coust has made clear that the measure of efficacy required is ntot a seringest or
demanding sumencal measure of sucecss. For eunample, i considering the use of warmrantless road blocks (o
accomphsh: Rutporary seizures of automobites ta screen drivers for signs of drunken driving, the Court noted thag
the 1oud blocks resulted w the arest for drunken driving of onty L.& percent of the drivers passing through the
checkpuint, The Count coucluded that this success rate established sufficient “efficacy™ (o sustain tic
constitutionality of the practice. See Mickigan Dep 't of State Pulice v. Sitz, 496 U.S. 444, 454-35 (199Q).
Similatly, Ihe Court has appraved the use of roadblocks that detected ilfegat immigranes in only ¢.12 persent of the
vehicles passing throuph the checkpoint. See United States v Murdines. Fuerte, 428 11.5. 543, 554 (1976). What the
Cowsrt bus warned agsinst i5 the use of random and standsrdless sesrches, giving potentially arbitrary discretion to
officers couducting the searches, for which there is “no empinical evidence” to support the conclusion that they will
promale the government objective at hand. Siez, 496 US. at 454. (U}
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. Acguisition of Meta Data Does Not Lmplicate the Fourth Amendment
FSHSESTLWANE

The Fourth Amendwont analysis for the acquisition of niela data is substantially simpler.
The Supreme Court has squarely detennined that an individual lias no Fourlh Amendiment
prolected *legitimate sxpeciation of privacy regarding (he numbers he dialed on lus phone.”
Smith v. Marytand, 442 1U.5.735, 742 (1979} {inlernal guolation marks omitted). In Smith, the
Court was considering the warrantless use of a pen regisler o record the numbers thal a person
had called on his telephone. In evaluating whether an ind{vidual could claim a reasonable
expectation of privacy in such numbers, the Court explained thal telephone subseribers know that
they must convey the numbecs they wish to call (o the telephone company in order for the
company to complete the call for them. 1 addition, subscribers know thal the telephosnie
company can and usually does record such nwnbers for billing purposes. As a result, the Count
concluded that subscribers cannot ¢laim “any general expectation that the numbers they dial will
remain secret.” fd. at 743, The situation fell squarely o the hing of cases in which the Court
had nufed that “a person has no legitimatce expectation of privacy in information he voluntarily
turus aver o third parties.” /4 a1 743-44; see also United States v, Miller, 425 U.S. 435, 443
(1976) (*“This Court has held repeatedly that the Fourth Amendment does not prohibit the
oblaining of information revealed to a third party and conveyed by him to Government
authoriliss, even if the information is revealed on the assumption that it will be used only for a
limited purpose and the confidence placed in the third party will nof be betrayed."}. There could
be, therelore, “no legitimate expeclation of privacy here.” 442 U.S. al 744.

First, e-matl users have no subjective expectation of privacy in e-mail meta data
information, Just like the numbers that a caller dials on a telephone, the addyessing information
on an e-mail 15 frecly shared with an e-mail service provider to enable the delivery of the

5 - ! 3]
business records is irmelevam for pumposes of the constetutional snalysis. The fact remaws that the information
gathered - the dialing aumber information showing with whom a person has been in contact - is not protected under

the Fourth Amendment. FFEHS-STEMWHAE
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message. The user fully knows that he must share that information to have his mail delivered.™

i~y P ey
E.

Second, even if a user could somehow claim a subjective expectalion of privacy in e-mail
metz data, that is nol an expeciation “that sociely is prepared to recognize as ‘reasonable.”™ Katz,
389 1).S. at 361 (Harlan, J., concurring}. just as {elephone users who “volumtanty convey|}"
information to the phone company “in the ordinary course” of makig a call “assum[e] the risk™
that this information will be passed on to the government or others, Smith, 442 (.S at 744
{internal quolatioh marks omitted), so too do e-mail users assume Lhe risk that the addressing
tnformation on their e-matls may be shared. Thus, such addressing information is simply not

prolected by (he Fourth Amondment, (FSAS-STIWARE

This conclusion is strangly supported bry another analogy that could be used to assess the
Fourth Amendment protection warranted {or addressing information on e-mails - the analogy 10
reguiar Jetlers in the ULS. mail. Lower courts have consisteatly concluded that the Fourth
Amendment is not implicated by “mail covers,” through which postal officials monitor and
report for regular leller mail the satne type of information cenfained in e-mail meta data ~ Le.,
information on the face of the envelope, including the name of the addressee, the postmark, the
name and address of the sender (if it appears), and the class of mail. See, e.g., Unifed Stares v.
Chonte, 576 F.2d 165, 174-77 (9th Cir. 1978); ¢f. United States v, Charbonneau, 979 F. Supp.
1177, 1184 (5.D. Ohio 1997) (“E-mail is almost equivalent to sending a letter via Lhe mails.™);
United States v. Maxwell, 45 M.). 406, 418 (C. A AF. 1996} (“In a sense, e-mail is like a
tetter.””). Courts have reasoned that “[s]enders knowingly exposef] the outsides of the mail (o
postal employees and othiers,” Choare, 576 F.24 at 177, and therefore llave “no reasonable
expectation that such information will remain unobserved,” id. at 175; see also Vreeken v. Dawis,
718 F.2d 343, 347-48 (10th Cir. 1983) (concluding the "mail cover at issue in the instant case is
indistingishable in any important respect from the pen register at issue in Smith'™Y; United States
v. DePoli, 628 F.2d 779, 786 (2d Cir. 1980} ("[1)kere is no reasonable expectation of privacy
with regard to the outside of a letter . .. ™), United States v. Huie, 593 F.2d 14, 15 (5th Cir.
1979} (per curiamn} (“There is no reasonable expectation of privacy in information placed ou the
exterior of mailed ilems . . . 7). Commentatars have also recognized thal c-mail addressing
information is analogous to telephone numbers and mail covers, see Orin S. Kerr, fniernel
Surveillance Law after the USA PATRIOT Act: The Big Brother That Isn’t, 97 Nw. U. L. Rov.
607, 611-15 (2003), and that, “[gliven the logic of Smifh, the [Supreme] Court is unlikely (0
recaguize a constitutionat difference between e-mail addressing information and the information
that a telephone pen register reveals,” Tracey Maclin, Katz, Xyllo, and Technology, 72 Miss, L.J,

51, 132 (2002). (FSHSI-STLWHANEY

% The Snitth Court alsa noted 1hal telephone customers must reatize that telephane companics will rack
dialing information 1 some cases because it “aidfs] in the identification of persons making annoying of obscenc
cakls.” Smith, 442 V.S al 742. The same subjective expectadons hold mae {or users of Inleret e-mail, who should
know that [SP's can keep tecords to identity and suppress Vannoying or ohscene™ messages {rom aponyrmous
senders. Individuals are regutarly bombarded with uaxohieited, ofiensive material Gwough Intemiet e-mail, and the
senders of such ¢-madl intentronally closk thew identity. See The CAN-SPAM Act of 2003, Pub L. Ne. 188-187,

§ 2(a}, 117 Stat. 3699, 2693700 (congressional findings on this point). FSHSHETEWADG
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In our view, therefore, well-established principles indicate that the cotlection of e-maii
mela dala does not qualify as a “search” inplicating the Fourth Amendment ¥

-~
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Thus, we affirm our conclusion that STELLAR WIND meta data collection does not
involve the collection of information in which persons have a legitimate expectation of privacy
that it does ot smatant to » search under the Fourth Amendrment. (NN

EFSHS SN
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CONCLUSION (U)

For the foregoing reasons, we conclude that, notwithsianding the prohibitions of FISA
and title 18, under the current circumstances of the ongeing armed conflict with al Qaeda and in
light of the broad authority conferred in the Congressional Authorization, the President, as
Compmander in Clitef and Chiel Executive, has legal aulhority to anthorize the NSA to conduct
the signals-intelligence activities described above; that the activities, to the extent they are
searches subject (o the Fourth Amendment, comport with the requiremnents of the Fourth
Amendment; and thus that the operation of the STELLAR WIND program as deseribed above is

lawful. (FSHSR-STLW/ANE-

Please let me know if we can be of further assistance. (U)

S Al

Jack L. Goldsmith, 111
Assistant Attomey General

1 should be clear from the discussion above that STELLAR
mela data collechion wvolves the acqussition of dula both for 1elepheone calls and for e-muils and that our
Foudh Amendmenl analysis above applies (o both  EFSHERSTLW/NTE}
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