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To: All Field Offices From: Counterterrorism Division

Re: (R

bi 04/14/2000

Details: (LY (R) In the first quarter of the year 2000, different field offices have encountered difficulties
in their management of electronic surveillances and physical searches authorized under FISA.  After one
quarter of reporting we are aware of potential violations numbering three and one-half times those reported in

1999 Examples of problems encountered follow:

(“) (8) In one case, a field office secured a FISA which had to be implemented by a second
{icld office. The second field office implemented the FISA order incorrectly, and videotaped a meeting even

though videotaping was not authorized in the FISA order.

(W (R In another investigation, a field office secured a FISA order which authorized the
coverage of a larget's cell phone. Unknown to the field office, some time after the FISA order, the target
vave up his cell phone, and the target's cell phone number was assigned by the cell phone carrier to a new
person. The new owner of the cell phone spoke a language other than the language spoken by the target of
the FISA. When the language spemahst listened to the FISA tape, and heard a new language, the specialist
reported it to the agent working the case. Nothing was done for a substantial period of time, and timely
eportedly was not made to FBIHQ. The new owner of the cell phone number was therefore the target of

anauthorized electronic surveillance for a substantial period of time.

(U) &) Inathird example, a target's E-Mail was correctly intercepted under a FISA order.
When time came togenew th the FISA the field office decided to omit E-Mail coverage since the coverage wus
not producuve. Thus, the FISA renewal order did not cover E-Mail. The ficld office then continued to cover
the target's E-Mail even though there was no authorization for E-Mail coverage in the FISA renewal order.

&) &) All events have been reported to the Office of Intelligence Policy and Review (OIPR) at
the Department of Justice (DOJ) and to the Inspection Division, FBIHQ. OIPR, will report these incidents
to Congress. I, after thorough analysis, one or more of these incidents is considered to be of sufficient
cravity, the incidents will be reported to the Intelligence Oversight Board and/or to the Office of
Protessional Responsibility. Thus, the increase in violations of FISA court orders has the attention of the

hiehest levels of management at the Department of Justice and the FBI

(W Cﬁ) Other examples include unauthorized searches, incorrect addresses, incorrect
nterpretation of a FISA order and overruns of ELSUR.

W) (B It is important that field offices read carefully every FISA package and not assume that

the FISA packages are similar, have the same authorities, or, have the same rules for passing FISA maulterial
S. Attomneys offices, or even to FBI SAs working parallel criminal investigations. Every FISA



I\

Tu All Field Offices From: Counterterrorism Division

ke @& N (D 04142000

package must be assumed to be unique and read in its entirety by agents responsible for the investigation. All
technical squads must share copies of all FISAs, and minimization procedures thereunder, with the substantive
squads and CDC and vice versa. In addition, field offices should be advised that there is a 14-day reporting
requirement for the field on these incidents.

(U) Any and all significant occurrences should be reported to FBIHQ to determine whether the
FISA may continue, be shut down, or additional authorities sought.

(U) All CDCs have been trained in FISA and should be consulted on all FISAs. CDCs should
tamiliarize themselves with all FISA Court orders in their field office, and advise their technical and operational
squads accordingly.

(U) FBIHQ is in the process of a more in-depth review of FISA issues and will issue additional
guidance to the field once that review is completed.
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