May 17, 2017
The Honorable Mario Diaz-Balart, Chairman
The Honorable David Price, Ranking Member
U.S. House of Representatives Committee on Appropriations
Subcommittee on Transportation, Housing and Urban Development, and Related Agencies
2358-A Rayburn House Office Building
Washington, DC 20515
Dear Chairman Diaz-Balart and Ranking Member Price:
We write to your regarding the upcoming hearing “Emerging Transportation
Technologies,”1 on the privacy and safety risks of “connected vehicles.” For more than a decade,
EPIC has warned federal agencies and the Congress about the growing risks to privacy resulting
from the increasing collection and use of personal data concerning the operation of motor
vehicles.2 In recent years, we have become increasingly aware of the threat to public safety of
Internet-connected vehicles.3
Connected vehicles pose substantial safety and privacy risks. To date there have been
several high-profile accidents involving self-driving cars. For example, Uber recently suspended
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its “self-driving” program in Arizona after one of the company’s vehicles struck a car with
passengers inside.4 The Uber vehicle was in self-driving mode, presumably “Level 3.” The
accident with the Uber vehicle highlights the risks of the “self-driving” mode as well as the
dangers of having these vehicles on the road with traditional vehicles.
This is not the first accident involving an autonomous vehicle. Late last year, a selfdriving car failed to stop at a red light at a busy intersection.5 A Tesla owner was recently
involved in an accident when the autopilot failed recognize a lane shift in a construction zone,
resulting in a collision with a construction barrier.6
These accidents should alarm the Subcommittee and the public, but they are only one of
myriad issues with autonomous vehicles. Wide-scale malicious automobile hacking is no longer
theoretical.7 Although a full-scale remote car hijacking is certainly a serious risk to car owners
and others,8 hijacking is not the only risk posed by connected car vulnerabilities.9 Connected cars
leave consumers open to car theft, data theft, and other forms of attack as well. These attacks are
not speculative; many customers have already suffered due to vulnerable car systems.
For example, criminals have exploited vulnerabilities in connected cars to perpetrate car
“ransomware” scams, “where a car is disabled by malicious code until a ransom is paid.”10
According to one expert, computer criminals have installed malicious software in cars via USB
drives used by mechanics for diagnostics and software updates. The software shuts down, or
“bricks,” the car unless and until the driver meets the criminal’s demands. The expert even
discovered a case where an entire fleet of vehicles was disabled by ransomware. She warns that
criminals can also infect a car with malware remotely over the car’s wireless connection.11
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Car manufacturers should adopt data security measures. Early mitigation of threats to
public safety may reduce auto fatalities, spur innovation, and result in safer vehicles.12 There
should be great concern that each of autonomous car maker wants to be the first to have their
vehicle available to the public can poses substantial safety risks.13 A functioning autonomous
vehicle does not mean security and the race to be the first with a functioning, marketable
autonomous vehicle jeopardizes the safety and security of consumers.
Recently, Charlie Miller, whose research led Chrysler to recall 1.4 million vehicles after
he hacked into a Jeep, stated the danger in self-driving ridesharing and taxi services stating that
“Autonomous vehicles are at the apex of all the terrible things that can go wrong. . . Cars are
already insecure, and you’re adding a bunch of sensors and computers that are controlling them. .
. If a bad guy gets control of that, it’s going to be even worse.”14 The potential risks that
connected cars pose to the driver, as well as the potential risk to the public, cannot be
understated.
EPIC urges this Subcommittee to take these accidents and security flaws into account as
it examines the future of transportation as it relates to these vehicles. In addition to the
substantial privacy concerns that connected cars present,15 these recent incidents show that there
are substantial safety concerns to everyone on the road. National minimum standards for safety
and privacy are needed to ensure the safe deployment of connected vehicles.
We ask that this statement be entered in the hearing record. EPIC looks forward to
working with the Subcommittee on these issues.
Sincerely,
Marc Rotenberg
Marc Rotenberg
EPIC President

Caitriona Fitzgerald
Caitriona Fitzgerald
EPIC Policy Director
Kim Miller
Kim Miller
EPIC Policy Fellow
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